


If you are responsible for the development of a
product that includes complex software and
connectivity to the Internet, you have many things
that you are concerned about. Is the quality there? Are
the features going to meet the needs of the market
and excel against your competition? After time and
effort, you and your teams solve all of those problems,
complete the product, release it to the market, and it
is a success. Congratulations! But...

Some Background

A security vulnerability is a programming error (or
defect, or bug) that opens a device up to be affected
by some external or internal application that was not
intended. Security vulnerabilities are in every product.
By following the guidelines described in this paper,
you will learn how to protect your device from issues
that are known, make it difficult for vulnerabilities
that you do not know about to be exploited, and esta-
blish processes for known issues to be discovered and
fixed.

The most important part of this process is known as
Common Vulnerabilities and Exposures, or CVEs. CVEs
were originally defined in 1999. The database is a
repository of known exploitable security issues that
exist (or existed) in products. CVEs are published and
maintained in a joint effort between the MITRE Corp-
oration and the US National Vulnerability Database
(NVD), which is maintained by the US Department of
Homeland Security. Every significant security vulne-
rability you have probably heard of has been docum-
ented as a CVE, from Heartbleed (CVE-2014-060) to
Shellshock (CVE-2014-6271) to URGENT/11 (11 CVEs
discovered in 2019).

These CVEs are discovered either as a result of dam-
age caused (a postmortem of an adverse effect dis-
covered the underlying issue), or as a result of a cons-
cientious engineer who discovers a potential exploit.
The good news is that most exploits are discovered
without causing damage, the bad news is once an

Siemens Digital Industries Software

White paper | A Guide to Minimizing Device Security Vulnerabilities

Shortly after your product is deployed, you get a
midnight phone call from your company’s CEO letting
you know that the company’s product will be on the
front page of tomorrow’s Wall Street Journal because
hackers have figured out how to access customer
sensitive data from your device. How did this happen?
What do you do? How do you manage to keep your
job?

exploit is communicated to the world through the CVE
process, it can be easily exploited by hackers world-
wide, so time is of the essence. Fortunately, the CVE
process is designed to give product or software pack-
age developers time to fix the exploit and have that fix
available to customers before the exploit is announced
to the world. While it does not always happen, the
opp-ortunity is there for product developers focused
on keeping their devices secure to act rapidly.

BN

Common Vulnerabilities and Exposures

When a CVE is discovered, it is assigned a CVE identi-
fication ID. If the CVE is determined to be an issue, it is
generally assigned a Vulnerability Score by the NVD.
This is a number between 1 and 10; the higher the
number, the more serious the vulnerability will be to
devices that contain the vulnerability. The NVD also
contains any other known information about the issue,
as well as links to pertinent sites that further describe
the issue, and the existing fixes available for it.
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