N3 Linux B Android

nyTb NnaTexXHoro TepMmHaria

MantworuH l'nnaTtoH

Ina Android paspaboTtkun B Dejavoo Systems Russia
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MoTuBbl nepexoaa Ha Android

N\

Hun3kas ueHa MoLHoCTb Sexy Mopaepxka
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Kakoe y Hac T37

CoenanTte Kak B nnaTeXHom
TepMuHane Ha Linux

AT
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CeKkuunm

- Kak npoucxoaut nnaTtex
- [lepexon Ha Android

- PaspaboTka

- TecTtmnpoBaHue

€) maluginp Déjavoo“”
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Kak npoucxogut nnartex”

*TpaH3akums
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YyacTHUKM nnaTtexa

EMV kapTa
(kapTa)

[MTnaTeXHble XOCThbl
(XxocCThbl)

TepMmuHan

EMV Kernel

(D) EMVCoO
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[TnaTtex

MnuTaHne

[laHHbIe

Co3spaeTcs ceccus

Kapt pugep

Bcrasunu kapty
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[TnaTtex

EMV
NpoTOKON™

*EMV v4.3 Book 3
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[ThaTex

TpaH3akuus

Puck-meHeppKMeHT
TepMuHana

KoHurypauus
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[ThaTex

TpaH3akuus
Konun4yectso

TpaH3aKuuiA NnmnTel
S
o¥®
Puck-meHepkmeHT OddbnaiH
KapThl '
O%G

€) maluginp DéjaVOOSM 11

An ¢-POS Systems Company



[TnaTtex (OHnaunn)

Kpuntonporpamma (ARQC)

Kpuntonporpamma (ARPC)
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[Tnatex (OddnaniH)
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[loabITOXUM

- [lpn nnaTexe MUHUMYM TPU y4acTHMKA

- Puck-meHeIXMeHT BNUSET Ha nnartex, y KapTbl MpUopuTeT
- Onnarta moxeT 6bITb Online n Offline

- OguH EMV npoTokon, pasnuyaeTcsa TOMbKO TpaHcnopT

€) maluginp Déjavoo“” 14
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[lepexon Ha Android

0 maluginp DéjAaXS(y)?Cmpy 15



C yero Havyanu

AppManager

~ 12 NnaTexHbIX
sredt NPUMNOXEHWN
Debit
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Kak aT1o Bce paboTaeTt

i socket
Network Manager socket
- |
3 |
z :; Window Manager
2 |
= i
S |
| Messages
| App Manager
*Anonymous shared memory
- .
€) maluginp D@J avoo 17
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Pa3Huua ¢ Linux

M*q MMAP

* nobasunu B API126

Android Ul

CokeTbl

DZjavoo’
€]avoo
An ¢-POS Systems Company
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Ha 4yben Tbl CTOPOHE

[lepenuncaTb [lepencnonb3oBaTtb
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[Touemy s BbIOpan TEMHYIO CTOPOHY?

- Bce yxe HanncaHo 1 oTnaXeHo, He HYXXHO KonnpoBaTb Ko
-  Cmoxem noagepxusatb Ase Bepcuun Android n Linux

- Cmoxem cpasy cepTmduumnpoBaTb XOCT NoA ABe nnatgopmbl H ”‘IOCH
9 o

PaspaboTka CepTudpunkaums '
| (~ 2-3 mecaua) I (> 6 mecsALeB) I

NHTerpupyem [oToBO

Cpena ansa ceptnukaumm OTKpbIBaeTCHa Ha napy AHeEN

€) maluginp DéjaVOOSM 20
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Kak rotoBuM Kpocc-nnaTtgopmy

OpenSSL ~

Cryptography and SSL/TLS Toolkit

curlsl/ — |
INE ROF ks

6.0

—
D@J avoo 21
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IBOMOLUUSA

HQO® ¢ 3 @ F oM 2015

DvAuraAndroid

START

Engineering mode Engineering mode

MPUNOXEHUS

3 Q@7 ph21:24

Tap, Insert, Swipe
or Enter Card #

CREDIT / Sale
$5.00

[ CANCEL ]
Engineering mode

Tap, Insert, Swipe

Enter debit card

Credit Sale

15.00%

CANCEL

Q maluginp

Déjavoo
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Anpo ynpaengaeTt Bcem

CTaKkom
OKpaHamm

Jlokanusauunen

HacTtpounkamu

CobbiTnamu/Tanmepamm

O maluginp

Dejavoo:
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Kernel Loop aapa

onCreate(Prompt, ...)  onShow(Prompt) onDestroy(Prompt) onCreate(Swipe, ...) Kernel

Lo?p
o | | | t

timer event timer event event

€) maluginp DéjaVOOSM 24
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UTO B UTOrEe Nony4ymnochb

v

TERMINAL CORE

v

- Single Activity
- OKpaH =7?
- [lloooepxka aHMMauum

Hosas nnatdopma

0 maluginp

Dejavoor
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YKN3HEHHbIN UMK 3KpaHa

— \
Create »  Show » Activate » Deactivate > Hide > Destroy
\xg‘; -/
Activity vs Fragment vs View
€) maluginp DéjaVOOSM 26
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[Toyemy View ona sKpaHoB

KactomHas KacTomHbil CVHXPOHHOE
peanm3a|_|l|/|;| KN3HEHHbIN L|,|/|K.|-| OTO6pa>KeHI/Ie
CTOKA IKpaHa
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Ul dopenmBopk

V%) i

Canvas c;
<Button

BufferCanvas bc; android:layout_width="match_parent"
bc.set(MAX_WIDTH, 80); android:layout_height="80dp"
bc.fill(0, 0, MAX_WIDTH, 80, 0); android:text="Test" />
ClipRgn clip = { be.buffer(), 0, 0 };
c.intersectClipRgn(clip);

NPUMUTUBBI XML pasmeTka

€) maluginp DéjaVOOSM
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YnpaBrieHme cToKkoM U3 aapa

void handleDestroy(String tag);

void handleActivate(String tag);

void handleDeactivate(String tag); A rpe Create?
void handleShow(String tag);

void handleHide(String tag);

Java

€) maluginp DéjaVOOSM 29
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Kak BbIrnaanT TunndHbin akpaH. Kotlin

class AlertScreen(
private val caption: String,
private val message: String,
private val buttons: List<String>,
private val selectedIndex: Int
) : Screen {
override val tag: String = "Alert"
override fun createView(context: Context): WindowFragment = AlertWindowFragment(
caption, message, buttons, selectedIindex

)
}

€) maluginp DéjaVOOSM
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Kak BbIrnsaguT TUNNYHbIA 9KpaH. C++

class AlertDialogWindow : public Window {
public:
ModalDialogWindow(const char *title) : _title(title), Window("Alert") {
CONNECT(timer_.onTimeout, handlelnputTimeout, this);
}
protected:
void processCreate(); // override
private:
const char *_title;
CallbackTimer timer_;
void handlelnputTimeout(Timer&) { endModal(-1); }
I3
}

€) maluginp DéjaVOOSM 31
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[loabITOXUM

- Het 6onbwmnx npobnem npu nepexoge ¢ Linux Ha Android, Bcerga ecTtb
anbTepHaTuBa

- Ona Ul ncnonesyem Single Activity, roe kaxxabin akpaH View

- View OTNIMYHO NoAxXoauT Korga Heobxoanmas KaCTOMHOE yrnpaBrieHNe CTOKOM

N KACTOMHbIN KU3HEHHbIN LIMKIT

€) maluginp Déjavoo“” 32
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Pa3paboTtka

Q maluginp Dé] Aaxggmpy 33



Legacy kKopa

- bbin “3atoyeH” noa onpeageneHHyro nnatgopmy
- MoxeT “BbICTpennTb” B NO60MN MOMEHT

PeweHue:

- [lNlomeTnTtb BCe NpobrieMHble MecTa (aeniatb No YacTsm)
- JobaButb 6onbLle Noros

- Xpatb =(

€) maluginp Déjavoo“” 34
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“MNoapyXutb" nynol

blocker = CountDownLatch(1)
handler.post {
callback() // Ul Thread
blocker.countDown()

}

try {
blocker.await()

} catch (e: InterruptedException) { } 83‘,6'5_"03(;

€) maluginp DéjaVOOSM 35
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Kak gepHyTb Java/Kotlin metoa ns C++

Lar 1. Nonyyntb ccbinky Ha JVM

extern "C"

JNIEXPORT void JNICALL
Java_aura_Window_init(JNIEnv *env, jobject instance) {
jint res = env->GetJavaVM(&g_JavaVM); JVM npouecca

(res = UJNI_OK) {
// fatal
}
}

An ¢-POS Systems Company
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Kak gepHyTb Java/Kotlin metoa ns C++

Lar 2. lobaBnTb CCbISIKY Ha 3K3eMNSIsp Knacca

extern "C"

JNIEXPORT void JNICALL
Java_aura_Window_init(JNIEnv *env, jobject instance) {

/... Knacc
jclass localClass = env->FindClass("aura/Window");
(env->ExceptionCheck()) { /* fatal */ }
g_GlobalClass = (jclass) env->NewGlobalRef(localClass);
(env->ExceptionCheck()) { /* fatal */ }
}
. D"" sm
© maluginp ejavoo. o



Kak gepHyTb Java/Kotlin metoa ns C++

Lar 3. lobaBnTb CCbISIKY Ha TEKYLLYIO CYLLHOCTb

extern "C"

JNIEXPORT void JNICALL
Java_aura_Window_init(JNIEnv *env, jobject instance) {

/. OObeKT
g_GlobalObject = (jobject) env->NewGlobalRef(instance);
(env->ExceptionCheck()) { /* fatal */ }
}
- @ v
€) maluginp D@J avoo 38
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Kak gepHyTb Java/Kotlin metoa ns C++

JNI Environment > ID meToga > Bbi3oB meToga

JVM Knacc OO0OBbekKT

€) maluginp DéjaVOOSM 39
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Kak gepHyTb Java/Kotlin metoa ns C++

JNIENnvV *env;

jint rs = g_JavaVM->AttachCurrentThread(&env, NULL);
(rs I= UNI_OK) { /* fatal "/}

jmethodID methodld = env->GetMethodID(g_GlobalClass,"open”,"()V");
(env->ExceptionCheck()) { /* fatal */ '}

env->CallVoidMethod(g_GlobalObject, methodld);

o maluginp DéjaVOOSM 40
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3ayem Tak MHOro rnodanbHbIX NePEMEHHbIX?

GARBAGE COLLECTOR

risovac h-ru

0 maluginp Dé] Aaxggmpy 41



CBa3b moaenen Java n C++

Print receipt

PromptButton = PromptButton

o

public class PromptButton {
private final byte[] name;
private final int key;
public PromptButton(byte[] name, int key) {
this.name = name;
this.key = key;

}
public String getNameAsString() {
return new ACDString(name).asString();

}
public int getKey() { return key; }

class JPromptButton {
public:
JPromptButton(const char *name, int key)
: _name(name), _key(key) {}

jobject asJavaObject(JNIEnv *env);
private:
const char *_name;

int _key;
3

C++

0 maluginp

Déjavoo
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[loarotaBnmBaem Java oObekT

jobject JPromptButton::asJavaObject(JNIEnv *env) {
jclass jClass = env->FindClass("aura/PromptButton");
jmethodID jConstructorMethod = env->GetMethodID(jClass, "<init>", "([BI)V");

return env->NewObject(
jClass,
jConstructorMethod,
JavaStringCompat(_name).asJavaByteArray(env),
(jint) _key
);
}

o maluginp DéjaVOOSM 43

An ¢-POS Systems Company



3a4yeM Takme CIOXXHOCTU

env->GetMethodID( void DisplayButton(PromptButton button)
g_GlobalClass, {
"DisplayButton", // code
"(Laura/PromptButton;)V" i
);
C++ Java

€©) maluginp DéjaVOOSM 44
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[lepees3n HAL-a

N3sneknu Header

Vendor SDK

Dzj

avoo
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[loabITOXUM

- Legacy Bbi3biBaeT npobnemy, HO Kpocc-nnartdopma
onpeaeneHHo aenaeT Ko vnule

- Java/Kotlin u C/C++ 310 aBa pa3sHbIX Mupa

- lNonyynnocb MUHUMANbHBLIMU YCUITUAMM, C KOCTbINISIMU
N nankamu, nonyynTtb HoBbi HAL

Ho ato paboTtaeTt

0 maluginp Déjavoo“” 46
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TecTupoBaHue

Q maluginp D@J Aaxggmpy 47



TecTupoBaHue

" HENb34 NPOCTO TAKB3ATh™

-
\ ‘ '
“ ,"

W COENATD ABTOTECTDI

rispvacn -ru
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EcTb B3anmoaencTsume ¢ nonb3oBaTenem

Shield PIN During Entry!

TIO TIp ©1DON
1 0 8
cancel
3 7 4
9 5 6
OK
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He nony4ymTtca NnpocTo aMmynupoBaTb KapTy

€) maluginp DéjaVOOSM 50
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He 3amokaellb Bce nfaTteXHble XOCThbl

- OrpomHble crneundukaumm
- Y XocTta eCTb TecToBasa cpefa
- Cnuwkom MHoro paboTbl, Tak Kak Takux XxocTtoB 6onbLie 20
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 KaKk Mbl TecTupyem
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A Kak xo4yeTcs

https://www.abrantix.com/AXRobot.html

€) maluginp DéjaVOOSM 53
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https://www.abrantix.com/AXRobot.html

Toro

- MwurpuposaThk ¢ Linux Ha Android BO3MOXHO Manomn KpoBbHo

- Kpocc-nnatgopma genaer Ko vuLle

- Java n C++ 310 ABa pasHbIX MMpa, HO NX MOXHO “NoapyXunTb”
- MoxHo murpuposaTtb Ha ntobon Android gesanc*

* yNoBneTBOpseT TpeboBaHMAM NNaTeXHoW MHAYCTPUK
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¢ maluginp

© maluginp
Cnacunbo

Bonpochb!?
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