android: he protec,
but he also attac

[y3eHKo AneKcaHap Tinkoff.ru



noyemy B Ha3BaHUMU
AOKNapa ownbKa?



he protec but he also attac
5 Heart Attack

he protec

but he also attac

linus_irl



He protec | He protec

He also attac He attac

But most importantly But most importantly

He hac ,

He zucc




a HY)XXHO /I MHe AyMaTb

o 6be3onacHocTU?

oba3aTtenbHo,

6aHKOBCKOe
eC/in Bbl NpUIOXKeHue
paspabartbiBaere: YL o

CbepbaHk

coumasibHbie ceTn

BK

Facebook
Pure

3/1IeKTPOHHbIE
KOLUEeNbKU
Qiwi
A.deHbru

npunoxxeHua
ANA XpaHeHuAa

DAHHbIX
nobble gpyrue

NPUNOMNKEHUSA
copepxaluyme

Google Drive
Dropbox

«npusaTHyto"
nHopmauymio
0 nonb3osarene







npobnembl peanbHbl

aHanutmkm check point
obpalatoT BHUMaHue
Ha ONaCHOCTb TaKMX
CEKTOPOB, KakK
check point onpocun
443 6aHkosckoe AE€No corsiacHo otyety 2018
TOprosnAa Check Point 6onee

UT- n Ub-cneunanucros 300 MOBWbHbIX MPUIOXKEHMWIA,

NPOMU3BOACTBO PacnpoCTpPaHAOLWNXCS Yepes
pe3ynbTaTbl UCC/IeA0BAHMA NOKa3anu, odunUManbHble MarasuHbl
YTO 3aWMTa 6ONbLINHCTBA KOMMNAHUN

oTcTaéT Ha 10 net coaepXat

BPeAOHOCHbIN Kop,




O Yem He byaem roBopuTb

XpaHeHue
CEKPETHbIX
AaHHDbIX

YCTaHOBKa
NPUNOXKEHUN
U3 He,0BEepPEHHDbIX
MCTOYHMKOB

Hebe3onacHoe
ceTeBoe
coeguHeHue

cnabas
Kpuntorpadpus




naaH AeUCTBUMU

YyTO TaKoe
HECKO/1IbKO method hooking cnocobbl 3aWmTbI,
6a3o0Bbix M KaK npocrtbie

NnpPoBEepokK OH paﬁoTaeT? U CNI0XKHbIE
(Teopmsa)

HO eC/In 4YyTb npumep
CU/ibHee 3axXoTeTb... (o xposed

M NOCTaBUTb pPYT... (npakTMKa)




ANCKNenmep

cCHayana obbiyHble
nosib3oBaTenu
(npocTble cmepTHbIE)
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a He noa aebarom nu Tbl, MUIOK?

fun isDebugBuild(): Boolean = BuildConfig. DEBUG || 0 !=
(getApplicationinfo().flags and FLAG _DEBUGGABLE)

UIn

fun isBeingDebugged(): Boolean =
Debug.isDebuggerConnected()
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NpoBepKa Ha IMYNATOP

fun isRunningOnEmulator(): Boolean {
val buildDetails = (Build.FINGERPRINT + Build.DEVICE + Build.MODEL + Build.BRAND + Build.PRODUCT +
Build. MANUFACTURER + Build.HARDWARE).toLowerCase()

return buildDetails.run {
contains("generic")
| | contains("unknown")
| | contains("emulator")
| | contains("sdk")
| | contains("genymotion")
| | contains("x86")
| | contains("goldfish")
| | contains("test-keys")
| | contains("google_sdk")
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YCTAaHOBLLU UK

val installer: String? = packageManager.getinstallerPackageName(context.packageName)

null == developer
PLAY_STORE_APP_ID == "com.android.vending"

AMAZON_APP_ID == "com.amazon.venezia"

SAMSUNG_APP_STORE_ID == "com.sec.android.app.samsungapps”



noanmcb NpUIocKeHNA

noAanucb — 3TO rapaHT Toro,
OT KOro Bbl YCTaHaB/IMBaeTe
NPUNOXKEHUe
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noaAnMUCb NPpUIoKeHuA

private fun isSignedWithDebugKeystore(): Boolean {
var debuggable = false
val pInfo = packageManager.getPackagelnfo(packageName, GET_SIGNING _CERTIFICATES)
val signatures = plnfo.signinginfo.signingCertificateHistory
val cf = CertificateFactory.getInstance("X.509")
for (i in signatures.indices) {
val stream = ByteArraylnputStream(signatures]i].toByteArray())
val cert = cf.generateCertificate(stream) as X509Certificate
debuggable = cert.subjectX500Principal == X500Principal("CN=Android Debug,0=Android,C=US")
if (debuggable) return false
}

return debuggable

}
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noaAnMUCb NPpUIoKeHuA

fun checkAppSignature(context: Context): Boolean {
val packagelnfo = packageManager.getPackagelnfo(packageName, GET_SIGNING _CERTIFICATES)
val signatures = packagelnfo.signinginfo.apkContentsSigners
for (signature in signatures) {
val md = MessageDigest.getinstance("SHA")
md.update(signature.toByteArray())
val currentSignature = Base64.encodeToString(md.digest(), Base64.DEFAULT)
if (SSGNATURE == currentSignature) {
return true
}
}

return false

}
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SafetyNet

protect against security threats with SafetyNet

Android Device Client Server
Client App o Client Backend
-
O -0
Google Play servicesTlo Google

SafetyNet Attestation API
Attestation API o Backend
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SafetyNet

SafetyNet.getClient(this).attest(nonce, APl_KEY)

{
"ctsProfileMatch": true,
"basiclntegrity": true,
"nonce": "R2Rra24fVm5xa2Mg",
"timestampMs": 9860437986543,
"apkPackageName": "com.package.name.of.requesting.app",
"apkCertificateDigestSha256": ["base64 encoded, SHA-256 hash of the

certificate used to sign requesting app"],

"apkDigestSha256": "base64 encoded, SHA-256 hash of the app's APK"



byraraweHbKa

a Tenepb
Root nonb3oBartenu
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a He noA, pyTom 211 Tbl, MUIOK?

private fun canExecuteSuCommand(): Boolean {

return try {

Runtime.getRuntime().exec("su") Unu n
true
RootBeer

} catch (locallOException: IOException) {

false
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BCE HAa NOBEpPXHOCTHU

APK — APKTool —

NPOCTO apxXxusB

NEerko AocTaHer
BaM YMTaeMblil KoA,




method hooking

nepexsam (aHen. hooking) — mexHonozus,
10380/A10WaaA U3MeHUMb CMaHOapmHoe
rnosedeHue mex usau UHbIX KOMMNOHEHMOo8
uHgopmayuoHHoU cucmembl
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method hooking

original

getGold(int x, int v) {

return

hooked

hookGetGold(int x, int v) {

y +=

X +=

return
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method hooking

cout << getGold

oXXuaaHue

getGold: 10

peanbHOCTb

hookGetGold: 1010
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method hooking

original

hooked

jmp (mecto B namatu Hawero hooked metopa)

int getGold(int x, int y) {
return x +v;

}
jmp (mecto B namaTtu nocne getGold metopa)
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method hooking

&3 1 8

FUCK THE PROCESS

FROM THE INSIDE
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NOKaXKUTE MHe Ko4

/*
* This method will open /proc/<pid>/maps and search for the specified
* library base address.
*/
uintptr_t findLibrary( const char xlibrary, pid_t pid = -1 ) {

char filename[0xFF] = {0},

buffer[1024] = {0};
FILE *fp = NULL;
uintptr_t address = 0;

sprintf( filename, "/proc/%d/maps", pid == -1 ? _pid : pid );

fp = fopen( filename, "rt" );
if( fp == NULL ){
perror("fopen");
goto done;

while( fgets( buffer, sizeof(buffer), fp ) ) {
if( strstr( buffer, library ) ){
address = (uintptr_t)strtoul( buffer, NULL, 16 );
goto done;
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NOKaXKUTE MHe Ko4

/*
* This method will open /proc/<pid>/maps and search for the specified
* library base address.
*/
uintptr_t findLibrary( const char *library, pid_t pid = -1 ) {
char filename[0xFF] = {0},

buffer[1024] = {0};
FILE xfp = NULL;
uintptr_t address = 0;
done;
}
( fgets( buffer, (buffer), fp ) ) {
¢ ( buffer, library ) ){
address = ( )strtoul( buffer, ’ ) F

done;



NOKaXKUTE MHe Ko4

findLibrary( *xLlibrary, pid = ) {
filename]| ] = {0},
buffer| ] = {0};

sprintf( filename, "/proc/%d/maps", pid == -1 ? _pid

fp = fopen( filename, "rt" );
if( fp == NULL ){
perror("fopen");
goto done;

address = ( )strtoul( buffer, > )

done;

29

: pid )
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NOKaXKUTE MHe Ko4

findLibrary( xLlibrary, pid = ) {
filename[ 1 = {0},
buffer[ ] = {0};

FILE xfp =
address = 0;
( filename, , pid == ? _pid : pid );
fp = fopen( filename, )i

while( fgets( buffer, sizeof(buffer), fp ) ) {
if( strstr( buffer, library ) ){

address = (uintptr_t)strtoul( buffer, NULL, 16 );

goto done;



31

UHbEKUUA bnbnmotekn

nony4yaem agpeca
BCMOMOraTebHbIX
$yHKUMA mmap,
dlopen, disym, diclose
B YA3a/IeHHOM
npouecce

Bbi3blIBaemM mmap
B YAaNEHHOM
npouecce
ANA BblaeneHus
pernoHa namaTu

nponucbiBaem
nyTb K oben
6ubnnoreke
B yAaNeHHOM
npouecce

3arpykaem obuyyo
6ubnnorteky
Bbi3oBom dlopen
B yAaNeHHOM
npouecce

nonyyaem agpec
Hawewn hook
dyHKUMUM
C NOMOLbIO
disym.

BbI3blBaem eé

BbirpyXaem
6ubnuorek
Mcnonb3yn

diclose
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ecau 6bl Bcé 6b1210 NpocTo...

libc function address

libc start address
+

function offset

lib start address
0xb7€22000

B

some other function
functions in this lib offset

our hook function

something else
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ASLR

Address Space Layout Randomization

eStack, heap, main executable, and dynamic libraries.

Lb A

Lb 8 L 8]

N :

Lib C Lib C

— —
Lb A

Memory Layout
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method hooking

Mbl 3Haem agpec

Mbl 3HaeM agpec 6ubnmnotexm
mmap 8 Hawem /system/lib/libc.so
npouecce (B KOTOPOM NEKUT PYHKLMUA
mmap) B HaLlem
npouecce

Mbl 3Haem agpec
rge 3arpy)eHa 3Haem, YTo oTCTyn
6ubnuorteka OT Hauyan Bceraa
B CTOPOHHEM O4WUHAKOBbIN
npouecce
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injector

/*

* Compute the delta of the local and the remote modules and apply it to
* the local address of the symbol ... BOOM, remote symbol address!

*/

void *findFunction( const charx library, void* local_addr ){
uintptr_t local_handle, remote_handle;

local_handle = findLibrary( library, getpid() );
remote_handle = findLibrary( library );

remote_address = (void %) (uintptr_t)remote_handle + ((uintptr_t)local_handle - (uintptr_t)local_addr);
return remote_address];

REMOTE_ADDRESS = REMOTE_HANDLE + (LOCAL_ADDR - LOCAL_HANDLE )
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dyHKuma Ptrace()

#include <sys/ptrace.h>

long ptrace(enum __ ptrace_request request, pid_t pid,

void *addr, void *data);
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3arpy>kaem
obuwyto
6ubnuoteky

npuKpenansemcs
K npoueccy
KOTOPbIA XOTUM
TpaccupoBaTtb

paccTtaBnfem
aprymeHTbl
B COOTBETCTBUM
carm call
convention

KOPOTKO 06 UHbEKLUUN

nony4yaem
appec
Hawen

$yHKUMKM




all Conve

LR (R14) R13

(aHrn. Link register) — PEernucTp, B KOTOPOM
PErncTp, XpaHALLNMA XpaHUTCA agpec
agpec, Kyga byaem Ha CTekK
BO3BpaLLaTbCA Nocse

BbINO/HEHUS

dYHKUMM
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ARM Call Convention

ucnosnbsyem

ptrace_getregs 3abupaem
ANA coXpaHeHua M cOXpaHAeMm
TeKyLMNX OaHHble
perucrpos 13 peructpa r0

Knagém B pc aapec
byHKUUK

paccraBasem
perucTpbl
B COOTBETCTBUM
C KOHBeHUuell
(rO-r3, ecnn mano
— K/lagéM B CTeK)

obHoBAAEM BOCCTaHaBAMBaem

perncTpbl OopuUruHanbHble

C NOMOLLbIO perncrpbl
ptrace_setregs

ctraum OB Ir,

cTaptyem GyHKLUIO
4YT06bI Mbl CMOT/U

€ nomoLublo
ptrace_cont
M XKAEMm sigsegv
(notomy uto 0 B Ir)

noiimarb sigsegv
nocne Bbi30Ba
dYyHKUUKU
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NOKaXKUTE MHe KoA4

unsigned long call( void *function, tint nargs, ... ) {
int i = 03
struct pt_regs regs = {{0}}, rbackup = {{0}};

// get registers and backup them
trace( PTRACE_GETREGS, 0, &regs );
memcpy ( &rbackup, &regs, sizeof(struct pt_regs) );

va_list vl;
va_start(vl,nargs);

for( i = 0; i < nargs; ++i ){
unsigned long arg = va_arg( vl, long );

// fill RO-R3 with the first 4 arguments
if( i <4 ){
regs.uregs[i] = arg;
}
// push remaining params onto stack
else {
regs.ARM_sp -= sizeof(long) ;
write( (size_t)regs.ARM_sp, (uint8_t x)&arg, sizeof(long) );

va_end(vl);



NOKaXKUTE MHEe KoA4

unsigned long call( void *function, int nargs, ... ) {
int i = 03
struct pt_regs regs = {{0}}, rbackup = {{0}};

(i <4){
regs.uregs([i] arg;
}
{
regs.ARM_sp -= ¢ )
write( ( )regs.ARM_sp, ( x)&arg, ( ) )8

}

va_end(vl);
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NOKaXKUTE MHe KoA4

// get registers and backup them
trace( PTRACE_GETREGS, 0, &regs );
memcpy( &rbackup, &regs, sizeof(struct pt_regs) );

arg = va_arg( vl, )3

regs.ARM_sp -= ¢ ) 8
write( ( )Yregs.ARM_sp, ( x)&arg, ( ) )
}
}

va_end(vl);
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NOKaXKUTE MHe KoA4

{0}}, rbackup = {{0}};

trace( PTRACE_GETREGS, 0, &regs );
for( i = 03 i1 < nargs; ++i ){
unsigned long arg = va_arg( vl, long );

// fill RO-R3 with the first 4 arguments
if( 4 <4 ){
regs.uregs[i] = arg;
}
// push remaining params onto stack
else {
regs.ARM_sp -= sizeof(long) ;
write( (size_t)regs.ARM_sp, (uint8_t *)&arg, sizeof(long) );
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NOKAXUTE MHE KOA4
28 regs.ARM_1r = 0;
29 regs.ARM_pc = (long -int)function;

1SS «ANFI_pu >x= T )

regs.ARM_cpsr |= CPSR_T_MASK;
{

regs.ARM_cpsr &= ~CPSR_T_MASK;

trace( PTRACE_SETREGS, 0, &regs );
trace( PTRACE_CONT );
waitpid( _pid, , WUNTRACED );

trace( PTRACE_GETREGS, 0, &regs );

trace( PTRACE_SETREGS, 0, &rbackup );

regs.ARM_r0;
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NOKaXKUTE MHe KoA4

regs.ARM_1r = 0;
regs.ARM_pc = ( ) function;

( regs.ARM_pc & 1 ){

regs.ARM_pc &= (~1u);

regs.ARM_cpsr |= CPSR_T_MASK;
}

{

// do the call
trace( PTRACE_SETREGS, 0, &regs );

trace( PTRACE_CONT );
waitpid( _pid, NULL, WUNTRACED );

trace( PTRACE_GETREGS, 0, &regs );

trace( PTRACE_SETREGS, 0, &rbackup );

regs.ARM_r0;



NOKaXKUTE MHe KoA4

regs.ARM_1r = 0;
regs.ARM_pc = ( ) function;

( regs.ARM_pc & ) {

regs.ARM_pc &= (~1u);
regs.ARM_cpsr |= CPSR_T_MASK;

{

regs.ARM_cpsr &= ~CPSR_T_MASK;
46 // get registers again, RO holds the return value
47 trace( PTRACE_GETREGS, 0, &regs );

49 // restore original registers state
50 trace( PTRACE_SETREGS, 0, &rbackup );

52 return regs.ARM_ro0;

46 regs.ARM_ro0;
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Xposed

S 9 S 1 /1 #&%] 18:49

crackme

test@somesite.com

private fun checkPass(mEmail: String, mPassword: String): Boolean {

return CREDENTIALS.map { it.split( ) } SIGN IN OR REGISTER
.firstOrNull { it[0] == mEmail }
?.let {
// Account exists, return true if the password matches.
it[1] == mPassword TH203405060718)9/0

} ?: false
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Xposed

13 public class XposedModExample implements IXposedHooklLoadPackage {

14 @f public void handleLoadPackage(XC_LoadPackage.LoadPackageParam lpparam) {
15 if (!1lpparam.packageName.equals('ru.andrroider.apps.crackme'))

16 return;

18 findAndHookMethod ( className: '"ru.andrroider.apps.crackme.LoginActivity", lpparam.classLoader,
methodName: '""checkPass', String.class, String.class, new XC_MethodHook() {

19 @Override
20 @ protected void afterHookedMethod(MethodHookParam param) {

21 String email = (String) param.args[0];

22 String pass = (String) param.args[1];

Toast.makeText (AndroidAppHelper.currentApplication(),

24 text: "Your credentials dis:\nemail: " + email + '"\npass: " + pass, Toast.LENGTH_LONG) .show();

OF
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Xposed

S » O @ T &% 18:51

crackme

test@somesite.com

This password is incorrect
SIGN IN OR REGISTER

Your credentials is:
email: test@somesite.com
pass: qwerty123
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cnocobbl 3aLKnTHI:
buildTypes & Proguard

buildTypes {
debug {
minifyEnabled false

applicationldSuffix ".debug"
}

release {
minifyEnabled true

proguardFiles getDefaultProguardFile('proguard-android.txt'), ‘proguard-rules.pro’
}
}
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cnocobbl 3aWUTbI: CTEK BbI3OBOB

try {
throw new Exception("blablabla");

}
catch(Exception e) {

for(StackTraceElement stackTraceElement : e.getStackTrace()) {

Log.wtf("HookDetection", stackTraceElement.getClassName() + "->" + stackTraceElement.getMethodName());
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cnocobbl 3aWUTbI: CTEK BbI3OBOB

com.example.hookdetection.DoStuff->getSecret
de.robv.android.xposed.XposedBridge->invokeOriginalMethodNative
de.robv.android.xposed.XposedBridge->handleHookedMethod
com.example.hookdetection.DoStuff->getSecret
com.example.hookdetection.MainActivity->onCreate
com.android.internal.os.Zygotelnit->main
de.robv.android.xposed.XposedBridge->main

dalvik.system.NativeStart->main
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cnocobbl 3aLnTbI

pa3bpocatb NpoBepKu

Ha pyT No Bcemy
NPUIOXKEHUIO,
a He BCe B 04HOM
mecrte

NPOBEPKU Ha pyT

Ha pa3HbIX YPOBHAX
(java/native)
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npoBepKn Ha Aebar

Ha pa3HbiX ypoBHAX (Java vs Native)

fun isBeingDebugged(): Boolean = Debug.isDebuggerConnected()

VS

JNIEXPORT jboolean JNICALL Java_com_test_example_DebuggerConnectedJNI(JNlenv * env, jobject obj) {
if (gDvm.debuggerConnected | | gDvm.debuggerActive)
return JNI_TRUE;

return JNI_FALSE;
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cnocobbl 3aLnTbI

NPoBepPKMU No Bcemy
NPUAOXKEHUIO,

a He BCe B O4HOM
mecre

npoBepKu
Ha pa3HbIX YPOBHAX
(java/native)

pobasnaurte
OPUrMHANBHOCTb

B CNOCO6bl NpoBepKMY,
a He NPOCTO KonupyuTte
c github/stackoverflow
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cnocobbl 3aLnTbI

paboTasa Hag meToaamm MO>HO /I 060iTH

HACKOJIbKO CJ/1I0XKHO
3alUTbl OT OTNAAKMU OTBETbTE MEXaHWU3MbI B
Ha caegylowue BONPoOChl: TpHBManLHo KO, OTNaAKM C NOMOLLbIO

(Hanpumep,
nepexBaTuB (XyKHYB)
o4HY PyHKLMIO api)?

cTaTUyecKoro
U AUHaMUYeCKoro
aHanusa?

HY>XHO 1IN HaNUcaTb

KoZ, YTO6bl OTKNIOYUTD KaKoBa Balla
sawmTy? cybbekTnBHanA oueHKa

CNOXHOCTU 06xoaa
mMmexaHu3moB?

CKOJIbKO BpemeHu
Ha 3TO HY}KHO?
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XapAKOpHblIe crnocobbi

static boolean detect_threadCpuTimeNanos() {

long start = Debug.threadCpuTimeNanos();

for(int i=0; i<1000000; ++i)

continue;

long stop = Debug.threadCpuTimeNanos();

return stop - start < 10000000

slides.night-labs.de


https://slides.night-labs.de/AndroidREnDefenses201305.pdf

cnocobbl 3aWnTbI

public static boolean hasTracerPid() throws IOException {
BufferedReader reader = null;
String tracerpid = "TracerPid";
try {
reader = new BufferedReader(new InputStreamReader(new FileInputStream( name: "/proc/self/status")),
: 1000);
String line;

while ((line = reader.readLine()) != null) {
if (line.length() > tracerpid.length()) {
if (line.substring(@, tracerpid.length()).equalsIgnoreCase(tracerpid)) {
if (Integer.decode(line.substring(tracerpid.length() + 1).trim()) > @) {
return true;
}

break;

b

} catch (Exception exception) {
exception.printStackTrace();

} finally { github.com

reader.close();
¥

return false;

58 }


http://github.com/strazzere/anti-emulator/blob/master/AntiEmulator/src/diff/strazzere/anti/debugger/FindDebugger.java
http://github.com/strazzere/anti-emulator/blob/master/AntiEmulator/src/diff/strazzere/anti/debugger/FindDebugger.java

cnocobbl 3aWUThbI

void fork_and_attach() {
int pid = fork();

if (pid ==0)
{
int ppid = getppid();

if (ptrace(PTRACE_ATTACH, ppid, NULL, NULL) == 0)

{
waitpid(ppid, NULL, 0);

/* Continue the parent process */
ptrace(PTRACE_CONT, NULL, NULL);
}
}
}
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github.com/JacksOn23
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