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B3nom 10S npunoXxxeHmnin

Kak B3nomaTtb npuno>XxeHme n Kak ero 3allMTnTb
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YTO Bbl Y3HaeTe

o Kak B3nambiBaTb NMPUNNOXEHUA, C KaKNMUN CITOXKHOCTAMU CTaJIKUBaAETCHA XaKep
N KaK COe€slaTb XXN3Hb XaKepa eLle XyxXe

« Kakune ns cnocoboB 3aluUThbl BCE eLle aKTyallbHbl

« Kak pacwugpoBaTb NpuioXxXeHmne, nognucaTtb ero n yctaHoBUTb Ha
YCTPOWNCTBO

Yero He OyaeT

e 3awmTa ceTeBoro cros



[1naHn




TeopeTnyeckasn NpakTnyeckas

e Pazbepémcsi ¢ HEKOTOPbIMM e Kak nony4nTtb pacwmdppoBaHHOe
NOHATUSIMI NPUIOXXEHNE
e 3a4yeM BCE 3TO HY>KHO? e [laTumHr NpnNoXXeHna Ha npumMmepe

obxopna nposepkun Ha Jailbreak
* VIHCcTpymeHTapun

° |_|O,EI,I'IVICb N YCTAHOBKY MPUJTO>KEHNA
° BapVIaHTbI 3allnTbl OT B3J/ilOMa Ha yCTpOVICTBO

* [logmeHa peanunsaymm meToga Ha
npumepe Swift n Objective-C



B3niom

N3meHeHue noBeneHus NMPUJIO2KeHNA B UHTEepeCax Xakepa



OTHOCUTEenbHada 6e30nacHoOCTb

Korpa 3aTpaTtbl Ha aTaky, NpeBbIWaloT NoJly4YeHHYI0 B pe3ysibTaTe Bbiroay
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[louemy Ba>KHO 3aLumLLaTh
npunoXxXeHme?



Youtube Tools

TBUK AN OTK/IIOUEHNS peKnambl B npuioxeHun Youtube

{ Search Details

YouTube Tools
4.0

Eg Change Package Settings

D Author

YouRepo

https://jpet26.yourepo.com/




Plague Inc

B3/10MaHHbIe NOKYNKU

A >\.\~m LUKB ynanock onpeaen1ts 'Hynesorc | 24 05 2018
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PACIPOCTPAHWUTE BOJIE3Hb
110 BCEMY 3EMHOMY LLAPY




Minecraft

O6xoa nnaTtHOro cKkauvBaHus

.......... = “




Kak 3awuiatbca?
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BapuaHTbl 3aluUTbl NPUIOXKEeHUS

 [lpoBepka Ha Jailbreak  Banupgauusa nokynok Ha cepeepe
» [lpoBepka Ha gebarrep « Silent Push n Background Updates
o Obdyckaumsa koga e [Nncatb Ha Swift n cTapatbces
(security through obscurity) ncnonb3oBaTb N0 MUHUMYMY @objc
n dynamic

o Strip Swift Symbols

CoBeT: VIHorga npoBepsATb MHTEPHET Ha NpeaMeT Ballero B3/IOMaHHOro
NPUNOXEHNS
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MpoBepka Ha Jailbreak  «« oo

guard let cydiaUrlScheme = NSURL(string: "cydia://package/com.example.package") else { return false }
.shared.canOpenURL (cydiaUrlScheme as URL) {

if UIApplication

Mnocbl U MUHYCBI S

#if arch(i3seé) |
// This is a
return false

#endif

| arch(x86_64)
Simulator not an idevice

let fileManager = FileManager.default

n if fileManager.f
fil 5

JIIOCbI Filevanager.
fileManager.

fileManager.

f%leManager.

e Jlerko ncnonb3oBaTb e

}

if canOpen(path:

MuHychbl ey

ileExists(atPath: "/Applications/Cydia.app") ||

fileExists(atPath: "/Library/MobileSubstrate/MobileSubstrate.dylib") ||
fileExists(atPath: "/bin/bash") ||

fileExists(atPath: "/usr/sbin/sshd") ||

fileExists(atPath: "/etc/apt") ||

fileExists(atPath: "/usr/bin/ssh") ||

fileExists(atPath: "/private/var/lib/apt") {

"/Applications/Cydia.app") ||
"/Library/MobileSubstrate/MobileSubstrate.dylib") ||
¢ "/bin/bash") ||

canOpen(path: "/usr/sbin/sshd") ||
canOpen(path: "/etc/apt") ||
canOpen(path: "/usr/bin/ssh") {

 Jlerko nponatunTtb | o e

let path = "/pri
do {

° CTpa,u,a+0T MWPHbIE MNOJIb30BaTEJ1N ry ilonans

return true
} catch {

https://github.com/TheSwiftyCoder/JailBreak-Detection/ y T
blob/master/JailBreak.swift ;

static func canOpen(
let file = fopen

https://qgithub.com/thii/DTTJailbreakDetection/blob/master/ guard file 1= ni

fclose(file)

Sources/DTTJailbreakDetection/DTTJailbreakDetection.m return true

vate/" + NSUUID().uuidString

ng".write(toFile: path, atomically: true, encoding: String.Encoding.utf8)
ger.removeItem(atPath: path)

path: String) -> Bool {
(path, "r")
1 else { return false }




NMpoBepka Ha pebarrep
INnocbl U MUHYCDI

Nnochobl

Debugger checks make
 Jlerko ncnojib3oBaTtb hacker sad.
e CnoxHee natunTb

e Xopowo paboTaeT c
OTJIO)K€HHbIMM OLUIMOKaMWU

MuHycCbl

e JTO TOXE MOXXHO MponaTynTb




NMpoBepka Ha pebarrep

let

r0)

isDebuggerAttached: Bool = {
var kernelFlags: [Int32] = [CTL_KERN, KERN_PROC, KERN_PROC_PID, getpid()]
var currentProcessInfo: kinfo_proc = kinfo_proc()

var currentProcessMemorySize = MemoryLayout<kinfo_proc>.size //to read right amount of data

let didUpdateProcessInfo = kernelFlags.withUnsafeMutableBytes { (pointer: UnsafeMutableRawBufferPointer) -> Bool in
guard let bindedKernelFlags = pointer.bindMemory(to: Int32.self).baseAddress else { return false }

let didUpdateKernelStateInfo = sysctl(bindedKernelFlags,
4,
&currentProcessInfo,
&currentProcessMemorySize,
nil,
9)

return -1 != didUpdateKernelStateInfo

if didUpdateProcessInfo && (currentProcessInfo.kp_proc.p_flag & P_TRACED)
return true

return false

=0 {




O6dyckauusa kopa

NMnocbl 1 MUHYCBDI

Mnocobl
3 test 0x00000021024abT18
ThNJARPYSPVUUEDGxzUvvROAvQCpaKs f.HBITGNpJYiwt iwLNLTEImbTyPG
° IoUEaE(_:) + 32536 (ViewController.swift:@)
KO'D' I-IpeBpaLL"aeTCF| B 'na6'/|pVIHT 4 test 0x00000021024abT70
@objc
ThNJARPYSPvUUEDGxzUvvROAvQCpaKs f.HBITGNpJYiwt iwLNLTEImbTyPG
MMHYCbl IoUEaE(_:) + 32624 (<compiler-generated>:0@)
. 3 test 0x00000021024abT18
° I/IHorp'a N Bbl B HEM OKa3blBaeTecCb ViewController.doStuff(_:) + 32536 (ViewController.swift:0)

4 test 0x00000001024abT70
@objc ViewController.doStuff(_:) + 32624 (<compiler-
generated=:0)

» Kpaw norm npuxoanTca Kaxxabin pas
pacwunppoBbiBaTb

* HeT rotoBoro peleHusi, rogHoOro gns
Enterprise npnnoxxeHumn

https://github.com/rockbruno/swiftshield




Strip Swift Symbols

INnocbl U MUHYCDI

MNnocobl
 Jlerko ncnonb3oBaTtb

e YpaneHue yactu nHopmaumm o
Swift knaccax

e BknroyeHO No ymonvaHuo

MuHycCbI

* VIHbopmauuo o Knacce MOXHO
HaUTU N OPYyrmmMm crocobom

Additional Strip Flags
Deployment Postprocessing
Strip Debug Symbols During Copy

V Strip Linked Product

Debug
Release
Strip Style

V Strip Swift Symbols

Debug
Release

No ¢
Yes ¢
All Symbols ¢

No ¢

Yes ¢




YT10 OypeT, ecnu octaButb Swift Symbols?

import UIKit

class ViewController: UIViewController {
@IBOutlet var label: UILabel?
override func viewDidLoad() {

super.viewDidLoad()

@IBAction private func buttonAction(_ sender: UIButton) {
//Some internal business logic

func publicFunc() {
print("\ (#function) is called!")

func buySomethingInApp() {
print("Buying some stuff")

static func buildScreen() {
print("Building screen")




YT10 OypeT, ecnu octaButb Swift Symbols?

class InvestGame.ViewController

@objc
@objc
@objc
@objc
@ob jc
@objc
@objc

func
func
func
func
func
func

ViewController.
ViewController.
ViewController.
ViewController.
ViewController.
ViewController.
ViewController.

ViewController.
ViewController.
ViewController
ViewController.
ViewController.
ViewController.

{
L

/System/Library/Frameworks/UIKit. framework/UIKit

label.getter
label.setter
viewDidLoad()
buttonAction(_:)
init(nibName:bundle:)
init(coder:)
__ivar_destroyer

label.getter
label.setter

.label .modify
buttonAction(_:)
publicFunc()
buySomethingInApp()




A ecnu oTpesaTtb?

class InvestGame.ViewController

@objc
@ob jc
@objc
@objc
@ob jc
@ob jc
@objc

ViewController.
ViewController.
ViewController.
ViewController.
ViewController.
ViewController.
ViewController.

/System/Library/Frameworks/UIKit. framework/UIKit

label.getter
label.setter
viewDidLoad()
buttonAction(_:)
init(nibName:bundle:)
init(coder:)
__ivar_destroyer

[

1



Banupauus nokKyrnok Ha cepBepe

INnocbl U MUHYCDI

App Store Cancel
NMnocobl
* be3onacHOCTb
ACCOUNT SPARTANRASUL@GMAIL.COM
MuHychbl PRICE 299,00 RUB

e Hy>kHO noKynaTb XOCTUHT

Confirm with Side Button



Banupauus nokKyrnok Ha cepBepe

A 4yTO ecnu g 6yay BannaupoBaTb Ha KNIMeHTe?

Mniochbl
* He Hy>XXeH cepBep
MuHycCbI

* [loTepsa geHer

LocaliAPStore - Baw xygwmnm spar
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NHCTPYMEHTDI

Yem 9 nonb3ylocb KaXkabi AeHb

24



* Filza - pannosbin MeHepxep

e UncOver - Jailbreak
 MeHepxxep nakeToB - Cydia
 NewTlerm - TepMunHasn Ha yCTPOUCTBE
 OpenSSH - poctyn no SSH
* Frida - nHCTpymMeHTapuin peBepc NHXeHepa
* dsdump - pamn Swift/Objective-C knaccos/meTogoB
 FLEXing - MHCTpYMeHT onsg aHanmsa
e Ghidra - gnsaccembnep n T.4.
A Tenepb KOHKpeTHee...
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Filza

MdannoBbil MeHepXep

03:15

<« Search

Library
Date Size
AELauchingProtector
Application Support
bbfmpreference

Caches

com-facebook-sd...tsTimeSpent.json

com-facebook-sd...AnonymousID.json

com.pinterest.PINDiskCache.AFdiskcache
com.pinterest.PINDiskCache.aifdiskcache
Cookies

edge_compute

edge_compute.db

MKT

Preferences

Private Documents

Saved Application State

IEEEEDPEREEEDOEREREER"”X

CulanbaDaned




UncOver
Jailbreak

03:15 al T @

{:} uncOver REBEL

uo

unc@ver jailbreak

for i0S 11.0 - 13.5 o
by & S
UI by &

0/31

Ready to re-jailbreak

[*] unc@ver is not for sale

[*] If you purchased unc@ver, please report the
seller

[*] Get unc@ver for free at

[*] Configured to share anonymous 0S crash logs
[*] Machine Name: iPhonel1,6

[*] Model Name: D331pAP

[*] Kernel Version: Darwin Kernel Version 19.5.0:
Tue Apr 28 22:24:50 PDT 2020;

root :xnu-6153.122.1~1/RELEASE_ARM64_T8020

[*] Kernel Page Size: 0x4000

[*] System Version: i0S 13.5 (Stable) (Build:
17F75)

Re-Jailbreak

Version: 5.0.1




Cydia

MeHepxep nakeToB

03:15

About Home Reload

Welcome to Cydia"™

u by Jay Freeman (saurik)
ﬁ Cydia 7 saurik
Featured > @ Themes
Manage Account

Upgrading & Jailbreaking Help
Find Extensions for Applications
More Package Sources

USER GUIDES

Frequently Asked Questions
Copying Files to/from Device
OpenSSH Access How-To
Root Password How-To
Storage Information
DEVELOPERS ONLY

Useful Developer Resources

Credits / Thank You

o & @




03:16 al T @

Terminal @ -+

Rasuls-iPhone-Max:~ mobile$ [

NewTerm

MoOunbHbIN TEpMUHAN

Ctrl Esc Tab Fn AN BV <IN B>
ail i fed Bl RtE Byl UR SN fol D
afl e fC i Kl B il ke
o EHEEEEEEI <

123 @ space return

@ ¢




FLEXing

AHanu3 nNpunoXXeHns Ha yCTponcTBe

S AND EVENTS

“ Network History
1. System Log

* VIHTepHeT Tpaduk

# Heap Objects

* Ob6beKTbl B Kyye 1 BbI3OB
MEeTOAOB B paHTanme

)RTCUTS

e OOLWWMIA CNNCOK KJ1accoB
rl p Vln O)I(e H VI g Browse Container Directory

» NSBundle.mainBundle

[ Preferences

* [NpocmoTp Keychain (1) n
UserDefaults

Keychain
% UlApplication.sharedApplication

# App Delegate

N T.0.

Key Window

30

03:21

< Back v Network History

26 Requests (1,3 MB received)
getPhoto

editorial-items?ids=1321724526%2C1497215111&platfo...
pi-edge.apps.apple.com/v1/editorial/ru

186x186bb-70.jpeg
s5-ssl.mzstatic.com/ir
186x186bb-70.jpeg

atic.com/in

-

144x144bb-70.jpeg
is1-ssl.mzstatic.com/image/thumb/Pu

22
&

1254x1647fn-70.jpeg
on

s1 |.mzstatic.com/image/thumb/Feature

144x144bb-70.jpeg
53 1zstatic.com/image/tt

144x144bb-70.jpeg
2-Ssl.r static.com/image/thumb/Purple

i

144x144bb-70.jpeg
is1-ssl.mzstatic.com/ima

b

144x144bb-70.jpeg

atic.com/image

I |
=
iV

[
L

144x144bb-

i




Npumep Kak agenaTtb He Hapo

< Back AppDelegate

AppDelegate

RIPTION

<AppDelegate: 0x281d1b4e0>

UIWindow *window

BOOL isStudyMode
BOOL isUnlocked
BOOL isUnreadMarkHidden

NSMutableDictionary *data

InAppPurchaseManager *inAppPurchaseManager

NSMutableDictionary xreadDict

NSString *1.

NSBundle *bundle




Npumep Kak agenaTtb He Hapo

BOOL isStudyMode

BOOL isUnlocked

BOOL isUnreadMarkHidden

NSMutableDictionary xdata




Ghidra

Oun3accemo6nep ot AHB CLLUA

BecnnaTtHbIn (Open Source

YMeeT B armb4

YMeeT B nceBOokon

Mo>XHO peoakTupoBaTh
BUHAPHNK 1 MNO3Xe ero
9KCNopTMpPOBaTb

File Edit Analysis Navigation Search Select Tools Window Help

JIDULFRYB-

Program Trees Tl il E Listing: InvestGame

|
&7 InvestGame 2

A _uNkeom 100006adc

100006250
@ exverna 100006254

100006258
100006a5¢
100006260
100006264
100006268
100006a6¢
(rogam Tree. 1 100006070

100006274

Symbol Tree 100006a78

100006a7¢
100006280
100006284

§ 1 1€ 1
1 tGame11AppDele
$s10InvestGame 14 ViewContrc

100006288 a
$s10InvestGame 14 ViewC 1000068

f _$sl0investGamel4ViewCo
_S$s10InvestGame14ViewContrc
_$s10InvestGame 14ViewContrc

100006290
100006294
100006298

$510lnvestGame 14ViewContrc 100006a9¢ a

100006220
& kit . 100006aa4
S3a0ke L AN 100006228
1000062ac

Filter: 1000062b0 a

100006ab4

) Data Type Manager
lealDAa Typ = 100006abc
N = 100006ac0
100006ac4

100006ac8
100006acc

A3 Data Types
& BuilinTypes
I investGame
§ macosx

Console - Scripting

Filter:

kK]

100006ab8 a

_objc_retain
#local_d0)

301
PTR_s_viewDidLoad_10000d2b8
,#0:28
, #local_60]
=>s_viewDidLoad_10000a180,
obic msaSendSuper2

Decompile: _$s10inve. S @ v X

void _$s10InvestGa ontrollerCllviewd

cod
longlong
undefineds

undefined8
longlong
undef i

undefined

_memset (
_objc_retai

$s10InvestGaneldViewController
_objc_msgSendSuper2( dLoad"
_objc_release( )i
= (ax(code %) ( (% & x(ulonglon
if ( 1=0) {
_$s10InvestGane11AppDelegateCMa(@) ;
= _$s10InvestGame11AppDelegateC12i
if (( &§1) =0 {

= _$s5521_builtinStrin
("N
else {

_$s5521_builtinStringLitera
("H 6.1):

ked".

100006a90 _$s10InvestGame... | mov x20,#0x0




[lopa nepexoOouTb K NpaKkTUKe!

https://github.com/SpartanRASUL/MobiusStep1
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Kak pocTtaTtb paciwumcppoBaHHOE npunoXxeHue?

« KnoHunposatb penosutopun https://github.com/SpartanRASUL/MobiusStep1

3anycTtuTb B pexxume Release Ha B31OMaHHOM YyCTpPOWUCTBE

iproxy 2222 22 (https://github.com/tcurdt/iProxy)

frida-ps -Uali

https://github.com/AloneMonkey/frida-ios-dump

Jdump.py “your app name”

OrpaHunyeHus:

He pamnaTtcsa extension’bl



O6xopn npoBepku Ha Jailbreak

NMaTyum GMHaApPHUK

Hacked

[locTaém .ipa hann (cnangbl BbiLlLE)

e Pasapxusumpyem u nepexoamm B nanky Payload n
panee B .app

« Konnpyem GrHapHMK 1 cogep>X1mMoe narnkm
Frameworks B oToenbHyo nanky

« 3anyckaem Ghidra, co3gaem HOBbIN MPOEKT U
nobaBnsiem paHee cKonnpoBaHHble dansibl

36




Active Project: MobiusSteplHack

7 MobiusStep1Hack
libswiftCore.dylib
libswiftCoreFoundation.dylib
libswiftCoreGraphics.dylib
libswiftDarwin.dylib
libswiftDispatch.dylib
libswiftFoundation.dylib

| libswiftObjectiveC.dylib

B MobiusStepl
Last Modified 2020 Apr 10 02:16 PM

=
=l
=l
=l
=l
=l

L




Kak Hantn Heo6XxoaAMbIN y4acTOK Koaa?

}
= _$s11MobiusStepll4ViewController(M
_objc_msgSendSuper2(& X )y

' = *(longlong *)
$s11MobiusStepl11AppDelegateCl2is]ailbrokenSb... ( -

S #0x1

,#0x6153
,#0x6566, LSL #16
,#0x6120, LSL #32
,#0x646e, LSL #48

’
__stubs::_objc_retain

_$511MobiusStepl14ViewControllerClot
belCSgvpwvd

Searc

@ Search Text - "Jail" [Listing Display Match] - (MobiusStepl) (155

Location [ | Label Namespace Preview

_$s11MobiusStep114ViewControllerC11viewDidLoadyyF undefined _$s11MobiusStep111AppDelegateC12is]...

1000051ac _$s11MobiusStep114ViewControllerC11lviewDidLoadyyF bl _$s11MobiusStepl11AppDelegateCl2isJailbrok...

100005708 _$s11MobiusStep111App... Global undefined _$s11MobiusStepl11AppDelegateC12is]...
100005708 _$s11MobiusStepl11App... |_$s11MobiusStep111AppDelegateC12isJailbrokenSbyFZTf4d_n _$s11MobiusStepl11AppDelegateCl2isJailbrokenS...

&= 100005fbc _$s10Foundation3URLVSg... Global stp x22,x21, [sp, #local_30]!

f 100006280 _$s10Foundation22_conv... __stubs nop

10000628c _$s10Foundation3URLV19... __stubs nop

100006298 _$s10Foundation3URLV6s... __stubs nop

1000062a4 _$s10Foundation3URLVMa  __stubs nop

1000062bc _$sSPMa __stubs nop

1000062bc _$sSPMa __stubs nop

1000062c8 _$sSS10FoundationE19_b... __stubs nop

1000062c8 _$sSS10FoundationE19_b... __stubs nop

1000062c8 _$sSS10FoundationE19_b... __stubs nop

1000062c8 _$sSS10FoundationE19_b... __stubs nop

1000062c8 _$sSS10FoundationE19_b... __stubs nop

1000062c8 _$sSS10FoundationE19_b... __stubs nop

1000062c8 _$sSS10FoundationE19_b... __stubs nop

1000062c8 _$sSS10FoundationE19_b... __stubs nop

Filter:




MMaTynm MHCTPYKLUUIO

x8,_%$511MobiusStepl14ViewControllerClOtitleLab...
), [x20, x8, LSL #0x0]

19,LAB_100005238

' )

__stubs::_objc_retain

_$s11MobiusSteplh1AppDeLegateClZisJaiLbrokenSb".
/0,#0x1

8,#0x6153

8,#0x6566, LSL #16

«8,#0x6120, LSL #32

10000519c «19,LAB_100005238
100005120 0,x19

1000051a4 __stubs::_objc_retain
1000051a8 20, X

1000051ac w0 , #0x0

1000051b0 ),#0x1

1000051b4 8,#0x6153
1000051b8 x8,#0x6566, LSL #16
1000051bc 8,#0x6120, LSL #32
1000051c0 8,#0x646e, LSL #48
1000051c4 <9,#0x6148

0000




JKcnopTvpyem OMHapHUK

7 MobiusStep1Hack

=| libswiftCore.dylib
=| libswiftCoreFoundation.dylib
=| libswiftCoreGraphics.dylib
= libswiftDarwin.dylib
—=| libswiftDispatch.dylib
=| libswiftFoundation.dylib
= libswiftObjectiveC.dylib
B MobiusSten1

Open in Default Tool

About...

4 New Folder

-1 Copy
« Cut

. Delete
.| Rename

Export...

Set Language...

40
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CoOupaem, nognucoiBaem,
yCTaHaB/IMBaeM

[No3apaBnsato, Bbl MponaTyniv NpUIoXeHne

41




[lognncb n yctaHoOBKa
NPU10XXKEeHNA

42



Prerequisites

[Mpodhnnb paspaboTymka

AdHoc provisioning profile

libimobiledevice (brew install libimobiledevice)

[Tpuno>xeHne
* TepneHne n ycngymeoCTb



Konunpyem Heob6xoaumbie chaninbl

CkonuposaTtb Baw Adhoc Provisioning Profile B nanky ¢ npuno)XeHnem
N BbIMOJIHUTb KO,

e security cms -D -i adhoc.mobileprovision > profile.plist

 /usr/libexec/PlistBuddy -x -c 'Print :Entitlements' profile.plist >
entitlements.plist

[locne:
ckonunposaTtb Adhoc Provisioning Profile B KOHTEMHEP NPUNOXKEHUS
(Payload/*.app) n nepenmeHoBaTb ero B embedded.mobileprovision

44



Haxoavm koY anga noanmucun

security find-identity -v -p codesigning

~ security find-identity -v -p

SRR
2 5N
3 128
4) A23
5) B7E
6) 094
6 valid identities found

~ |

codesigning

42D
OA5
39D
8D4
ADC
o1

"iPhone Developer:

"iPhone Developer: (4G
"Apple Development: Murad Tataev (6S
"iPhone Distribution: (SXS

"iPhone Developer: Murad Tataev (6S
"iPhone Distribution: Murad Tataev (7L

(S8 G3)"
PH)"

93)"

A)"

93)"
T7)"




NMoanucbiBaem hannbl!

» codesign -f -s "iPhone Distribution: Murad Tataev (....)” --entitlements "entitlements.plist"
Payload/*.app/Frameworks/*.dylib

e codesign -f -s "iPhone Distribution: Murad Tataev (....)” --entitlements "entitlements.plist"
Payload/*.app/MobiusStep1

e codesign -f -s "iPhone Distribution: Murad Tataev (....)” --entitlements "entitlements.plist"
Payload/*.app

ApxuBupyem: zip -gr resigned.ipa Payload
YctaHaBnuBaemM: ideviceinstaller -i resigned.ipa



NHBbekuus dopenmBOpPKOB

[ns nogmeHbl peann3aumn MeTOO0B
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HeobOxoaumblie MHCTPYMEHTDI

e otool (noctaBnseTcsa ¢ Xcode)
e dsdump
» optool (https://github.com/alexzielenski/optool)

e Framework



NMoTpeHunpyemcs!

« CospanTte NpoekT n gobaBbTe B HEMO HOBbIN
TapreT. B MeH1o0, BbibepunTe hpenmBopk

 Bo dbpenmBopke, podbaBbTe HOBbIM Obj-C knacc.

HasBaHune no Bkycy.

B nmnnemeHTaymoHHbIn hann, gobaBbTe KO
yKa3aHHbIN Ha crange HMxXe

https://github.com/SpartanRASUL/MobiusStep?2

49

Mobius Conf

300

Add Funds

Buy in-app item (200 coins)




MobiusStep2/MOBFramework/Injector.m

#import <UIKit/UIKit.h>
#import "Injector.h"

@implementation Injector

static void __attribute__((constructor)) initialize(void){
NSLog(@"Hello from Framework");
dispatch_after(dispatch_time(DISPATCH_TIME_NOW, (inté4_t)(3 * NSEC_PER_SEC)), dispatch_get_main_queue(), A{
UIViewController kvc = UIApplication.sharedApplication.keyWindow.rootViewController; [@ ‘keyWindow'is deprecated:
UIAlertController *alert = [UIAlertController alertControllerWithTitle:@"Mobius Conf"
message:@"Yaay, you have done that"
preferredStyle:UIAlertControllerStyleAlert];

[alert addAction:[UIAlertAction actionWithTitle:@"Close" style:UIAlertActionStyleCancel handler:nill];
[vc presentViewController:alert animated:true completion:nil];




NMourpaemcs c Kkoaom

e CknoHunpyute https://qgithub.com/SpartanRASUL/Substrate n ckonnpyute
dbpenmBopK Substrate Ha pabounn cTton

B dpenmeopk MOBFramework nobaesbTte hpenmBopk Substrate (drag and
drop)

 imnoptupynte 3aroniosok "CydiaSubstrate/CydiaSubstrate.h”

https://github.com/SpartanRASUL/MobiusStep?2
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A paBanTe BbI3OBEM KaKyt HUOyOb PYyHKLNIO?

B Xcode, B HaBurartope, otkpounte nanky Products
« OTobpasuTte hann MobiusStep2.app B Finder'e

e [Nepengute B nanky MobiusStep2.app yepes TepMunHarn

~/L/D/X/D/M/B/P/D/MobiusStep2.app dsdump -c MobiusStep2 grep viewDidlLoad
0x001000047e0 _$s11MobiusStep214ViewControllerCi1viewDidLoadyyFTo
0x001000045dc _$s11MobiusStep214ViewControllerCi1viewDidLoadyyF

~ i~ s~

static void __attribute__((constructor)) initialize(void)({
NSLog(@"Hello from Framework");

void *symbol = MSFindSymbol(NULL, "_$s11MobiusStep214ViewControllerCllviewDidLoadyyF");
((void (*)(void)) symbol)();




BbisoBem cBou kKop, nocne viewDidLoad

#import <UIKit/UIKit.h>
#import <CydiaSubstrate/CydiaSubstrate.h>
#import "Injector.h"

@implementation Injector
static void (xorig_viewDidLoad)(void) = NULL;

static void __attribute__((constructor)) initialize(void){

NSLog(@"Hello from Framework");

void *symbol = MSFindSymbol(NULL, "_$s11MobiusStep2l1l4ViewControllerCllviewDidLoadyyF");
MSHookFunction(symbol,

(voidx)viewDidLoadSwizzled,

(void**)&orig_viewDidLoad);

static void viewDidLoadSwizzled() {

orig_viewDidLoad();

dispatch_after(dispatch_time(DISPATCH_TIME_NOW, (inté4_t)(2 * NSEC_PER_SEC)), dispatch_get_main_queue(), ~{
UIViewController *vc = UIApplication.sharedApplication.keyWindow.rootViewController; [d keyWindow'is deprecated:
UIAlertController *alert = [UIAlertController alertControllerWithTitle:@"Hello"

message:@"Message from swizzled viewDidLoad"
preferredStyle:UIAlertControllerStyleAlert];

[alert addAction:[UIAlertAction actionWithTitle:@"Close" style:UIAlertActionStyleCancel handler:nill];
[vc presentViewController:alert animated:true completion:nill];




XMM, a Kak Hac4eT becKoHeYyHOCTWN aeHer?

#import <UIKit/UIKit.h>
#import "Injector.h"
#import <CydiaSubstrate/CydiaSubstrate.h>

@implementation Injector

static void (*spendMoneyHook_orig)(int) = NULL;

static void __attribute__((constructor)) initialize(void)({
NSLog(®"Hello from Framework");

void *spendMoneyHook = MSFindSymbol(NULL, "_$s11MobiusStep215PurchaseManagerC5spendyySiF");
MSHookFunction(spendMoneyHook, (void*)spendMoneyHookSwizzled, (voidx*)&spendMoneyHook_orig);

static void spendMoneyHookSwizzled(int amount) {
spendMoneyHook_orig(1);

®end




[ToTpeHunpoBanncb? KpyTo!

Monoem MHXEKTUTb B “peasibHOE” NMPUIIOXKEHNE
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* Ckonupyunte paHee co3aaHHbI hpenMBOpPK. EFrO MOXXHO HanTn B
nanke Products

» CobepuTe NpoekT B pexknume Release npegsaputenbHO yoanve
paHee co3daHHbIN PPENMBOPK N3 MPoeKTa

e CkonupyunTe ipa dann n pasapxmemupymuTte ero

e Ckonupynte MOBFramework.framework B nanky Frameworks
(Payload/MobiusStep2.app/Frameworks)



BcTaBnsiem 3arpy3ky cBoero ppemmBopKa

~/D/h app mobius_2 cd Payload/MobiusStep2.apj
~/D/h/a/P/MobiusStep2.app otool bi i
f‘f1<)‘1)ius§ft.up/“
/System/Library/Frameworks/Foundation. framework/Foundation (compatibility version 300.0.0, current version 1f
/usr/lib/libobjc.A.dylib (compatibility version 1.0.0, current version 228.0.0)
/usr/lib/1ibSystem.B.dylib (compatibility version 1.0.0, current version 1281.0.0)
/System/Library/Frameworks/UIKit. framework/UIKit (compatibility version 1.0.0, current version 61000.0.0)
@rpath/libswiftCore.dylib (compatibility version 1.0.0, current version 1100.2.255)
@rpath/libswiftFoundation.dylib (compatibility version 1.0.0, current version 0.9.0)
@rpath/libswiftObjectiveC.dylib (compat:“ll-ty version 1.0.0, current version ©.0.0)
~/D/h/a, P,’MoblusStepZ.app optool stall + load -p " patl M
Found thin header. ..
Inserting a LC_LOAD_DYLIB command for architecture: armt4
Successfully inserted a LC_LOAD_DYLIB command for arm64
Writing executable to MobiusStep2.
~/D/h/a/P/MobiusStep2.app otool

MobiusStep2:

1-‘70.’

/System/Library/Frameworks/Foundation. framework/Foundation (compatibility version 300.0.0, current
/usr/lib/libobjc.A.dylib (compatibility version 1.0.0, current version 228.0.0)

/

/usr/lib/1ibSystem.B.dylib (compatibility version 1.0.0, current version izUi,U.Oj

/System/Library/Frameworks/UIKit. framework/UIKit ompatibility version 1.0.09, current version 61000.0.0)

f+£C

@rpath/libswiftCore.dylib ( :.'om;mt ibility version 1 _(,.) .0, current version 1100.2.255 ‘]‘
@rpath/libswiftFoundation dyllt (compatibility version 1.0.0, current version 0.0.
@rpath/libswiftObjectiveC.dylib (compatibility version 1.0.0, current version 0.0. O

'~1':::vat,r“,« MOBFramework . framework /MOBFramework (compatibility version ©0.0.0, current version 0.0.0)

/D/h/a/P/MobiusStep2.app |
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He 3abyobTe nognucaTb
dopenmMBOpPK

codesign -f -s "identity” Payload/*.app/Frameworks/*.framework

58



[ oTOBO!




XyKaTb cCBUCOTOBbIE METOObI MOXXHO TOJIbKO Ha B3J/IOMAHHOM YCTPOWUCTBE (
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A kak Tam genay Objective-C?

&
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BHeluHUM BUA, NpunoXXeHus

Hawa uenb: - UMeTb becKoOHEeYHOE KOMIMYECTBO

Mobius Conf

300

MOHET.

A nomoXkeT Ham B aToM ... Objective-C Runtimel

https://github.com/SpartanRASUL/MobiusStep3
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NoparoTtoBKa npoekTa

» KnoHupyem npoekT https://github.com/SpartanRASUL/MobiusStep3
* Cobupaem (6ungmm) npoekT

e [lepexogum B Narky c NpUIo>KEHNEM 1 OTKpbIBaemM baH
npunoXxeHus (.app)

v & MobiusStep3 M
» Il MobiusStep3 -
» Il Injector
v Ml Products
=z MobiusStep3.app

£22 Injector.framework

e 3anyckaem TepMMHasT B 3TOU narnke
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Nuwem ya3BUMOCTb

~/L/D/X/D/M/B/P/D/MobiusStep3.app

ds
0x00100004028 ViewController UIViewCo

// instance methods

0x00100000eb® -[ViewController
0x001000011e@ -[ViewController
0x00100001240 -[ViewController
0x00100001260 -[ViewController

0x0010000402a0 AppDelegate
// instance methods
0x001000012e@ -[AppDelegate app
0x00100001360 -[AppDelegate win
0x00100001380 -[AppDelegate set

UIResponder

0x001000040c8 PurchaseManager
// instance methods
0x00100001400 -[PurchaseManager
0x00100001490 -[PurchaseManager
0x001000014e@ -[PurchaseManager
0x00100001550 -[PurchaseManager
[
|

NSOb jec

0x00100001580 -|PurchaseManager
0x001000015c0 - |[PurchaseManager

0x00000VVVVVL 01
0x00000VVVVY 01
0x000000VVVY 01
0x000000VVVVY 01

00 0300 /usr/lib/libob
00 0200 /System/Librar
00 0600 /System/Librar
00 0600 /System/Librar

~/L/D/X/D/M/B/P/D/MobiusStep3.app |

objc MobiusStep3

dump
ntroller

viewDidlLoad]
buyInAppltem: ]
moneyAmountlLabel ]
setMoneyAmountlLabel : |

<UIApplicationDelegate>

lication:didFinishlLaunchingWithOptions: ]
dow]
Window: ]

%

init]

addFunds: ]

spend: ]
didChangeMoneyAmount ]
setDidChangeMoneyAmount : |
currentMoney |

jc.A.dylib: NSObject

y/Frameworks/Foundation. framework/Foundation: NSString
y/Frameworks/UIKit. framework/UIKit: UIResponder
y/Frameworks/UIKit. framework/UIKit: UIViewController



Nuwem ya3BUMOCTb

~/L/D/X/D/M/B/P/D/MobiusStep3.app dsdump --objc MobiusStep3 -vvv
0x00100004028 ViewController : UIViewController
// instance methods
0x00100000eb® -[ViewController viewDidlLoad]
0x001000011e@ -[ViewController buyInAppItem: ]
0x00100001240 -[ViewController moneyAmountlLabel ]
0x00100001260 -[ViewController setMoneyAmountlLabel: ]

0x0010000402a0 AppDelegate : UIResponder <UIApplicationDelegate>
// instance methods
0x001000012e@ -[AppDelegate application:didFinishLaunchingWithOptions: ]
0x00100001360 —[AppDelegate window]
0x00100001380 -[AppDelegate setWindow: ]

0x001000040c8 PurchaseManager : NSObject
// instance methods
0x00100001400 -[PurchaseManager init]
0x00100001490 -[PurchaseManager addFunds: ]
0x001000014e@ —[PurchaseManager spend:]
0x00100001550 -[PurchaseManager didChangeMoneyAmount ]
0x00100001580 -[PurchaseManager setDidChangeMoneyAmount: ]
|

0x001000015c@ -[PurchaseManager currentMoney]

0x00000VVVVVY 01 00 0300 /usr/lib/libobjc.A.dylib: NSObject

0x00000VVRVVY 1 00 0200 /System/Library/Frameworks/Foundation. framework/Foundation: NSString

0x000000VVYVY V1 00 V600 /System/Library/Frameworks/UIKit.framework/UIKit: UIResponder

0x00000VVYVVY V1 00 V600 /System/Library/Frameworks/UIKit. framework/UIKit: UIViewController
~/L/D/X/D/M/B/P/D/MobiusStep3.app |




B3nambiBaem Ko

PaboTaeTt 6e3 Jailbreak

#import <UIKit/UIKit.h>
#import <objc/runtime.h>

IMP

stat

@int
@end
@imp

= (v

}

originalImplementation;

ic void __attribute__((constructor)) initialize(void){
NSLog(@"Framework loaded");

Class class = NSClassFromString(@"PurchaseManager");

Class injector = NSClassFromString(@"Injector");

SEL originalSelector = NSSelectorFromString(@"spend:");

SEL swizzledSelector = NSSelectorFromString(@"swizzled_spend:");

Method originalMethod = class_getInstanceMethod(class, originalSelector);
originalImplementation = method_getImplementation(originalMethod);

Method swizzledMethod = class_getInstanceMethod(injector, swizzledSelector);

method_exchangeImplementations(originalMethod, swizzledMethod);

erface Injector : NSObject

lementation Injector

oid)swizzled_spend:(int)amount {
NSLog(self.description);

void (*callableImp)(id, SEL, int) = (typeof(callableImp)) originalImplementation;

callableImp(self, NSSelectorFromString(@"spend:"), 1);

@end|




Pe3iromupyem

* [Nposepsinte Ha Jailbreak n Ha gpebarrep, NOTOMYy YTO 3TO AELLEBO U NPOCTO

* He toz3anTte Objective-C, nnbo ncnonb3ymnte no MUHUMYyMY 1 He 3abyabTe oTpe3atb Swift
Symbols

* Ob6dyckaumsa B obLLEM XopoLlasa ngesi, Ho UCNoNb3YETCHA PeaKko 1 NPUHOCUT HeyaobeTea C
KpaLwioramu

* [NpuBasbiBaTbCcs K Hardware ocobeHHocTAM cuctemsl (Silent Push)

e XpaHuTe OaHHble Ha cepBepe, NOTOMY YTO nokanbHble XxpaHunuwa (UserDefaults, Keychain,
LocalDB) HeHaaé>XHbl.

* Banugunpynte nokynku Ha cepBepe

N nOMHUTL - abcontoTHOWM BE30MacCHOCTN HE CYLLLECTBYET.
Ho moxxHO coenatb 6e3onacHee, 4YeM ObINIO paHbLLe
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NMone3Hoe YTMBO

* https://www.arm.com/

* https://www.mbo42.com/2018/04/01/hooking-swift-methods/

* https://medium.com/@kennethpoon/how-to-perform-ios-code-injection-on-ipa-
files-1ba91d9438db

» https://www.reddit.com/r/jailbreak/

» https://labs.f-secure.com/blog/repacking-and-resigning-ios-applications/

» https://ss64.com/osx/security.html - macOS Security Utility

Telegram: @spartanrasul
Email: spartanrasul@yandex.ru

68



