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Agenda
• Some motivation 

• What’s a dump? 

• Getting a dump 

• Manually analyzing dumps 

• Automating dump analysis
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• Some things only happen in production environment
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Production is Special
• Some things only happen in production environment 

• Client’s environment is different 

• OS, service packs, locale 

• Network, configurations, other applications 

• Simulated input is different from real input 

• Different system uptime, some bugs are just very rare
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In the Beginning…
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In the Beginning…
• Mask all crashes by a nice error dialog and an “orderly” shut-down 

• Analyze errors using very extensive log files from all components 

• Native exceptions are not caught by managed 

• Last error in log doesn’t always correspond to the fiend 

• Exception doesn’t always contain all the needed data 
(KeyNotFoundException) 

• Need to know exact exception, when it occurred and where!
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Dumps to the Rescue
• A dump is a snapshot of a process’s memory 

• Threads 

• Heap 

• Exceptions 

• Locks
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Dumps to the Rescue
• A dump is a snapshot of a process’s memory 

• Threads 

• Heap 

• Exceptions 

• Locks 

• Various tools can open dump files and see what’s inside, starting 
from Visual Studio
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What’s in a Dump?
DEMO
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Getting A Dump
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Capturing Dumps
• Crash dump

17



DotNext St. Petersburg              #dotnext | @dinagozil

Capturing Dumps
• Crash dump 

• Just-for-fun dump 

• Memory leak 

• Hang 

• Sudden burst of threads
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Capturing Dumps
• Crash dump 

• Just-for-fun dump 

• Memory leak 

• Hang 

• High CPU 

• On Windows you can use: 

• WER Registry key 

• Sysinternals ProcDump 

• DebugDiag 

• On Linux you can use: 

• gcore 

• core_pattern
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Windows
DEMO
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DebugDiag
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DebugDiag - On Exceptions
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DebugDiag - On Events



DotNext St. Petersburg              #dotnext | @dinagozil24

DebugDiag - On a Perf Trigger
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DebugDiag - For IIS
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Linux
DEMO
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Manual Dump Analysis
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DebugDiag to the Rescue
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WinDbg Basic 
Analysis
DEMO
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WinDbg Extensions
• It’s possible to write extension DLLs for WinDbg with your own 

customized behavior 

• The SOS extension (part of .NET distribution) provides managed 
debugging functionality to WinDbg 

• Heap traversal, GC roots, type histograms 

• Managed threads and callstacks, managed exceptions
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WinDbg Extensions
• It’s possible to write extension DLLs for WinDbg with your own 

customized behavior 

• The SOS extension (part of .NET distribution) provides managed 
debugging functionality to WinDbg 

• Heap traversal, GC roots, type histograms 

• Managed threads and callstacks, managed exceptions 

• Important: SOS version must match CLR version

• More useful extensions: SOSEX, NetExt
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http://www.stevestechspot.com/
https://netext.codeplex.com/
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Deadlocks with 
SOSEX
DEMO
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Heap Walk with 
LLDB

DEMO
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Automated Dump Analysis
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Automation Approaches
• WinDbg/LLDB automation 

• For each dump: 

• Launch the debugger with initial commands, pipe to a file, 
parse the file
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Automation Approaches
• WinDbg/LLDB automation 

• For each dump: 

• Launch the debugger with initial commands, pipe to a file, 
parse the file 

• ClrMD 

• .NET library for dump analysis and live process inspection 

• Object model around: threads, heaps, exceptions, types, etc. 

• Windows-only for now
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https://github.com/Microsoft/clrmd
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Automate
WinDbg
DEMO
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LLDB Scripts
DEMO
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ClrMD
DEMO
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What’s Next?
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More Tools Available
• msos - an open-source command-line tool based on ClrMD for 

Windows dump and live process analysis 

• SuperDump - an open-source Windows dump analysis service 
allowing uploading a dump and getting a basic analysis 

• Dr. Dump - commercial dump analysis service (under development)
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https://github.com/goldshtn/msos
https://github.com/Dynatrace/superdump
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Summary
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