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But du manuel :

Ce guide vous permettra de mettre en ceuvre usehidiPN IPsec avec « Preshared Secret
Key » entre un PC et un automate programmablestmuog différents grace a I'utilisation de
deux routeurs avec pare feu intelligent de typaViRUARD.

PC VPN Client

Avec PCWORX

IP:192.168.1.10
Mask: 255.255.255.0

FL MGUARD SMART|
IP:192.168.1.1
Mask: 255.255.255,

FL MGUARD RS200
IP:192.168.0.1
Mask: 255.255.255

ILC 151 ETH
IP: 192.168.0.3
Mask: 255.255.255.0
Gateway: 192.168.0.3
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Annexes :

Annexe 1 : Versions Logicielles et matérielles utdées pour ce manuel

Matériels :

Fabricant référence | Type Version Version
Hardware | Firmware

INNOMINATE 2700639 | FL MGUARD SMARTZ2 VPN 00003000 | 7.4.1

INNOMINATE 2700642 | FL MGUARD RS2000 VPN | 00003200 40

PHOENIX CONTACT | 2700974 | ILC151ETH HWOO FW400

Logiciels :

Fabricant lien Type Version

PHOENIX CONTACT PCWORX

SHREW https://www.shrew.net/download/vpn  ShrewSiN | V2.2.2

Client
INNOMINATE https://fr.cloud.mguard.com/ Secure Cloud

Annexe 2 : Révision document

Version en 1
cours :
Version Date Opérateur Commentaires
1 27/05/20183 JF.FOUARD Création
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Architecture :

PC Client réseau local LAN1 :

Adresse IP :192.168.1.10

Masque de sous-réseau : 255.255.255.0

Passerelle par défaut :192.168.1.1 (adresse |[doadiéGUARD1)

MGUARDL réseau local LAN1 :
Adresse IP :192.168.1.1
Masque de sous-réseau : 255.255.255.0

MGUARD1 réseau WAN :

Adresse IP :10.1.80.100

Masque de sous-réseau : 255.255.255.0

Passerelle par défaut :10.1.80.101 (adresse WAM@EUARD?2)

MGUARD?2 réseau local LAN2 :
Adresse IP :192.168.0.1
Masque de sous-réseau : 255.255.255.0

MGUARD?2 réseau WAN :

Adresse IP :10.1.80.101

Masque de sous-réseau : 255.255.255.0

Passerelle par défaut :10.1.80.100 (adresse WAMG@EUARD1)

ILC150ETH réseau local LAN2 :

Adresse IP :192.168.0.3

Masque de sous-réseau : 255.255.255.0

Passerelle par défaut :192.168.0.1 (adresse |dodidGUARD?2)

ILAN1 WAN L AN2

]

MGUARD1 MGUARD?2
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Configuration du MGUARD SMART?2 VPN

Via n’importe quel explorateur Windows, se rendre sur |’adresse IP LAN du MGUARD :
https://192.168.1.1 ou WAN https://1.1.1.1 puis entrer I'utilisateur « admin » et le mot de
passe « mGuard ».

Tous ces parametres sont les parameétres par défaut et modifiables.

Fichier EditoR W ATEREGe TR GRaTE e Ese o e —
v M mGuard (mguard) \+ — '

€ @& nttps//192.168.1.1

MmMGuard

protecting industrial networks

Login to: mguard
User Name:  admin

Password: eeeeee

i id

Sile MGUARD dispose déja d’'une adresse IP inconnue ou qu’il n’est plus accessible, utiliser la
procédure de remise en configuration usine, deux séquences de 6 appuis a fréquence
constante sur le bouton « Reset ».

Configuration du MGUARD

SMART2 VPN
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Dans le menu « Network/Interfaces/Général » pessbianger le « Network Mode » en mode
routeur car initialement paramétré en « Stealth ».

! ™M mGuard (mguard) \ =o

| € & nttps//192168.1.1/index.cg

'I':'ﬁGuard

Copyright © 2001-2011 Innominste Security
Technologies AG and others

7,

¢ | |B - Google

PaB ¥ A

WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED! 1y

7.4.1.default Logged in as ‘admin’ with role ‘admin’ from 192.168.1.10 on 'mguard' Lbébut
Management Network » Interfaces
Network ‘ General l | Ethernet I l Dial-out | | Dial-in I l Modem / Console I B
Interfaces
NAT Network Status
DNS
DHCP External IP address 10.1.80.100 «¢——
Proxy Settings Active Defaultroute  10.1.80.101 <¢—
Authentication
Network Security Used DNS servers DNS Root Servers
[Psec VPN Network Mode
QoS
Redundancy Network Mode Router v
Logging =
Support Router Mode static

External Networks
External IPs
(untrusted port)
Additional External
Routes

IP of default gateway

Internal Networks

O r | temasc uewar [
(trustedport) % 192 168.1.1 €— 255.255.255.0 No +

Additional Internal
Routes

Secondary External Interface

Network Mode

[ P | nemas | usewan | wuano

10.1.80.100 ¢—— 255.255.255.0 No ~

X

& Nework | Gatewsy ]

10.1.80.101 4——

m

& Newor | Gateway ]

off v l

Renseigner les adresses IP sur le modele de I'architecture.
Nous rappelons qu’il est important de valider toute modification par le bouton « Apply » avant
de changer de page sous peine de les perdre.
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Dans les menus « Network/NAT/Marquerading » et twgek/NAT/IP and Port Forwarding »
assurez-vous gu’aucun paramétrage ne soit effectiéffet quand I'authentification par « Pre-
Shared Secret Keys est utilisé il ne faut pas actes« Network Adress Translation ».

o — — - ———y
! M mGuard (mguard) \-I'
€ & nttps;//192.168.1.1/index.cgi & |8 - Google Al B 3 A =
WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
I " IG ua rd WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED! 1y
\'J
7.4.1.default Logged in as 'admin' with role ‘admin’ from 192.168.1.10 on 'mguard' Lo;éJut

Management Network » NAT

Network
Interfaces
NAT

DNS

| Masquerading H IP and Port Forwarding }

Network Address Translation/IP Masquerading

Proxy Settings

Authentication
Network Security ITF?ese rules let you specify which IP addresses (normally addresses within the private address space) are to be rewritten to the mGuard's
— address.

IPsec VPN Please note: These rules won't apply to the Stealth mode.

QoS
Redundancy 1:1 NAT

Loggin
e L b’s Local network External network m Enable ARP m

Support

Please note: These rules only apply to the network mode "Router” and if the router mode is set to "static” or "DHCP".

(S

M mGuard (mguard) \ +

€ & nttps;//192.168.1.1/index.cg ¢ || B~ Google A B 3 A =
[
WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
I 1" IG ua rd WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED! 'O
7.4.1.default Logged in as ‘admin' with role ‘admin’ from 192.168.1.10 on 'mguard' L;;;t '

Management Network » NAT ’

Network
Interfaces |
NAT
DNS
DHCP Log ID: i ing-IN®. 0000-0000-0000.

Proxy Settings &’smmm Incoming on IP | Incoming on Port | Redirect to IP | Redirect to Port m r

Masquerading ] | IP and Port Forwarding ‘ |

IP and Port Forwarding

Authentication
Network Security
IPsec VPN

These rules let you forward traffic targeted to the mGuard to another machine without modifing the source adaress.

ELALALLL SN | | The column "Incoming on IP" accepts the special value "%extern"” as the mGuard's first external IP. l
QoS Please note: These rules won't apply to the Stealth mode.
Redundancy
.Redundancy | ooy
Logging
Support
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Dans les menus « Network security/Packet Filteotniag rules » et « Network security/Packet
Filter/Outgoing rules » vérifiez que les regledilrewall permettent tout trafic entrant et
sortant.

! M mGuard (mguard) \‘l"

‘ € @ nttps;//192.168.1.1/index.cg & | B - Google A B 3 A =
t
h WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
1 G uard WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED! cly \
7.4.1.default Logged in as ‘admin* with role ‘admin* from 192.168.1.10 on 'mguard’ Lcé;;ut '

Management Network Security » Packet Filter

Network ) \
e I Incoming Rules || Outgoing Rules || Rule Records || MAC Filtering || Advanced |

Network Security
Packet Filter
DosS Protection

Incoming

General firewall setting IAccept all incoming connections v| <+

User Firewall
IPsec VPN w
—
Redundancy
Logging
Support

! M mGuard (mguard) \ +

‘ € & nttps://192.168.1.1/index.cg & || B~ Google A B 3 A =
f
WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
I 1 IG ua rd WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED! 1
7.4.1.default Logged in as ‘admin’ with role ‘admin’ from 192.168.1.10 on 'mguard' L.o;i)ut

Management Network Security » Packet Filter

Network - \
—— [ Incoming Rules H Outgoing Rules H Rule Records || MAC Filtering H Advanced |
Authentication

Network Security
Packet Filter
DosS Protection
User Firewall

IPsec VPN

Outgoing

General firewall setting IAccept all outgoing connections v| <+

QoS

Redundancy
Logging
Support

Configuration du MGUARD

SMART2 VPN
FL MGUARD VPN PSK
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Dans le menu « IPsec VPN/Connections » créez umaes@n VPN en sélectionnant la fleche
encadrée puis appuyez sur la touche Edit pour &iparaitre les paramétres a renseigner.

—

! M mGuard (mguard)

‘ € & nttps;//192.168.1.1/index.cg

’I'I"nGuard

Management
Network
Authentication
Network Security
IPsec VPN

Global

Connections
L2TP over IPsec
IPsec Status
QoS
Redundancy
Logging
Support

IPsec VPN » Connections

mGuard (mguard)

G

I € & nttps//192.168.1.1/index.cg

’I':'nGuard

7.4.1.default

Management
Network
Authentication
Network Security
IPsec VPN

Global

Connections
L2TP over IPsec
IPsec Status
QoS
Redundancy
Logging
Support

\+ |
c E ~ Google R ﬁ 8 3 A =
WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED! d)
7.4.1.default Logged in as "admin' with role ‘admin' from 192.168.1.10 on 'mguard' Lo;o:xt

I Connections |

B eoes [ heme ] hcon |
— =

$ B Yes v PSKVPN1

e

¢ || 8- Google a8 A

WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED!

Logged in as 'admin' with role ‘admin' from 192.168.1.10 on 'mguard' Lo;out

IPsec VPN » Connections » PSKVPN1

‘ General H Authentication || Firewall H IKE Options I

Options

A descriptive name for

the connection EERVEN

Enabled Yes v #——

Address of the remote
site's VPN gateway
(Either an IP address, a

hostname, or ‘%any" for
any IP, multiple clients or
clients behind a NAT
gateway.)

Interface to use for

gateway setting %any Extemal

v

Connection startup  Initiate

Encapsulate the VPN
traffic in TCP

v

No

Transport and Tunnel Settings

I e [ vee | teow [ remow | acton |
$ 0 [res ~ Tunnel 192.168.1.0/24 192.168.0.0/24 | M

E—
“Hooy

v
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Dans I'onglet « Authentication » Sélectionner lamoéle d’authentification par Pre-shared

Secret Key.

! M mGuard (mguard)

‘ € & nttps//192.168.1.1/index.cg

’I'I".'\Guard

7.4.1.default

Management
Network
Authentication
Network Security
IPsec VPN

Global

Connections
L2TP over IPsec
IPsec Status
QoS
Redundancy
Logging
Support

-

¢ | |BY - Google AP aB 3 A =

WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED!

Logged in as ‘admin' with role ‘admin’ from 192.168.1.10 on 'mguard' Logout

IPsec VPN » Connections » PSKVPN1

| General H Auth || Firewall || IKE Options |

Authentication

Authentication method | Pre-Shared Secret (PSK) v |

Pre-Shared Secret Key

PSK) [ motdepasse

VPN Identifier

Local
By default the IP address of the peer is used. Other possible settings are a hostname ("@hostname") or an
e-mail address ("name@hostname").

Remote
By default the IP address of the peer is used. Other possible settings are a hostname ("@hostname") or an

e-mail address ("name@hostname").
—

PP

Dans I'onglet « Firewall » autorisez toutes lesremtions entrantes et sortantes.

! M mGuard (mguard)

’ € & nttps;//192.168.1.1/index.cg

'mGuard

7.4.1.default

WELELTL
Network
Authentication
Network Security
IPsec VPN

Global

Connections
L2TP over IPsec
IPsec Status
QoS
Redundancy
Logging
Support

.

c E'Goog/e }3 ﬁ E ‘ ﬁ E
WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED! l;' J Y\
Logged in as 'admin’ with role ‘admin' from 192.168.1.10 on 'mguard' Lo;;oul
( General | | Authentication I | Firewall 1 | IKE Options |
Incoming

General firewall setting | Accept all incoming connections v I

Outgoing

General firewall setting | Accept all outgoing connections ~ |

O [leoNwaa

FL MGUARD VPN PSK
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Dans I'onglet « IKE Options » préférez I'encryptag8DES ».

M mGuard (mguard)

€ & nttps;//192.168.1.1/index.cg

)I':'ﬂGuard

7.4.1.default

Management
Network
Authentication
Network Security
IPsec VPN

Global

Connections
L2TP over IPsec
IPsec Status
QoS
Redundancy
Logging
Support

Connections
L2TP over IPsec
IPsec Status

Redundancy

Copyright ® 2001-2011 Innominate Security
Technologies AG and others

J

-

¢ || B~ Google

WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED!

Logged in as ‘admin’

with role ‘admin’ from 192.168.1.10 on 'mguard'

| General || Authentication

ISAKMP SA (Key Exchange)

Algorithms

(This preference list
starts with the most
preferred pair of
algorithms.)

0

IPsec SA (Data Exchange)

Algorithms

(This preference list

starts with the most g4 [
preferred pair of
algorithms.)

Perfect Forward Secrecy
(PFS)

(The remote site must
have the same entry.
Activation is
recommended due to
security reasons.)

Lifetimes and Limits

ISAKMP SA Lifetime
IPsec SA Lifetime
IPsec SA Traffic Limit

Re-key Margin for
Lifetimes

(Applies to ISAKMP SAs
and IPsecSAs.)

Re-key Margin for the
Traffic Limit

(Applies to IPsecSAs
only.)

Re-key Fuzz
(Applies to all re-key
margins.)

Keying tries (0 means
unlimited tries)

Rekey Yes

Dead Peer Detection

Delay between requests
for a sign of life

Timeout for absent sign
of life after which peer is
assumed dead

| ( Firewall 1 | IKE Options |

3DES v

All algorithms v

All algorithms v

3DES v

Yes v

3600 seconds
28800 seconds

0 bytes

540 seconds

0 bytes

100 %

v

30 seconds

120 seconds

Logout

& X I I

& X I T

EF

UARD

O [leoNwaa
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Configuration du MGUARD RS2000 VPN

Tous les paramétres sont identiques a I'excep#smaenus impliquant les adresses IP comme
suit :

(- @& https;//192.168.0.1/index.cgi c ~ Google A B 3 A =
mulx WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
m WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED! O
Logged in as ‘admin’ with role ‘admin’ from 192.168.1.10 on 'mguard'
FL MGUARD 7.4.0.default /i A#W Reset  Logout

Network » Interfaces

J General | | Ethernet | | Console |

Management
Network
Interfaces
NAT

DNS

DHCP

Network Status

External IP address 10.1.80.101 #——

Proxy Settings
Authentication Active Defaultroute 10.1.80.100 ¢——

N EWOTK SOCUIIY ) Used DNS servers  DNS Root Servers
IPsec VPN

Logging Network Mode
Support

Network Mode = Router v
Router Mode = static v

External Networks

caorares | N S NN T

(untrusted port) | 9¢  10.1.80.101 €—— 255.255.255.0 No ~
Adaitional External | J0n o S Y - A
Routes

IP of default gateway 10.1.80.100 «¢———

Internal Networks

(trusted port) | s%¢  102.168.0.1 €—— 255.255.255.0
Adaitional internal |n o . S -
Routes

FL MGUARD VPN PSK

t>| Configuration du MGUARD
RS2000 VPN
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Concernant le MGUARD en attente, spécifiquemer® 8K, il faut absolument préciser
I'adresse IP du site initiateur distant sans @ilie sigle %any.

Vamwoee G
¢ @ https;//192.168.0.1/index.cgi ve ] [’ Google r ] ﬁ ‘ B 4+ # ‘ =
[F)PHENIX [m:::f THE ADMIN PASSWORD 1S NOT CONFIGURED!
' (GINO)
B A T Logged in as "admin’ with role ‘admin’ from 192.168.1.10 on 'mguard' Reset Do

Management
Network
Authentication
Network Security
IPsec VPN

Logging
Support

IPsec VPN » Connections » PSKVPN1
Authentication Firewall IKE Options

Options

A eomection PSKVPNT
the connection

Address of the remote
site's VPN gateway
(Either an IP address, a

hostname, or '%any' for |10.1.80.100

any IP, multiple clients or
clients behind a NAT

gateway.)

Interface to use for |
gateway setting %any |
P —

Encapsulate the VPN

Transport and Tunnel Settings |

PP cves | npe | beea | renee | hcien |
& [ves ~ Tunnel  ~ 192.168.0.0/24 192168 1.0/24 |

o
x
<
)
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=
>
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Mise en service de la communication

Dans le cas ou vous étes connectés au réseauveghestrvia des « Proxys » il vous faudra
ajouter au moins une route car le systeme ne &gt gu’une passerelle.

Dans la fenétre « Invite de commandes » utiliseptamande « route » comme suit :
C:\route add 192.168.0.0 mask 255.255.255.0 192.168.1.1 metric 3

Il faut alors enlever la passerelle d’adresse BR111 dans I'lPV4 de la carte réseau afin de
garder toutes les fonctionnalités d’acces a I'extérvia le réseau d’entreprise.

Une fois la commande acceptée I'on peut obserge®iatuts VPN depuis le menu « IPSec
VPN/IPSec Status » des deux MGUARD :

! M mGuard (mguard) \+

‘ 6 & https://192.168.1.1/index.cg (&

[3~ Google P ﬁ E ‘ ) =
I
WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!
I 1" |G ua rd WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED!
7.4.1.default Logged in as ‘admin' with role ‘admin’ from 192.168.1.10 on 'mguard' Logout ‘

IPsec VPN » IPsec Status
Comnecton ame] __ Gomneoton | . 1SAMP site ec state

STATE_MAIN_I4 (ISAKMP SA
Gateway 10.1.80.100 _estatﬁish(ed) STATE_QUICK_I2 (sent QI2, IPsec SA
established)

Management
Network
Authentication
Network Security
IPsec VPN

Global

PSKVPN1 10.1.80.101
(MAI1332005173_1)

Traffic 192.168.1.0/24 192.168.0.0/24

(REEEH R

Algorithm: 3DES_CBC_192-
MD5-MODP1536

Algorithm: 3DES_0-HMAC_MD5
Connections
L2TP over IPsec
IPsec Status
Qos
Redundancy
Logging I
Support

Lifetime: 2460s Lifetime: 21778s

! & mGuard (mguard) \+

‘ (- & https://192.168.0.1/index.cg c E] ~ Google P ﬁ E ‘ ‘ﬁ =
| PHG"IX WARNING: THE ROOT PASSWORD IS NOT CONFIGURED! l

WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED!

CONTACT

Logged in as ‘admin' with role ‘admin' from 192.168.1.10 on 'mguard'
FL MGUARD 7.4.0.default

.
Aj)ly Reset Logout

/PN

STATE_MAIN_RS3 (sent MR3, ISAKMP SA

10.1.80.100 established)

STATE_QUICK_R2 (IPsec SA
established)

PSKVPN1 Gateway 10.1.80.101

(MAI0463838752_1)

P P

Traffic 192.168.0.0/24 192.168.1.0/24 Algorithm: 3DES_CBC_192-

(et

Global N MOP A Algorithm: 3DES_0-HMAC_MDS
Connections o S

L2TP over IPsec Lifetime: 20225 NGRS

IPsec Status

e
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MGUARD Secure Cloud

Une autre solution consiste a utiliser en tant sgisiance a la mise en service de la
communication, le Cloud d’'innominate.

C’est un portail qui permet de configurer une comioation distante simplement avec un
niveau de sécurité optimal.

L’architecture implique des connections sortantgsuds la station de travail ainsi que des
machines distantes, ce qui facilite la gestiondi#érentes politiques de sécurité.
Le schéma ci-dessous illustre bien ce fait :

ARCHITECTURE

state-of-the-art data center

~

!
Service VPN: FMGuard secure cloud

encrypted IPsec VPN tunnel between mGuard
Secure VPN client and service gateway

=

Service Technician

Service gateway (virtual)

VPN: online

=

N /9-
.

Secure Cloud App Roiiting'&

Internet
= Management
\ J/
1
)
[ h https://de.cloud.mguard.com \ k\

VPN: online

4am

Machine VPN:
encrypted IPsec VPN tunnel between mGuard Secur Ty
VPN appliance and machine gateway l

Machine gateway (virtual)

_ , U

reachable via it’s real IP address

Le portail fournit aux tenants et aboutissantditdgers de configuration des tunnels IPsec
VPN avec certificats, ce qui évite toute programomatUne fois les connections
sortantes validées il suffit depuis le portail da®r la jonction.

MGUARD Secure Cloud
FL MGUARD_ VPN_PSK

O &0 O
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Trois formules sont disponibles permettant unegpeis main progressive et adaptée aux
différentes applications :

EDITIONS DISPONIBLES

EVAL BASE PREMIUM

30 jours gratuitement gratuit Payant

SPECIFICATIONS: SPECIFICATIONS: SPECIFICATIONS:
Nombre d utilisateurs: illimité Nombre d'utilisateurs: illimité Nombre d'utilisateurs: illimité
Nombre de machines Nombre de machines: Ilimité Nombre de machines: dépendante licence

bre de sé dutilisateurs si é Nombre de séances d'utilisateurs simultanés: 1 Nombre de séances d'utilisateurs simultanés: 1

Bande passante par connexion de service garanti: Bande passante par connexion de service garanti Non Bande p intie par raccord au service:
1 Mbit/ s

Garantie de disponibilité: Garantie de disponibilité: Non Disponibilité garantie: 98%
Volume de transfert par raccordement au service: 1 Go / mois Volume de transfert par raccordement au service: 1 Go / mois Volume de transfert par raccordement au service: illimité
Niveau Hébergement: Mission critique Niveau Hébergement: Faible Niveau Hébergement: Mission critique
Service de clients VPN: mGuards, logiciel IPsec Service de clients VPN: mGuards, logiciel IPsec Service de clients VPN: mGuards, logiciel IPsec
Clients VPN machine: mGuards Clients VPN machine: mGuards Clients VPN machine: mGuards

Hotline: téléphone, e-mail Hotline: e-mail Hotline: téléphone, e-mail

CARACTERISTIQUES CARACTERISTIQUES CARACTERISTIQUES

Modéle d'autorisation: Enhanced Modéle dautorisation Modéle d'autorisation:

Reporting: Oui Reporting: i Reporting

Signaler filtrage: Oui Signaler filtrage: Signaler filtrage:

Rapport exportation Oui (CSV, XLS, PDF)  Exporter le rapport: Rapport exportation Oui (CSV, XLS, PDF)

Ce portail est accessible en renseignant suivartiria géographigue dans votre navigateur
internet I'adresse suivante (cas de la Franbéps:/fr .cloud.mguard.com/

Nous recommandons l'utilisation de Firefox (V17mus), Google Chrome (V28.0 ou plus),
Apple Safari (V5.1.7 ou plus) voire Internet Ex@pf0 minimum.

/' mGuard Secure Clow x

€ & € ®htips//frcloud.mguard.com

MGuard

secure cloud P

mGuard Secure Cloud public

CLOUD-BASED INSTANT REMOTE SERVICES

WHAT IS IT?

Innominate’s mGuard Secure Cloud public offers operators and machine buikders a highly secure, web-based method for instant remote services to any machine and production plant
within a client's network. The mGuard Secure Cloud public s a professionally hosted, turkey remote-services ecosystem for both the machine builder and the plant operator. Using a
standard web browser, service personnel can connect to the Secure Cloud website and, after successfully authenticating, access all relevant client information: locations, operators,
service targets (machines), users, as well as their access rights. A quick overview is also made available of all machines currently online and ready for instant remote service.
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Dans un premier temps et afin de bénéficier déréajratuite valable pendant 30 jours il est
nécessaire de remplir un formulaire en cliquaniaaone « SIGNER » :

/ m mGuard Secure Clou x

& C | @ httpsy/fr.cloud.mguard.com
MGuard
secure cloud P

Registration form

Innominate's mGuard Secure Cloud put 25 to any machine and production plant

within a client's network. The mGuard S must be e wi ovin builder and the plant operator. Using a

standard web browser, service person 0 2 lient information: locations, operators,
service targets (machines), users, as and ready for instant remote service.

7l

r Y
Formulaire d'inscription x
-
Nom de lentreprise: * Valable adresse e-mail
Département: * Prénom
Rue, numéro de la maison: * Nom de famile:
Code postal: * Numeéro de téléphone
Ville: * Fax
Etat Mot de passe
Pays: * Répétez mot de passe:
Allemagne | Deutschland v
Informations de facturation (adresse alternatif Comment avez-vous entendu parler de nous? *
v
Z

Réseau de la machine

S'il vous plait entrer dans le réseau de destination, ce qui vous voulez atteindre grace a votre connexion VPN, par exemple, /adre

réseau: 192.168.1.0 et e masque de réseau: 255.255.255.0

Notez que I'adresse |P du réseau doit étre une adresse IP privée, soit dans les sous-réseaux suivants: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16

Adresse IP du réseau: *
192.168.1.0

Machine

> 192 168.1.20

WAN port |§

Masque de réseau
255.255.255.0 v

Contrat de licence d'évaluation

(voir ci-dessous pour la version allemande

En ligne Contrat de licence d'évaluation (Eval-CLUF) pour mGuard sécurisés Cloud Public

Version 1.1, en vigueur: Janvier 2014

S'il vous plait accepter le contrat de licence d'évaluation: *

MGUARD Secure Cloud
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Une fois ce formulaire renseigné vous devrez cowdirpar réponse a un mail recu les clauses
du contrat afin de transformer la formule « EVAEm une formule « BASE » ou

« PREMIUM ».

Enfin pour vous connecter a votre compte il vousifa renseigner les parametres « Compte »,
« Utilisateur » et « mot de passe » fournis damsdi de confirmation.

I/ ™ mGuard secure Clou. x \TON = =y X
€->cCl8 fr.cloud.mguard.com/# TR S

CLOUD-BASED INSTANT REMOTE SERVICES

WHAT IS IT?

Notez que tous les équipements mGuard connectésrtail doivent impérativement avoir la
version Firmware 7.5 minimum.

La Mise a jour du Firmware est téléchargeable strersite
https://www.phoenixcontact.com/online/portalfins I'onglet « Téléchargements » du produit
concerné. C’est un fichier compressé de type «tepald.c-d.e.f.tar.gz ».

Dans le mGuard aller dans le menu « Managementtdpdeomme suit :

PHENIX WARNING: THE ROOT PASSWORD IS NOT CONFIGURED!

mc TACT WARNING: THE ADMIN PASSWORD IS NOT CONFIGURED!
Logged in as ‘admin with role ‘admin’ from 192.168.0.10 on 'mguard'
FL MGUARD 8.1.6.default Apply Reset  Logout
)

Syt Sclls Overview | | Update
Web Setting —
Licensing Local Update ¢
Update €—
Configuration Profiles Filename Aucun fichier sélectionné -«—
SNMP The filer f the pac the extension "tar.gz'
R The formstof e fename you s
Service IO Online Update
Restart

ic Update

Instal the latest patch release (xy.2)
e (x e

Install the

Note: R might be possiie that ntly nstalled version to the latest pubished minor release avaiable. Therefore, after updating the system to a new minor release, press this button again untl you receive the message that there is no newer update avaiable
led version to the next major release avaiable. Theref

g
g :

e curre
Note: & might be possible that there is no direct update from the currently instal

e execute the minor release update first and p untl you the message minor release avaiable. Then nstall the next major release.

Update Servers
S X

¥ https// ~ update innominate.con No ~

Note: Please use "phoenixcontact” and "download"” as default credentials

Dans « Local Update » appuyer sur « Parcourirseleictionner le fichier « update-
a.b.c-d.e.f.tar.gz » puis « Install Packages ».
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A la premiére connexion au portail vous obtenez :

MGuard secure cloud e

Account: PHO77401FR | User: jffouard@phoenixcontact fr | Role: adm

R | Machie R e o

Service VPN tunnel offline > no secure connection initiated > no secure remote access to service target (machine)

Les services principaux sont présentés en deuiepart
- Station de travall
- Machines

Il est préférable de commencer par la stationaleatr comme suit :

Routing | Machine Service Targets (Machines) Service Workstations Administration Logbook

Service VPN tunnel offine > no secure connection initiated > no secure remote access to service target (machine)

all Senvice Workstations | ()

active VPN connections to Service Workstations

FGuard secure cloud
ount: PHO77401FR | User: jfouard@phoenixcontact fr | Role: admin

On this tab, you can see all Service Workstations currently connected with the service gateway of the mGuard Secure Cloud via VPN. Reloading this page via @ immediately shows you the current status of the VPN connections.

© Copyright 2011-2015 Innominate Security Technologies AG | Data privacy | Evaluation License Agreement | Legal Notice

Sélectionner I'onglet marqué d’'un « + » pour ajoutee nouvelle station de travail :

m »|G ua I‘_d secure cloud e

PHO77401FR | User. jfo

Routing Machine Service Targets (Machines) Service Workstations Logbook

Senvice VPN tunnel offline > no secure connection initiated > no secure remote access to service target (machine)

active VPNs all Service Workstations -

Add new workstation

Workstation name: *

nom de la station de travail
Notice:

remarques

* = mandatory field

Cancel OK

© Copyright 2011-2015 Innominate Security Technologies AG | Data privacy | Evaluation License Agreement | Legal Notice

Apres avoir renseigné le nom et d’éventuelles rgomes et validé, vous ajoutez a la
liste existante une nouvelle station que vous gauyparamétrer par I'appui sur l'icbne

stylet :

active VPNs all Service Workstations @

Workstations

» 1 | Workstation: nom de Ia station de travail | nouser | notconnected | VPN: none | |

O &0 O
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Vous obtenez alors la feuille de renseignementepitést les trois types de clients VPN
possibles :

~
VPN-Builder | Request VPN configuration (service: nom de la station de travail) x

1 VPN client type 3 Machine network
VPN client type
What kind of VPN client are you going to use for this service workstation? Your workstation can be securely connected to the mGuard Secure Cloud
publicvia mGuard VPN appliances like mGuard smart* or mGuard delta®
You may also use a certifiied software IPsec VPN client like the mGuard Secure VPN Client.
Choose a VPN client type

© mGuard Secure VPN Client (commercial software client with vendor support)

@ Shrew Soft VPN Client (free open source software client)

© mGuard VPN appliance (hardware)
Please enter the client password:
Password: *

Show
Repeat password: *
Show
* = mandatory field
- passwords must be at least 8 characters long and should contain letters, numbers and special characters.
Next
4

Apres avoir obligatoirement renseigné le mot des@as le choix s’est porté par exemple sur un
client VPN logiciel :

VPN-Builder | Request VPN configuration (service: nom de la station de travail) x

1 VPN client type 3 Machine network

Machine network

Here you can configure the destination network, which you want to reach through your VPN connection, for example, /P address of the network:
192.168.1.0 and Netmask: 255.255.255.0.

Note thatthe IP address of the network must be a private IP address, i.e. within the following subnets: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16

IP address of the network: *

192.168.0.0
Netmask: WAN port LAN port Machine:
255.255.255.0 El 192.168.1.20
* = mandatory field 1 Machine network:
192.168.1.0
255.255.255.0

- X
=m 3¢
“4 O ZI
o
. s _ : : 3>
L’appui sur la touche « Request » permet de télgehnde fichier de configuration 2 A
pour le VPN client Shrewsoft dans notre exemple. 2 o —
R
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VPN Builder | Request service VPN configuration X

VPN configuration successfully generated.
You can now download the configuration for your service workstation client.

Close

“4

Vous obtenez un fichier de type *.vpn exploitakik e logiciel VPN client Shrewsoft en
renseignant le mot de passe choisi.

Vous pouvez maintenant passer a I'étape suivanséleationnant la cible « Machines » :

FGuard secure cloud e

Account: PHO77401FR | User: jfouard@phoenixcontact fr | Role: admin

Routing Machine Service Targets (Machines) Service Workstations Administration Logbook

Senvice VPN tunnel offline > no secure connection initiated > no secure remote access to service target (machine)

Sélectionner 'onglet marqué d’'un « + » pour ajoutee nouvelle Machine, opération qui se
fait en deux temps, « Lieu » et « Machine » :

Add new operator/location

Operator/location name: * Contact person:
lieu

Street, house number: Phone number:
Zip code: Fax:

City: e-mail address:
Country: Notice:

* = mandatory field

Cancel OK
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Add new machine x
Machine name: * Location:
Machine
Type: Positioning data (Lat,Long):
Serial number: Inventory number:
Build year: Cost center:
Manufacturer: Activation:
Supplier: Software:
Manufacturing number: Notice:
Delivery day:
* = mandatory field
Cancel OK

A o |

Vous ajoutez a la liste existante une nouvelle nm&ctjue vous pourrez parameétrer par I'appui
sur I'icGne stylet :

VPN-Builder | Request VPN configuration (machine: Machine) x

1 mGuard mode 2 VPN connection 4 External network 5 Internal network 6 Misc.

mGuard operation mode

The mGuard can operate in different modes:

- ifthe machine is designed to fit into the existing network the Stealth mode (which behaves transparently to the network) should be used.
-ifthe end customer network and the machine network are different, the Routermode should be used to connect both networks.

-ifthe machine is connected via a mobile connection 3G should be used.

- choose Ethernet plus 3G if a mobile connection is used as a fallback for an ethernet connection .

Choose a mode
© Stealth
@ Router
©® 36
© Ethernetplus 3G
X
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Différentes étapes permettent de renseigner legtéaistiques principales de fonctionnement
du mGuard afin de télécharger son fichier de camétjon.

VPN-Builder | Request VPN configuration (machine: Machine) x

1 mGuard mode 4 External network 5 Internal network 6 Misc.

VPN connection mode (UDP/TCP configuration)

An mGuard VPN appliance can use different ports to establish a connection to a destination device. When using standard /Psec ports, the UDP ports 4500 and
500 must be opened for outbound IPsec traffic (also through firewalls, proxies, etc.).

When choosing secure HTTP port TCP 443, IPsec traffic will be encapsulated and carried firewall friendly via standard TCP port 443 (TCP encapsulation). An
interconnected proxy server can also be used

Connect through

© the standard IPsec ports of UDP 500 and 4500

@ the secure HTTP port TCP 443 (this also supports going through a network proxy)
Proxy configuration (optional)

Does your company network use a proxy? If you don’t know if a proxy is used, your IT department should be able to help.

Proxy IP address: Proxy login (if necessary):

Proxy port: Proxy password (if necessary):

L]

La connexion VPN offre le choix d’utiliser les ppdtandards IPsec (500 et 4500) ou des ports
sécurisés notamment en présence de serveurs pays.ce cas il sera nécessaire de
renseigner au minimum l'adresse IP ainsi que I ghoproxy.

VPN-Builder | Request VPN configuration (machine: Machine) x

1 mGuard mode 2 VPN connection 4 External network 5 Internal network 6 Misc.

External network = " V
DNS configuration (optional) static IP or 192.168 1 10
Machine

dynamic (OHCP) 2552552550

Enter the DNS Server Address used by the mGuard. WAN port LAN port

IP address of DNS server (optional): > LIQZ 168.1.20
Machine network

192.168.1.0
255.265.255.0

Configuration external IP address

Select the external IP address mode of the machine side mGuard VPN appliance:
- choosing static /P address means that the mGuard VPN appliance requires a fixed IP address in the customer LAN.
- choosing Dynamic IP address (DHCP) means the mGuard VPN appliance is assigned an IP address via DHCP (not available in stealth mode).

@ StaticIP address
© DynamicIP address (DHCP)

Netmask: * Default gateway: *
255.255.255.0 -]
mGuard IP address (WAN port): *
- X
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VPN-Builder | Request VPN configuration (machine: Machine) x

1 mGuard mode 2 VPN connection 4 External network 5 Internal network 6 Misc.

Internal network

The mGuard IP address (LAN port) together with the Netmask of internal network is the reserved IP of the mGuard VPN appliance in your machine
network.

Note that the IP address of the network must be a private IP address, i.e. within the following subnets: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16

mGuard IP address (LAN port): * External network Internal network

192.168.0.10 static IP or 1921681 10
dynamic (DHCP) ( 255 255 255 0
Netmask of internal network: *
B WAN port LAN port Machine

255.255.255.0 192.168.1.20
Machine network>
192.168.1.0
255.255.255.0

=

m

Une fois les paramétres du réseau externe comm&sdau interne renseigneés, il est demandé
de préciser I'extension du fichier de configuratpmur cibler soit directement le mGuard soit
une carte SD enfichable ultérieurement dans leetout

VPN-Builder | Request VPN configuration (machine: Machine) x
1 mGuard mode 2 VPN connection 4 External network 5 Internal network

Misc.

Choose the format of the VPN configuration for your machine connection:
-type atvto upload the configuration via the mGuard web interface
-type ecsto activate the ion via external i Y (e.g. SD card, USB stick)

Format of the mGuard configuration file:

& e

Please enter the serial number of the mGuard VPN appliance to configure (optional):

mGuard serial number:

Shall the vpn connection be initiated via a key switch (Service-10)?

Use key switch:

no B
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VPN Builder | Request VPN machine configuration X

VPN configuration successful generated.
You can now download the configuration for your machine client.

Close

A “4

Vous obtenez un fichier de type *.atv téléchargealiectement dans le mGuard ou de type
*.ecs téléchargeable dans une carte SD qui sewtersfichée dans le mGuard.

Vous pouvez maintenant passer a |'étape suivanéetarant le tunnel VPN depuis le logiciel
Shrewsoft avec le fichier téléchargé :

(¢ @ % || (e \ 2 )
€) VPN Access Manager ol1=| #9 VPN Connect - PHO77401FRS... =
File Edit View Help Connect INaWkI
= \ < ’ attached to key daemon ... N

Connect Add  Modify Delete peer configured

iskamp proposal configured —
@ esp proposal configured

client configured

PHO77401FRS... local id configured

remote id configured
server cert configured
client cert configured
client key configured
bringing up tunnel ...
network device configured
tunnel enabled =

1

Quand le tunnel VPN entre la stationde travaieatlbud vous obtenez :

| [ |G u a I"d secure cloud public

ount PHO 1FR | User: jfouard@phoeni: Role min
Service VPN tunnel online no secure connection initiated > no secure remote access to service target (machine)
active VPN connections to Service Targets R} X
S0
On this tab, you can see all Service Targets like facilities and machines currently connected with the mGuard Secure Cloud public via secure VPN. Reloading this page via @ immediately shows the current status of the VPN connections. Q &
o
» 1 | Operator: Maquette Phoenix Emérainville | Machine: mGuard | SN: | VPN: online | Start G)
Nl A
I . - : > >
© Copyright 2011-2015 Innominate Security Technologies AG | Data privacy | Evaluation License Agreement | Legal Notice O |
. . . e
Appuyer alors sur la touche « Start » pour finaliaeconnexion entre la station de 2 X -
. . 7z . s
travail et la machine sélectionnées. XD <
<Q o
o= )
O Lo
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Vous obtenez alors le visuel « Service/Routing/Ntael» totalement vert qui confirme la
réunion des deux connexions sortantes :

mn v| Gua I‘d secure cloud '

1077401FR | User: jfo nt

Service Routing Machine Service Targets (Machines) Service Workstations Administration Logbook
Service VPN tunnel online > secure connection initiated Maquette Phoenix Emérainville / mGuard

active VPN connections to Service Targets
On this tab, you can see all Service Targets like facilities and machines currently connected with the mGuard Secure Cloud public via secure VPN. Reloading this page via @ immediately shows the current status of the VPN connections.

v 1 | Operator: Maquette Phoenix Emérainville | Machine: mGuard | SN: | VPN | Stop

Vous pouvez alors a tout moment décider de géranmabon vous semble la liaison VPN.
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