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Build a multi-account setup with 
superwerker

Manuel Vogel, kreuzwerker
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About me
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Manuel Vogel
Head of Solution Architecture

manuel.vogel@kreuzwerker.de

- Coding since 2008
- In love with DevOps and automation
- Surfing and Yoga since 2015
- Minimalism and mindfulness

certified, Cloud-native Engineer 👨💻
FinOps Practitioner💵 , Kubernetes
Terraform, cdk

Talking about things that inspire me, 
Coding, Boxing, Yoga, dancing
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Agenda
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Why a solid foundation
or Landing Zone (LZ)

superwerker jumpstart (LZ)
benefits
design principles
internals
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This sounds very 
amazing, so let’s start 
building on AWS🚀
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🏁🏃🏃



© kreuzwerker 2023

Expectation
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1. Idea 2. Create AWS 
Account

3. Start 
building!
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Expectation zoomed in
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But in reality ... Multi-account 
or not?

Which 
foundational 
AWS services 

should be 
enabled?

How to 
ensure a 

secure AWS 
setup?

How to keep 
costs under 

control?

How to keep 
up to date 

with the pace 
of AWS?

How to detect 
incidents and 
events, how to 
handle them?
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Manual governance in AWS at scale ... ⚡
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❓ Account management

- how to automate policies?

- how to automate identity federation?

- how to do account automation?

❓ Security and compliance

- identity & access automation?

- security automation?

- policy enforcement?

❓ Budget & Cost management: 

- planning and enforcement? 🤯
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Building an AWS Foundation usually ends up 
...

Pay consultants

OR

Custom-build 
inhouse

Do nothing

OR
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Problems with custom-built AWS foundations

Expensive “Time to 
AWS” 

slowed 
down

Best 
practices 

not known

11

Insecure: Easy 
to overlook 

basic security 
services
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Comparison
Consultants / 
custom-built

Do nothing superwerker

Zero upfront cost ❌ ✅ ✅

Immediate start ❌ ✅ ✅

Near-zero maintenance 
costs

❌ ❌ ✅

Open source ❌ ❌ ✅

Security controls enabled ❓ ❌ ✅

Stay up-to-date with best 
practices

❓ ❌ ✅
12
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Landing Zone with
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🛬🛬🛬



© kreuzwerker 2023

What exactly is a Landing Zone?🤔
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A Landing Zone is a well-architected 
multi-account AWS environment that is 
scalable and secure ✅
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The superwerker open source solution 
automates the setup of an AWS Cloud 
environment with prescriptive AWS Best 
Practices.
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It enables Startups and SMBs to 
focus on their core business. By 
saving setup and maintenance 
time and money
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superwerker benefits

Free and 
open-source
official AWS 
Quick Start

Off-the-shelf AWS 
experience

(fully automated 
setup)

Secure AWS 
environment

in hours
instead of 

weeks

Bundled & 
codified XP of 

two AWS 
Advanced 
Partners

16
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superwerker design guidelines

End-to-end 
tests with real 
AWS accounts 
and resources

Forward 
compatibility 
and adoption

Low total cost 
of ownership: 

only serverless 
AWS services 

are used

Documented 
with 

Architecture 
Design Records 

(ADR) 17
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What’s included in
superwerker?

In the initial release, 
superwerker 
enables the 
following AWS 
services and 
features in a fully 
automated way:

Control Tower
Base for a future-proof 

multi-account setup

Security Hub
Org-wide ensure established 

security standards

GuardDuty
Org-wide automatic detection 
of possible threats breaches

AWS Backup
Org-wide automated backups

Preventive Guardrails
protect the infrastructure

Billing/Budget Setup
Budget Alarms

Secure AWS Account Mailboxes
Configure dedicated secure mail domain 

for AWS Accounts 

SSM OpsCenter/Items
For notifications / incident 

response handling

Quick-start dashboard
Quick-Links to e.g. services, 

SSO setup, notification 
center 

18
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The Concept of a Landing Zone🛬
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A well-architected multi-account AWS environment
that is scalable and secure
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The Concept of a Landing Zone🛬
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Logging into your accounts via the AWS SSO portal
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Organization Management account
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One account to rule 
them all….
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Why a Multi Account strategy? 🤔
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They are like resource containers: 
workload categorization, blast radius 
reduction, cost allocation and more ✅
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AWS Organizations
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Security OU - Audit (Security Tooling) account
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Security Tooling account dedicated to operating security 
services.
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Security OU - Log Archive account
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Collect, 
monitor and 
audit all 
security 
related logs 
in one 
central place.
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Infrastructure OU - Network account (planned)
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The gateway between your business and the broader internet. 
Planned👨💻
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Infrastructure OU - Shared Services account
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Share services 
between teams 
and applications.
Also planned👨💻
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Sandbox OU
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Fail fast, fail smart!
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AWS Control Tower
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Secure multi-accounts setup with Control Tower
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AWS Security Hub
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Security posture management service that performs security best 
practice checks, aggregates alerts, and enables automated remediation.
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Continuous monitoring of security best practices
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Amazon GuardDuty
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Continuous 
security 
monitoring
and 
intelligent 
threat 
detection



© kreuzwerker 2023

Continuous threat detection
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AWS Budgets
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Keep your spending in check with 
custom budget threshold and auto alert notification.
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Automated Billing and Budget Setup
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Get alerted when overall 

AWS spend reaches 

defined thresholds

- 100$ / month

- rolling update over 

the last 3 months
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https://kreuzwerker.de/
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Quick-start dashboard 
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Secure Root Mail Handling
AWS accounts need unique email addresses. 
Access to these email accounts has to be 
secured properly since they provide full access 
to the AWS accounts.
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superwerker sets up a secure mail (sub-)domain in the DNS namespace 

of the AWS user

Takes care of generating email addresses for new AWS accounts

- E.g. root+22c29f9d33ad@aws.<yourcompany>.com

Consolidates all mail traffic / notifications to SSM OpsCenter
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superwerker is available as AWS Quickstart & OSS

For updates, please look at the homepage, the Quickstart 
home and subscribe to our mailing list or join the Slack 
channel.

- www.superwerker.cloud

- aws.amazon.com/quickstart/architecture/superwerker
- github.com/superwerker/superwerker
- Slack: og-aws #superwerker (invite)
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https://www.superwerker.cloud/
https://aws.amazon.com/quickstart/architecture/superwerker/
http://github.com/superwerker/superwerker
https://og-aws.slack.com/archives/C01CQ34TC93
http://slackhatesthe.cloud/
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https://kreuzwerker.de/
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https://superwerker.cloud/
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Key takeaways

- AWS gives you maximum flexibility, however setting
up the foundation correctly is crucial🛬
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- AWS has a lot of services, you simply need to 
know that they exist and then how to use them, 
and how to connect them together

- We recommend to start your journey with an AWS 
Partner 💪
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Thank you! 
Questions?
manuel.vogel@kreuzwerker.de

manuel.vogel@kreuzwerker.de
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Please take a 
moment and rate 
your experience -
>



kreuzwerker GmbH
Ritterstr. 12
10969 Berlin
aws@kreuzwerker.de

www.kreuzwerker.de
Fon +49 30 609 838 80
Fax +49 30 609 838 899

Thank you for attending our 
Startup Day!


