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N kreuzwerker

Bulild a multi-account setup with
superwerker

Manuel Vogel, kreuzwerker

rrrrrrrrrrrrrrrr



N kreuzwerker

About me

- Coding since 2008

- In love with DevOps and automation
- Surfing and Yoga since 2015

- Minimalism and mindfulness Manuel Vogel

Head of Solution Architecture

manuelvogel@kreuzwerker.de

aWS > certified, Cloud-native Engineer &

FmOps Practitioner B3 Kubernetes &
Terraform, cdk

Talking about things that inspire me,
Coding, Boxing, Yoga, dancing
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Ag enda Why a solid foundation
or Landing Zone (LZ)

superwerker jumpstart (LZ)
benefits
design principles
internals
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This sounds very
amazing, so let's start

building on AWS f
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-Xpectation

Periodic Table of Amazon Web Services
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EXpectation zoomed In
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How to keep
up to date
with the pace
of AWS?

Multi-account
or not?

But in reality ...

ow to
ensure a
secure AWS
setup?

foundational
AWS services

should be
enabled?

How to keep
costs under
control?

How to detect
incidents and
events, how to
handle them?
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Manual governance in AWS at scale ..

? Account management
- how to automate policies?
- how to automate identity federation?
- how to do account automation?
? Security and compliance
- 1dentity & access automation?
- security automation?
- policy enforcement?
? Budget & Cost management:

- planning and enforcement? &

© kreuzwer] ker 2023 9



Building an AWS Foundation usually ends up
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Problems with custom-built AWS foundations

Expensive

© kreuzwer] ker 2023

“Time to
AWS”
slowed
down

vy %
lrs,,
7

Best Insecure: Easy
practices to overlook
not known basic security

services
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Comparison
Consultants / Do nothing superwerker
custom-built
Zero upfront cost X
Immediate start X
Near-zero maintenance X X
costs
Open source X X
Security controls enabled ? X
Stay up-to-date with best ? X

kreuzw: ker 2023 12
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Landing Zone with &g&g&g

supefyerker -




What exactly is a Landing Zone?” ®

A Landing Zone is a well-architected
Mmulti-account AWS environment that Is
scalable and secure ¥



The superwerker open source solution
automates the setup of an AWS Cloud
environment with prescriptive AWS Best
Practices.

It enables Startups and SMBs to
focus on their core business. By
saving setup and maintenance
time and money
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superwerker benefits
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superwerker design guidelines

LN \“ ~ ﬁ//\
End-to-end Documented  Low total cost Forward
tests with real with of ownership: compatibility

AWS accounts  Architecture only serverless and adoption
and resources Design Records AWS services
(ADR) are used

© kreuzwerker 2023



What's included in
superwerker? n

N Control Tower Security Hub GuardDuty
| N th e In |t|a|. e leaSe, Base for a future-proof Org-wide ensure established Org-wide automatic detection
multi-account setup security standards of possible threats breaches

superwerker
enables the @

AWS Backup  Billing/Budget SetupPreventive Guardrails

Org-wide automated backups Budget Alarms protect the infrastructure

o

following AWS
services and
features in a fully

automated way: Quick-start dashboard SSM OpsCenter/Items Secure AWS Account Mailboxes
Quick-Links to e.g. services,  For notifications / incident Configure dedicated secure mail domain
SSO setup, notification response handling for AWS Accounts
center

© kreuzwerker 2023 18




The Concept of a Landing Zone %= ~

A well-architected multi-account AWS environment
that 1s scalable and secure

AWS Organization

! Management account ! Log archive account ! Workload account - development
AWS Organizations AWS ControlTower  AWS Single Sign-On AWS CloudTrail AWS Config ! T S R E U AT S
archive archive P prece

| [——— [:3] Eﬁ]
E3 B
nEkEus IEE

AWS Amazon AWS Config AWS AWS AWS
Security Hub GuardDuty Trusted Advisor Well-Architected Tool CloudFormation

© kreuzwer] ker 2023 19
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The Concept of a Landing Zone =

Logging into your accounts via the AWS SSO portal

MFA devices = Sign out

Search

oy

AWS Account (3)

¥ Audit
#672169380347 | root+ed77c@286880832715.a4662202-595¢-46a8-87be-22c29f9d33ad.net

W Log Archive
#831869772213 | root+c4434@286880832715.24662202-595¢-46a8-87be-22c299d33ad.net

¥ ovm-770881eb
#286880832715 | superwerker-aws-test+77 @ io

AWSAdministratorAccess Management console | Command line or programmatic access

AWSReadOnlyAccess Management console | Command line or programmatic access

© kreuzwerker 2023 20
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Organization Management account

Management account

One account to rule
them all....
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W/hy a Multi Account strategy? @

They are like resource containers:
workload categorization, blast radius__
reduction, cost allocation and more ¥



AWS Organizations
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mo i i

Create account
Create a new account
to be the management

account of the
organization

AWS Organizations

Centrally govern your
environment as you grow and
scale your workloads on AWS

L

e

5

Group accounts

Group accounts into

organizational units

(OUs) by use-case or
workstream

Add accounts

Create new accounts or
invite existing accounts
to your organization

nn)
i s

Apply policies

Apply policies to
accounts or OUs, such as
service control policies
(SCPs) which create
permission boundaries

Ko

Enable AWS services

Enable AWS services
integrated with
Organizations

© kreuzwerker 2023
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Security OU - Audit (Security Tooling) account

Security Tooling account dedicated to operating security
services.

! SECURITY TOOLING ACCOUNT

EEEEE

SecurityHub Macie Key Management Config EventBridge
Service aggregator

0] @l & o BN

GuardDuty Firewall Detective IAM Lambda
Manager Access Analyzer  (responses)

© kreuzwer] ker 2023 24
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Security OU - Log Archive account

! LOG ARCHIVE ACCOUNT

Collect,
. Central Logs Bucket
monitor and

audit all LN _— @ — .

S e Curlty Orgatr::lanon Flow Logs
re].ated logS @-_. Access Logs O
lI]_ One DNS Logs
central place. —o
0, X0 " )
EER=EEE
SecurityHub GuardDuty Macie IAM Config EventBridge CloudTrall

Access Analyzer

© kreuzwer] ker 2023 25



N kreuzwerker

Infrastructure OU - Network account (planned)

The gateway between your business and the broader internet.
Planned & =
Log archive account

@] NETWORK ACCOUNT
@
O J
=l @D E]
— O
ENY = = .
EI Shield Certificate GuardDuty SecurityHub
Manager
Flow logs Route 53 CloudFront ~ WAF ﬁ {lﬁ |_o
0---A
Inbound VPC Outbound VPC ‘&») Inspection VPC @ | -
. Config IAM
|l Firewall subnet R ARG
Internet Internet == )
gateway gateway Network Firewall
EventBridge CloudTrail

© kreuzwerker 2023 i
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Infrastructure OU - Shared Services account

. (@] SHARED SERVICES ACCOUNT
Share services :
between teams

and applications.

GuardDuty SecurityHub

Also planned Systems Manager ﬁ {l z —o
@ 0---A

Config IAM
Access Analyzer
AWS AWS Managed .

Directory Service Microsoft AD EventBridge CloudTrail

© kreuzwer] ker 2023 27
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Fail fast, fail smart!

Organization

ey Workloads ey Workloads el Workloads ] Sandbox

D D B
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AWS Control Tower

ey
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AWS Control Tower
Thaenedazngs';l\_/rv]ag St:cf_ﬁ,; Hp Automate setup of your Apply guardrails for Automate your account Get dashboard visibility into
compliant multi-accou’nt landing zone based on ongoing governance over provisioning workflow with your organizational units,
P best-practice blueprints your AWS workloads an account factory accounts, and guardrails

AWS environment

29
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Secure multi-accounts setup with Control Tower

AWS Control Tower Dashboard

» Recommended actions Get personalized guidance

Environment summary Enabled guardrail summary
Organizational units Accounts Preventive guardrails Detective guardrails

Noncompliant resources

1 @
Resource ID Resource type Service Region Account name Organizational unit Guardrail
No noncompliant resources found
No noncompliant resources detected on guardrails with a Clear status.
Registered organizational units
Q 1
Name v Parent organizational unit v State v Compliance
Custom Root © Registered © Compliant
Core Root © Registered © Compliant
Sandboxes Root © Registered © Compliant
Root - © Registered © Compliant

View all organizational units

© kreuzwerker 2023 30



AWS Secu th Hub N\ kreuzwerker

Security posture management service that performs security best
practice checks, aggregates alerts, and enables automated remediation.

i
E e
- on . ambda
AWS Config /Actlon AWS Lambd
Amazon GuardDuty AWS Firewall Dl === | : _, @ J— n/"
S IAM Access X N\
AN

Actio
\ AWS Step Function
Analyzer Aggregate Conduct automated Automatically
and prioritise ;
D D D findings against benchmarks to EventBridge \
Amazon Inspector Amazon Macie D D D

: Action
security checks send all findings

Third-party Systems Manager
integrations

—_— Automation

© kreuzwerker 2023 31



ontinuous monitoring of security best practices

Security Hub > Summary
Summary
Insights

1. AWS resources with the most findings a3
2..53 buckets with public write or read permissions 0
3. AMIs that are generating the most findings 0
4. EC2 instances involved in known Tactics, Techniques, 5
and Procedures (TTPs)
5. AWS principals with suspicious access key activity 0
Security standards
Security score
Standard Passed Failed Score &
CIS AWS Foundations Benchmark v1.2.0 16 27 37%]
AWS Foundational Security Best Practices v1.0.0 84 12 88%|
h
PCTDSSVEZT Enable

View all standards

© kreuzwerker 2023

Latest findings from AWS integrations

Amazon GuardDuty 3 months ago
Open the GuardDuty console [ See findings

Amazon Inspector

No findings

Open the Inspector console [2 N
Amazon Macie .

No findings
Open the Macie console [ 9
AWS 1AM Access Analyzer

No findings
Open the IAM Access Analyzer console [
AWS Systems Manager Patch Manager

No findings
Open the Systems Manager Patch Manager console [4
AWS Firewall Manager

No findings

Open the Firewall Manager console [

Resources with the most failed security checks

AWS:

Account:s [ |  EEEEEN 29
nccount: [ L 2

Account:s [ 29
:zzaccounts [ R 29
Account:s | | | EEER 29

N kreuzwerker
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Amazon GuardDuty

i

Continuous
security
monitoring
and
intelligent
threat
detection

DNS Logs

4

ajm

VPC Flow Logs

B

CloudTrail Events

|
Threat Intelligence Feeds

0;

Amazon GuardDuty

N kreuzwerker

gt

AWS EventHub

) AWS SNS
Notify
Take action

AWS Lambda

33



ontinuous threat detection

© kreuzwerker 2023

GuardDuty

Findings

Findings info

Suppress Findings Info

Current

v |Y Add filter criteria

Finding type
Policy:IAMUser/RootCre...

Impact:IAMUser/Anomal...

Impact:IAMUser/Anomal...

Saved rules

Resource La...v

root: AS NN 22 o
AWSReservedSSO_AWSAdministrator/ a month...

AWSReservedSSO_AWSAdministrator/ a month...

Discovery:IAMUser/Ano...

OliverGehrmannBillingAdmin: AS- a month]..

Persistence:IAMUser/Ano...

Discovery:IAMUser/Ano...

AWSReservedSSO_AWSAdministrator/ a month...

AWSReservedSSO_AWSAdministrator/ a month...

Recon:lIAMUser/TorlPCaller

AWSReservedSSO_AWSAdministrator/ 3 montrﬂ..

UnauthorizedAccess:IAM...

UnauthorizedAccess:IAM...

Recon:lIAMUser/TorlPCaller

UnauthorizedAccess:IAM...

Recon:lIAMUser/TorlPCaller

AWSReservedSSO_AWSAdministrator/ 3 month...

AWSReservedSSO_AWSAdministrator/ 3 month...

AWSReservedSSO_AWSAdministrator/ 3 month...

AWSReservedSSO_AWSAdministrator/ 3 month...

AWSReservedSSO_AWSAdministrator/ 3 month...

Account ID

Count

115

28
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Showing 25 of 25 o [ 20 o

Impact:IAMUser/AnomalousBehavior @Q X
Finding ID: 88bd12640eeee1a471ddf8ae97fe2ade Feedback

@€ APis commonly used in Impact tactics were invoked by user

AssumedRole :

AWSReservedsso_AwsAdministratorAccess_{ i R

under anomalous circumstances. Such activity is not typically seen

from this user.

@ Investigate with Detective

Overview

Anomalous APIs (6)

Successfully called

HIGH Qe
eu-central-1
1

| QaQ

I
06-19-2021 16:58:52 (a month ago)
06-19-2021 16:58:52 (a month ago)

Usual APIs
PutBucketPolicy
GetBucketVersioning
ListAccessPoints
ConsoleLogin
34



AWS Bud 0 ets N\ kreuzwerker

Keep your spending in check with

custom budaet threshold and auto alert notification.

(&l
AWS Cost Explorer . & {v:_E
- o

Cost and Usage
reports

AWS SES

© kreuzwer Ker 2023 36
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Automated Billing and Budget Setup

= ] Budget health info o
Current vs. budgeted Forecaste d vs budgeted (MTD) Thresholds
Ll 250.97% A\ Exceeded (1)
Amount spent: $15.57 of $11.00 Amountspent: $27.610f$1100 || T

Budget history

Get alerted When Overa]_]_ Budget history [2 View in AWS Cost Explorer

Cost ($)

100

AWS spend reaches
defined thresholds

- 100$ / month

- rolling update over

the last 3 months ‘ -
Jul 2020 Aug 2020 Sep 2020 Oct 2020 Nov 2020 Dec 2020 Jan 2021 Feb 2021 Mar 2021 Apr 2021 May 2021 Jun2021  Jul 2021 (MTD)

© kreuzwer] ker 2023 37



. Quick-start dashboard = T——

superwerker

2 630007732912.a4662202-595¢-46a8-87be-22c29f9d33ad.net
DNS configuration is set up correctly.

[ Next steps - finish setup ]

SSO Setup

* Check your e-mail inbox for "Invitation to join AWS Single Sign-On" and follow the setups to accept the invitation. After finishing, log in into AWS via the AWS SSO portal.
* Configure AWS SSO with identity providers, e.g. Azure AD, Google Workspace, Okta, OnelLogin, to login to AWS with your existing login mechanisms.

Organizations Setup

* Set up recommended organizational units via Control Tower acording to the Organizing Your AWS Environment Using Multiple Accounts whitepaper
o Createa organizational unit for production workloads

o Createa organizational unit for test/dev workloads

What now? Standard operating procedures

Create AWS accounts for each of your workloads via the Control Tower Account Factory (for "Account email" use )

Check OpsCenter for incoming events and messages

Check AWS Security Hub for security best practise violations (login to Audit Account via AWS SSO portal first)
Check Amazon GuardDuty for threats against your AWS accounts (login to Audit Account via AWS SSO portal first)
Exclude resources from being backed-up by changing the tag to

Help and more information

« superwerker on GitHub

¢ Architecture Decision Records

« #superwerker Slack channel in og-aws
* Mailing list

Updated at 2021-03-30 19:39:50.683659 (use browser reload to refresh)

© kreuzwerker 2022 34
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Secure Root Mail Handling

AWS accounts need unique email addresses.
Access to these email accounts has to be
secured properly since they provide full access
to the AWS accounts.

superwerker sets up a secure mail (sub-)domain in the DNS namespace
of the AWS user
Takes care of generating email addresses for new AWS accounts

- E.g. root+22c¢29f9d33ad@aws.<yourcompany>.com

Consolidates all mail traffic / notifications to SSM OpsCenter

© kreuzwer] ker 2023 39
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superwerker is available as AWS Quickstart & OSS

For updates, please look at the homepage, the Quickstart
home and subscribe to our mailing list or join the Slack
channel.

www.superwerker.cloud

aws.amazon.com/quickstart/architecture/superwerker
github.com/superwerker/superwerker
Slack: og-aws #superwerker (invite)

© kreuzwerker 2023 40


https://www.superwerker.cloud/
https://aws.amazon.com/quickstart/architecture/superwerker/
http://github.com/superwerker/superwerker
https://og-aws.slack.com/archives/C01CQ34TC93
http://slackhatesthe.cloud/

https://superwerker.cloud/

Contact us info@superwerker.cloud

How it works = AWS Benefits Installation Advantages

supefyerker

free and open-source jumpstart
for AWS

superwerker is a free and open-source solution that allows you to quickly set up a secure AWS
Cloud environment for your business without investment in extensive research or consultancy fees.
It is built by AWS Advanced Partners kreuzwerker and superluminar who have decades of
experience setting up and automating AWS Cloud environments.

‘ GUIDED INSTALLATION )

See a full overview of all features here

dWS | GitHub
N

ot




Key takeaways

N\ kreuzwerker

AWS gives you maximum flexibility, however setting

up the foundation correctly is crucial %=

AWS has a lot of services, you simply need to
know that they exist and then how to use them,
and how to connect them together

- We recommend to start your journey with an AWS

Partner fs
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manuel.vogel@kreuzwerker.de

Please take a
moment and rate
your experience -
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