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What is Cold Storage?

Cold storage is the foundation of secure digital asset custody. It keeps
the private keys used to access digital assets offline, reducing their
exposure to online attacks. For those holding significant assets, it can
provide a more secure foundation for long-term custodly.

Cold storage doesn’t have to mean keeping assets idle. BitGo enables
clients to access services like trading, settlement, and staking while
assets remain secured in cold storage, designed to reduce the need
to move funds into a hot wallet to put them to work.

But offline does not automatically mean secure. The technology and
processes used to generate, store, and protect keys remain critical.
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What About Self-Custody?

Self-custody gives you direct control over your digital assets, but it
also makes you responsible for generating, storing, and protecting
your keys.

That responsibility extends to planning for the unexpected. A single
device, seed, or person can become a single point of failure. Loss of
access, incapacity, or death can make recovery and estate planning
more difficult. A qualified custodian can distribute responsibility
across multiple keys, systems, controls, and people, resulting in a
more resilient setup.
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The 2026 Coldcard compromise
A seed-generation flaw put certain wallets at
risk even though their keys were kept offline.

The lesson: No single
device, key, or process
should be a single
point of failure.
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Not All Custody Is Created Equal

Key management best practices are essential to help ensure your
assets are secure. Whoever holds the keys to a wallet controls the
funds inside. To safeguard your funds, conducting thorough due
diligence is vital.

With self-custody, you are responsible for the devices, software, key
generation, backups, and processes used to secure your assets.
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Manage my
own keys
(self-custody)

Store witha
trusted
counterparty

Maintain direct control
over my funds.

May provide extra security,
depending on the quality
of the counterparty.

Often provides greater
accessibility to funds. May
allow policies and
permissions for additional
security controls.

Responsible for key
generation, storage,
devices, software,
backups, and recovery.
A failure in any one of

these can put funds at risk.

An untrustworthy partner
could mismanage my keys
or fail to protect against
security breaches.
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Wallet Keys

Some wallets work on an “M-of-N” model. In plain English, this means

that a wallet might have, say, three keys (N) and you need any two of | | N
them (M) to approve a transaction (i.e., 2-of-3). This provides | | | | I ST
redundancy and, thus, resiliency. User key Platform key Backup key

How those keys are created and stored matters, too. Independently
generated keys stored in separate environments can help prevent a

flaw in one device or process from compromising the entire wallet. . |

Single-point of failure

Something like a 1-of-1 or 2-of-2 wallet, however, can create a single

. . . .. . User key Platform key
point of failure; losing or compromising one key can be catastrophic.
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Why Custody Matters

Digital asset holders can’t take the chance that a careless or rogue
employee could compromise their wallet. Parking funds on
exchanges can leave them vulnerable to hacks or other custody risks.
Instead, investors typically rely on custodians for greater protection.

-lere’s the catch:
Not all custody is
created equal.

Keep reading to learn key distinctions in digital asset custody -
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Regulated Custody

Some custodians operate under regulatory oversight, which requires
them to meet specific standards designed to protect client assets.
These requirements may include audits, examinations, governance
standards, and controls over how assets are held and managed.

Regulatory oversight is distinct from security certifications alone. A
provider may have external accreditations, including SOC 1and SOC 2
reports, without being a regulated custodian. When evaluating a
custodian, consider both its regulatory status and the security
controls protecting your assets.
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Qualified Custody

Qualified custodians are subject to regulatory requirements
governing how client assets are held and safeguarded.

BitGo Bank & Trust, National Association is a federally chartered
national trust bank regulated by the Office of the Comptroller of the
Currency (OCC). Client assets held in BitGo’s qualified custody are
segregated and structured to be bankruptcy remote, keeping them
separate from BitGo’s corporate assets and designed to protect them
from unauthorized use like rehypothecation.
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lnsurance

Some custodians offer insurance for certain types of wallets and
certain covered events, such as loss, theft, or misuse. Typically, the
custodian holds the policy and you may receive compensation should
your wallet be affected by a covered event (though you may be able to
purchase additional coverage on top of the custodian’s policy).
Unfortunately, not all custodians offer this protection. There have
been occurrences where a custodian lost a key-rendering the wallet

unusable and permanently locking the funds—and the customer has
NO recourse.
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Learn more about BitGo’s
digital asset insurance
through Lloyd’s of London and
European Marketplace.
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Wallet Types

Custodians may offer multiple ways to hold your digital assets: Often, customers will keep a small percentage of their funds in hot wallets for
liquidity and then the bulk of their funds in a custodial wallet for safekeeping,
rebalancing periodically as needed. If they operate in a certain jurisdiction or
build a more advanced setup, they may also keep funds in a self-managed
cold wallet. If your custodian does not offer all of these services, however -

Cold (custodial) wallets = Air-gapped wallets (i.e., no internet access) where the .e., they offer only hot wallets or only cold wallets — you may wind up
custodian manages all the keys sacrificing either security or speed.

Hot wallets = Internet connected wallets where you hold a majority of the keys

Self-managed cold wallets = Air-gapped wallets (i.e., no internet access) where
you hold all the keys while using the custodian’s vault management technology
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Deploying Funds

Custodians may provide you with multiple ways to put your assets
to work, offering products or integrations that let you access
essential services.

Determine which options are offered and their operational complexity.
For options like trading or staking, ask about how they handle

price execution, how they select validators, what fees they charge,
and whether assets can remain in qualified custody while these
activities occur.

If you're a platform offering crypto services to your customers, it’s
often more practical to leverage your custodian’s wallet infrastructure
instead of recreating it yourself. Many platforms build on this
foundation and then layer on their branding/marketing, AML/KYC
procedures, and relevant integrations. Examine how those backing
wallets work, what kind of digital assets they support, and how to
connect them with the rest of your tech stack.
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Custom Controls

|deally, your provider will allow you to customize policies and user permissions for
each wallet. These may include:

Assigning user roles (such as view-only, or the permission to initiate but not
approve transactions)

Determining how many Administrators need to approve each transaction
Ensuring outflows can only go to whitelisted wallet addresses

Setting transaction and velocity limits, to cap the volume of assets that can
leave the wallet during a specified transaction or time frame
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Without these, an unauthorized
actor who gains access to your
keys could wipe out your
holdings. With these protections
In place, however, you can
mitigate the potential risk.
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Quantum Readiness

Quantum computers may eventually become powerful enough to
threaten the cryptography used to secure Bitcoin and other
blockchains. While that threat is not immediate, you can start
reducing long-term exposure now. When evaluating custodians,
consider how they invest in technology to identify and mitigate
emerging security risks like qguantum computing.

BitGo has introduced tools to help identify and reduce this risk,
including the Quantum Risk Score and wallet controls designed to
limit public-key exposure.

These tools don't make Bitcoin “guantum-proof,” but they can
help investors prepare while the Bitcoin network develops
longer-term protections.
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How exposed are your bitcoin wallets?

Check your Bitcoin Quantum

Resistance Score
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Evaluation Guide

Regulation Wallet security Deploying funds

Regulated, qualified custodian Insurance coverage against theft, loss, or misuse ACCESS TO:

Fiduciary duty to me or my organization Extra insurance available to purchase TRADING SERVICES

Funds are held in a segregated manner Wallets come with backup keys Settlement

Funds are never comingled with company assets SOC1and SOC2 accreditations Staking

Assets are bankruptcy remote Secure human processes to completement Borrowing and lending

Insured up to $250M security technology DeFi
Custom wallet policies like user permissions, whitelisting
and transaction limits OFF-CHAIN TRADE WITH PARTNER EXCHANGES

Wallet options Trading, settlement, and staking are accessible from

cold storage

Are keys independently generated and stored separately

Hot and cold wallets Does the wallet architecture avoid single points of failure

_ _ _ Quality price execution on trades
Support most or all of the coins/tokens in my portfolio
Reasonable fee structure

Quantum readiness

self'CUStOdy considerations Can the provider identify and reduce public-key exposure Building platforms

Who is responsible for key generation, backup, and recovery Does the provider have a plan for emerging quantum risks . _ _ ]
_ . Ability to build on top of their wallet infrastructure
Could one device, seed, or person compromise the wallet _ _
Ease of integration

1 bitgo.com/resources/insurance
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