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Teacher Resource 4.1
Answer Key: Cybercrime Scavenger Hunt
How can cybercriminals harm a person whose personal information they have stolen? 
People who steal personal information can harm their victims in many ways. They can steal a victim’s identity; get credit card information and make purchases; sell information, such as personal medical data or a Social Security number, to someone on the black market; send false and unpleasant email messages using the victim’s password, thus making it appear that the victim sent the messages; and so on.
 How do web bugs invade a person’s privacy? 
A web bug is a tiny graphic that’s used with a cookie to track the web surfing habits of someone. The web bug sends information to a company or person who watches the online activity.
 What do cyberstalkers do? How do you protect yourself from them? 
Cyberstalkers use electronic communications, such as Internet chat rooms, social media, and email, to threaten or harass someone. Some victims have been killed after being persuaded to meet physically with the stalker. To protect yourself, never share personal information such as your name, address, or school with anyone in a chat room. This includes not posting a user profile. Never agree to meet personally with someone you met online. Use an online name that disguises your age and gender. And, if you become involved in activity that makes you feel afraid or suspicious, save all the communications you’ve received and contact the police.
 How can you avoid becoming a victim of identity theft? 
Protecting your computer passwords is one way to avoid identity theft. Make sure you do online business with established and reputable companies—and only those that provide secured transmissions. Never provide financial or personal information to unknown sources, even if the request seems legitimate. You can also pay a service to disguise your identity when you go online.  
 What is phishing? What are some clues you can look for to avoid it? 
Phishing is the act of using the Internet to trick people into providing personal and sensitive information. Clues to look for include people using emotional language with urgent requests or other scare tactics to get you to respond. Also assume that unexpected email or instant-message requests for confidential information are fraudulent. These messages often are not personalized in the message headers. For example, financial institutions will never offer you a link in an email and ask you to log on to “verify” your account. If you think it might be a legitimate request, go to the website using your normal sign-on procedure. Don’t use the link provided in the email.
 Briefly summarize two examples of cybercrime stories. 
Answers will vary widely but should convey simple summaries of what happened, how it happened, and what the consequences or results were.
What’s a bot? 
A bot (short for robot) is a program that performs some specific task that either has some mobility (that is, can move to other computers) or can communicate with other bots and agents to obtain the information necessary to solve the task at hand.

Name three actions you should take if you believe you’ve been victimized by crimeware or online fraud. 
Examples for actions to take against online fraud include the following: filing a report with the police and appropriate government agencies; closing any affected credit card accounts; obtaining and monitoring your credit reports closely; setting up a fraud alert with one of the national consumer reporting agencies; and being on the lookout for signs of identity theft, such as strange items in the mail or missing mail that you normally expect to receive. Contact from debt collectors may also be an indication of identity theft. Answer examples for actions to take against crimeware include the following: disconnecting from the network or the Internet right away by unplugging the connecting cables; using antivirus and antispyware software to scan your computer for problems; and if you are at school or work, contacting the network administrator or IT department. Be sure to back up any critical data in case it gets removed during the cleanup process.
How does pharming work? 
Pharming is the act of hijacking a legitimate domain name or URL and using it to send Internet users to a false website containing requests for personal or sensitive information.
Name two ways to protect your password. 
Answer examples could include the following: not using passwords that would be easy for someone who has some of your personal information to guess (such as birth dates, nicknames, pet names, and so on); using passwords that are at least eight characters long and include a combination of numbers and both uppercase and lowercase letters; keeping passwords as random as you can to make them harder to guess; changing passwords frequently; not keeping written passwords near or taped to your computer; not typing passwords while someone is watching; and not giving out your password. Also, avoid using words that are in the dictionary and replace characters such as i with a 1, or a with an @ sign. 
Teacher Resource 4.2
Answer Key: Online Profile Analysis
Students are asked to review the online profile and mark areas that are and are not acceptable to reveal online. Information marked with a circle is “safe” to reveal; information marked with a box is “unsafe.”
[image: ]
Your notes and comments:
I should keep my profile hidden and only visible to people I have accepted as friends. I should obviously never accept as a friend anybody I don’t know.
[image: ]
Teacher Resource 4.3
[bookmark: _Toc195502423]Rubric: Personal Guidelines
Student Name:_____________________________________________ Date:_______________
	
	Exemplary
	Solid
	Developing
	Needs Attention

	Guidelines
	Guidelines express what was learned and otherwise gained through experience(s) in an implicit, insightful, and engaging manner. The writing expresses a strong connection between the writer and the experience(s).
	The guidelines express what was learned and otherwise gained through the experience(s), with some insight. The writing expresses a basic connection between the writer and the experience(s).
	Most guidelines are simple and obvious statements. There is little connection between the writer and the experience(s).
	There is little or no attempt to create guidelines from the experience(s).

	Use of Thinking Strategies
	Uses a wide variety of thinking strategies to enhance communication, including 
· Comparing
· Contrasting
· Analyzing
· Predicting
· Appraising
· Questioning
· Evaluating
· Interpreting
· Theorizing
	Uses some thinking strategies to communicate ideas, including 
· Comparing
· Contrasting
· Analyzing
· Predicting
· Appraising
· Questioning
· Evaluating
· Interpreting
· Theorizing
	Uses one or two thinking strategies to communicate ideas, including 
· Comparing
· Contrasting
· Analyzing
· Predicting
· Appraising
· Questioning
· Evaluating
· Interpreting
· Theorizing
	Does not use thinking strategies to communicate ideas.

	Focus
	Maintains complete topic focus throughout the piece.
	Maintains consistent topic focus throughout the piece.
	The piece has some lapses in topic focus.
	Serious lack of topic focus.

	Vocabulary 
	Exhibits skillful use of new and vivid vocabulary that is precise and purposeful.
	Exhibits proficient use of new vocabulary that is purposeful.
	Exhibits minimal use of new or vivid vocabulary, and new vocabulary is not precise.
	Lacks use of new vocabulary. The language is dull and tedious.

	Mechanics 
	No grammatical, spelling, or punctuation errors. All sentences are well constructed and varied in structure.
	Few grammatical, spelling, or punctuation errors. Most sentences are well constructed, with some variation in sentence structure.
	Some grammatical, spelling, or punctuation errors. Most sentences are well constructed, with little variation in sentence structure.
	Many grammatical, spelling, or punctuation errors. Most sentences are poorly constructed.


Additional Comments:
____________________________________________________________________________________
____________________________________________________________________________________

Teacher Resource 4.4
Key Vocabulary: Staying Safe Online
	Term
	Definition

	bot
	A program that performs some specific task that either has some mobility (that is, can move to other computers) or can communicate with other bots and agents to obtain the information necessary to solve the task at hand.

	copyright
	The exclusive right of a work’s creator to use, modify, sell, and copy that work as he or she chooses. No one else may use another’s work without permission.

	cracker
	A criminal hacker who uses his or her computer skills to gain access to computer systems without permission and/or tampers with programs and data, often causing damage or destruction.

	cybercrime
	The use of the Internet or private networks to break state or federal laws.

	cyberstalker
	Someone who uses electronic communications such as email to harm, threaten, or harass a person, group, or organization.

	encryption
	Converting data into a form that cannot be interpreted without decrypting it.

	fair use
	A law that allows some use of copyrighted material, so long as it is without profit and for educational or other approved uses.

	hacker
	Someone who enjoys examining computer programs to see how they work, often seeking undocumented features or weaknesses in security.

	identity theft
	Crime in which someone obtains personal information—such as a Social Security or driver’s license number—about another person and uses that information to buy goods and services or commit other crimes.

	malware
	Destructive or malicious software programs such as computer viruses, worms, and Trojan horses; software tools used to commit cybercrimes.

	password
	A common means of authentication in which a person must enter an account name and private word or phrase. Passwords should be hard to guess or crack and should include nonstandard characters like digits or punctuation marks.

	pharming
	Illegally redirecting a website’s traffic to a bogus website. Once at the illegal site, site visitors often become victims of identity theft.

	phishing
	Using the Internet to trick people into giving personal or sensitive data.

	plagiarism
	The use of someone else’s words, ideas, or images without their permission and without source citation.

	spam
	Unwanted email that’s usually trying to sell something or promote a stock or that’s sent as part of a phishing scheme.

	spyware
	Software installed on a user’s computer without that person’s knowledge; it can be used to monitor computer activity, direct users to websites they do not mean to visit, and even install other software.
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