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Lesson 4
Staying Safe Online
This lesson introduces students to the safety and security issues related to computers and the Internet. Students learn to identify different types of computer crime and learn how to use the Internet safely, legally, ethically, and responsibly. 
This lesson is expected to take 3 class periods.
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Lesson Framework
Learning Objectives
Each student will:
Identify different kinds of computer crime*
Make generalizations about the implications of software piracy
Display understanding of how to work and interact safely on the Internet*
*This is one of the 16 key learning objectives assessed by the NAFTrack Certification end-of-course exam for this course.
Academic Standards
The relevant Common Core State Standards are too extensive to list here but are an important basis for this lesson. For details, please refer to the separate document “Correlations to the Common Core Standards” (available in the Course Planning Tools section of the course materials).
Demonstrate positive cyber citizenry by applying industry accepted ethical practices and behaviors (Common Career Technical Core 2012, IT 4)
Recognize and analyze potential IT security threats to develop and maintain security requirements (Common Career Technical Core 2012, IT 8)
Describe the use of computer forensics to prevent and solve information technology crimes and security breaches (Common Career Technical Core 2012, IT 10)
Identify the risks of using computer hardware and software and how to use computers and the Internet safely, ethically and legally (IC3 GS4 2012, Living Online)
Advocate and practice safe, legal, and responsible use of information and technology (ISTE NETS for Students 2007, 5a)
Assessment
	Assessment Product
	Means of Assessment

	Personal guidelines about staying safe online (Student Resource 4.5)
	Rubric: Personal Guidelines (Teacher Resource 4.3)


Prerequisites
Working knowledge of the Internet and how to navigate it, including the ability to locate, interact with, and respond to information on a given website
Ability to log on to the Internet and operate a web browser
Instructional Materials 
Teacher Resources
Teacher Resource 4.1, Answer Key: Cybercrime Scavenger Hunt
Teacher Resource 4.2, Answer Key: Online Profile Analysis
Teacher Resource 4.3, Rubric: Personal Guidelines
Teacher Resource 4.4, Key Vocabulary: Staying Safe Online
Student Resources
Student Resource 4.1, Scavenger Hunt: Cybercrime 
Student Resource 4.2, K-W-L Chart: Online Privacy and Ethics 
Student Resource 4.3, Reading: Maintaining Your Privacy and Acting Ethically Online
Student Resource 4.4, Analysis: Online Profile
Student Resource 4.5, Personal Guidelines: Staying Safe Online
Equipment and Supplies
Computers with Internet access
Blackboard, whiteboard, or flip chart
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Lesson Steps
	Step
	Min.
	Activity

	
	
	class period 1

	1
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	15
	Computer Activity: Online Quiz
This exercise is designed to teach students about the concept of identity theft, the crime in which a person obtains personal information—such as a Social Security or driver’s license number—about another person and uses that information to buy goods and services or commit other crimes. 
To introduce the activity, ask students to test their knowledge of identity theft through the ID Theft FaceOff interactive quiz at this location:
http://www.onguardonline.gov/games/id-theft-faceoff.aspx
At the beginning of the quiz, students choose an imaginary character. The scenario is that they have lost their identity but can get it back by correctly answering a few true/false questions about identify theft. Each time they get a correct answer, they can choose one of the lost facial features to restore to the character’s face. Answer feedback is provided on all questions.
Write these questions on the board:
What is something new that you learned? 
Is there anything you plan to do now to protect yourself better the next time you go online?
Have students pair up to discuss the questions and then have them report their thoughts as a class.
Once students have completed the quiz, they will not only be thinking about the different elements of identity theft, but also be aware of resources they can turn to for more information on the subject. 

	2
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	25
	Scavenger Hunt: Exploring Cybersecurity
This activity prompts students to imagine different scenarios regarding cybercrime, to help them understand how to avoid accidentally committing a cybercrime (such as plagiarism) and how to avoid falling victim to crime online. It also focuses on the following college and career skills:
Prioritizing and completing tasks without direct oversight
Developing awareness of one’s own abilities and performance
Refer students to Student Resource 4.1, Scavenger Hunt: Cybercrime. Ask them to answer the questions using the websites provided and/or other Internet resources. 
When students have completed the scavenger hunt, have them compare their answers in pairs or in groups of three. Then solicit answers from the students and confirm whether the answers are correct or incorrect (students should mark their own papers and ensure that they have all the correct answers by the end of the discussion). Refer to Teacher Resource 4.1, Answer Key: Cybercrime Scavenger Hunt, for the answers to these questions.
This scavenger hunt raises students’ awareness of ethical and criminal concerns related to Internet use and prepares students to conduct themselves safely and ethically when working or playing online. It also introduces them to the terms they will encounter in their homework reading.

	3
	10
	Homework: Piracy and Online Ethics Reading
This reading helps students establish a basic working knowledge and understanding of the ethical and legal issues regarding content found online.
To begin this activity, refer students to Student Resource 4.2, K-W-L Chart: Online Privacy and Ethics. Ask students to take a few minutes to fill in the first two columns of the chart, noting what they already know about the three topics listed on the chart and anything they would like to learn about the topics. 
Next, ask students to share what they have written with a partner, and then ask pairs to share with the class one thing they would like to learn. 
Explain to students that this is what they will be reading about in their homework assignment. Ask students to read Student Resource 4.3, Reading: Maintaining Your Privacy and Acting Ethically Online, for homework. Tell them to fill in the What I Learned column of their K-W-L chart as they read. Ask them to be sure to note if they learned about anything that they have been doing online that they now know is dangerous or inappropriate.
Point out to students that this reading equips them to conduct themselves safely and ethically while online. 

	
	
	CLASS PERIOD 2

	4
	20
	Homework Review: Piracy and Online Ethics Reading
The objective of this activity is to provide students with a more in-depth understanding of cybercrime and some ways to protect themselves online. It also gets them thinking about privacy and copyright issues.
Begin by asking students to share in groups of four what they wrote in the What I Learned column of their K-W-L chart. Next, ask students to contribute to a class conversation about what they learned, and take time to answer any questions. 
If possible, share your school’s computer-use policy with the class and discuss how it relates to the information covered in their reading. Is the school’s policy more restrictive than the laws in this area? If so, how?
Let students articulate what they have learned and strategize about how they can avoid falling victim to or committing a computer crime. 

	5
	30
	Hands-on Evaluation: Social Networking Profiles
This exercise is a hands-on expansion of the material students read about in Student Resource 4.3, Reading: Maintaining Your Privacy and Acting Ethically Online. It is designed to help them recognize what information is acceptable to include in an online profile and what information is not good to reveal online. It also focuses on the following college and career skill:
Thinking critically and systemically to solve difficult problems
Ask students to examine Student Resource 4.4, Analysis: Online Profile. This is a copy of a Facebook profile page similar to one the students might maintain for themselves (or will likely create sometime in the future). Some of the personal details on the page are harmless to reveal, but many are not. Ask students to follow the directions, marking areas that feature information it would and would not be safe to reveal online. 
Note: The profile page used in this exercise is for a fictitious person created expressly for this activity; you need not fear that a real person’s information is being shared here.
Give the students 10 minutes to mark their pages and 10 minutes to work and discuss ideas with a partner. Then spend the final 10 minutes guiding them through a whole-class discussion of the page, examining each element on the profile and discussing what is or is not acceptable to include on such a page. Ask students to explain and defend what they found acceptable and what they did not. Let students call out their observations and ideas about the page so that everyone has a chance to contribute to the discussion. Refer to Teacher Resource 4.2, Answer Key: Online Profile Analysis, for more information. 
This exercise reinforces that, even when using a site comprised of “friends,” such as Facebook or Twitter, people should be on guard to protect themselves and their privacy. Remind students that they now have the ability to create a profile for themselves on an online social networking site without fear of exposing themselves to dangerous situations. 

	
	
	CLASS PERIOD 3

	6
	45
	Writing Assignment: Staying Safe Online
This activity gives students a chance to write and reflect on what they have learned about cybersecurity and how they will use this information in the future. It will help students determine how to conduct themselves online in the future. 
Explain to students that a good way to remember what they have been learning about cybersecurity is to write down personal guidelines about how they plan to behave online. Refer to Student Resource 4.5, Personal Guidelines: Staying Safe Online, and ask them to look through the assignment. Point students to the example, and take time to look through the structure of it with them, noting the introduction and conclusion, the topic of each paragraph, and the use of examples. Share Teacher Resource 4.3, Rubric: Personal Guidelines, with the class, and make sure students know what you will be looking for when you assess their work.
Instruct students to complete the planning section of the assignment before they begin writing their guidelines. Give students 30 minutes to complete the planning section and write a rough draft of their assignment, and then ask them to share their rough draft with a partner. Tell partners to provide specific recommendations for improvement based on the rubric. If time permits, ask for volunteers to share their personal guidelines with the class.
Tell students that they need to complete their final draft for homework, taking into account the feedback from their partner, and hand it in at the beginning of the next class period.
Evaluate the assignment using Teacher Resource 4.3, Rubric: Personal Guidelines.

	7
	5
	Think, Pair, Share
To conclude this lesson, point out to students that they will be expected to conduct themselves in a legal and ethical manner when working online. 
Ask students to think of one bit of advice about Internet conduct that they think might be important to share with a friend or family member. Ask them to share their advice with a partner, and then have pairs share with the class. Make sure that ways to avoid falling victim to cybercrime, issues of copyright and fair use, and the notion of piracy are all mentioned.


Extensions
Content Enrichment
Have students bring closure to the vocabulary taxonomy they started in Lesson 1. Instruct students to spend five minutes adding any new terms that they have not yet included. Next, have students do a gallery walk to collect more terms from their classmates. Conduct a brief class review and discussion on the additions they made. Conclude by reminding students that they now have a resource for future assignments that will help them to remember and use new terminology.
Ask students to compare various security and privacy software products such as antivirus, antispyware, password management, personal firewall, and Internet filter programs. The CNET Reviews website is a good place to start: https://www.pcmag.com/categories/security.
Have students research the names of several Trojan horses and the nature of their threats, and then provide a presentation to the class.
Some people have expressed fears that a terrorist attack using the Internet could occur, causing problems for the many networks that depend on it. Ask students to research this concern and write a report.
Students are likely familiar with the myriad of social networking sites. Engage them in an open discussion of the types of threats on various sites and the ways to protect themselves. Compare and contrast the types of threats that exist on each type of social media site. Ask the students to draw on their own personal experiences on these sites. Use Instagram, Tik Tok, Twitter, Facebook, YouTube, and Snapchat as a starting point for the discussion. Technologies include picture sharing, blogging, vlogging (video logging), wall posting, music sharing, and so on.
The Morris Internet Worm affected as much as 10% of the Internet when it was unleashed in 1988. Robert Morris was a graduate student at Cornell University at the time, and he suggests that the damage was unintentional—that he was experimenting with security weaknesses in Unix. Have students research this incident and report on the weaknesses that the worm exploited, whether those weaknesses still exist in Unix, and whether they feel Morris caused the damage deliberately or without malice.
STEM Integration
Technology: One of the goals of this lesson is to make clear the dangers of phishing. Have students visit the following web pages and attempt to identify aspects of each that tip them off that the page is not legitimate:  
http://www.thedogisland.com/ 
http://www.whitehouse.net/ 
Additional Cross-Curricular Ideas
Journalism: Ask students to discuss in small groups the ethical issues involved when creating web publications. Challenge them to think of special measures that can be taken to ensure that a web publication is fair, accurate, and responsible to the people whose faces or names might be used. Based on these discussions, students should then work together to write a group of questions that anyone publishing on the web could use as a checklist prior to posting their material.
English Language Arts: Ask students to create a FAQ of online do’s and don’ts for young children and their parents. Tell them to be sure to think about laws, such as the Children’s Online Privacy Protection Act (COPPA), and to create a guide a young child might use to keep safe online. They should develop one section for children, written using words and/or pictures children would be able to understand, and then another parent guide section with more detailed information and resource materials, such as helpful websites.
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