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Teacher Resource 14.1
Presentation 1 Notes: 
Medical Coding
Before you show this presentation, use the text accompanying each slide to develop presentation notes. Writing the notes yourself enables you to approach the subject matter in a way that is comfortable to you and engaging for your students. Make this presentation as interactive as possible by stopping frequently to ask questions and encourage class discussion.
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In this presentation, you will learn about medical coding, including the types of codes that are used and why they are important. 

	

	[image: C:\Users\Mika\Documents\Pearson\2015\June\2\HealthCareers_Lesson14_Presentation1_ROOT_053015\Slide2.JPG]
Every patient has a medical record, a file of all the times the patient has seen a medical professional, why the patient needed medical attention, and what the medical professional did. These used to be paper files, but now they are usually kept electronically.
In this case, Guillermo’s file should include the following details:
· He requested an appointment because of a sore throat.
· The doctor examined him.
· The doctor ordered a lab test.
· The lab test results said that Guillermo has strep throat.
Information about Guillermo's age, height, weight, blood pressure, any existing conditions, current medications he is taking, and insurance will also be noted in his medical record. Noting this information is standard procedure for any visit.
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Personal information is an important part of the medical record because it identifies the patient. Later in this lesson you will learn how a patient's personal information is protected by law. 
Diagnostic information answers the question “why?” It explains why the patient is seeking medical assistance. 
A woman goes to the emergency room with a broken leg. Why did she go? Because her leg is broken. That is diagnostic information.
A man with diabetes goes to the lab to have blood drawn. Why is he getting blood drawn? Because he has diabetes. That is diagnostic information. 
Procedural information answers the question “what?” It explains what the medical professionals do for the patient.
A woman goes to the emergency room with a broken leg. The emergency department staff takes an X-ray and puts a cast on the leg. What did the staff do? Took an X-ray. Put on a cast. That is procedural information.
A man with diabetes goes to the lab. The phlebotomist draws the blood. What did the professional do? Draw blood. That is procedural information.
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In this case, Steps 1 and 4 are diagnostic, and Steps 2 and 3 are procedural.
Guillermo didn’t come into the office saying “I have strep throat.” He said he had a sore throat. So that’s the first piece of diagnostic information we have. The doctor has to determine why his throat is sore. Did Guillermo go to a great concert last night and scream until his throat hurt? Does he have strep throat? Does he have throat cancer? Until the doctor examines him and does tests, all we know is “sore throat.”
Once the test results come back, we have more diagnostic information. Now we know: it’s strep throat. If the strep throat test came back negative, the documentation must be very clear as to why the test was done and what the doctor plans to do next, or the insurance company may not reimburse the physician and the patient becomes responsible for the entire bill. Typically, the doctor would have to do more tests to determine what is wrong with Guillermo’s throat, and all those test results would also be diagnostic information.
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Imagine that Guillermo’s test results were negative: he did not have strep throat. His regular doctor isn’t sure what’s wrong with him, so he sends Guillermo to an ear, nose, and throat specialist. That new doctor needs to know what has already been done. The new doctor would read Guillermo’s EMR to see what diagnostic and procedural information is already in there, and know not to bother testing him for strep throat again.
That’s not the only way this information is used. The doctor’s billing office needs to know what was done to and for Guillermo, because that’s how they bill. So they use the procedural information to create a bill.
Guillermo’s insurance company wants to see both the diagnostic and procedural information. They want to know what was done to Guillermo because that’s what they have to pay for. But they also want to know why it was done. If Guillermo was complaining of a sore throat and the doctor removed his appendix, the insurance company wouldn’t pay for that―and they’d probably get the doctor investigated for bad medical practices!
Researchers also use diagnostic and procedural information to find out what diseases/medical conditions are occurring in what locations and how those diseases/conditions are being treated.
Before EMRs, codes would be handwritten and then sent to the appropriate places, such as the insurance company or the billing department. Now once the codes are entered, they populate the patient’s EMR, and then the information is automatically sent to the appropriate places.
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All health care organizations in the United States use the same types of codes, which makes it easy for insurance companies or researchers to compare data from different organizations. 
In the United States, there is only one type of diagnostic code, called an ICD (International Classification of Disease) code. This presentation shows ICD-9 codes, but the deadline for the United States to begin using ICD-10 coding is October 1, 2015.
There are two types of procedural codes: 
· CPT (Current Procedural Terminology) codes 
· Level 1 HCPCS (Healthcare Common Procedure Coding System) codes are assigned to procedures medical practitioners provide to Medicaid and Medicare patients. This includes medical, surgical, and diagnostic services. These are based on and identical to the CPT codes used for patients who are not on Medicaid or Medicare. HCPCS is often pronounced “hick-picks.” 
· Level 2 HCPCS codes are used by medical suppliers other than physicians, such as ambulance services or providers of durable medical equipment. These codes are for items that are not covered by CPT codes. Medicaid, Medicare, and private insurers use these codes for billing purposes.
Usually codes are entered during a patient’s visit. Many medical practices and hospitals use computers so medical professionals can enter information into the patient’s medical record right away. These systems often have a built-in tool to help doctors or other staff enter codes while they are seeing the patient. 
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When Guillermo goes to the doctor for a sore throat, the first ICD-9 code would be 462 (Acute Sore Throat.) When the test results come back, the doctor knows Guillermo has strep throat. Now a new ICD-9 code is entered: 034.0 (Sore Throat due to Streptococcal Infection.)
Hundreds of years ago, doctors began trying to keep track of what killed people: diseases, accidents, childbirth, and so forth. That evolved into an international system of classification of causes of death. By the early 20th century, doctors felt that it was important to keep track of what illnesses and injuries people experienced while they were alive as well as what killed them. That eventually led to the creation of the ICD (International Classification of Disease), which is used by the World Health Organization and health organizations across the globe. The Centers for Disease Control and Prevention - National Center for Health Statistics (NCHS) is responsible for coordination of all official disease classification activities in the United States relating to the ICD and its use, interpretation, and periodic revision. ICD codes are also used to identify a cause of death, which helps researchers track things like how many people are dying of cardiovascular disease or whether a contagious disease is becoming an epidemic.
ICD codes are important because they tell us diagnostic information: why did the doctor do what he did? Sometimes ICD codes are added to a file after the patient’s visit is over. In Guillermo’s case, a new ICD code would be added after the test results came back. But those codes are still important because they tell anyone reading Guillermo’s medical record why the doctor ordered those lab tests. After finding out Guillermo has strep, the doctor might prescribe medication for him. Having the ICD code for strep throat in the file explains why the doctor ordered that medication. 
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In many cases, a patient visit might include several procedural or CPT codes for only one or two diagnostic (ICD-9) codes. If a patient has lab work done, gets an X-ray, receives a vaccination, or has a minor surgical procedure, each of these things has its own CPT code. Just talking with the doctor in his office gets a CPT code (for a consultation).
Some CPT codes are grouped by the type of service, such as anesthesia, laboratory, or radiology services. Other CPT codes, such as surgical codes, are grouped by bodily system: muscular, respiratory, cardiovascular, and so on.
Nowadays, most medical practices and hospitals enter CPT codes on a computer during the patient’s visit. 
CPT codes are then used for billing purposes. A hospital or physician’s billing office creates a bill based on what services were provided to the patient. The biller uses the CPT codes in the patient’s file to create the bill. The patient’s insurance company also uses CPT codes to determine how much they will reimburse the practitioner for each service. Since everyone uses the same codes to mean the same thing, they ensure uniformity. 
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Medicare is the US government’s health insurance program for people over 65. Medicaid is the US government’s health insurance program for millions of Americans, including eligible low-income adults, children, pregnant women, elderly adults, and people with disabilities. These programs are administered by the Center for Medicare & Medicaid Services (CMS), which also supervises the HCPCS codes.
Remember that Level 1 HCPCS and CPT codes are identical procedural codes. They answer the question “What was done to/for the patient?”
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Most services and procedures are covered by CPT codes. However, CPT codes do not cover most services that are not provided by a doctor. Ambulance services are a good example of that. Durable medical equipment, the medical equipment that a patient might use at home, is another example. Durable medical equipment includes things like an oxygen machine or a wheelchair. 
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ICD-9 and CPT codes would be used in this situation. An initial ICD-9 code would be used for the child’s ear pain; once the test results came back, an additional ICD-9 code might be used, depending on test results.
At least three CPT codes would be used: one for the doctor’s examination, one for the tympanocentesis (drawing fluid from the ear), and one for the hearing test.
HCPCS codes would not apply in this situation. The child is not a Medicare patient (she’s too young) and she is not a Medicaid patient (her family has insurance). She has not used ambulance or durable medical equipment services. Therefore no HCPCS codes would be used.

	

	[image: C:\Users\Mika\Documents\Pearson\2015\June\2\HealthCareers_Lesson14_Presentation1_ROOT_053015\Slide12.JPG]
No matter what health care career you pursue, your training is likely to include memorizing at least some of the most frequently used medical codes. Understanding the basics of medical coding can help you when interviewing for an internship or applying for a job.

	


Teacher Resource 14.2
Presentation 2 Notes: 
HIPAA Privacy and Security Compliance
Before you show this presentation, use the text accompanying each slide to develop presentation notes. Writing the notes yourself enables you to approach the subject matter in a way that is comfortable to you and engaging for your students. Make this presentation as interactive as possible by stopping frequently to ask questions and encourage class discussion.
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In this presentation, you will learn about patient privacy and why it is important. You will also learn about the law called HIPAA, which provides legal guidelines for health care workers about how to handle patient information.
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Upon being admitted to the hospital, Beyoncé would need to give hospital staff information including her address and contact information, her insurance coverage, and her medical history. Can you imagine how much money TMZ or a tabloid newspaper would pay for that kind of information? And once the baby was born, can you imagine how much they would pay for photos of the baby? But Beyoncé and Jay-Z deserve privacy, just like everybody else. They have a right to share information about their baby when and how they want to. If word got out that she was having her baby at your hospital, you might have crowds of fans showing up, which would be a nuisance. You might even have people who tried to kidnap the baby, since both parents are very famous and very rich. All of these are good reasons to keep patient information confidential, but there is one more good reason: it’s against the law to share patient information except in very specific circumstances.
A real-life example is the psychiatric hospitalization of Britney Spears that was leaked. The information was actually sold by someone in the medical records department who is doing jail time for making the disclosure. Also there were over 100 people including nurses and doctors who accessed her EMR and were either fired, fined, or reported on just for accessing a medical record they had no business being in. Those in the medical field take HIPAA very seriously.
Image retrieved from http://commons.wikimedia.org/wiki/File:Beyonce.jpg on May 2, 2012. Image courtesy of Jen Keys.
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HIPAA is an extremely important act to understand if you work in the health care industry. All employees need to know about HIPAA because each professional who has access to a patient’s health information is responsible for abiding by HIPAA standards and regulations. Doctors, nurses, technicians, and other care providers might access a patient’s electronic medical record (EMR) to input data or to evaluate the patient’s progress. An admitting clerk might access the patient’s EMR when the patient enters the hospital; a patient account representative might access the EMR to bill the patient or the patient’s insurance company. Even support staff, such as custodians, need to know about HIPAA. If a janitor finds a printout of patient information on the floor, he or she needs to know how to dispose of that information correctly. You will have to abide by HIPAA any time that you observe or work in a medical setting. If you don’t, the health care organization where you are serving could get in a lot of trouble.
There are two parts to HIPAA: portability and accountability. We will look at each piece in more detail.
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Imagine this scenario: Julia’s company lays off half of the staff, and unfortunately Julia is one of the employees to lose her job. Not only did she receive health insurance through her company, but her entire family did. Her husband has a chronic heart condition and her daughter has autism; both conditions require frequent medical attention.
What if when Julia lost her job, she lost her health insurance too? Julia’s family would experience a very serious hardship. HIPAA addressed this problem. HIPAA created a safety net for people to maintain health insurance when they change jobs or lost their job. Now portability, which protects workers from losing health insurance if they lose their job, is guaranteed and enforced by the government. HIPAA also includes protections for coverage under group health plans that limit exclusions for preexisting conditions, prohibit discrimination against employees and dependents based on their health status, and allow a special opportunity to enroll in a new plan to individuals in certain circumstances.
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With more and more organizations using electronic transactions and electronic medical records (EMRs), HIPAA set the standard for how an organization should protect its patient information.
HIPAA regulates:
· What information is classified as private
· When it’s okay to share a patient’s information
· How to make data anonymous by removing all information that could be used to identify a person
HIPAA also established substantial penalties for people and organizations that don’t protect patient privacy. This law obliges organizations and their employees to respect the privacy of all patients, not just famous ones like Beyoncé. 
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A patient’s EMR has a lot of important information in it. It includes the patient’s name, address, social security number, and birthdate, among other things. This information could be used by criminals for identity theft, which is one reason a medical organization needs to keep the EMR secure. 
Beyond that, the EMR has the person’s medical history: what diseases the person had, what tests or procedures have been done, and so on. That information also needs to be kept private. The information might be embarrassing; for example, a patient might not want people to know he had an STD. On the other hand, a patient might worry that he will lose his job if his employer finds out he has HIV, a woman might want to wait before telling her boss that she is pregnant, or a dying father might want to choose his own time to tell his children about his prognosis. It is unfair and inappropriate for these patients’ medical information to become public knowledge without their consent.
Health care workers must be careful about discussing patients. They might need to talk about a patient’s care: for example, a doctor giving a nurse instructions about how to care for a patient after surgery. But if they have that discussion in the hallway, other people might hear details about that patient that should have remained private.
In the same way, if a patient confides in a doctor or another medical professional, that information must remain private.

	

	[image: C:\Users\Mika\Documents\Pearson\2015\June\2\HealthCareers_Lesson14_Presentation2_ROOT_053015\Slide7.JPG]
PHI includes anything that would help people identify a specific patient. Names, biometric identifiers (fingerprints, retinal scans, or voice prints) and full-face photos are obviously PHI. In terms of a patient’s location, anything more specific than the US state is considered PHI. For dates, the year can be used, but more specific dates are considered PHI. A patient’s contact information―phone numbers, fax numbers, email addresses―is PHI. 
Identifying numbers are a major part of PHI. These include social security numbers, medical record numbers, account numbers, health insurance numbers, certificate/license numbers, vehicle identification numbers or license plate numbers, and device identifiers and serial numbers.
In some cases, data can be made anonymous by removing PHI. For example, imagine a hospital wants to evaluate how quickly their emergency department responds to a patient having a heart attack. They would look at the record of what was done to each patient. What time did the patient enter the emergency room? How fast was the patient seen by a doctor? How quickly did the patient get the necessary treatment? What was the outcome: was the patient admitted to the hospital? To answer these questions, they don’t need to know a patient’s name, their date of birth, or where they live. The data might include the patient’s year of birth and their gender, so if there were three heart attack patients in one night, the researcher could use that information to tell them apart. But PHI cannot be included in research data.
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HIPAA states that an organization is required to disclose PHI in two situations:
· If the patient (or the patient’s authorized representative) requests it
· If the US Department of Health and Human Services requests it 
A patient request is the most common reason to disclose PHI. For example, a man gets a biopsy done of a mole on his face to find out if he has skin cancer. He calls the doctor’s office to find out the results of the biopsy. The office releases the biopsy results to him.
A “patient’s authorized representative” generally means a family member who is acting for a patient. For example, a mom might call the doctor’s office to find out test results on her 8-year-old son. Her son is under age, which makes her an authorized representative for him. A son might talk with the doctor about his elderly mother who is suffering from Alzheimer’s. Since she is not competent to make medical decisions, her son would have legal paperwork identifying himself as an authorized representative.
HIPAA sets requirements about what information can be released to people. If someone is hospitalized, the hospital cannot tell people anything about that patient’s condition unless the patient gives permission. 
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You’ve already considered how PHI might be released to the patient or patient’s representative. HIPAA identifies other situations in which PHI can be accessed.
A medical practice uses PHI to determine the course of treatment. For example, if a doctor requests an X-ray on a patient, the radiologist and technicians can access the patient’s EMR in order to perform the X-ray effectively. 
A medical practice’s billing office needs to access the EMR in order to know what services to bill for.
Providers also use PHI to evaluate how effective their care is. In some cases, they can use anonymous data, but often providers do patient satisfaction surveys. In order to contact patients, they need to access PHI.
Public interest is a broad category. Public health issues may require the release of PHI because a patient infected with a highly contagious disease may have spread the disease to others. Public interest also covers a health care provider’s responsibility to report child abuse or neglect. PHI may also be released in cases that involve legal proceedings, such as patients who suffered as result of a crime.
Finally, PHI can be used in less serious circumstances if patients are offered the opportunity to opt out. For example, many hospitals maintain a directory of patients. People calling the hospital can request this information. However, a patient must be allowed to opt out of this directory if he or she prefers.
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When workers are careless and HIPAA violations occur by mistake, a single instance may lead to a fine of $100. Fines for carelessness can total up to $25,000 in a year.
Sometimes people access PHI for unethical and illegal reasons. HIPAA defines this based on intent: “a person who knowingly obtains or discloses individually identifiable health information in violation of HIPAA.” Criminally accessing records can lead to significant fines and jail time. The amount of the fine and the length of imprisonment depend on how the information is used. If a person accessed PHI with an intent to make money off of it, that person faces fines of $250,000 and imprisonment of 10 years. How would a person make money off PHI? Think about Beyoncé. There are websites, newspapers, magazines, and TV shows that would pay a lot of money for inside information about her health. If a health care employee accesses a celebrity’s medical record, that is a HIPAA violation. If the employee then sells that information to TMZ or a tabloid, that is a criminal violation, and the employee is in serious trouble. In addition to fines and jail time, employees are likely to lose their jobs for violating HIPAA.
Beyond the fines and potential imprisonment, HIPAA violations reflect badly on an organization. If a privacy breach happens, the organization has to notify all the patients who are potentially involved. Do you think those patients will want to return to that organization for care in the future? HIPAA violations are a serious problem.
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It seems obvious that doctors and medical professionals shouldn’t share confidential information. But any organization that deals with health information has to follow HIPAA guidelines. That includes insurance companies, billing or collection agencies, or any organization that uses medical data for research. You may never meet the patient whose EHR you are working on, but you are still bound by HIPAA to protect that patient’s privacy.
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Every health care organization, such as a hospital, is required to designate a privacy officer (also called a compliance officer) whose job is to make sure that the organization is compliant with HIPAA. The privacy officer works with hospital administrators to make sure that all patients are informed about their rights regarding their medical information. This information may be posted on the walls of the hospital where patients can read it, or it may be included in the paperwork a patient signs when being admitted to the hospital.
The privacy officer makes sure that all employees are trained to comply with HIPAA. 
If a privacy breach occurs, the privacy officer is the main contact person. The privacy officer notifies patients that may have been affected by the breach. He or she works with government officials and hospital administrators to determine how the breach happened and fix any holes in the system. This may include making changes to computer security or even firing or disciplining employees. An employee who is involved in a breach must be retrained on HIPAA. The privacy officer oversees these retraining sessions as well.
Sometimes breaches are minor: an employee looks at a friend’s medical record to see how a friend is doing, or two employees gossip about a patient. Sometimes breaches are significant, and hundreds of thousands of patient records are at risk. The privacy officer has to follow up on every breach, no matter the size, and treat each breach seriously.
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EMRs are stored in a secure system that is designed to protect the information from hackers and any other types of malicious computer attacks. To access an EMR system, an employee needs a user name and password. Most EMR systems keep an access log that records each time a person logs in and it also records what EMRs that person views.
Why is that important? Because if a nurse looks up information on a patient that she is not responsible for, that is a HIPAA violation. Believe it or not, a nurse cannot look up her own EMR. She cannot look at a friend’s EMR, or her son’s, or her husband’s. Any time she looks at an EMR for a patient that she is not caring for, that is a HIPAA violation. If the nurse wants to check out her own test results, she needs to talk to her doctor’s office, just like any other patient.
In addition, all organizations must follow careful procedures about transmitting information. Some EMR systems allow patients to log in remotely to view their test results. In that case, the organization must be very careful to make sure it is giving access to the right patient. If the organization transmits information to an insurance company, they need to take precautions to make sure they are sending information on the right patient to the right person at the right insurance company. A simple mistake, like sending the records for John B. Smith when the patient was John A. Smith, is also a HIPAA violation.
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Whatever career you pursue in the health care industry, you need to understand HIPAA. If you are a doctor, nurse, or care provider, HIPAA regulates what information you can share and under what circumstances. If you work in health informatics, do health research, or work for an insurance company, you must follow HIPAA standards when accessing PHI. You might even consider a career as a privacy officer or working for a company that designs and maintains EMR systems. HIPAA influences every aspect of the health care industry today.

	


Teacher Resource 14.3
Answer Key: HIPAA Compliance Scenarios
Scenario 1
A nurse at a medical practice got back test results on a patient. She knew the patient was eager to get those test results, so she called the patient’s home. The patient was not home, so the nurse left a detailed message with the patient’s teenaged daughter.
Did the nurse violate HIPAA? Why or why not?
Yes. The daughter is not an authorized representative, so the nurse should not have told her details about her mother’s care.
Scenario 2
A doctor is doing his rounds in the hospital. He has an intern with him. After seeing a particularly interesting case, they stop to eat in the hospital cafeteria. The intern asks the doctor a question about the patient they just saw. The doctor responds with a lengthy explanation, including details of the patient’s medical history, as they are standing in line to buy food with a number of other people, including other patients, patients’ family members, and other hospital staff.
Did the doctor and the intern violate HIPAA? Why or why not?
Yes. The doctor should not share that much information in a public place.
Scenario 3
A surgeon stops by a hospital room to conduct a follow-up visit on a 17-year-old boy whose appendix he removed. The boy’s father is in the room with him. The surgeon discusses the procedure and recovery process with the boy in front of his father.
Did the surgeon violate HIPAA? Why or why not?
No. The boy is under 18, so the father is considered an authorized representative.
Scenario 4
A person is involved in a very unusual skiing accident and rushed to the local emergency room. The hospital radiologist is shocked by the X-rays of the patient and feels it is important that the general public be made aware of the risk of this type of accident. The radiologist releases the X-rays, along with other information about the patient’s age and gender and the circumstances of the accident, to the local newspaper. The radiologist refuses to give the newspaper the patient’s name or contact information. The newspaper runs a story about skiing accidents and uses the X-rays on the front page.
Did the radiologist violate HIPAA? Why or why not?
Yes. Even though the radiologist withheld some sensitive information (patient name and contact information), the release of the patient’s age, gender, circumstances of the accident, and the X-rays is not allowed without patient permission.
Teacher Resource 14.4
Quiz: HIPAA
Give two examples of protected health information (PHI).


What are the two types of punishment for a person charged with HIPAA violations?


How does HIPAA define criminally accessing records?


Name three people who are allowed to access a patient’s EMR.


What does a privacy officer or compliance officer do?


Where does HIPAA apply in addition to hospitals and doctors’ offices?


A patient account representative faxes medical records to an insurance company. But she sends records for the wrong patient. Is this a HIPAA violation? Why or why not?


A doctor’s best friend is admitted to the hospital after having chest pains. The doctor wants to look up his friend to see how he’s doing. He accesses his friend’s EMR. Is this a HIPAA violation? Why or why not?


Teacher Resource 14.5
Answer Key: HIPAA Quiz
1. Give two examples of protected health information (PHI).
Possible answers include: names, location information, dates, contact information, identifying numbers (medical record number, social security number, etc.), Internet URLs or IP addresses, biometric identifiers, full-face photographs
What are the two types of punishment for a person charged with HIPAA violations?
Fines and/or jail time
How does HIPAA define criminally accessing records?
A person who knowingly obtains or discloses individually identifiable health information in violation of HIPAA
Name three people who are allowed to access a patient’s EMR.
Possible answers include: the patient, the patient’s authorized representative, medical providers, billers/coders, insurance companies, public health officers

What does a privacy officer or compliance officer do?
Makes sure the organization is in compliance with HIPAA; makes sure patients are informed of their rights and how their information will be used; makes sure all employees are trained on HIPAA; establishes (and makes sure the organization follows) strict privacy guidelines

Where does HIPAA apply in addition to hospitals and doctors’ offices?
HIPAA applies to any organization that handles medical records, including insurance companies, billing/collection agencies, and research organizations.

A patient account representative faxes medical records to an insurance company. But she sends records for the wrong patient. Is this a HIPAA violation? Why or why not?
Yes, because she shared the patient’s information with people who were not supposed to see it. This is considered a mistake; it is not criminal.

A doctor’s best friend is admitted to the hospital after having chest pains. The doctor wants to look up his friend to see how he’s doing. He accesses his friend’s EMR. Is this a HIPAA violation? Why or why not?
Yes, because the doctor does not have a medical reason for looking at the patient’s EMR.
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[bookmark: _Toc197329382]Rubric: Health Professionals Pamphlet
Student name(s): ________________________________________________ Date: _______________
	
	Exemplary
	Solid
	Developing
	Needs Attention

	Visual Design
	Assignment is highly attractive, well designed, and professionally laid out. Appropriate graphics are used tastefully, effectively support the content, and make it easy to follow.
	Assignment is attractive and has a good design and an organized layout. Graphics clearly help support the content.
	Assignment contains some graphics and organizational elements, but it lacks good design. Graphics only partially match and support the content.
	Assignment is messy and contains no coherent visual design. Most of the graphics distract from the content.

	Target Audience
	The pamphlet's design, language, and graphics are all very appropriate for the target audience.
	The pamphlet's design, language, and graphics are mostly appropriate for the target audience.
	There are some aspects of language, graphics, or design that are not appropriate for the target audience.
	The pamphlet is not designed and written with the target audience in mind.

	Required Elements
	All required elements are included in the assignment. Some additional elements are included to enhance the assignment.
	All required elements are included in the assignment.
	One or two of the required elements are missing.
	More than two required elements are missing.

	Content: Medical Condition
	All information about the medical condition is complete, accurate, not too technical for the target audience, and clearly presented.
	Almost all of the information about the medical condition is complete, accurate, not too technical, and clearly presented.
	Assignment includes some of the information about the medical condition, but important details are missing or unclear, or information is too technical.
	Assignment is missing substantial amounts of important information about the medical condition.

	Content: Health Professionals
	Content shows in-depth understanding of the role each health professional plays in the care of patients with this condition and how an interdisciplinary team that treats this condition works together. Patients will know exactly what to expect from each professional during treatment.
	Content shows understanding of the role each health professional plays in the care of patients with this condition. Patients will have some idea of what to expect from each professional during treatment.
	Content shows some gaps in understanding the role each health professional plays in the care of patients with this condition. Patients will likely still have plenty of questions.
	Roles of health professionals are unclear, and patients would be very confused or potentially misled about what to expect from each professional during treatment.

	Creativity
	Assignment shows tremendous creativity and contains unique, imaginative ideas for both layout and content. It’s clear that much thought and effort went into innovation.
	Assignment includes some unique and creative ideas in either layout or content. Effort clearly went into creating a unique project.
	Assignment demonstrates little creativity, and minimal effort was put into creating a unique or innovative project.
	Assignment shows almost no creativity, unique ideas, or time and effort. 

	Mechanics 
	No grammatical, spelling, or punctuation errors. Voice is consistent. All sentences are well constructed and vary in structure.
	Few grammatical, spelling, or punctuation errors. Voice is almost always consistent. Most sentences are well constructed, with some variation in sentence structure.
	Some grammatical, spelling, or punctuation errors. Voice is not always consistent. There are some problems with sentence structure.
	Many grammatical, spelling, or punctuation errors. Voice is inconsistent. Most sentences are poorly constructed.


Additional comments:
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
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Key Vocabulary: Health Informatics
	Term
	Definition

	confidentiality
	The concept that information a patient reveals to a health care provider is private and shouldn’t be shared with other people except under specific circumstances.

	Current Procedural Terminology (CPT)
	A set of codes administered by the AMA that identify medical procedures.

	electronic health record (EHR)
	A digital file of a patient’s medical history (e.g., procedures performed).

	Healthcare Common Procedure Coding System (HCPCS)
	Codes using for billing purposes to describe procedures and services (like ambulance services). They are administered by the Centers for Medicare & Medicaid and are used primarily for Medicare/Medicaid patients.

	HIPAA (Health Information Portability and Accountability Act)
	The 1996 law designed to protect patient privacy and to increase an individual’s ability to maintain insurance coverage consistently. HIPAA has a significant impact on how health care organizations do business.

	informatics
	Information and knowledge management and the applications of computing technology in support of clinical care and public health.

	International Classification of Disease (ICD) code
	A set of codes, administered by the CDC’s National Center for Health Statistics, that identify diagnoses and some procedures. ICD codes are used worldwide. In October 2015, ICD-9 is scheduled to be replaced by 1CD-10 in the United States.

	Medicaid
	Government-run health insurance that provides health coverage to millions of Americans, including eligible low-income adults, children, pregnant women, elderly adults, and people with disabilities.

	Medicare
	Medicare is the US federal health insurance program for people who are 65 or older, certain younger people with disabilities, and people with End-Stage Renal Disease (permanent kidney failure requiring dialysis or a transplant, sometimes called ESRD).

	patient’s authorized representative
	A person (typically a family member) who is authorized to act for a patient.

	PHI
	Protected health information; information that could potentially be used to identify a patient, including name, photograph, contact information, social security number, and so on.

	preexisting condition
	A health condition that already exists when a person applies for health insurance. Many insurance companies have refused to cover preexisting conditions for individual subscribers, but the Affordable Care Act intends to change this.

	US Department of Health and Human Services (HHS)
	The US government’s principal agency for protecting the health of all Americans and providing essential human services. HHS is one of the government agencies most involved in regulating health care in the United States.
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A patient’s medical record contains three types
of information
B

Personal information  Patient name, address,
insurance information, etc.

Diagnostic Why does the patient need

information medical assistance? What is the
diagnosis?

Procedural What actions did the doctor or

information staff perform? Tests,

examinations, surgery, etc.
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Coding requires differentiating between

diagnostics and procedures
B

If you look at the case of Guillermo, which steps are
diagnostic and which are procedural?

1. Guillermo requested an appointment because of a
sore throat.

2. The doctor examined him.

3. The doctor ordered a lab test, and this test was
performed.

4. The lab test results indicated that Guillermo has
strep throat.
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Diagnostic and procedural codes are used by
several types of professionals
B

- If the patient needs to be seen by a different
medical professional, the new professional reads
the medical record.

- The physician or hospital billing office uses the
medical record to determine what to bill for.

» The insurance company uses the medical record to
determine what they will pay for.

- Researchers use the information to study diseases.

All professionals who look at Guillermo's record are
required by law to protect Guillermo's privacy.
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Four types of medical codes are commonly used in

the United States
B

ICD codes Diagnostic Tells why the patient
needs treatment

CPT codes Procedural Tells what is done for a
patient

Level 1 HCPCS Procedural Tells what is done for a

codes Medicaid/Medicare patient

Level 2 HCPCS Medical Identifies services and

codes equipment and equipment provided by

services suppliers other than

physicians
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An ICD code is assigned to each diagnosis
B

« ICD codes give doctors important information about a
patient's history.

« ICD codes are a way to keep track of what illnesses and
injuries people experience, and even what people die
from.

« The World Health Organization develops and monitors
these classifications.

« Medical professionals in the United States and many
other countries understand ICD codes in the same way.

Diagnosis Description ICD code

Acute sore throat 462
Sore throat due to streptococcal infection 034.0
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A CPT code is assigned to every medical, surgical,
and diagnostic service procedure

» The American Medical Association develops and
monitors these classifications.

« Examples of CPT procedures:
« Consulting with a doctor in his office
Lab work
X-rays
Vaccination
Surgical procedure

What other procedures can you think of that would have a CPT
code?
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Level 1 HCPCS codes are used for Medicaid and
Medicare patients
B

« Each Level 1 HCPCS code is identical to the CPT

code used for patients who are not on Medicaid or
Medicare.

« The government requires the Center for Medicare &
Medicaid Services (CMS) to use HCPCS codes to
ensure uniformity in billing.

Procedure Description CPT HCPCS
code code

Visual field examination, 92081 92081
unilateral or bilateral, with
interpretation and report
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Level 2 HCPCS codes are used for services that

do not have CPT codes
.

« Services provided by someone other than a physician
have a Level 2 HCPCS code and no CPT code.

« Level 2 HCPCS codes are used for billing by Medicaid and
Medicare and also by private insurance providers.

« The letter at the beginning of the code has a meaning.
For example:

A = Transportation

V = Vision/Hearing

Procedure Description HCPCS code

Nonemergency transportation: wheelchair van A0130

Sphere, single vision, to plus or minus 4.00 / lens \/2100
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Every doctor visit results in ICD-9 and CPT codes

A woman who has health insurance through her employer
brings her daughter to the doctor because her ear hurts.
The doctor examines the child, draws some fluid out of her
ear, and sends her to get a hearing test.

-

« Which types of codes
would be used?

« How many codes would
be used?

« Are there any codes that
would not apply to this
situation?
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Coding is fundamental to health care informatics
B

» Professionals use codes to share information about
diagnoses and procedures with other professionals.

« Each type of code plays an important role in
transmitting information between health care
providers and insurers.

» Using correct coding is critical to the integrity and
accuracy of medical records and medical bills.
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HIPAA Privacy and Security
Compliance
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Everybody deserves to have her private

information protected
B

Imagine you were working in
the labor and delivery unit at
Lenox Hill Hospital in New
York in January 2012. A
woman comes in to have her
baby, and her husband is by
her side. You realize that it's
Beyoncé and her husband,
Jay-Z.

What kinds of information might Beyoncé have to tell you as
part of her medical care? Why would it be so important for
you to keep that information confidential?
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HIPAA is the law that deals with patient privacy

HIPAA is the Health Insurance Portability and
Accountability Act of 1996.

Portability: Workers can maintain health
insurance coverage when they change or lose
their job.

Accountability: Standards are set to protect the
privacy of health information and regulate how
organizations share that information.
Organizations are held accountable for enforcing
these standards.

HIPAA
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Portability protects workers from losing health

insurance if they lose their job
B

Before the Affordable Care Act After the Affordable Care Act

Portability provided some Portability is guaranteed. If
protection, but it wasn't you lose your job, you will
guaranteed. still be insured.

Portability varied between The government enforces
states. portability.

Without portability, families and individuals without health insurance
wouldn't be the only ones to suffer. How do you think portability
protects the entire health care system?
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HIPAA sets standards to protect patient privacy
B

» Health care workers are required to keep all
information about a patient's health private.

- HIPAA identifies what information counts as
protected health information (PHI) and sets rules
about how to make health data anonymous for
research purposes.

» There are serious consequences for failing to
comply with HIPAA.
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All health care workers must respect a

patient’s privacy

B

« EMRs must be kept
secure.

« Workers cannot
discuss patients in
public places.

- Workers must keep
all information a
patient tells them
confidential.

What reasons can you think of why you would want your
medical information kept private?
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Protected health information (PHI) includes

anything that can be used to identify a patient
B

« Name
Address information

Most dates

Contact information

Identifying numbers such as social security number

Biometric identifiers, including finger, retinal, and voice
prints

Full-face photographic images and any comparable images

Any other unique characteristic or code except the unique
code assigned by an investigator to code the data

Why do you think this information needs to be kept confidential?
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Patients have a right to access their own

health information
.

- HIPAA identifies an
individual patient’s
right to access and
control his own PHI.

« An organization must
release PHI if the
patient (or the
patient’s authorized
representative)
requests it.

« HIPAA sets a standard for how organizations use
PHI internally and what they can disclose to
outside parties (people or organizations).
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HIPAA identifies the circumstances when it is
permissible to share PHI

B

Patient Requests his or her own
PHI

Health professionals Manage treatment

Billing offices Request payment for
services

Providers Evaluate services using
tools such as satisfaction
surveys

Public health officials Reasons of public interest
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Violating HIPAA can lead to fines or jail time

Fines

- For a mistake, fines can be up to
$25,000 within a calendar year.

» For criminally accessing records,
fines can be up to $250,000.

Jail time

« For criminally accessing records, a
person can be sentenced to up to
10 years in prison.

What are some reasons criminals might want to access health records?
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HIPAA applies to a wide variety of organizations
B

Hospitals Record medical data, use data
to bill patient/insurance

Medical practices Record medical data, use data
to bill patient/insurance

Insurance companies Use data to determine
payments, set rates

Billing/collection agencies Use data to bill patients/collect
on overdue bills from patients

Other organizations May use data for research
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Every organization has a privacy officer
B

The privacy officer's job is to ensure that:

- All patients are informed about their rights and
how their information will be accessed/used.

« All employees are trained to adhere to HIPAA.

» The organization follows strict privacy rules.
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HIPAA sets standards for electronic storage and

transfer of health information
.

« Organizations must control who can access data.

» Organizations must keep a record of who accesses
data and when.

- Organizations must have
safeguards against hackers
and computer malware.

« Organizations must adhere
to guidelines about
transmitting information.
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HIPAA is extremely important for all health care

workers to understand
B

« It guides how providers communicate information
with patients, family members, colleagues, and
other organizations.

- It establishes standards for safeguarding PHI.
- It states patients’ rights for accessing their
information and knowing who else can access their

information.

- It provides guidelines for the use and protection of
EMRs.
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Every patient visit to a doctor is recorded in a
medical record

What information do you think the doctor or
medical staff record about Guillermo’s visit?

Guillermo goes to
the doctor
because he has a
sore throat. The
doctor examines
Guillermo and
orders a lab test.
When the test
results come
back, the doctor
informs Guillermo
that he has strep
throat.





