
All About Skin



When to Place a Consult

• When you suspect a pressure injury- new or present on admit

• Severe incontinence related skin breakdown that is not improving 

with basic nursing care 

• Lower leg ulcers

• New Ostomy

• New wound vac

• Full thickness wounds

If you are unsure CHECK WOUND CARE NOTE



Head to Toe Skin 
Assessment

• On admission w/in 8 hours
▪ Gold standard is 4

• Upon transfer

• When off the unit for greater than 2 hour

• Upon discharge

• Note: RN assessment to include photo and Avatar image

Two (2) registered nurses (RN) are required to perform a head-to-toe 

skin assessment on admission, upon transfer, when off the floor for 

more than 2 hours and upon discharge. Cosign is required.

Implications for Practice: 
The 2 RN skin assessment increases accountability, therefore, 

promotes quality patient care and makes the assessment of skin and 

prevention of injury a priority. 

2 sets of eyes 

are better 

than 1!



Documentation

All wounds and all devices 
placed on the patient are 

added to the Avatar:

-use wound LDA
-add location

-may include suspected etiology
-do not include assessment 

Timely and accurate 
documentation



Photo Requirements: 

• On admission

• New wound

• At discharge

• Consider privacy and dignity; hide eyes or distinguishing marks

• Use rules in photo as a scale reference

• Take a clear photo!

• Ensure the camera does not become an object for wound 
contamination

• Clean the wound and the area prior to taking a photo 



Risk Assessment

To identify at-risk individuals needing prevention and the specific 
factors placing them at risk – the following risk assessments are 
used:

• “Braden Scale for Predicting Pressure Injury Risk” assessment 
tool will be used on all adult patients, 

• “Braden QD” on all Pediatric patients 

• “Neo-Natal Skin Condition Score” on all NICU patients



Consult Guideline

When to Consult Pressure Injuries- present on admit
Hospital Acquired Pressure Injuries (HAPI)
Complex wound management
Vascular wounds and ulcers
Diabetic neuropathic wounds
New ostomy out of surgery
Complex stomas/fistulas
Ostomy site marking
Negative Pressure Wound Therapy 

How to Order • Enter a “Wound Evaluation and Treatment” order in HealthLink/Epic
• Please provide anatomical location and description of wound in consult
• If wound deteriorates or needs new dressing change recommendations, 

please consult



Available Creams

Ointment Indication

Clear Aid Ointment • Helps seal out wetness and relieve chapped or cracked skin,
minor cuts, scrapes and burns

Hydragaurd • Appropriate for perineal care since it forms a water-resistant

film over skin

• Silicone-rich formulation creates a breathable, water-resistant
film over skin as it moisturizes and nourishes

Zinc Paste • Indicated for the relief of discomfort associated with diaper

rash caused by wetness, urine and/or stool and other

macerated skin conditions

• Temporarily protects chapped or cracked skin, minor cuts,

scrapes and burns

Moisturizer and Lip Balm • Absorbs readily into the skin upon application with no greasy

residue

• Helps restore skin's natural moisture balance and barrier

properties





Basic Wound Care Expectation

• Clean

• Cover 

• Consult



Pressure Injury Prevention

• Turn and offload q 2 hours or more often as needed to prevent skin 

breakdown

• Heelzup

• Wedges

• Comfort glide pad

• Soft offloading boots

• zFlo positioner 



Incontinence Management and Skin Care

• Purewick

• Primofit

• Condom catheters- S/M/L

• Extrasorb pads

• Versette

• Clear aid Ointment

• Hydragaurd

• Z-Guard Paste (Zinc Paste)

• Moisturizer Nourishing Skin Cream

• Lip Balm

Wall suction is 40-60; change q shift







References/Polices

• O’Connor Hospital Skin and Wound Care Addendum Policy 
#7212570

• Skin and Wound Care – Enterprise # 0063



Blood Bank Presentation



Fenwal Bands

• Fenwal Bands only used for: ED patients,
Pre-Op, Patient in surgery, Unidentified patient 
(Jane/John Doe), during downtime.

• If there is a need to move the band to another 
limb, call the lab and the lab assistant will do 
it for you.

• When Fenwal is used, ensure band number 
matches blood unit and release form

• Do not cut off Fenwal band unless it has 
expired



How to Release Blood

❖ Go to Flowsheet

❖ Wrench in Blood Admin

❖ Open Blood Admin on 

the right corner

❖ Select Release



Blood Release Form

John Doe

MRN: 012357

DOB: 01/02/1950

Fenwal

5687

Required 

Information



Picking Up 
Units in the 
Blood Bank

Verify & release transfusion order. If Fenwal Band in use, write this number on the Blood Release form 

Verify that the consent form has been signed.  If not, get the form signed before picking up the 
unit.

Verify that the IV line is prepped and ready

Take the vital signs

Bring the Blood Release Form to the Blood Bank for pick up with date and initials of requesting 
personnel.  Include FENWAL # if applicable.

Unit will be verified by you and the Blood Bank personnel, and unit will be issued

Blood should be infused within 15 minutes

• Countdown begins from the time it leaves Blood Bank to infusion

If you are unable to transfuse right away, you may return un-spiked blood product to Blood 
Bank within 15 minutes of issue



Verify Blood with The Blood Bank Personnel

The person who pick 
up blood will read 
the transfusion 
record to the Blood 
Bank Personnel

• Patient Name

• MRN

• Patient ABO/Rh

• Blood Band #

• Unit #

• Unit ABO/Rh

• Unit Expiration 
Date

Lab will read the 
front as you 
confirm

• Unit #

• Unit ABO/Rh

• Unit Expiration 
Date

• Blood Band #



Ready to Transfuse

• Before transfusion, verify the intended recipient by “read backs” between 2 
RNs or 1 RN and 1 LVN at the bedside

• Ensure that blood product barcodes and patient are both scanned

• Information on the transfusion slip must match patient’s hospital armband
– Notify Blood Bank of any discrepancy

• Fenwal Blood band must be on patient’s wrist if applicable

• Fenwal information on the blood and transfusion slip must be identical
• Mismatch = DO NOT TRANSFUSE



Blood Transfusion

If the patient has Fenwal Band, please enter the Blood Band ID #

Click the “Begin Blood Transfusion” button. Scan patient’s wrist band 

and blood product bar codes

 

Document “beginning 

rate” and Pre-transfusion 

vital signs. Before clicking 

accept and completing the 

dual sign-off, change the 

time in the box to reflect 

the actual time that the 

blood enters the patient. 



Documentation of 

Blood Transfusion

Frequency of Vital 

Signs:

❖ Pre-transfusion

❖ 10 mins after start

❖ Every 30 minutes till 

transfusion 

complete

❖ 1 hr post transfusion

Please make sure you 

document “Suspected 

Reaction” with each 

vital sign

0800 0810 0840 0910 0940



How to Complete Blood 
Transfusion

• Upon completion, document 
action as “stopped” as well as 
the suspected transfusion 
reaction (yes or no). Click on 
the little calculator in the 
“volume” field to accept or 
change the calculated volume 

• Right click on the blood unit 
number W0001233, then select 
“complete transfuse RBC” 

W2001 55 01234 B-W003



Transfusion Reaction—What to Do?

• Stop the transfusion, but keep IV fluids running 

• Call the MD
• Obtain Vital Signs every 15 mins x 4 and record in the EHR. 
• Order Transfusion Reaction Work-Up Panel in Epic/HealthLink
• Escalate to Leadership
• Call the Blood Bank 

• To notify Blood Bank about transfusion reaction
• Blood Bank will send phlebotomist. 
• Phlebotomist will:

• Draw post-transfusion specimens
• Take back post-transfusion urine sample
• Take back what is left of the unit, IV bag and tubing

• Order and Obtain post-transfusion urine sample
• Send what is left of the unit, blood tubing and the IV bag to Lab



Massive Transfusion Protocol

• Can be initiated by any Physician

• Designate ONE person with dedicated phone to communicate with 

Blood Bank

• Call Blood Bank to initiate ‘Massive Transfusion Protocol’ & place 

order in Health Link

• 4 units O neg – Emergency Release and uncross matched –

can be issued if needed based on patients' gender or age



Massive Transfusion Protocol 

• Blood Bank will fill start filling coolers with Massive Transfusion Packs – each pack includes:
• 4 units O neg RBCs for females of childbearing age < 55 years old & unknown gender
• 4 units of O positive RBCs for male & females >55 years old. 

The first pack will have: 

• 4 RBC’s/4 Plasma/1 Platelet
(plasma takes approx. 30 min to thaw, so first pack will be RBCs and platelets with FFP sent as soon 
as it is thawed)

The second pack will have:
- 4 RBC’s/4 Plasma

***Platelets will be given every other pick up
- Cryoprecipitate (only if requested)

• Have designated person pick up cooler when ready
• Don’t Forget to ‘Deactivate’ once patient stabilizes or Notify the Laboratory if the patient 

changes locations



References

• Enterprise policy #0023:

“Administration of Blood & Blood Components”                           



Fall 
Prevention 

Lindsay Kehl, RN QI Coordinator

Santa Clara Valley Medical Center 









Infection 
Prevention 
It’s in your hands…



HAND HYGIENE 
STANDARD WASHING

oUsing anti-microbial soap

o20 seconds minimum

oScrub all surfaces, wrist to tip
• When hands are soiled

• After providing care for patients 
with C-difficile

• After sneezing, coughing, wiping 
nose 

• Upon build-up of hand rub

HAND DISINFECTION

oAlcohol-based rub

oApply to palm, cover all surfaces

oRub until hands are dry
• Prior to patient care

• After patient care

• After contact with patient’s 
environment or equipment 

• After removing gloves

• Prior to invasive procedure



Hand & Fingernail • Natural fingernails

• No longer than ¼” from 
end of finger

• No artificial nails, no gel 
or shellac

• Nails must be kept clean

• Polish, if worn, without 
cracks or chips



Prevention of CLABSI
• Hand hygiene for insertion and line care

• Maximal barrier precautions upon insertion

• Sterile gown & gloves
• Hair cover & mask

• Daily Skin antisepsis, Theraworx or CHG

• Daily Review of Line necessity

• Prompt removal of unnecessary lines

• Optimal catheter site selection, subclavian vs femoral



CENTRAL LINE MANAGEMENT



Prevention of CAUTI

• Hand hygiene before and after​

• Insert using sterile technique​

• Use securement device​

• Keep catheter below bladder level​

• Maintain a closed-loop system​

• Peri-care, daily and when soiled​

• No dependent loops​

• Daily evaluation of need for foley



Management and Assessment of Indwelling Urinary Catheter 
Enterprise policy #0040

Nurse driven 
protocol still 
requires a 
physician order



C DIFF

If patient admitted with diarrhea

• Isolate patient

• RN can isolate patient without MD order 

Hospital Day 1-3, Cdiff is Community Acquired

After Hospital Day 3, Cdiff is Hospital Acquired

Consider the clinical picture – elevated temp, pain, elevated WBC?

• Is the patient on laxatives

• Is patient on tube feeds, oral contrast

• Is stool liquid, does it have an odor? 



FOLLOW FACILITY PROTOCOL



ISOLATION 
CARTS



Personal Protective Equipment (PPE)

Donning PPE

➢Hand hygiene

➢Put on & fasten gown

➢ Mask

➢ Eyewear

➢Gloves

Doffing PPE
REMOVE:

➢Gloves

➢Gown

➢Mask

➢Eyewear

➢Hand hygiene



















Introduction to the County of Santa Clara Sepsis Program

Kathy Madlem, BSN, RN

SLRH Quality Manager (interim), SCVMC Sepsis QI Coordinator
Sepsis Alliance Advisory Board Member, Santa Clara County Sepsis Collaborative Chair

KNOW SEPSIS
Save a life today!

Recorded in July 2021 and updated: Jan 2022, Nov 2023, March 2024



Best Practices To Improve Outcomes

KNOW SEPSIS. Save a life today!

❖ Follow the Surviving Sepsis Campaign Guidelines

❖ ED can receive advanced notification by EMS if potential septic case incoming 
(EMS sepsis protocol effective 2017)

❖ Routine screening and monitoring

❖ Single call activation system on inpatient side using RRT Sepsis Alert once 
severe sepsis present

❖ Rapid initiation of sepsis order set(s)

❖ Team based, coordinated, structured approach with awareness of sepsis 
bundles, performance data shared with staff

❖ Patients and family/support person receive sepsis education while in hospital 
and with discharge instructions (AVS)



Timeliness of Care and Optimize Flow

KNOW SEPSIS. Save a life today!

Multidisciplinary commitment to sepsis care

❖ Express Care Clinic, Sobrato Cancer Center, Custody Health

❖ Ambulatory Charge Nurses

❖ Emergency Department

❖ Inpatient: All adult units, L&D, FBU, Pedi/PICU

Sepsis team support 24/7

❖ SCVMC Sepsis leadership team or clinical nurses available on Amion for consult

❖ SVCMC with Unit-based RN Sepsis Champions on all shifts in 15 adult inpatient units and the ED, the

RRT nursing staff, and cross coverage for sepsis by the stroke clinical nurses

❖ OCH has dedicated RRT nursing staff

❖ SLRH assigns unit nurses to respond to RRT calls



KNOW SEPSIS. Save a life today!



Sepsis Syndrome Definitions

KNOW SEPSIS. Save a life today!

Sepsis
Suspicion of infection or confirmed infection and 2 SIRS (systemic inflammatory response
syndrome) criteria present

Severe Sepsis
Life-threatening organ dysfunction caused by a dysregulated host response to infection (sepsis +
new organ dysfunction)

Septic Shock
Subset of sepsis with circulatory and cellular/metabolic dysfunction associated with a higher risk
of mortality (persistent hypotension despite IV fluid resuscitation or lactate ≥ 4 mmol/L)



How do we put the puzzle together? How do we 
identify patients in severe sepsis or shock?

RN ASSESSMENT

INFECTION + SIRS +

1st sign of new ORGAN DYSFUNCTION OR FAILURE
Infection can be suspected or confirmed 

SIRS may or may not be present

KNOW SEPSIS. Save a life today!



When and how do I screen for sepsis?

KNOW SEPSIS. Save a life today!

❖Completed on all patients: Adult tool for 18 years of age and older, Pedi tool for 17 years of 
age and younger (exceptions apply depending on the unit), and any age for OB population 
(must meet OB criteria):
❖ED – routine screening at triage, when pt roomed, and PRN (until pt discharged or admitted)

❖ Inpatient units – routine screening every 8hr and PRN, upon admission/and within 3 hours prior to 
discharge from hospital

❖Sepsis surveillance is part of the routine nursing assessment
❖ Goal to conduct sepsis surveillance with each interaction, just like MI and Stroke

❖ At least once per shift document in the sepsis screening tool located in HealthLink. Document within 1-120 
minutes of most recent vital signs and no more than 6 hours after physical assessment

❖Please launch sepsis screening tool again if you get abnormal lab/vital sign or think the patient is
deteriorating



Routine Workflow
sepsis assessment aka sepsis screen

KNOW SEPSIS. Save a life today!

1. Perform physical assessment and record in proper flowsheet rows

2. All vital signs must be recorded (within 1-120 minutes before documenting sepsis screen)

3. Begin Sepsis Screen documentation – only document in real time, do not back chart to earlier time!

4. System will perform data search in real time and autofill SIRS and organ 
dysfunction fields from physical assessment, vitals, and lab data

5. Analyze the screening tool results!!

6. If infection is possible or confirmed and/or 0-1 SIRS present, notify provider as 
sepsis order set should be initiated to rule in/out Sepsis Syndrome

7. If patient is positive for Severe Sepsis or Shock take immediate action –
MEDICAL EMERGENCY!



Required for nurses to screen all adult inpatients within three 
hours of discharge

When anyone tries to print the AVS and the last Sepsis Screen 
was not documented within 3 hours of patient’s discharge, 

they will get this hard stop:

Why do I have to perform another screen???
❖ Sepsis responsible for more than 314,600 readmissions each year

❖ Sepsis is the most expensive readmission costing more than $6.2 billion per year

KNOW SEPSIS. Save a life today!



PCU, Med-Surg, Rehab, L&D, and maternal areas get action or alert box 
reminder to call RRT - Sepsis Alert. Select the appropriate response:

❖ If you determine the screening tool result is accurate 
and there is new organ involvement or worsening
organ dysfunction(s), select “sepsis alert called” for the
response and call the RRT sepsis alert per policy.

❖ If the patient has already screened positive in the ED or 
previous unit/shift and the organ involvement is stable 
or improving and the full bundle was administered,
select the second option “already evaluated for sepsis 

with ongoing treatment” as the response. DO NOT 
CALL ANOTHER RRT!

❖ If the only organ dysfunction that was flagged by the 
screening tool is part of a chronic condition, select the 
third option “known non-sepsis condition or activity” 
as the response.

KNOW SEPSIS. Save a life today!



Pediatric Screening Tool

KNOW SEPSIS. Save a life today!



Oncology Clinic Sepsis Screening BPA Tool

KNOW SEPSIS. Save a life today!



Adult patient BPA for Nurses – Hospital Inpatient units (excluding ICU) and ED
The BPA or best practice advisory alert will fire if the system detects the patient has 2 SIRS criteria AND organ dysfunction present. This alert can help staff identify
patients who are suffering a medical emergency but still “look good”. The alert cannot detect suspected or confirmed infection, the RN completes that part in order 
to distinguish severe sepsis or shock is present or another reason patient has organ dysfunction present.

How to select the proper acknowledge reason:

❖ If you determine the BPA is accurate and there is new organ involvement or worsening 
organ dysfunction(s) or you aren’t sure what the organ involvement is or if patient has an 
infection, select “complete sepsis screen” for the response. Then immediately assess the 
patient and complete the sepsis screening tool documentation. If the patient screens 
positive for severe sepsis or shock and all info verified as accurate, call the RRT sepsis
alert per policy if in PCU, med-surg, rehab, L&D, and Maternal units and alert provider 
emergently if ED or ICU.

❖ If the patient has already screened positive in the ED or previous unit/shift and the organ 
involvement is stable or improving and the full bundle was administered, select the
second option “already evaluated for sepsis with ongoing treatment” as the response. DO 
NOT CALL ANOTHER RRT!

❖ If the only organ dysfunction that was flagged by the BPA is part of a chronic condition,
select the option “known non-sepsis condition or activity” as the response.

❖ If you are not the patient’s assigned nurse at the time of opening the chart and the BPA 
fires, you should select the option “notified primary nurse” as the response and
immediately notify the assigned nurse so they can assess the patient for possible medical 
emergency.

❖ If you are accepting the patient from another unit, in an administrative role, or charge 
nurse and the BPA fires on you, you should select the option “chart review” as the 
response.

❖ If you already called the RRT nurse to the bedside or you are the RRT nurse and it fires,
you should select “resource nurse eval in progress” as the response.

KNOW SEPSIS. Save a life today!



Better Health for All

For clinic or custody nurses: If patient presents with s/sx of 
infection or new organ dysfunction – THINK SEPSIS

For psych nurses: Same as above☺ For example, if patient’s mental
status deteriorates/changes unexpectedly – THINK SEPSIS

If severe sepsis possible, medical emergency alert provider

WHAT CAN YOU DO OUTSIDE THE HOSPITAL?
THINK SEPSIS!
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Screen is Positive for New Severe Sepsis or Septic Shock - Now What?

RRT - SEPSIS ALERT

KNOW SEPSIS. Save a life today!

❖Seek advice of colleagues as needed but don’t 
delay contacting provider (or at SCVMC an RN 
sepsis champion authorized for protocol)

❖ Communication is vital!
❖ Formulize your change of condition SBAR

report to provider

❖Medical emergency – use rapid form of contact

❖ Think and say you suspect sepsis
❖ Use the resource materials and follow hospital

policies Enterprise #0019 (and if SCVMC #423.0)

❖Recommend the provider initiate the Sepsis 
Order Set (or if SCVMC an authorized RN 
initiate Sepsis Standardized Procedure)

❖If needed, remind provider how important 
timely care is (one hour treatment goal)



References/Additional Information

KNOW SEPSIS. Save a life today!

❖Surviving Sepsis Campaign Website www.survivingsepsis.org

❖ The Sepsis Alliance http://www.sepsis.org

❖ The Sepsis Institute https://www.sepsisinstitute.org/

❖ The Sepsis Clinical Network https://www.sepsiscoordinatornetwork.org/

❖ Centers for Disease Control and Prevention http://www.cdc.gov/sepsis

❖ End Sepsis, The Legacy of Rory Staunton https://www.endsepsis.org/

❖California Maternal Quality Care Collaborative (CMQCC) 
https://www.cmqcc.org

❖ The Joint Commission https://www.jointcommission.org

❖ World Sepsis Day Day World Sepsis Day - September 13

http://www.survivingsepsis.org/
http://www.sepsis.org/
https://www.sepsisinstitute.org/
https://www.sepsiscoordinatornetwork.org/
http://www.cdc.gov/sepsis
https://www.endsepsis.org/
https://urldefense.proofpoint.com/v2/url?u=https-3A__cmqcc.us5.list-2Dmanage.com_track_click-3Fu-3D9d6c315d76cb931f29ad19466-26id-3Dd983173c88-26e-3D5f33c10ef0&d=DwMFaQ&c=jIuf2QGe13CVwCCNhnnHSyGX0TfHadH8sr2VwRkl7n8&r=-rr_EWrSn5YZG5jGlFT3pj1tZiCR3SxW3tXmlaZ-bCA&m=NImmJr-lqOpTPXMWwymGtHr6dj29YHNMdJJgc-3Kp4w&s=EqkzGijNQ6KkqqWmLHAINSG0kPj6zZpVxsMxq1cxlcw&e
https://www.jointcommission.org/
https://www.worldsepsisday.org/


Care for the Suicidal Patient 
Constant Observation
Code Green—Elopement/AMA 
Restraints



Nursing
Assessment
and Care of
the Suicidal

Patient

• Assess causative factors that place the patient at risk for injury and 
address each within the plan of care and during interdisciplinary 
rounds. These factors may include the medical diagnosis, medication 
effects, or other observable symptoms such as extreme anxiety or 
restlessness.

• Assess and report behavioral changes such as a marked mood or 
energy level change, expression of hopelessness, verbalization of a 
suicide plan, impulsivity, etc. every shift and as needed.

• Observe the patient at least hourly and ensure the HSA is conducting 
constant observation of the patient. Documentation safety checks 
and constant observation must be completed in the EHR.

• Encourage verbalization of feelings related to suicide ideation.

• Provide a safe environment as stated above in Section Ill. 
Documentation of this action will be completed in the electronic 
medical record.

• Perform mouth checks after administration of oral medications to 
ensure pills are swallowed.

• Provide discharge instructions for follow up care such as counseling,
mental health resources, and the suicide crisis hotline number.





Suicidal Screening

• Every patient is assessed for suicide, homicide, and 
assault risks.

• If the patient flags positive screen, notify the charge RN, 
provider, & place the patient in Constant Observation.

• Follow the Constant Observation policy and ensure a 
safe environment by completing the Room Safety 
Checklist.

• Dietary notifications: safe trays, no sharps.



Suicidal 
Precautions

• FYI Suicidal Precautions are discontinued ONLY upon physician’s
orders after consultation with the psychiatry team.



Suicidal Precautions: Nursing and HSA

• Patient is placed under constant observation.

• Notifies the nurse manager, ANM, and or Charge RN.

• Ensures a safe environment free from any potentially harmful items or environmental conditions.

• The patient is informed that a nurse and another member of the nursing staff will conduct a search of 
clothing and personal belongings to identify any potential clothing risk and or hazardous items.

• Lime Green Scrubs shall be provided if available in the unit otherwise clothing with no strings or belts shall
be available.

• All personal items that could be harmful will be returned to the patient’s family or held in safekeeping for
the patient per hospital policy.

• Initiates constant observation for all suicidal patients with self-harming behaviors.

REFER TO ENTERPRISE POLICY #0030 & #0179



Legal Holds: 5150 & 1799

The provider upon notification 
from the RN team of a positive 
suicide screen shall make the 
determination if the patient is 
to be held on a 5150 or 1799.

The provider will advise the 
patient of their rights and the 

determination that the patient 
is to be held.

The patient must be re-
evaluated within 24 hours after 

being placed on precautions.

Legal holds must be medically 
cleared before being 

transferred to any mental 
health institution by the 

treating hospital provider.

Follow the workflow at your 
specific enterprise work site. 
Resources for legal holds may 

be available remotely.



Definitions

• Continuous, unbroken observation from distance of 
1-2 arm lengths or 15 feet for observer’s safety 
while maintaining constant view of patient

Constant Observation (CO):

• Frequent checks for patients who are at increased 
risk for falls or other types of injury

Enhanced Supervision:

• For non-suicidal patient requiring more than 
enhanced supervision; can be more than one arm 
length distant

1:1 Care:



Constant Observation

Examples of patients who need CO:
• Danger to self and/or others
• Legal Hold (5150/5250/1799)
• Acute psychiatric disorders with potential to harm themselves and/or others
• Physician order or request (Follow order)
• Need for 3 or 4 limb restraints

Hourly Documentation : Staff will appropriately select constant observation based on
patient needs

NEVER LEAVE A SITTER PATIENT UNATTENDED



Constant Observation Defined

Continuous 
uninterrupted 
observation by 
appropriate staff not 
more than one arm’s 
length.

For agitated and
infectious patients: the 
distance may be 
increased to 2 arm 
lengths or 15 feet for
the observers’ safety
while maintaining a 
constant view of the 
patient.

Notify NM/designee, 
and Nursing Supervisor 
whenever a patient is 
placed on Constant 
Observation

Constant observation
requires hourly sitter
documentation

Any patient who is expressing 
suicidal ideation or is on a 
legal hold (5150/5250/1799) 
must be on CO with the sole 
exception of patients who are 
physically unable due to their 
medical condition (e.g., on 
ventilator, sedated, catatonic, 
unconscious) to harm 
themselves or others.



At-Risk Room Safety
Checklist

RN must document sections listed as “RN Only”.
***It is the RN’s ultimate responsibility to ensure all 
documentation is compliant and accurate per policy and over 
sees any ancillary licensed staff’s documentation.



Criteria for 1:1 Care

A 1:1 observation ratio must be maintained at all times.

Definition:

1:1 Care is for non-suicidal patients and patients who are not on a legal hold requiring more than enhanced supervision.

1:1 care allows the caregiver to monitor patients at a further distance than one arm’s length.

1:1 care provides flexibility for care while maintaining patient safety.



Criteria for Enhanced Observation

Decisions to place patients on enhanced supervision are based on:

• Registered nurses’ clinical judgement of patient safety.

• Physician or practitioner prescribed orders.

Frequent checks for patients that are at increased risk for falls or other types of
injury.

Staff member assigned to 1-2 patients with frequent checks/rounding.



Elopement,
High Risk
Patient, 
Against
Medical 
Advice (AMA), 
Temporary 
Absence

NOTE: All reasonable 
measures will be taken to 
prevent the elopement of 
any patient from the 
hospital.

Elopement
• Cannot be found

• Left hospital without
• Discharge

• Signed AMA paperwork

Terms Defined

High Risk Patient (Elopement)

• On legal hold

• Actively experiencing SI/HI

• Cognitively impaired

• Undergoing detox or sub abuse tx

• Requiring monitoring or attachment to infusion pump

• Any reason that the responsible caregiver believes is a
threat to the patient health or wellbeing.

Leaving AMA
• Patients who have capacity to make 

medical decisions have the right to 
leave the hospital AMA

• The provider will be contacted about 
patient’s decision with appropriate 
documentation in the medical record

• Refer to enterprise policy #0293

Temporary Absence
• Granted or denied at providers 

discretion

• When granted, pt signs a “Temporary 
Absence Release”

• If pt violates terms of the TAR, the 
patient shall be considered an eloped 
patient according to policy



Code Green: Elopement, Missing Patient
UPON NOTIFICATION OR DISCOVERY OF A MISSING/ABSENT PATIENT IN DEPT:

• IMMEDIATELY Notify Supervisor (Charge Nurse, ANM, Manager)

• IMMEDIATELY Notify Hospital Operator to overhead page the patient, requesting they return to 

their unit/department.

• Initiate a search of the immediate area.

• If the patient is an AT RISK PATIENT notify House Supervisor & Security.

• House Supervisor & Security will collaborate to activate a CODE GREEN.

• Reporting Staff will initiate the Elopement Checklist & complete RL6 online incident report.

(At Risk Patient = Patient is suicidal, on a legal hold, cognitively impaired, undergoing detox/substance abuse 

program, required monitoring or attached to equipment, any reason the patient health or wellbeing is at risk).



Code Green: Elopement, Missing Patient

▪If a patient elopes from the unit or facility, the patients record is to be removed from
the active patient census and a disposition of ‘elopement’ is assigned.

▪This change in the EHR can be done as soon as the elopement is confirmed to have

eloped but no later than 2 hours after the discovery.

(Follow Code Green policy).

▪ If a patient who is gone for more than two hours subsequently returns to the 

hospital, the patient shall promptly be taken to the Emergency Department for 

evaluation, and a new patient encounter will be initiated in the patient’s EHR.

▪ Create a RL6 for all elopements

Code Green-Elopement/Missing Patient, Enterprise 0179



Code Green Forms to Complete

Elopement Checklist &

Code Green Critique Form

Forms can be found in the
policy attachments under
“Enterprise #0179”.

Collaborate with the charge 
RN, house supervisor, and 
the responding security 
team.

Submit forms to 
corresponding team listed on 
the bottom of each form.



Emergency Staff Response Guide



Emergency Staff Response Guide



• If your patient meets 
the criteria to use 
Lime Green Scrubs—
Please locate them in 
your unit and assist 
your patient into this 
wardrobe.

• If you are unable to 
locate these in your 
unit, ask your charge 
RN or the House 
Supervisor for 
assistance.

• For any patient at 
risk for SI, please 
remove the draw 
string if it is noted on 
the wardrobe you 
receive.



•Restraint:

•Any manual method, physical or mechanical device, material , or equipment that immobilizes or 
reduces the ability of a patient to move his or her arms, legs, body or head freely. (Examples:
Enclosure beds, mittens tied or untied, lap belts (if patient can’t release them), geri chairs if they can’t
remove the tray.)

•Chemical/ Drug Restraint:

•Any drug or medication which is used as a restriction to manage behavior or restrict freedom of 
motion and which is not a standard treatment or dosage for the patient’s condition( excludes routine 
and prn medications)

• Seclusion:

•Involuntary confinement of a patient alone in a room or an area from which the patient is physically 
prevented from leaving

Restraints 





ALTERNATIVES TO RESTRAINTS



• Documentation for the Non-Violent Behavior Restraint should be

done on the even hours (0800,1000,1200 etc.)

• Renew orders every 24 hours

• Mittens, wrist restraint order should

coincide with the restraint the patient

is using & documentation

• There are no PRN orders for

restraints.

R E S T R A I N T S

S TA N DA R D O F 

P R AC T I C E



REPORTING A DEATH OR SERIOUS

DISABILITY ASSOCIATED WITH USE OF 
RESTRAINT (OR SECLUSION)

• Deaths or serious disability associated with the use of restraint must be reported to the California 

Department of Public Health (CDPH) as an adverse event associated with the use of restraints or 

bedrails while being cared for at any County Hospital.

• Deaths or serious disability to be reported

– Occurs while patient is in restraints

– Occurs within 24 hours after the patient has been removed from restraints

– Occurs within 1 week where it is reasonable to assume that the use of restrain contributed directly or 

indirectly to the patient's death, regardless of the type(s) of restraints used on the patient during that time.

• Follow the appropriate chain of command for notification of adverse events and file an incident 

report.



VIOLENT/HARD RESTRAINTS
• Types of Violent, Self-Destructive Behavior Restraints:

– Any device approved for restraints may be used for a Violent, Self-Destructive Behavior purpose e.i., soft

wrist, mittens, or polyurethane restraints.

– Leather/Hard restraints—if a patient is placed in a restraint that requires a key, the person directly caring for

the patient will be provided a key. The Charge RN keeps a “backup” restraint key.

• Used only when necessary & requires close monitoring & treatment

• An RN may place the patient in Violent, Self-Destructive Behavior restraints when a patient presents an

immediate or likely danger to themselves or a danger to others.

• RN must inform the provider and obtain an order for the restraints.

• RN must be present while restraints being placed by other staff, HSA, Emergency Technician, or other hospital 

personal.

• Must be secured to a non-moving part of the bed.

• Keys are needed to remove restraints—The Charge RN & the Primary RN will possess the key.

• 1:1 nursing care

• Orders:

– Age dependent & time sensitive

– Provider must assess the patient’s behavior within 30 minutes

– Physician documentation of assessment related to the behavior that requires the restrain use must be

completed within 1 hour.



DISCONTINUING A RESTRAINT
• Initial documentation 

would be“start” & 

succeeding 

documentation would 

be“continued” unless 

patient no longer 

needs restraint.

• Then you would be 

removing restraints & 

documenting 

“Discontinued”

• Each time you document “Discontinued” under RestraintType; you need to get a new restraint

order. You can not use the same order.

• If type of restraint was changed (e.g. soft wrist to mitt restraint), a new order is needed.

• Initiate a Care Plan & update every shift. Care plan should match the type of restraint ordered 

(Non-violent orViolent)



REPORTING A DEATH OR SERIOUS

DISABILITY ASSOCIATED WITH USE OF 
RESTRAINT (OR SECLUSION)

• Deaths or serious disability associated with the use of restraint must be reported to the California 

Department of Public Health (CDPH) as an adverse event associated with the use of restraints or 

bedrails while being cared for at any County Hospital.

• Deaths or serious disability to be reported

– Occurs while patient is in restraints

– Occurs within 24 hours after the patient has been removed from restraints

– Occurs within 1 week where it is reasonable to assume that the use of restrain contributed directly or 

indirectly to the patient's death, regardless of the type(s) of restraints used on the patient during that time.

• Follow the appropriate chain of command for notification of adverse events and file an incident 

report.



Certified Primary Stroke Program













Protecting our Patient’s Interest…
Protecting our License

This Photo by Unknown Author is licensed under CC BY-SA

http://www.thebluediamondgallery.com/typewriter/i/informed-consent.html
https://creativecommons.org/licenses/by-sa/3.0/


LEGAL DEFINITIONS

2

A "complex procedure” is a procedure, as determined by 
hospital policy and approved by the Medical Executive 
Committee that inherently involves a known risk of 
death or serious bodily harm or for which the average 
layperson would not understand the nature of the 
procedure and its risk and benefits. 

All complex procedures require informed consent.



LEGAL DEFINITIONS
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INFORMED CONSENT 
The process by which a patient learns about and understands the 
following:

◦ The nature of the procedure or treatment
◦ The risks, benefits, and potential complications of the procedure(s) 

or treatment(s)
◦  It includes the risks and benefits of not performing the procedure or 

treatment, and any possible alternatives.
◦ Potential conflicts of interest the physician may have (e.g. research 

or financial interests) are also discussed.



INFORMED CONSENT
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Informed consent is a discussion between the physician and the 
patient. A consent form is documentation that it happened.

Failure to Obtain Informed Consent is “Malpractice” and can 
constitute “Battery”.



PROCEDURES REQUIRING INFORMED CONSENT

5

If there is doubt as to whether a procedure requires an informed consent, it is 
appropriate for the physician to obtain one.

• Chemotherapy
• Hemodialysis
• Radiation therapy
• Cardioversion
• Insertion of central lines and PICC lines
• Blood transfusion
• Para/thoracentesis
• Bilateral tubal ligations, hysterectomies, 

and other procedures that result in 
sterilization

All Procedures Performed in the
✓Operating Room
✓Cardiac catherization 

laboratory
✓Gastrointestinal laboratory
✓Lithotripsy center



GUIDE TO CONSENT
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PROCEDURE DESCRIPTION
o No abbreviations
o Numbers are spelled out in letters

o For spinal surgery, specific spinal level should be spelled out (e.g. discectomy
  procedures)
o Specify laterality ( e.g. left or right or both)
o No two different types of proceduralists on one consent form (e.g. General Surgeon and 

an Ortho Surgeon)

PROVIDER’S  NAME
o Must contain legal FIRST and LAST name.
** Check EPriv for Provider's Full Legal Name



GUIDE TO CONSENT
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WITNESS
PHONE CONSENT: The person giving phone consent must have been provided informed 
consent by the proceduralist.
Write “phone consent:” followed by...
• The printed name of the person consenting on the phone and the relationship to 

the patient.
• Two employee signatures, dated and timed. Both shall make their presence known to 

the representative.

PATIENT SIGNATURE
If patient is unable to sign, write down the reason why:
• Minor
• Any Limitations
• Conserved



INTERPRETER SERVICES
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An "interpreter" means an SCVMC or County employee who is a County certified 
interpreter in the patient's or patient representative's preferred language, certified 
Hospital Interpreter staff or County's contracted interpreter service's personnel.

If the patient does not speak proficient English, interpreter services must be used in 
the patient's preferred language. The patient may however elect to use a family 
member or friend.
 
***Document the interpreter’s name and ID#(if Language Line) on the Consent Form 
and in HealthLink.



CAPACITY

CAPACITY is the patient's ability to understand the nature and consequences of 
a decision, and to make and communicate a decision.

 Incapacity is determined by a physician or court.
 If the adult patient is not competent, the primary physician should 

document this on the patient’s medical record.
 If there is no guardian, conservator, agent or surrogate the patient’s 

closest available relative may make health care decisions for an 

incompetent patient 

 Leadership, Risk Management, and Ethics Committee can provide guidance.



MEDICAL EMERGENCY

The emergency treatment exception may be invoked when:
• Immediate services are required for the alleviation of severe 

pain or
• When the immediate diagnosis and treatment of a life-

threatening medical condition is required.
• If there is an emergency exception, only the life-saving 

treatment may be provided. 
• The physician does not sign a consent form on behalf of the 

patient, and a second physician consult is not required.



INFORMED CONSENT DURATION

 A consent remains effective until:
✓ the patient revokes it or
✓ circumstances change that materially affect the nature of, or the risks 

of, the procedure and / or the alternatives to the procedure  to which 
the patient consented. 

 Consents for recurring procedures or treatments (such as chronic 
dialysis or blood transfusion) remain valid for the patient's current 
admission. 

 Any future admission requires a new consent.



SPECIAL SITUATIONS

BLIND?
Guide Patient Hand to the Spot where to 
Sign and need TWO witnesses

DEAF?
Language Line console has capability 
for video sign language.

QUADRIPLEGIC?
On the consent: Print patient name, 
"Unable to sign, because...", 
put reason, need TWO witnesses.

ILLITERATE?
Have patient sign an "X" on Signature 
Line
"Unable to sign, because...",  put reason, 
need TWO witnesses.



ONE ENTERPRISE, 
THREE HOSPITALS
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We have different consent forms at each facility. One form from 
Valley providers is used Enterprise wide. And there is a different 
form for private doctors, used at O’Connor and St. Louise. Each 
location has a different process.



VALLEY MEDICAL CENTER

• Generated electronically when the case is booked. There is a paper 
form available in case of last-minute changes.

• Contains a blood consent OPT OUT field requiring a separate Blood 
Refusal Form if initialed.

• You are ONLY signing as a witness to the patient’s or patient’s legal 
representative signature in the consent.

• Your signature serves only to verify that it was the patient or the 
patient’s legal representative who signed the consent form. 

• The witness does not obtain consent or verify the patient's 
competency to give consent.



O’CONNOR AND ST. LOUISE

• Must have a physician’s order (Verify Informed Consent).
• When transcribing onto the form, it should state what was 

written on the physician’s Verify Informed Consent order. 
"Consent to read..." With no abbreviations, etc.

• The nurse must ensure patient understands consent and has no 
further questions. Refer patient to MD before signing as witness 
if this is the case.



O’CONNOR AND ST. LOUISE

• Nurse must refer to H&P and / or Consult Note to confirm that 
the planned procedure matches the consent order and plan 
of care.

• A separate paper blood consent form is required for all 
procedures.

• At St. Louise, anesthesia has a separate consent form.
• Both sites accept the Valley Consent. Valley consent policy 

applies.



REFERENCES

1. Informed Consent. PolicyStat ID: 5667672. Compliance 360 Policies. From 
https://hhsconnect.sccgov.org/Pages/360compliancepolicies.aspx 

2. Informed Consent. PolicyStat ID: 301.7. Compliance 360 Policies. 
From https://sccconnect.sharepoint.com/sites/scvhhs-
compliance/SitePages/C360%20Policy.aspx

3. California Hospital Association (2023). Consent Manual (49th ed.). CHA.
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Safe Patient Handling 
(SPH)



Morse Fall risk Scale

PRESENTATION TITLE 2



Fall Risk (Neon Yellow

MORSE SCALE - Assess for Fall Risk

High Risk = Yellow Armband

Blood Band (Yellow Band with Numbers)

Restricted Extremity (Neon Pink)

Allergy (Red)

Patient ID (White)



Patients who are assessed to be at 
high risk for Fall are identified by

4

Outside Patient Door



5

PATIENT CONTRACT



Humpty Dumpty Falls Program

6

Used for Pediatric patient population (17 years and below)

Parameters being assessed 

• Age

• Gender

• Diagnosis

• Cognitive Impairments 

• Environmental Factors

• Response to Surgery/Sedation/Anesthesia

• Medication usage



Prevent Falls

With Safe Transfers

7



SPH Equipment

8

Equipment Indication

▪ Used with an air matt to move a patient 

form the floor to a bed or gurney

▪ Weight capacity of >1,200 lbs.

▪ Hover Jack is brought to the scene in an 

event of patient fall

Air Matt

• Used with Hover Jack

Comfort Glide 

▪ A repositioning sheet using a low-friction 

glide that helps reduce the risk of 

musculoskeletal strain and injuries 

▪ Safely boost, turn, reposition and 

transfer patients 

▪ 575 lbs. weight capacity

Hover Jack (Mattress & Pump)



SPH Equipment – Liko Lift

9

Check emergency stop button – make sure it is not 

pushed to make sure that lift/battery works appropriately

Ensure that mobile lifts safety clips 

attached

Liko M220/Liko M230 maximum load = 

400 lbs

Make sure lift is plugged in 

and ready to use



SPH Equipment – Viking Lift

*Viking XL – 600 lbs

Viking M lift – 450 lbs

Viking L lift – 550 lbs

10



SPH Equipment – MEDCO Overhead Lift

11

Depending on the motor options – 

safe working loads can be between 

400 – 800 lbs



SPH Equipment

12

Equipment Indication

Steady

▪ Enable a single caregiver to assists patient 

from sit to stand transfers

▪ Non powered devices for patients who can 

bear weight and follow directions

▪ Knee support – provide support for raising 

into standing 

▪ Crossbar handle – allows the patient to 

support themselves actively by pulling 

▪ Max safe working load = 400 lbs.

Gait Belt

▪ Has a buckle that can securely fasten 

around the patient's waists.

▪ Belt is snug with just enough room to get 

your finger under it. 

▪ To safely transfer a patient from a 

wheelchair to bed or vice versa

▪ To help a patient with standing and sitting



In the Event of Patient Fall
The Most Commonly Used Safe Patient Handling Equipment for a Patient Fall are:

13

Liko/Viking XL: 

Hover Jack:  (Mattress & pump)
Weight capacity of  > 1,000 lbs

Locate Hover Jack Resource in your unit

Hover Jack is brought to the scene



The Primary Nurse is responsible 
for :

• Assessing the Patient

• Do not leave patient unattended

• With the assistance of the CFST determine the correct equipment to 
transfer the patient back to his/her bed

• Notify the patient’s physician and family

• Document patient assessment in Health Link 

• Document online incident report – on the event of patient Fall

14



References 
(Policies)

Safe Patient Handling – O’Connor 
Hospital - 6993168

Safe Patient Handling and 
Movement, Guidelines for – VMC 
413.0

Safe Patient Handling Policy and 
Procedure: St Louise Regional 
Hospital - 4605179
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SANTA CLARA COUNTY INFORMATION TECHNOLOGY 

USER RESPONSIBILITY STATEMENT INSTRUCTIONS 

 
In May  1995  the  Board  of  Supervisors  charged  each  County  organization  with  the 

responsibility for ensuring that all County employees had read and signed a statement of 

responsibility  concerning use of  the County’s networks  and  information  systems. The 

resulting County‐wide User Responsibility Statement is intended as a minimum statement 

of User  responsibility, and  individual County Agencies and Departments may  require 

Users to read and sign additional statements to meet any special requirements that apply 

within their own environments. 

 The County User Responsibility Statement must be signed by anyone who might 

reasonably require access to a County network and/or  information system. This 

includes  all  County  employees,  as  well  as  any  other  individual  who  needs 

authorized access  for County business purposes. All Users who are allowed  to 

access  County  resources  remotely  must  also  sign  an  additional  attachment 

specifically related to remote access; this is included as Attachment A of the User 

Responsibility Statement.  In addition, Users who are granted approval  to use a 

personally‐owned device for County business must also sign Attachment B of the 

User Responsibility Statement. 

 By signing  the Statement or  its attachments, Users acknowledge  that  they have 

read and understand the contents and that violation of any of the provisions may 

result  in  disciplinary  action,  up  to  and  including  termination  of  employment 

and/or criminal prosecution. 

 If an individual refuses to sign the Statement, the Department can choose to read 

the Statement  to  the  individual, who will be  required  to verbally acknowledge 

understanding  of  the  Statement’s  contents  in  the  presence  of  two  or  more 

responsible managers. These managers will attest in writing that this reading  and 

verbal  attestation  of  understanding  occurred.  Failing  this  verbal 

acknowledgement of understanding, the involved individual will be denied access 

to all County information systems and networks. 

 Each County organization  is responsible for storing and maintaining the signed 

Statements of its own Users. 

 All County organizations shall have their Users re‐execute the Statement and/or 

attachments  annually,  or whenever  there  is  an  update  or  other  change  to  the 

Statement or attachments (Department Heads will be notified by the County CIO’s 

office of any updates or changes to the Statement or attachments). 

 Each  County  organization  should  identify  a  “User  Responsibility  Statement 

Administrator.” This is an occasional personnel function that should NOT be filled by 

a member of the organization’s information system support staff. Because it is a 
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personnel function, a good choice would be an employee in an administrative 

position who is responsible for other routine personnel issues. 

The User Responsibility Statement Administrator is responsible for the following 

tasks: 

1. Identifying employees and other Users within the organization that will 

need to read and sign the Statement, as well as the relevant attachments. 

2. Managing the signing process, including arranging for any briefings to 

be  held  in  conjunction  with  Users  signing  the  Statement  and 

attachments. 

3. Maintaining the signed Statements and attachments. 

4. Ensuring that new employees and other new Users read and sign the 

basic Statement and any relevant attachments, and that the Department 

signing process is performed by all Users on an annual basis. 
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SANTA CLARA COUNTY IT USER RESPONSIBILITY STATEMENT 

This  User  Responsibility  Statement  establishes  a  uniform,  County‐wide  set  of  minimum 

responsibilities associated with being granted access to Santa Clara County information systems 

and/or County networks. A violation of this Statement may lead to disciplinary action, up to and 

including termination. 

 

Definitions 

County information systems and networks include, but are not limited to, all County‐owned, rented, 

or  leased  servers,  mainframe  computers,  desktop  computers,  laptop  computers,  handheld 

devices  (including  smart  phones,  wireless  PDAs  and  Pocket  PCs),  equipment,  networks, 

application systems, data bases and software. These items are typically under the direct control 

and management of County  information  system  support  staff. Also  included are  information 

systems and networks under the control and management of a service provider for use by the 

County, as well as any personally‐owned device that a User has express written permission to 

use for County business purposes. 

County‐owned  information/data  is  any  information  or data  that  is  transported  across  a County 

network, or that resides in a County‐owned information system, or on a network or system under 

the control and management of a service provider for use by the County. This information/data 

is the exclusive property of the County of Santa Clara, unless constitutional provision, State or 

Federal statute, case  law, or contract provide otherwise. County‐owned  information/data does 

not  include  a User’s personal, non‐County  business  information,  communications, data,  files 

and/or software transmitted by or stored on a personally‐owned device if that information/data 

is not transported across a County network or does not reside in a County‐owned information 

system or on a network or system under the control and management of a service provider for 

use by the County. 

A mobile device is any computing device that fits one of the following categories: laptops; Personal 

Digital Assistants (PDAs); handheld notebook computers and tablets, including but not limited 

to those running Microsoft Windows CE, PocketPC, Windows Mobile, or Mobile Linux operating 

systems;  and  “smart  phones”  that  include  email  and/or  data  storage  functionality,  such  as 

BlackBerry, Treo, Symbian‐based devices, and iPhones. Note that the category “Mobile Device” 

does not include devices that are used exclusively for the purpose of making telephone calls. 

A  public  record  is  any writing,  including  electronic documents,  relating  to  the  conduct of  the 

people’s business as defined by Government Code section 6252. 

“Remote  access”  is  defined  as  any  access  to  County  Information  Technology  (IT)  resources 

(networks or systems) that occurs from a non‐County infrastructure, no matter what technology 

is used for this access. This  includes, but  is not  limited to, access to County IT resources from 

personal computers located in User’s homes. 
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Users includes County employees who are on the permanent County payroll, as well as any 

other individual who has been authorized to access County networks and systems. 
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Key Points 
 

1. General Code of Responsibility 

The  following General Code of Responsibility defines  the 

basic  standards  for  User  interaction  with  County 

information  systems  and  networks. All Users  of  County 

information systems and networks are required to comply 

with these minimum standards. 

1.1 Users  are personally  responsible  for knowing  and 

understanding  the  appropriate  standards  for User 

conduct,  and  are  personally  responsible  for  any 

actions  they  take  that do not comply with County 

policies and standards. If a User is unclear as to the 

appropriate standards, it is that User’s responsibility 

to  ask  for  guidance  from  appropriate  information 

systems support staff or Department management. 

1.2 Users must comply with basic County standards for 

password definition, use, and management. 

1.3 With the exception of County‐owned  and approved 

devices issued to specific authorized County users, 

only authorized  information  systems  support  staff 

may attach any  form of  computer  equipment  to  a 

County network  or  system unless  express written 

permission  to  do  so  is  given  by  Department 

management.  This  includes,  but  is  not  limited  to, 

attachment  of  such  devices  as  laptops,  PDAs, 

peripherals (e.g., external hard drives, printers), and 

USB storage media. 

1.4 The use of personally‐owned USB storage media on 

any County computer system is prohibited. All such 

devices must be County‐owned, formally issued to 

the  User  by  the  Department,  and  used  only  for 

legitimate County business purposes. 

1.5 Users  must  take  precautions  when  connecting 

County  owned  computing  equipment  to  a  non‐

County network and must use a secure connection 

when  performing  County  duties.    Users  are 

prohibited  from  connecting non‐County  computer 

peripherals  including  USB  storage  media,  to 

County‐owned  computing  equipment  unless 

express  written  permission  is  given  by  executive 

management in the User’s department and by the 

 
 
 
 
 
You are responsible for your 
own behavior. 

If you’re unclear about a 
security standard, it’s your 
responsibility to ask for 
guidance. 

 
You must comply with 
County password standards. 

 

 
Don’t attach computer 
equipment of any kind to 
County systems or networks 
without permission. 

 
 
 
 

Use only County‐owned and 
issued USB storage media. 

 
 
 

 
Don’t attach County equipment 
of any kind to non‐County 
computers or networks. 
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  User’s direct supervisor that the practice will align 

  with the policies of the Information Security Office. 

1.6 No User,  including  information systems staff, may 

install,  configure,  or  use  any  device  intended  to 

provide  connectivity  to  a  non‐County  network  or 

system (such as the Internet), on any County system 

or network, without express written permission. All 

such connections must   be approved  in writing by 

the  County  Chief  Information  Officer  (CIO)  or 

designee.  If authorized  to  install,  configure or use 

such  a  device,  the  User  must  comply  with  all 

applicable County standards designed to ensure the 

privacy and protection of data, and  the safety and 

security of County systems. 

1.7 The unauthorized implementation or configuration 

of  encryption,  special  passwords,  biometric 

technologies, or any other methods to prevent access 

to  County  resources  by  those  individuals  who 

would otherwise be legitimately authorized to do so 

is prohibited. 

1.8 Users must not attempt to elevate or enhance their 

assigned  level  of  User  privileges  unless  express 

written  permission  to  do  so  has  been  granted  by 

Department  management.  Users  who  have  been 

granted  enhanced  privileges  due  to  their  specific 

jobs,  such  as  system  or  network  administrators, 

must not abuse these privileges and must use such 

privileges only  in  the performance of appropriate, 

legitimate job functions. 

1.9 Users  must  use  County‐approved  authentication 

mechanisms when accessing County networks and 

systems, and must not deactivate, disable, disrupt, 

or bypass (or attempt to deactivate, disable, disrupt, 

or  bypass)  any  security  measure  or  security 

configuration implemented by the County. 

1.10 Users  must  not  circumvent,  or  attempt  to 

circumvent,  legal  guidelines  on  software  use  and 

licensing.  If  a  User  is  unclear  as  to  whether  a 

software program may be legitimately copied  or 

 

 

 

 
 

Don’t install or activate 
communication devices, such as 
modems, on County computers 
or networks. 

 
 
 
 
 
 
 

Don’t use encryption except 
when directed to do so. 

 
 
 

 
 
Don’t attempt to enhance 
your assigned user privileges. 

 
 
 
 

 
Don’t attempt to disable or 
bypass County login 
procedures. 

 
 

 
Follow the terms of all software 
licensing agreements. 
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installed, it is the responsibility of the User to check 

with  Department  management  or  information 

systems support staff. 

1.11 All software on County systems must be installed by 

authorized  systems  support  staff. Users   may  not 

download or install software on any County system 

unless express written permission has been obtained 

from  Department  management  or  authorized 

system support staff. 

1.12 Loss  or  theft  of  County‐owned  computer 

equipment,  or  of  personally‐owned  computer 

equipment  that  has  been  approved  for  use  in 

conducting  County  business,  is  to  be  reported 

immediately  to  designated  Department 

management,  administrative,  or  systems  support 

staff. Users are also expected to be aware of security 

issues,  and  are  encouraged  to  report  incidents 

involving  breaches  of  security,  such  as  the 

installation  of  an  unauthorized  device,  or  a 

suspected software virus. 

1.13 Users  must  respect  the  sensitivity,  privacy  and 

confidentiality  aspects  of  all  County‐owned 

information. In particular: 

 Users must not access, or attempt to access, 

County  systems  or  information  unless 

specifically authorized to do so, and there is 

a legitimate business need for such access. 

 Users  must  not  allow  unauthorized 

individuals  to use  their  assigned  computer 

accounts; this includes the sharing of account 

passwords. 

 Users must not knowingly disclose County 

information to anyone who does not have a 

legitimate need for that information. 

 Users must take every precaution to ensure 

that  all  information  classified  as  either 

Confidential or Restricted (or an equivalent 

classification) is protected from disclosure to 

unauthorized individuals. 

 

 

 

 

Don’t download or install 
software without permission. 

 
 
 
 
 
 

Immediately report the loss or 
theft of computer equipment, 
and also report any suspected 
security incidents. 

 
 
 
 
 
 
 
 

Don’t access computers or data 
unless such access is related to 
your job. 

 
Don’t share your user accounts 
or passwords with anyone. 

 

 
Don’t share  information with 
someone not entitled to have 
it. 

 
Protect  sensitive  data  from 
those not authorized to see it. 
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 Users  must  not  make  or  store  paper  or 

electronic copies of information unless it is a 

necessary part of that User’s job. 

1.14 Users  must  respect  the  importance  of  County‐ 

owned  systems  and data  as  a  valuable  asset,  and 

should understand that any data stored or processed 

on any County computer, or  transmitted over any 

County network, is County property. In particular: 

 Users  must  not  change  or  delete  data  or 

information unless performing such changes 

or deletions is a legitimate part of the User’s 

job function. 

 Users  must  avoid  actions  that  might 

introduce  malicious  software,  such  as 

viruses or worms, onto any County system 

or network. 

 A User who leaves employment with the 
County must not retain, give away, or 
remove any County data or document from 
County premises, other than information 
provided to the public or copies of 
correspondence directly related to the terms 
and conditions of employment. All other 
County information in the possession of the 
departing User must be returned to the 
User’s immediate supervisor at the time of 
departure. 

1.15 Users  should be aware  that electronic  information 

transported across any County network, or residing 

in  any  County  information  system,  is  potentially 

subject to access by County technical support staff, 

other County Users, and  the general public. Users 

should  not presume  any  level  of privacy  for data 

transmitted over a County network or stored on a 

County information system. 

1.16 Users must  respect all  intellectual property  rights, 

including but not  limited  to rights associated with 

patents,  copyrights,  trademarks,  trade  secrets, 

proprietary information, and confidential 

Don’t make copies of 
information unless this is 
required by your job. 

 
 
 
 
 

Don’t change or delete data 
unless doing so is part of 
your job. 

 
Don’t introduce computer 
viruses onto County computers. 

 
 
 

 
When leaving County 
employment, don’t take 
County data with you. 

 
 
 
 
 

 
You should have no expectation 
of privacy for electronic data 
stored on County computers. 

 
 

 
Respect all intellectual property 
rights associated with data that 
you deal with while doing your 
job. 
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information belonging to the County or any other 

third party. 

1.17 All  information  resources  on  any  County 

information system or network are the property of 

the  County  and  are  therefore  subject  to  County 

policies regarding acceptable use. No User  may use 

any County‐owned network,  computer  system,  or 

any  other  County‐owned  device  or  data  for  the 

following purposes: 

 Personal  profit,  including  commercial 

solicitation or conducting or pursuing  their 

own  business  interests  or  those  of  another 

organization 

 Unlawful  or  illegal  activities,  including 

downloading  licensed  material  without 

authorization, or downloading  copyrighted 

material  from  the  Internet  without  the 

publisher’s permission 

 To access, create,  transmit, print, download 

or  solicit  material  that  is,  or  may  be 

construed  to  be,  harassing  or  demeaning 

toward  any  individual  or  group  for  any 

reason,  including but not  limited  to on  the 

basis of sex, age, race, color, national origin, 

creed,  disability,  political  beliefs, 

organizational  affiliation,  or  sexual 

orientation,  unless  doing  so  is  legally 

permissible  and  necessary  in  the  course  of 

conducting County business 

 To access, create,  transmit, print, download 

or  solicit  sexually‐oriented  messages  or 

images,  or  other  potentially  offensive 

materials  such  as,  but  not  limited  to, 

violence,  unless  doing  so  is  legally 

permissible  and  necessary  in  the  course  of 

conducting County business 

 Knowingly  propagating  or  downloading 

viruses or other malicious software 

 Disseminating  hoaxes,  chain  letters,  or 

advertisements 

 

 

 

 

 

 

 

 

 
Don’t use County computers to 
conduct your personal business. 

 

 
Don’t use County computers 
for illegal activities. 

 
 
 
 

Don’t create or send demeaning 
or harassing material. 

 
 
 
 
 
 
 
 
 

Don’t view, download, or send 
pornography or other potentially 
offensive materials. 

 
 
 

Don’t download or transmit 
malicious software. 

Don’t send chain letters. 
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1.18 Users  that  are  employed  by,  or  are  otherwise 

associated  with,  a  HIPAA  impacted 

Department, are responsible  for understanding 

and carrying out their responsibilities and duties 

as identified in the County HIPAA policies and 

procedures  training,  and  other HIPAA‐related 

materials  that may be distributed  from  time  to 

time. 

 
2. Internet and Email 

The following  items define the basic standards for use 

of County  Internet  and  email  resources. All Users  of 

County information systems and networks are required 

to comply with these minimum standards. 

 
2.1 In general, Users must not use County systems 

or networks for personal activities. However, 
reasonable incidental (de minimus) personal use 
of County resources, such as Internet access  and 
email, is allowed as long as such use does not 
violate the County’s acceptable use policies, and 
does not interfere with the performance of work 
duties or the operation of the County’s 
information systems. If a User is unclear as to 
what is considered appropriate incidental 
personal use, it is the responsibility of the User 
to ask for guidance from Department 
management. 

2.2 When conducting County business, Users may 
not configure, access, use, or participate in any 
Internet-based communication or data exchange 
service unless express written permission has 
been given by Department management. Such 
services include,  but  are not limited to, Internet 
Instant Messaging (such as AOL Instant 
Messaging), Internet email services (such as 
hotmail and gmail), peer-to- peer networking 
services (such as Kazaa), and social networking 
services (such as blogs, MySpace, Facebook and 
Twitter). 

 
 

Handle all protected health 
information according to HIPAA 
regulations. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Limit personal use of County 
computers. 

 
 
 
 
 
 
 
 

Don’t use Internet email or data 
exchange services (such as 
FaceBook, MySpace, or other social 
networking sites) to conduct County 
business. 
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2.3 It is the User’s responsibility to become familiar 
with the specific County policies, procedures, 
and guidelines associated with the use of 
Internet-based communication and data 
exchange services. Users who have been granted 
permission to use an Internet-based 
communication or data exchange service for 
conducting County business are expected to 
adhere to all relevant County policies, 
procedures, and guidelines associated with the 
use of these services. 

2.4 Users are responsible for understanding and 
following the County’s policy with respect to the 
retention of email messages, including 
immediately deleting non-business related email 
messages once these messages have been read. 

2.5 Users may not use an internal County email 
account assigned to another individual to either 
send or receive email messages unless they have 
received delegated access from the account 
owner. 

2.6 Users may not configure their County email 
account so that it automatically forwards 
messages to an external Internet email system 
unless express written permission has been 
given by the Department Head.  When 

automated  forwarding  is  used,  it must  be  for 

legitimate business purposes only, and  is  to be 

implemented with the User’s full understanding 

of, and willingness  to accept responsibility  for, 

the  associated  risks  for  disclosure  of  sensitive 

information. 

 
3. Remote Access 

The  following  items  define  the  basic  standards  for 

remote  access  to  County  information  systems  and 

networks. All Users of County information systems and 

networks are required to comply with these minimum 

standards.  Users  actually  granted  remote  access 

privileges  must  sign  the  statement  provided  as 

Attachment A. 

 

 
 

You are responsible for 
understanding County guidelines 
for using Internet data exchange 
services, such as social networking 
sites. 

 
 
 

Follow County standards for 
retaining and deleting email 
messages. 

 

 
Don’t use anyone else’s email 
account. 

 
 
 
 

Don’t automatically forward 
County email to an Internet 
email system. 
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3.1 All remote access to County resources must be 
via the secure, centralized, County-controlled 
mechanisms and technologies approved by the 
County CIO or designee, and installed by 
authorized County systems support staff.  Users 
are not permitted to implement, configure, or 
use any remote access mechanism other than the 
County-owned and managed remote access 
systems that have been formally approved and 
implemented by authorized system support 
staff. 

3.2 Written approval for use of County remote 
access mechanisms is to be granted to a specific 
User by the appropriate Department Head or 
designee. Remote access to County resources 
will be implemented on a case-by-case basis 
based on job-related necessity, and only for 
those Users that have read and signed both the 
County’s general User Responsibility Statement 
and the Remote Access agreement (Attachment 
A). 

3.3 Remote access sessions may be monitored 
and/or recorded, and complete information on 
the session logged and archived. Users have no 
right, or expectation, of privacy when remotely 
accessing County networks, systems, or data. 
Audit tools may be used to create detailed 
records of all remote access attempts and remote 
access sessions, including User identifier, date, 
and time of each access attempt. 

3.4 All computer devices used to access County 
resources from a remote location must be 
configured according to County-approved 
security standards. These include approved, 
installed, active, and current: anti-virus 
software, software or hardware-based firewall, 
full hard drive encryption, and any other 
security software or security-related system 
configurations that are required and approved 
by the County. 

3.5 Users that have been provided with a County- 
owned device intended for remote access use, 
such as a laptop or other Mobile Device, will 

 
 

 
Use only existing, approved County 
remote access systems. 

 
 
 
 
 
 
 

 
Get approval for all remote access to 
County systems. 

 
 
 
 
 
 

Remember that remote access 
sessions may be monitored and/or 
recorded. 

 
 
 
 
 

 
Computers used for remote access 
must be configured according to 
County standards. 
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take all reasonable measures to ensure that the 
device is protected from damage, access by third 
parties, loss, or theft. Loss or theft of such 
devices must be reported immediately to 
designated Department management or support 
staff. 

3.6 Users will practice due diligence in protecting 
the integrity of County networks, systems, and 
data while remotely accessing County resources, 
and will immediately report any suspected 
security incident or concern to their Department 
management and IT support staff. 

3.7 Remote  access  sessions  are  subject  to  all  other 

relevant  County  IT  security  policies  and 

standards, including Local User Authentication 

(passwords), Data  Classification,  Internet Use, 

and Email. 

 
4. Personally‐Owned Devices 

The  following  items define  the basic standards for  the 

use  of  personally‐owned  devices  to  conduct  County 

business. All Users of County  information  systems and 

networks are required to comply with these minimum 

standards. Users actually granted the privilege of using 

a personally‐owned device to conduct County business 

must also sign the statement provided as Attachment B. 

Note  that  in  the case of Mobile Devices,  the  following 

provisions  apply  only  to  those  devices  that  include 

email and/or data storage capability (such as BlackBerry 

devices and other “smart” phones), and do not apply to 

devices that are used strictly for the purpose of making 

telephone  calls.  This  Section  does  not  apply  to 

authorized use of Outlook Web Access, provided  that 

Users do not  store or  retain  any downloaded County 

data on a non‐County‐owned device.   

 
4.1 Use  of  personally‐owned  devices  to  conduct 

County  business  is  prohibited  unless  express 

written  permission  is  obtained  from  both  the 

Department Head and IT Manager. If the User in 

question is a Department or Agency Head,  

 

Take measures to prevent the loss 
or theft of County‐owned Mobile 
Devices used for remote access, 
and report loss or theft of such 
devices immediately. 

 

 
Take appropriate measures to 
protect County computers and data 
when using remote access. 

 

When using remote access, 
continue to follow all County 
security policies. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Use of a personally‐owned device to 
conduct County business requires 
approval. 
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express  written  permission  must  also  be 

obtained  from  the  County  Chief  Information 

Officer  or  designee.  The  use  of  personally‐ 

owned devices to conduct County business is a 

privilege,  not  a  right,  and  employment  at  the 

County  does  not  automatically  guarantee  the 

granting of this privilege. 

4.2 The personally‐owned device  in question must 

use  existing,  County‐approved  and  County‐ 

owned  access/authentication  systems  when 

accessing  County  resources.  Installation  by 

Users  of  any  hardware,  software,  or  network 

interface components that provide unauthorized 

network connectivity, either wired or wireless, is 

prohibited. 

4.3 The User  shall  allow  the County  to  configure 

personally‐owned  devices  as  appropriate  to 

meet  security  requirements,  including  the 

installation of  specific  security  software  that  is 

mandated by County policy. When  reasonably 

possible and practical, the County shall strive to 

provide  a minimum  of  24‐hours  notice  to  the 

User  before  configuring  the  personally‐owned 

device.  While  the  device  is  in  the  County’s 

possession,  the  County  shall  not  access,  alter, 

retrieve  or  delete  the  User’s  personal 

information, communications, data, software or 

files  stored  on  the  device  unless  (a)  it  is 

reasonably necessary  to do  so  to  configure  the 

device to meet security requirements, or (b) the 

User  agrees  to  the  specific  access,  alteration, 

retrieval or deletion. 

4.4 Users  authorized  to  use  a  personally‐owned 

device  must  follow  designated  Department 

procedures  for  ensuring  that  software updates 

and patches are applied to the device according 

to  a  regular,  periodic  schedule.  All  software 

installations  and  updates  are  subject  to 

verification  by  management‐designated 

Department staff. 

 

 

 

 

 

 
 

If you are allowed to use your own 
computer or mobile device for 
County business, you must still use 
County‐approved user login 
procedures. 

 
 
 
 

You must allow authorized IT staff to 
configure, and periodically update, 
security software on any personally‐ 
owned device used to conduct 
County business. 

 
 
 
 
 
 
 
 
 
 
 
 

Follow Department procedures for 
updating and patching software on 
personally‐owned devices. 
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4.5 Users  have  no  expectation  of  privacy  with 

respect to any County‐owned communications, 

information,  or  files  on  any  personally‐owned 

device.  Except  as  otherwise  provided  in  this 

policy or as  required by  law,  the County  shall 

not  access  any  of  the  User’s  personal 

information,  communications,  data  or  files  on 

the User’s personally‐owned devices. 

4.6 Clause removed subject to revision. 

4.7 If  a  user  is  contacted  on  a  personally‐owned 

device by someone from the County conducting 

County business, and the User has not obtained 

permission  to  conduct  County  business  with 

that personally‐owned device,  then  the County 

may not access that device regarding that User‐ 

received  communication  other  than  through 

legally permissible methods such as a subpoena, 

request  for  voluntary  disclosure,  etc.  The 

preceding sentence shall not  limit the County’s 

right  to  direct  a  User  to  disclose  the 

communication at issue upon reasonable notice. 

4.8 The  User  shall  adhere  to  all  relevant  County 

security  policies  and  standards,  just  as  if  the 

personally‐owned  device  were  County 

property.  This  includes,  but  is  not  limited  to, 

policies  regarding  password  construction  and 

management,  physical  security  of  the  device, 

device  configuration,  and  hard  drive 

sanitization  prior  to  disposal.  This  does  not 

restrict the User’s personal use of the device so 

long  as  that  personal  use  does  not  include  or 

result  in  (a)  the User’s  failure  to  adhere  to  all 

relevant County security policies and standards, 

or (b) the breach of the County’s security policies 

or standards 

 

 

 

 

 

 

 

 

 

 

 

 

The County will not require you to 
allow access to your personally‐ 
owned device for unsolicited, 
incoming County communications 
if that device has not been 
approved for use in conducting 
County business 

 

 

 

Even when using your own 
computer or other device for 
County business, you must still 
follow all County security 
policies. 
 
Under most circumstances, you 
can continue to use an approved 
device for personal use as well 
as County business. 
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4.9 The User will make no modifications of any kind 

to  operating  system  configurations 

implemented  by  the County  on  the device  for 

security  purposes,  or  to  any  hardware  or 

software installed on the device by the County, 

without  the  express written  permission  of  the 

County CIO’s Office. 

4.10 The User must treat the work‐ related or County‐

owned communications,  information or files as 

County  property.  The  User  must  not  allow 

access to or use of any work‐related or County‐

owned communications, information, or files by 

individuals who  have  not  been  authorized  by 

the County to access or use that data. 

The User must immediately report to designated 

Department management  or  support  staff  any 

incident or suspected  incident of unauthorized 

access  and/or  disclosure  of  County  resources, 

data,  or  networks  that  involve  the  device, 

including loss or theft of the device. 

4.11 The User must immediately report to designated 

Department management  or  support  staff  any 

incident or suspected  incident of unauthorized 

access  and/or  disclosure  of  County  resources, 

data,  or  networks  that  involve  the  device, 

including loss or theft of the device.  

 

 

Don’t modify any security 
configuration settings or security 
software on your computer. 

 
 

 

 
 
 
 
 
 
 
 
 
 
 
 

Immediately report the loss or theft 
of a personally‐owned device that 
has been used for County business. 
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Key Points 
 

Acknowledgement of Receipt 

This  Acknowledgement  hereby  incorporates  the 

main  body  of  the User Responsibility  Statement. 

Attachments  A  and  B  are  additional  signature 

pages that apply only to those individuals that have 

been  granted  either  remote  access  privileges 

(Attachment A) or permission to use a personally‐ 

owned device (Attachment B). These Attachments 

should only be signed if either of these conditions 

apply. 

The  User  should  understand  that  the  County’s 

failure  to enforce any provision of  this Statement 

does not mean that the County will not enforce that 

or  any  other  provision  in  the  future.  The  User 

should also understand that if a clause, sentence or 

paragraph  of  this  Statement  is determined  to  be, 

invalid by a Court or County commission, this does 

not affect  the validity of any other portion of  the 

Statement. 

 
By  signing below,  I acknowledge  that  I have  read and 

understand all sections of  the County of Santa Clara’s 

User Responsibility Statement. I also acknowledge that 

violation  of  any  of  its  provisions  may  result  in 

disciplinary action, up to and including termination of 

employment and/or criminal prosecution. 

 
If at any time, I have questions or doubts, or I feel 

ambivalent or unclear on any matter related to IT 

security and/or data confidentiality, I understand 

that it is my responsibility to request clarification 

from my supervisor or other appropriate manager 

before taking any action. 

 

 

 

 
All Users must sign this 
Acknowledgement; Users with 
permission to use Remote 
Access should also sign 
Attachment A, and Users with 
permission to use personally‐ 
owned devices must complete 
and sign Attachment B. 

 
 
 
 
 
 
 
 
 
 
 

Violation of any of the 
provisions in this User 
Responsibility Statement may 
result in disciplinary action. 

 
 
 

It is your responsibility to ask 
for clarification if you don’t 
understand any aspect of the 
County IT security policy. 
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IT User Responsibility Statement 

Acknowledgement Form 

 

I acknowledge that this Statement will still be in effect following a transfer to another 

County Agency or Department, and that all of its provisions will continue to apply to me 

as long as I am a County employee or other individual who needs authorized access for 

County business purposes. 

  

User Signature: 

Print User Name: 

 

 

Agency/Department: 

Date Signed: 
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