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What?



Never Heard 
Of Those?

No Worries,
You’ve 
Probably 
Used Them A 
Gazillion 
Times!



History



1990
156 × 116 PX

10 Fps
Without H/W 
Acceleration

Min. 9600 Baud



Good Old 
Days



2002
Sorenson Spark

Aka. H.263
Optimised For:

Low Res 
Small Filesize 



H.263
560 Kb
43 Sec Dur.



Good Old 
Days
(Part 2)





<Embed 
Blackbox=True/>



2007
Opera 

Proposed
The

<Video/>
Tag



Present



<Video/>







😳

Whooops…



<Video 
Blackbox=False/>



So Can I 
Just…



… No!



Digital
Rights
(Restrictions)
Management



Drm
- Authentication & User Specific Encryption 
- Content Specific Encryption 
- Rights Definition & Restriction Enforcement 
- Revocation & Renewal 
- Output Control & Link Protection 
- Forensics & Traitor Tracing 
- Key & License Management



Ecosystem
Stakeholders

SERVICE PROVIDERS

DRM CORES

CONTENT OWNERS

BROWSERS

DEVICE / CHIP VENDORS

CONTENT PROVIDERS







Software 
Client

Sd

Content Quality Depending On Trusted Environment Robustness

Hardware 
Assisted

Full 
Hardware

720P

1080P

Hd+

4K



Widevine Cdm Fairplay

PlayreadyWidevine Cdm





Cdm
- Content Decryption Module 
- “Some Piece Of Soft- Or Hardware” 
- Decryption Only, Let The <Video/> Render 
- DecrypT & DecodE, Pass Video Frames -> Browser 
- Decrypt, Decode & Render On Hardware (Gpu)



Browser
Decryption
And 
Decoding
Layers



Javascript Application

Browser

Content Decryption Module

Digital Rights Management

Trusted Execution Environment



Javascript Application

Browser

Content Decryption Module

Digital Rights Management

Trusted Execution Environment

Player

Core

Client



Cdn
Widevine Server

Javascript 
App

Browser

Eme / Mse

License 
Exchange

Widevine Cdm

License 
Functions

Video 
Decrypt

Video Decode (Optional)

Manifest
Encrypted Video (Chunks)

Licenses

Encrypted, 
Compressed
Chunks

License
Requests

Licenses

Licenses

License
Requests

Decrypted, 
Uncompressed
Chunks



Real
World
(Netflix)



Demo



<Video/>



<Video/>



Boilerplate



Eme
- “Encrypted Media Extensions” 
- Browser Api 
- INterface To The Cdm 
- Interface To The Key System 
- Interface To The License (Key) Server 
- Interface To The Packaging Service 
- Don’t Do Any Decoding/Decrypting Themselves



Boilerplate



Key System 
Config



Key System 
Config



Boilerplate



Key System



Key System



Key System



Key System



Boilerplate



Key Session



Key Session



Key Session



Key Session



Get License
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Mse
- ”Media Source Extensions” 
- Browser Api 
- Programmatic Interface To The <Video/> Src 
- Allows To Create Streams From Js 
- Apply Chunks Of Media To The <Video/>  
- Totally Unrelated To Drm Itself



Media Source Extensions



Media Source Extensions



Media Source Extensions
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Manifest



Manifest



Manifest



Manifest



Mpeg-Dash
- XML Based
- Defines Duration, Buffer Sizes, Content Type
- Defines Which Chunks To Load When
- Can Define Same Chunks For Different Resolutions
- Known As “Adaptive Bitrate Switching”
- Can Define Different Audio Tracks (Stereo, 5.1, I18N)



Manifest



Manifest



Manifest



Manifest



Manifest
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But Because
Netflix…



Message 
Security
Layer



Msl

- Message Security Layer
- Is Netflix Specific, but an open sourced protocol
- Has nothing to do with Web Media directly
- As security layer to encrypt communication
- It is used by Netflix to encrypt License, Manifest etc.



Msl



Github/Netflix/Msl



Github/Asciidisco/Plugin.Video.Netflix



<Video 
Blackbox=True/>



Blackbox 
Again?!



Tim 
Berners
Lee

“So in summary, it is 
important to support 
EME as providing a 
relatively safe online 
environment in which 
to watch a movie, as 
well as the most 
convenient, and one 
which makes it a part 
of the interconnected 
discourse of humanity”



Electronic
Frontiers
Foundation

“In 2013, EFF was disappointed 
to learn that the W3C had taken 
on the project of standardizing 
“Encrypted Media Extensions,” 
an API whose sole function was 
to provide a first-class role for 
DRM within the Web browser 
ecosystem.”



Electronic
Frontiers
Foundation

“So we'll keep fighting to keep 
the web free and open. We'll 
keep suing the US government to 
overturn the laws that make DRM 
so toxic, and we'll keep bringing 
that fight to the world's 
legislatures.” 



Make Up Your 
Own Mind



Thank 
You!
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