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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

HISTORY ASSOCIATES INCORPORATED,

Plaintiff,

Case No. 1:24-cv-1858-ACR

U.S. SECURITIES AND EXCHANGE
COMMISSION,

Defendant.

JOINT STATUS REPORT

Pursuant to this Court’s May 19, 2025 minute order, Plaintiff History Associates and De-
fendant the U.S. Securities and Exchange Commission hereby submit this joint status report.

On February 11, 2025, this Court ordered the SEC to produce all documents responsive to
prioritized Subparts 3 and 4 of History Associates’ Ethereum FOIA request by April 11, 2025. On
April 11, the SEC made its production. The parties subsequently disagreed on the adequacy of the
SEC’s production and filed status reports explaining their disagreement. See ECF 31, 32. On
May 1, this Court ordered the parties to meet and confer by May 15 and to file a joint status report
by May 22 “updating the Court on any resolution reached.” May 1, 2025, Minute Order.

On May 14, the parties submitted a joint status report agreeing to resolve their dispute.
ECF 33. For a subset of documents responsive to Subparts 3 and 4 that History Associates iden-
tified, the SEC agreed that, by June 6, it would: (1) definitively determine whether it can produce
any additional responsive documents (or segregable portions of documents), and produce any such
documents or portions not already produced; and (2) definitively determine whether it intends to
rely on any additional FOIA exemptions for the subset of documents, and produce revised Vaughn

indices for the subset of documents identifying all FOIA exemptions the SEC intends to assert.
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The SEC also stated that it would provide an additional response to Subpart 2 of the Ethereum
FOIA request by June 6. History Associates maintained the right to pursue full disclosure of all
documents responsive to the Ethereum FOIA request at summary judgment.

On June 6, the SEC provided a supplemental response to Subparts 3 and 4 along with two
updated preliminary Vaughn indices. See Ex. A-C. The SEC also provided a supplemental re-
sponse to Subpart 2 and a preliminary Vaughn index. See Ex. D-F.

History Associates is reviewing the SEC’s most recent productions in combination with
the SEC’s prior productions and assessing what, if any, additional documents to request and
whether further litigation is necessary. The parties propose to provide the Court with a status

report on July 18, 2025.

Date: June 20, 2025 Respectfully submitted,

/sl Jonathan C. Bond [s/ Alexandra Verdi

Eugene Scalia Alexandra Verdi

Jonathan C. Bond U.S. Securities and Exchange Commission
Nick Harper Boston Regional Office
GIBSON, DUNN & CRUTCHER LLP 33 Arch Street, 24" Floor
1700 M Street, N.W. Boston, Massachusetts 02110
Washington, D.C. 20036 Telephone: 202.551.5057
Telephone: 202.955.8500 verdim@sec.gov

Facsimile: 202.467.0539

escalia@gibsondunn.com Attorney for Defendant

jbond@gibsondunn.com
nharper@gibsondunn.com

Attorneys for Plaintiff
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EXHIBIT A
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UNITED STATES

SECURITIES AND EXCHANGE COMMISSION
STATION PLACE
100 F STREET, NE
WASHINGTON, DC 20549-2465

Office of FOIA Services
June 6, 2025

Ms. Jessica Albert and Ms. Eva Laverty-Wilson
History Associates Incorporated

300 N. Stonestreet Avenue

Rockville, MD 20850

Re: Freedom of Information Act (FOIA), 5 U.S.C. § 552
Request No. 24-00020-LITG (23-03120-FOIA, 23-03128-
FOIA, and 23-03269-FOIA)

Dear Ms. Albert and Ms. Laverty-Wilson:

This letter is a partial response to your FOIA Request Nos.
23-03128-FOIA, 23-03120-FOIA, and 23-03269-FOIA. FOIA Request
Nos. 23-03128-FOIA and 23-03120-FOIA, dated and received in this
office on August 8, 2023, seek “all investigative files and any
other factual documents received by the Commission, any
Commissioner, and/or any Commission Staff or otherwise in the
Commission Staff’s custody or control, or any internal or
external communications reflecting or concerning any
investigations by the Commission or Commission Staff, of” Enigma
MPC (Request No. 23-03120-FOIA) and Zachary Coburn (Regquest No.
23-03128-FOIA). FOIA Request No. 23-03269-FOIA, dated and
received in this office on July 28, 2023, seeks “all records
concerning Ethereum’s shift to a proof-of-stake consensus
mechanism that have been created since January 1, 2018.”

Reference is made to our interim responses to these
requests dated January 7, 2025, January 28, 2025, April 11,
2025, and May 9, 2025. Additional reference is made to our
letter dated October 5, 2023, regarding FOIA Request No. 23-
03120-FOIA in which we granted your request in part and released
to you three pages of records, in part, and informed you that we
are withholding additional records that may be responsive to the
request pursuant to FOIA Exemption 7 (A). Additional reference
is made to our letter dated August 11, 2023, regarding FOIA
Request No. 23-03128-FOIA in which we informed you that we are
withholding responsive records pursuant to FOIA Exemption 7 (A).
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Ms. Jessica Albert 24-00020-LITG
Ms. Eva Laverty-Wilson

June 6, 2025

Page Two

Additional reference is made to our letter dated October
10, 2023, regarding FOIA Request No. 23-03269-FOIA in which we
informed you that we could not locate any responsive records, as
well as the Office of the General Counsel’s subsequent appeal
decision dated February 6, 2024, that responsive records are
protected from disclosure pursuant to FOIA Exemption 7 (A).

Your counsel and the SEC’s counsel agreed that the SEC will
process four narrowed subparts of FOIA Request No. 23-03269-
FOIA. This letter addresses subparts 3 and 4. Subpart 3 seeks
all documents and communications sent to or by all former SEC
Commissioners, their counsels, the Director of the Division of
Enforcement, the Director of the Crypto Asset and Cyber Unit,
the Director of the Office of the Strategic Hub for Innovation
and Financial Technology, and the Director of the Division of
Corporation Finance that discuss or analyze whether Ether (or
“ETH” or “Ethereum”) is a security or whether transactions in
Ether (or “ETH” or “Ethereum”) are securities transactions, and
that contain the words “proof-of-stake” (or “PoS,” “the Merge,”
or “EIP-3675"). Subpart 4 seeks all documents or communications
sent to or by all former SEC Commissioners, their counsels, the
Director of the Division of Enforcement, and the Director of the
Crypto Asset and Cyber Unit concerning the decision to close the
ETH 2.0 investigation.

Upon additional review, we are re-releasing to you, with
modified redactions, the enclosed 12 pages of records in
response to subpart 3, with the exception of certain information
that has been withheld pursuant to 5 U.S.C. §§ 552 (b) (5),

(b) (6), and (b) (7) (C) for the following reasons:

e FOIA Exemption 5 protects certain information prepared
in anticipation of litigation, forms an integral part
of the pre-decisional process, and/or contains advice
given to the Commission or senior staff by the SEC’s
attorneys. Therefore, it is protected from release by
the attorney work-product doctrine and/or the
deliberative process and/or attorney-client privileges
embodied in Exemption 5;
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Ms. Jessica Albert 24-00020-LITG
Ms. Eva Laverty-Wilson

June 6, 2025

Page Three

e FOIA Exemption 6 protects certain information the
release of which would constitute a clearly
unwarranted invasion of personal privacy; and

e FOIA Exemption (7) (C) protects information the release
of which could reasonably be expected to constitute an
unwarranted invasion of personal privacy. Release of
this information could subject the employees and
third-party individuals named in the documents to
harassment from the public in the performance of their
official duties.

Further, upon additional review, we are re-releasing, with
modified redactions, the enclosed 6 pages of records in response
to subpart 4, with the exception of certain information that has
been withheld pursuant to 5 U.S.C. §S§ 552 (b) (5) and (b) (6) for
the following reasons:

e FOIA Exemption 5 protects certain information prepared
in anticipation of litigation, forms an integral part
of the pre-decisional process, and/or contains advice
given to the Commission or senior staff by the SEC’s
attorneys. Therefore, it is protected from release by
the attorney work-product doctrine and/or the
deliberative process and/or attorney-client privileges
embodied in Exemption 5; and

e FOIA Exemption 6 protects certain information the
release of which would constitute a clearly
unwarranted invasion of personal privacy.

Please be advised that we have considered the foreseeable
harm standard when reviewing records and applying FOIA
exemptions.
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Ms. Jessica Albert 24-00020-LITG
Ms. Eva Laverty-Wilson

June 6, 2025

Page Four

I am the deciding official with regard to this adverse
determination. You have the right to appeal my decision to the
SEC’s General Counsel under 5 U.S.C. § 552 (a) (6), 17 CFR §
200.80(f) (1) . The appeal must be received within ninety (90)
calendar days of the date of this adverse decision. Your appeal
must be in writing, clearly marked "Freedom of Information Act
Appeal,”" and should identify the requested records. The appeal
may include facts and authorities you consider appropriate.

You may file your appeal by completing the online Appeal form
located at https://www.sec.gov/forms/request appeal, or mail your
appeal to the Office of FOIA Services of the Securities and
Exchange Commission located at Station Place, 100 F Street NE,
Mail Stop 2465, Washington, D.C. 20549, or deliver it to Room 1120
at that address.

If you have any questions, please contact Alexandra Verdi
at verdim@sec.gov. You may also contact me at foiapa@sec.gov or
(202) 551-7900. You may also contact the SEC’s FOIA Public
Service Center at foiapalsec.gov or (202) 551-7900. For more
information about the FOIA Public Service Center and other
options available to you please see the attached addendum.

Sincerely,
SMatthew gfturd

Matthew Hurd
Attorney Advisor
Enclosure


https://www.sec.gov/forms/request_appeal
mailto:verdim@sec.gov
mailto:foiapa@sec.gov
mailto:foiapa@sec.gov
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ADDENDUM

For further assistance you can contact a SEC FOIA Public
Liaison by calling (202) 551-7900 or visiting
https://www.sec.gov/oso/help/foia-contact.html.

SEC FOIA Public Liaisons are supervisory staff within the
Office of FOIA Services. They can assist FOIA requesters with
general questions or concerns about the SEC’s FOIA process oOr
about the processing of their specific request.

In addition, you may also contact the Office of Government
Information Services (OGIS) at the National Archives and Records
Administration to inquire about the FOIA dispute resolution
services it offers. OGIS can be reached at 1-877-684-6448 or via
e-mail at ogis@nara.gov. Information concerning services offered
by OGIS can be found at their website at Archives.gov. Note that
contacting the FOIA Public Liaison or OGIS does not stop the 90-
day appeal clock and is not a substitute for filing an
administrative appeal.
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mailto:ogis@nara.gov
https://www.archives.gov/ogis/mediation-program/request-assistance

Cc: bj(6); (b)(7)(C) v
To: Hirsch, Da %
From: Pauley, Kristin

Sent: 2024-02-01T23:03:05Z

Subject: Eth 2.0 (C-8950)

Received: 2024-02-01T23:03:05Z
C-8950_ Status Memo 1.29.24.docx

2024.2.1 C-8950 Talking Points.docx

i l-{b){6);{b){?){c) @SEC.GOV]
HSEC '

Dave, Jorge —

In advance of your meeting with the Chair’s office next week, please see the attached memas concerning the status of our
investigation and [*)©®)

Let us know if you have questions or if any additional information would be helpful.

Thanks,
Kristin

Kristin M. Pauley

Assistant Director, Division of Enforcement
U.S. Securities and Exchange Commission
175 W. Jackson Blvd., Suite 1450

Chicago, IL 60604-2511

Direct: |(b)(®)
Email: |(0)E) D sec.gov




From: Pauley, Krjstin .

Required Attendees: Ease 1244%’079,% ﬁ(-}lgnre"laolﬁg&g,elm%@ﬂi}{cl Filed 06/20/25 Pag ?nﬁrglﬁw,sznathan; Mumford,
Jay; Vilardo, Mark; Reedich, Michael; Schoeffler, Andrew; Dattner, Tan; Brilliani, Todd S.; Brady, Nicholas A.

Location: |{b)(6} |

Importance: Normal

Subject: Eth 2.0 (C-8950)

Start Date/Time: 2024-01-31T17:30:00Z

End Date/Time: 2024-01-31T18:30:00Z

2013.10.13.Voluntary.Submission.Galaxy.Digital--FOIA CONFIDENTIAL TREATMENT REQUESTED.pdf

We'd like to touch base with you all about the status of this matter. This time looks like it hopefully works for most. Thanks in
advance!

*Attached is a memo prepared by Davis Polk in connection with the Galaxy matter (NY-lDSZZ}.Fb){S)

(0)(5)

When it's time, join your Webex meeting here.

Join meeting

More ways to join:

Join from the meeting link

b)(6)

Join by meeting number

Meeting number (access code): (0)6)

b)(6
Meeting password: B from phones and video systems)

Tap to join from a mobile device (attendees only)

(0)(®) USA Toll 2
uUS Toll
Some mobile devices may ask attendees o enter a numeric password.
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US Toll

Global call-in numbers

Join i icati
Dial |{b){6}

If you are a host, click here and login site to view host information.

Need help? Go to https://help.webex.com
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Sent: 2024-07-19T15:54:547
Subject: C-8950: Draft Closing Narrative
Received: 2024-07-19T15:54:54Z
Case Closing Narrative Eth 2.0 C-08950 7.18.24.docx

Hi lorge —
Please let me know if you have comments on the attached draft and if it’d be helpful to discuss.

Thanks,
Kristin



To: Lizarraga,Jaime
Cc: #CommlLi
From: D'Allaird, Laura
Sent: 2023-04-13T13:58:41Z

Subject: CCM Notes

Received: 2023-04-13T13:58:41Z
CCM Notes 04.13.23 (Draft 04.13.23).docx

mgﬁ4-l Filed 06/20/25 Page 11 of 24

Jaime,
Please see attached the notes for today’s CCM. The action memos are saved here, and | have proposed comments in there
highlighted for your consideration.

Kat — can you please add these to the notes?
Thank you,
Laura
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Sent: 2023-04-13T12:25:05Z
Subject: CCM Bullets
Received: 2023-04-13T12:25:05Z
04.13.23 CCM Bullets.docx

Attached. Including Ammon so he can review/add to (b))

Benjamin Vetter

Counsel

Office of Commissioner Hester M. Peirce
Securities and Exchange Commission
100 F Street NE

Washington DC 20549
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From: Simon, Ammon
Sent: 2023-04-13T15:04:21Z
Subject: RE: CCM Bullets
Received: 2023-04-13T15:04:21Z
04.13.23 CCM Bullets.docx

Hester -
Attached with additions to thd®)®) Hiscussion based on my conversation with you yesterday.

b)(5)

AMMON SIMON
Counsel to Commissioner Hester Peirce
U.S. Securities and Exchange Commission

(b)(B) m) | |{b}(6) Pse:.gov
rom: Vetter, Benjamin <|{b){6) PSEC.GOV)

Sent: Thursday, April 13, 2023 8:25 AM
To: Peirce, Hester [P®)____ PSEC.GOV>; Simon, Ammon {7® _ |@sEc.Gov>
Subject: CCM Bullets

Attached. Including Ammon so he can review/add to
Benjamin Vetter

Counsel

Office of Commissioner Hester M. Peirce

Securities and Exchange Commission

100 F Street NE

Washington DC 20549

(b)(5)
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From: Vivolo, Assunta

Sent: 2023-02-14T17:05:31Z

Subject: RE: Update &
Received: 2023-02-14T17:05:32Z

Copy of CACU Cases 2023 Timeline AV edits.xIsx

Hi,
| updated some of the information in the chart,{b){5}

b)(3)

Also, apologies | could not turn on my camera yesterday for the call. As | mentioned, | was at DNJ and could only step out briefly to
hear part of the call.

Thanks,

Assunta

From: Tenreiro, Jorge (0)(6) WSEC.GOV>

Sent: Monday, February 13, 2023 10:43 AM

To: #ENF Cyber Unit ADs {b)(6) @SEC.GO\D

Cc: Hirsch, David L {?© SEC.GOV>
Subject: Update
Hi all:

We hope everyone had a nice weekend. We look forward to seeing all of you at the Unit-wide address where Gurbir & Sanjay will
address the Unit. If at all possible, please turn on your WebEx cameras, a request that Gurbir & Sanjay typically make of
managers/supervisors.

We wanted to flag two issues for you.

b)(5)

Second, attached is a long-advertised chart that reflects most (not all) of the crypto-related matters that we are working on and

(0)(5)

Dave & Jorge
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From: Tarasevich, Del
Sent: 2023-02-14T15:46:09Z
Subject: RE: Update
Received: 2023-02-14T15:46:09Z
CACU Cases 2023 Timeline v2 (DAT edits).xlsx

Jorge —

b)(5)

(b)(5) | Deb

From: Tenreiro, Jorge 4®)©) @SEC.GOV>

Sent: Monday, February 13, 2023 10:43 AM

To: #ENF Cyber Unitbﬁgs 408 [@SEC.GOV>
Cc: Hirsch, David L 1 SEC.GOV>

Subject: Update J
Hi all:

We hope everyone had a nice weekend. We look forward to seeing all of you at the Unit-wide address where Gurbir & Sanjay will

address the Unit. If at all possible, please turn on your WebEx cameras, a request that Gurbir & Sanjay typically make of
managers/supervisors.

We wanted to flag two issues for you.

b)(5)

Second, attached is a long-advertised chart that reflects most (not all) of the crypto-related matters that we are working on and

b)(5)

Dave & Jorge



: - N(b)(6) " . b)(6)
To:  Grewal, GuiilT) | DSEG.GOL Wadhwa Saniaul™l) | BSECGON Page 16 of 24

From: Smolar, Gregory
Sent: 2023-04-20T03:00:07Z

Subject: Fwd: Coinbase - draft Wells meeting prep memo and action memo update
Received: 2023-04-20T03:00:08Z

2023-04-19 Coinbase Wells Submission.pdf

Coinbase Wells, attached. Apparently they submitted a video as well but we can’t access yet due to IT issues. I will circulate
a parallel invite tomorrow.

(This is my first experience of someone taking us up on the video Wells. Have we had any others?)

From: Voorhees, Danielle b)6) DSEC.GOV>
Sent: Wednesday, Apri 2023 10:09:12 PM
To: Smolar, Gregory 1

(b)(6)

Cc: Knowles, Kerry 4 (@SEC.GOV>; Buford, Charlotte L. 4 [@SEC.GOV>; Burt, Jason (b)) [@sec.gov>; Heinke,
Nicholas < BSEC.GOV>; Buchholz, Steven {?/©) @sec.gov>; Tenreiro, Jorge {P)©) DSEC.GOV>
Subject: RE: Coinbase - draft Wells meeting prep memo and action memo update

Gregg,

The written Coinbase Wells submission is attached. Counsel also attempted to submit a video, but we cannot access it. We will pass
it on once we receive it.
Thanks,
Danielle

|(b){6) |
From: Voorhees, Danielle Jb)6) @SEC.GOV>
Sent: Wednesday, April 19, 2023 11:42 AM
To: Smolar, Gregory m SEC.GOV>
Cc: Knowles, Kerr 40)6) @SEC.GOV>; Buford, Charlotte L. b)6) ?SEC.GOV>; Burt, Jason sz}{a) @sec.gov>; Heinke,
Nicholas 4- SEC.GOV>; Buchholz, Steven sec.g0v>; Tenreiro, Jorge { b)6) WSEC.GOV>
Subject: RE: Coinbase - draft Wells meeting prep memo and action memo update
Thanks, Gregg. Yes, once we have a new version of the memo, | will send you a redline compared to the version that | sent on
Moaonday.
Danielle
From: Smolar, Gregory >
Sent: Wednesday, April 19, 2023 11:26 AM

To: Voorhees, DanieIIer}{B} bSEC.GO\b T

Cc: Knowles, Kerry <1{b){6) @SEC.GOV>; Buford, Charlotte | . (@SEC.GOV>; Burt, Jason I{b){m Esec.gow; Heinke,
Nicholas [P)©) E}SEC.GOV>; Buchholz, Steven 406 @sec.gov>; Tenreiro, Jorge 42© @DSEC.GOV>

Subject: RE: Coinbase - draft Wells meeting prep memo and action memo update
Thanks. Please send a clean and redline (compared to version approved by FO) for the A/M.

From: Voorhees, Danielle «'-‘l SEC.GOV>

Sent: Wednesday, April 19, 2023 12:50 PM

To: Smolar, Gregony b)6) WSEC.GOV>

Cc: Knowles, Kerry b)(6) bSEC.GOV); Buford, Charlotte L. < b)6) (@SEC.GOV>; Burt, Jason |{b){6) |@_sec.gov>; Heinke,
Nicholas {0 |@SEC.GOV>; Buchholz, Steven {7® _ psecgovs; Tenreiro, Jorge 47©)  BSECGOV>

Subject: Coinbase - draft Wells meeting prep memo and action memo update

Hi Gregg,

Attached is a draft Wells meeting prep memo, which is anticipation of our (internal) prep meeting on Friday, April 21 at 1 p.m. ET
and the Wells meeting with Coinbase and counsel on Monday, April 24 at 12:30 p.m. ET.[0)®)

(0)(5)

Thank you,
Danielle
|(b){6)
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Sent: Tuesday, April 18, 20 :

To: Smolar, Gregory l(b){m DSEC.GOV> —
Cc: Knowles, Kerry |(b){6) ESEC.GOV); Buford. Charlotte .<{ ¥6) D SEC.GOV>; Burt, Jason <|(b){6} Esec.gow; Heinke,

Nicholas [P)(6) SEC.GOV>; Buchholz, Steven (0)6) Dsec.gov>; Tenreiro, Jorge {2/© HSEC.GOV>
Subject: RE: Coinbase - memo for Front Office and request to skip the To-Be

Hi Gregg —
(b)(5)

(b)(5) [Happy to discuss.

Thank you,

Danielle

From: Voorhees, Danielle {0)(6) WSEC.GOV>

Sent: Monday, April 17, 2023 9:50 AM
To: Smolar, Gregory (0)(6) DSEC.GOV>

Cc: Knowles, Kerr b)(6) SEC.GOV>; Buford, Charlotte | . 4 b)(©) SEC.GOV>; Burt, Jason b)6) sec.gov>; Heinke,
Nicholas [P)(©) SEC.GOV>; Buchholz, Steven 406 sec.gov>; Tenreiro, Jorge <|{b}{6} ESEC.GOV>

Subject: Coinbase - memo for Front Office and request to skip the To-Be

Hi Gregg,

Attached for Front Office review is a draft action memo for the Coinbase recommendation, proposed Appendiceslﬁb)@ |and a

counsel list. We would appreciate it if we would be permitted to skip the To-Be meetingl{b){S)

b)(5)

Please feel free to give me or Steve a call if you have any questions or if you would like to discuss anything in more detail.
Thank you very much.

Danielle

|{b){6}

Danielle R. Voorhees

Assistant Regional Director

Division of Enforcement
(b)6) sec.gov

b)(®) }(direct}
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From:

Sent: 2020-01-27T23:38:46Z

Subject: Law Review Articles Addressing Classification of Utility Tokens and Regulation of ICOs - 1 of 3

Received: 2020-01-27T23:38:47Z

(1) A REGULATORY CLASSIFICATION OF DIGITAL ASSETS TOWARD AN OPERATIONAL HOWEY TEST FOR
CRYPTOCURRENCIES.pdf

(2) BLOCKCHAIN-BASED TOKEN SALES INITIAL COIN OFFERINGS AND THE DEMOCRATIZATION OF PUBLIC CAPITAL
MARKET.pdf

(3) AINT MISBEHAVIN AN EXAMINATION OF BROADWAY TICKETS AND BLOCKCHAIN TOKENS. pdf

(4) INITIAL COIN OFFERINGS - WHEN ARE TOKENS SECURITIES IN THE EU AND US.pdf

Dear Commissioner Peirce,

Coy and | have selected a total of 11 law review articles which we believe are relevant to your interests regarding crypto-assets and
ICOs. | have organized them first by topic and second, within each topic, by order of perceived importance and quality for your
convenience. Coy suggested | send the articles to you in groups and so | will send the articles in a total of three emails.

Articles 1-4 address the classification of whether or when a token is a security.

Articles 5-8 focus on the regulation of ICOs.

Articles 9-11 are more general, and explore the risks and benefits of crypto-assets and their implications for potential regulation.
| hope you find these articles helpful.

Best regards,

James Larkin Smith

Honors Intern | Office of Commissioner Hester M. Peirce

U.S. Securities & Exchange Commission

100 F Street NE | Washington DC 20549
[0)6) Psec.gov
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From: Grewal,
Sent: 2024-02-20T17:32:06Z

Subject: RE: Document

Received: 2024-02-20T17:32:062

Page 19 of 24

(0)(5)

From: Tenreiro, Jorge|P)©) PSEC.GOV>
Sent: Sunday, February 18, 2024 12:31 PM

To: Gerding, Erik [P)(®) DSEC.GOV>; Grewal, Gurbir[©)©)

Subject: RE: Document

SEC.GOV>

Thanks Erik—I finally read this memo. |{b){5}

(0)(5)

We look forward to discussing this and other issues this week. [©)©)

(0)(5)

Hope you’re having a good weekend and sorry for the weekend email.

From: Gerding, Erik >
Sent: Wednesday, February 14,2024 3:52 PM
To: Grewal, Gurhir 40)(©) DSEC.GOV>; Tenreiro, Jorge
Subject: Fwd: Docurmient

(0)(6)

WSEC.GOV>

(b)(5)

From: Seaman, Michael P. b)(6) SEC.GOV>

Sent: Wednesday, February 14, 2024 1:45 PM
To: Gerding, Erik {*/© DSEC.GOV>
Subject: Document

From: Ingram, Jonathan {(b)(6) DSEC.GOV>
Sent: Wednesday, February 14,2024 3:48 PM
To: Seaman, Michael P. SEC.GOV>

Subject: RE:

B)5) .
Please see password for Analysis




(b)(5)

Case 1:24-cv-01858-ACR

From: Seaman, Michael P.

tb){ﬁ) DSEC.GOV>
Sent: Wednesday, February 14, 2024 3:39 PM

To: Ingram, Jonathan
Subject:

(0)(6)

PSEC.GOV>

Can you send me the document we discussed?

Document 34-1

Filed 06/20/25

Page 20 of 24



; - [(0)(B)
From:  Tanmaio, efg#-L-24-cPOTBEB ACR  Docum
Sent: 2024-04-22T719:59:33Z
Subject: FW: paths forward
Received: 2024-04-22T719:59:33Z

Paths v2.docx

From: Tenreiro, Jorge (0)(6) @SEC.GOV>
Sent: Wednesday, February 28, 2024 8:38 AM
To: Grewal, Gurbir 4 WSEC.GOV>

Subject: Re: paths forward

Updated

P SEC.GOV>; Smolar, Gregory 4

ent 34-1 Filed 06/20/25 Page 21 of 24

()6 BSEC.GOV>

From: Grewal, Gurbir <Eb)(5) @SEC.GOW

Sent: Wednesday, Februar 24 7:28:02 AM
To: Tenreiro, Jorge (b)(©) W SEC.GOV>

’

Cc: Wadhwa, Sanjay qb)(€) SEC.GOV>; Smolar, Gregory <

(0)(6)

I@SECGOV:*

Subject: RE: paths forward

Another path forward is [°/®)

From: Tenreiro, Jorge 4 b)(6) K SEC.GOV>
Sent: Monday, February 26, 2024 1:21 PM
To: Grewal, Gurbir qb)(6) @SEC.GOV>
Cc: Wadhwa, Sanjay <{P)©)
Subject: paths forward

Let me know if this is more or less what you had in mind.

[ SEC.GOV>; Smolar, Gregory {P®  l@sEc.covs

(0)(5)

but this should be a good start | hope




To: G I, bi = @)
o Wanhwe Shh HERER, SRAs BRNL T FIS8Q86975
From: Tenreiro, Jorge

Sent: 2024-02-28T13:37:40Z

Subject: Re: paths forward

Received: 2024-02-28T13:37:40Z
Paths v2.docx

Updated

From: Grewal, Gurbir 4®)©) @DSEC.GOV>
Sent: Wednesday, February 28, 2024 7:28:02 AM

To: Tenreiro, Jorge 4'-'3 SEC.GOV>
Cc: Wadhwa, Sanjay 4b)6) ~ [@SEC.GOV>; Smolar, Gregory {£)6) PSEC.GOV>

Subject: RE: paths forward

Another path forward is[®®

From: Tenreiro, Jorge 4©)©) @DSEC.GOV>

Sent: Monday, February 26, 2024 1:21 PM
To: Grewal, Gurbir 426 @SEC.GOV>

Cc: Wadhwa, Sanjay SEC.GOV=>; Smolar, Gregory WSEC.GOV>

Subject: paths forward

Let me know if this is more or less what you had in mind.

Page 22 of 24

(b)(5) but this should be a good start | hope



Cc: Wadhw
From: Tenreiro, Jorge

Sent: 2024-02-26T18:20:47Z
Subject: paths forward
Received: 2024-02-26T18:20:48Z
Paths.docx

To: Grewal, G(‘grbi [
a!

E O_/gé%]; s@&gymgg,fx? El 5606625 Page 23 of 24

Let me know if this is more or less what you had in mind.
b)(5) but this should be a good start | hope




; . [0)®) -
o Wadhwa GaSEARETPORIGICALR,  Document 34-1  Filed 06/20/25 ~ Page 24 of 24
From: Smolar, Gregory :

Sent: 2024-04-17T722:30:40Z
Subject: FW: Update on eth
Received: 2024-04-17T722:30:40Z

FYI from Jorge. Per below, Gary called an impromptu meeting on ETH ETP. | will add to TPs for tomorrow. Jorge is available after
8:30pm tonight and is around tomorrow if you want to discuss with him.

From: Tenreiro, Jorge e|(b){6) @SEC.GOV>
Sent: Wednesday, April 17, 2024 5:56 PM

To: Smolar, Gregory {P)®) @SEC.GOV>
Subject: Re: Update on et

Importance: High

From: Tenreiro, Jorge
Sent: Wednesday, April 17, 2024 3:54:51 PM
To: Smolar, Gregory [BX6) DSEC.GOV>
Subject: Update on eth

He called an impromptu meeting on eth etp

b)(5)

Happy to discuss.[®)® but it may be worth connecting




Case 1:24-cv-01858-ACR  Document 34-2  Filed 06/20/25 Page 1 of 33

EXHIBIT B



Case 1:24-cv-01858-ACR  Document 34-2
Updated Preliminary Vaughn Index for Contested Withholdings in Full from the 4/11/2025 Release re Narrowed Subpart 3 o

Filed 06/20/25 Page 2 of 33

FOIA Request No. 23-03269-FOIA - p. 1

FOIA
Exemption(s)/Privilege

Doc ID Family Date Email To Email From Email CC File Name / Subject Tags Basis for Withholding File Extension |[Is Attach-ment
GC-LIT-0470-
0447844; GC-LIT-  |04/05/2022 12:32:55|Mark Sylvester; SEC RE FOIA Requests for William Upon further review of these records, we have determined that they are not responsive to subpart 3. At the time that
0470-0447845 PM staff SEC staff SEC staff Hinman's 63 emails.msg Not responsive record |this record was created, custodian Mark Sylvester was not in a position covered by subpart 3. .msg; .pdf
GC-LIT-0470- 05/09/2022 06:50:55|Mark Sylvester, SEC
0572967 PM ENF staff SEC ENF staff RE Their hour is up.msg .msg False
GC-LIT-0470- 05/09/2022 06:50:55 Upon further review of these records, we have determined that they are not responsive to subpart 3. At the time that
0572969 PM SEC-LIT-EPROD-000738343.pdf  |Not responsive record [this record was created, custodian Mark Sylvester was not in a position covered by subpart 3. .pdf True
GC-LIT-0470- 05/24/2022 07:49:29
0490750 PM SEC ENF staff SEC ENF staff Mark Sylvester  |RE ETH2.msg .msg False
The email thread is intra-agency and reflects deliberations by SEC staff regarding the handling of a TCR. The withheld
email thread is deliberative because it contains staff deliberations about how to handle the TCR. The withheld
information is pre-decisional because a decision had not been made about the TCR.
The withheld email thread and attachment were prepared by ENF attorneys in anticipation of litigation and contain
legal analysis relating to Enforcement matters.
The withheld attachment consists of a memo prepared by ENF staff providing legal analysis regarding Ethereum 2.0.
The memo is deliberative because it raises issues for further consideration. The memo is predecisional because no
decision had been made about issues raised in the memo.
Exemption 5
(deliberative process Additionally, the withheld attachment was prepared by an ENF attorney to provide legal advice to senior SEC staff
privilege; attorney work- |regarding Ethereum 2.0.
product doctrine;
attorney-client privilege) [SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.
Exemption 6
GC-LIT-0470- 05/24/2022 07:49:29 Analysis of Ethereum 2.0 under ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in
0490752 PM Howey.pdf Exemption 7(C) knowing this personal information is not outweighed by their privacy interests. .pdf True
GC-LIT-0470- 06/08/2022 02:56:41
0290819 PM SEC ENF staff Mark Sylvester FW ETH2.msg .msg False

FOR DISCUSSION ONLY




Case 1:24-cv-01858-ACR  Document 34-2
Updated Preliminary Vaughn Index for Contested Withholdings in Full from the 4/11/2025 Release re Narrowed Subpart 3 o

Filed 06/20/25 Page 3 of 33
FOIA Request No. 23-03269-FOIA - p. 2

FOIA
Exemption(s)/Privilege

Doc ID Family Date Email To Email From Email CC File Name / Subject Tags Basis for Withholding File Extension |[Is Attach-ment
The email thread is intra-agency and reflects deliberations by SEC staff regarding the handling of a TCR. The withheld
email thread is deliberative because it contains staff deliberations about how to handle the TCR. The withheld
information is pre-decisional because a decision had not been made about the TCR.
The withheld email thread and attachment were prepared by ENF attorneys in anticipation of litigation and contain
legal analysis relating to Enforcement matters.
The withheld attachment consists of a memo prepared by ENF staff providing legal analysis regarding Ethereum 2.0.
The memo is deliberative because it raises issues for further consideration. The memo is predecisional because no
decision had been made about issues raised in the memo.
Exemption 5
(deliberative process Additionally, the withheld attachment was prepared by an ENF attorney to provide legal advice to senior SEC staff
privilege; attorney work- |regarding Ethereum 2.0.
product doctrine;
attorney-client privilege) [SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.
Exemption 6
GC-LIT-0470- 06/08/2022 02:56:41 Analysis of Ethereum 2.0 under ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in
0290821 PM Howey.pdf Exemption 7(C) knowing this personal information is not outweighed by their privacy interests. .pdf True
GC-LIT-0470- 06/08/2022 04:29:19
0492721 PM Mark Sylvester SEC ENF staff Eth 2.0.msg .msg False
GC-LIT-0470- 06/08/2022 04:29:19 Analysis of Ethereum 2.0 under Upon further review of these records, we have determined that they are not responsive to subpart 3. At the time that
0492724 PM Howey.pdf Not responsive record |this record was created, custodian Mark Sylvester was not in a position covered by subpart 3. .pdf True
SEC ENF staff,
Jorge Tenreiro,
GC-LIT-0470- 09/20/2022 09:43:51 Mark Sylvester,
0639961 PM SEC ENF staff SEC ENF staff Davis Hirsch RE [redacted] Meeting.msg .msg False

FOR DISCUSSION ONLY




Case 1:24-cv-01858-ACR  Document 34-2
Updated Preliminary Vaughn Index for Contested Withholdings in Full from the 4/11/2025 Release re Narrowed Subpart 3 o

Filed 06/20/25 Page 4 of 33
FOIA Request No. 23-03269-FOIA - p. 3

FOIA
Exemption(s)/Privilege

Doc ID Family Date Email To Email From Email CC File Name / Subject Tags Basis for Withholding File Extension |[Is Attach-ment
The email thread is intra-agency and reflects deliberations by SEC staff about what to discuss at an internal SEC meeting
regarding ongoing investigations. The withheld email thread is deliberative because it contains staff deliberations about
the meeting as well as about matters in certain investigations, including possible questions and proposed answers
about particular issues. The withheld information is pre-decisional because a decision had not been made about what
to discuss at the meeting or about the investigations.
The withheld attachment is also an intra-agency document, and it contains discussions about an ongoing investigation.
The withheld attachment is deliberative because it contains staff deliberations about the handling of the investigation.
The withheld attachment is pre-decisional because decisions had not been made about issues relating to the
investigation.
Additionally, the withheld email thread and attachment were prepared by ENF attorneys in anticipation of litigation and
contain legal analysis relating to Enforcement matters.
Exemption 5
(deliberative process Finally, the withheld email thread and attachment were prepared by attorneys and contain legal advice for the Chair
privilege; attorney-client |and senior ENF staff.
privilege; attorney work-
product doctrine) SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.
2022.09.20 TPs for Mtg re Exemption 6
GC-LIT-0470- 09/20/2022 09:43:51 [redacted] and the Merge v ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in
0639962 PM 3.docx Exemption 7(C) knowing this personal information is not outweighed by their privacy interests. .docx True
GC-LIT-0470- 09/28/2022 10:50:25|David Hirsch, Jorge
0632417 AM Tenreiro SEC ENF staff SEC ENF staff RE [redacted] investigation.msg .msg False
GC-LIT-0470- 09/28/2022 10:50:25
0632418 AM [redacted] Memo v. 16.docx .docx True

FOR DISCUSSION ONLY




Case 1:24-cv-01858-ACR  Document 34-2
Updated Preliminary Vaughn Index for Contested Withholdings in Full from the 4/11/2025 Release re Narrowed Subpart 3 o

Filed 06/20/25 Page 5 of 33
FOIA Request No. 23-03269-FOIA - p. 4

FOIA
Exemption(s)/Privilege

Doc ID Family Date Email To Email From Email CC File Name / Subject Tags Basis for Withholding File Extension |[Is Attach-ment
The email is intra-agency and reflects deliberations by SEC staff about matters to discuss relating to an ongoing
investigation. The withheld email is deliberative because it contains staff deliberations about the approach in the
ongoing investigation and possible issues to handle. The withheld information is pre-decisional because a decision had
not been made about issues raised in the ongoing investigation.
The withheld attachments are also intra-agency and consist of a draft memoranda to the Commission about the
ongoing investigation and a supporting appendix. The withheld attachments are deliberative because they contain staff
deliberations and analysis about a possible enforcement action. The withheld attachments are pre-decisional because
decisions had not been made about issues relating to the investigation.
Additionally, the withheld email and attachments were prepared by ENF attorneys in anticipation of litigation and
Exemption 5 contain legal analysis relating to Enforcement matters.
(deliberative process
privilege; attorney-client |Finally, the withheld email and attachment were prepared by attorneys and contain legal advice for the Commission.
privilege; attorney work-
product doctrine) SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.
Exemption 6
GC-LIT-0470- 09/28/2022 10:50:25 ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in
0632419 AM Appx A v.2 (token chart).docx Exemption 7(C) knowing this personal information is not outweighed by their privacy interests. .docx True
GC-LIT-0470- 09/28/2022 10:54:49
0632414 AM David Hirsch Jorge Tenreiro FW [redacted] investigation.msg .msg False
GC-LIT-0470- 09/28/2022 10:54:49
0632415 AM [redacted] Memo v. 16.docx .docx True

FOR DISCUSSION ONLY




Case 1:24-cv-01858-ACR  Document 34-2
Updated Preliminary Vaughn Index for Contested Withholdings in Full from the 4/11/2025 Release re Narrowed Subpart 3 o

Filed 06/20/25 Page 6 of 33
FOIA Request No. 23-03269-FOIA - p. 5

FOIA
Exemption(s)/Privilege

Doc ID Family Date Email To Email From Email CC File Name / Subject Tags Basis for Withholding File Extension |[Is Attach-ment
The email thread is intra-agency and reflects deliberations by SEC staff about matters to discuss relating to an ongoing
investigation. The withheld email thread is deliberative because it contains staff deliberations about the approach in
the ongoing investigation and possible issues to handle. The withheld information is pre-decisional because a decision
had not been made about issues raised in the ongoing investigation.
The withheld attachments are also intra-agency and consist of a draft memoranda to the Commission about the
ongoing investigation and a supporting appendix. The withheld attachments are deliberative because they contain staff
deliberations and analysis about a possible enforcement action. The withheld attachments are pre-decisional because
decisions had not been made about issues relating to the investigation.
Additionally, the withheld email thread and attachments were prepared by ENF attorneys in anticipation of litigation
Exemption 5 and contain legal analysis relating to Enforcement matters.
(deliberative process
privilege; attorney-client |The withheld email thread and attachment were prepared by attorneys and contain legal advice for the Commission
privilege; attorney work- |and senior ENF staff.
product doctrine)
GC-LIT-0470- 09/28/2022 10:54:49 SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
0632416 AM Appx A v.2 (token chart).docx Exemption 6 information. .docx True
GC-LIT-0470- 01/27/2023 12:18:58 Hirsch, David L; |FW [redacted] Update;
0485045 PM SEC staff SEC staff SEC staff [redacted] .msg .msg False
The withheld email thread and attachment are intra-agency and consist of legal analysis prepared by an SEC
attorney relating to an ENF investigation. The withheld records are deliberative because they discuss legal
and factual issues relating to an ongoing investigation, including possible legal questions. The withheld
information is pre-decisional because SEC staff had not yet resolved the legal or factual issues.
. The withheld email thread and attachment were prepared by ENF attorneys in anticipation of litigation and
Bempden 2 contain legal analysis relating to Enforcement matters.
(deliberative process
privilege; attorney-client |Finally, the withheld email thread and attachment were prepared by attorneys and contain legal advice for
privilege; attorney work- [senior ENF staff.
2022.09.20 TPs for Mtg re product doctrine)
GC-LIT-0470- 01/27/2023 12:18:58 [redacted] and the Merge v SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
0485046 PM 3.docx Exemption 6 contact information. .docx True

FOR DISCUSSION ONLY




Case 1:24-cv-01858-ACR  Document 34-2
Updated Preliminary Vaughn Index for Contested Withholdings in Full from the 4/11/2025 Release re Narrowed Subpart 3 o

Filed 06/20/25 Page 7 of 33
FOIA Request No. 23-03269-FOIA - p. 6

FOIA
Exemption(s)/Privilege

Doc ID Family Date Email To Email From Email CC File Name / Subject Tags Basis for Withholding File Extension |[Is Attach-ment
GC-LIT-0470- 02/22/2023 12:24:10(Steven Levine, Nadia Upon further review of this record, we have determined that it is not responsive to subpart 3. At the time that this
0595947 PM Brannon Kathleen Hitchins RE Is Ethereum a security.msg Not responsive record |record was created, custodian Kathleen Hitchins was not in a position covered by subpart 3. .msg False
GC-LIT-0470- 04/10/2023 12:11:49David Hirsch, Jorge Ethereum 2.0 (C-08950) Draft
0486395 PM Tenreiro SEC ENF staff SEC ENF staff CCM TPs.msg .msg False
The withheld email and attachment are intra-agency records prepared by SEC attorneys for a Closed Commission
Meeting. They contain analysis, recommendations, and draft talking points in connection with the Ethereum 2.0
investigation, to potentially be discussed in an upcoming meeting. The withheld information is pre-decisional because
decisions had not been made about the legal issues relating to the investigation and matters discussed in the records.
The withheld email and attachment were prepared by ENF attorneys in anticipation of litigation and contain legal
Exemption 5 analysis relating to Enforcement matters.
(deliberative process
privilege; attorney work- |The withheld email and attachment were prepared by attorneys and contain legal advice for the Commission.
product doctrine;
attorney-client privilege) [SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.
Exemption 6
GC-LIT-0470- 04/10/2023 12:11:49 CCM Draft Talking ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in
0486396 PM Points_4.13.23v3.docx Exemption 7(C) knowing this personal information is not outweighed by their privacy interests. .docx True

FOR DISCUSSION ONLY




Case 1:24-cv-01858-ACR  Document 34-2
Updated Preliminary Vaughn Index for Contested Withholdings in Full from the 4/11/2025 Release re Narrowed Subpart 3 o

Filed 06/20/25 Page 8 of 33

FOIA Request No. 23-03269-FOIA - p. 7

FOIA
Exemption(s)/Privilege

Doc ID Family Date Email To Email From Email CC File Name / Subject Tags Basis for Withholding File Extension |[Is Attach-ment
The withheld email thread is intra-agency and contains possible questions, draft answers, and discussion for
preparation for an upcoming Closed Commission Meeting. The withheld email thread contains legal analysis and
recommendations in connection with the Ethereum 2.0 investigation to potentially be discussed in an upcoming
meeting. The withheld information is pre-decisional because decisions had not been made about the legal issues
relating to the investigation.

The withheld email thread was prepared by an ENF attorney in anticipation of litigation and contains legal analysis
relating to an Enforcement matter.

Exemption 5

(deliberative process The withheld email thread was prepared by attorneys and contains legal advice to senior ENF staff, including input from

privilege; attorney work- |the Office of the General Counsel.

product doctrine;

attorney-client privilege) |SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.

Exemption 6

GC-LIT-0470- 04/11/2023 08:05:09 [David Hirsch, Jorge ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in

0486479 PM Tenreiro SEC ENF staff SEC ENF staff FW Ethereum 2.0 CCM.msg Exemption 7(C) knowing this personal information is not outweighed by their privacy interests. .msg False
The withheld email thread is intra-agency and contains possible questions, draft answers, and discussion for
preparation for an upcoming Closed Commission Meeting. The withheld email thread contains legal analysis and
recommendations in connection with the Ethereum 2.0 investigation to potentially be discussed in an upcoming
meeting. The withheld information is pre-decisional because decisions had not been made about the legal issues
relating to the investigation.

The withheld email thread was prepared by an ENF attorney in anticipation of litigation and contains legal analysis
relating to an Enforcement matter.
Exemption 5
(deliberative process The withheld email thread was prepared by attorneys and contains legal advice to senior ENF staff, including input from
privilege; attorney work- |the Office of the General Counsel.
product doctrine;
attorney-client privilege) [SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.
Exemption 6
GC-LIT-0470- 04/11/2023 08:13:28|David Hirsch, SEC ENF ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in
0486480 PM staff Jorge Tenreiro SEC ENF staff Re Ethereum 2.0 CCM.msg Exemption 7(C) knowing this personal information is not outweighed by their privacy interests. .msg False

FOR DISCUSSION ONLY




Case 1:24-cv-01858-ACR  Document 34-2
Updated Preliminary Vaughn Index for Contested Withholdings in Full from the 4/11/2025 Release re Narrowed Subpart 3 o

Filed 06/20/25 Page 9 of 33
FOIA Request No. 23-03269-FOIA - p. 8

FOIA
Exemption(s)/Privilege

Doc ID Family Date Email To Email From Email CC File Name / Subject Tags Basis for Withholding File Extension |[Is Attach-ment
The withheld email thread is intra-agency and contains possible questions, draft answers, and discussion for
preparation for an upcoming Closed Commission Meeting. The withheld email thread contains legal analysis and
recommendations in connection with the Ethereum 2.0 investigation to potentially be discussed in an upcoming
meeting. The withheld information is pre-decisional because decisions had not been made about the legal issues
relating to the investigation.

The withheld email thread was prepared by an ENF attorney in anticipation of litigation and contains legal analysis
relating to an Enforcement matter.

Exemption 5

(deliberative process The withheld email thread was prepared by attorneys and contains legal advice to senior ENF staff, including input from

privilege; attorney work- |the Office of the General Counsel.

product doctrine;

attorney-client privilege) |SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.

David Hirsch, Jorge Exemption 6

GC-LIT-0470- 04/11/2023 08:14:30(Tenreiro, SEC ENF ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in

0486481 PM staff SEC ENF staff SEC ENF staff Re Ethereum 2.0 CCM.msg Exemption 7(C) knowing this personal information is not outweighed by their privacy interests. .msg False
The withheld email thread is intra-agency and contains possible questions, draft answers, and discussion for
preparation for an upcoming Closed Commission Meeting. The withheld email thread contains legal analysis and
recommendations in connection with the Ethereum 2.0 investigation to potentially be discussed in an upcoming
meeting. The withheld information is pre-decisional because decisions had not been made about the legal issues
relating to the investigation.

The withheld email thread was prepared by an ENF attorney in anticipation of litigation and contains legal analysis
relating to an Enforcement matter.
Exemption 5
(deliberative process The withheld email thread was prepared by attorneys and contains legal advice to senior ENF staff, including input from
privilege; attorney work- |the Office of the General Counsel.
product doctrine;
attorney-client privilege) [SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.
David Hirsch, Jorge Exemption 6
GC-LIT-0470- 04/11/2023 08:15:10(Tenreiro, SEC ENF ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in
0486482 PM staff SEC ENF staff SEC ENF staff Re Ethereum 2.0 CCM.msg Exemption 7(C) knowing this personal information is not outweighed by their privacy interests. .msg False

FOR DISCUSSION ONLY




Case 1:24-cv-01858-ACR  Document 34-2

Filed 06/20/25 Page 10 of 33

Updated Preliminary Vaughn Index for Contested Withholdings in Full from the 4/11/2025 Release re Narrowed Subpart 3 of FOIA Request No. 23-03269-FOIA - p. 9

FOIA
Exemption(s)/Privilege

Doc ID Family Date Email To Email From Email CC File Name / Subject Tags Basis for Withholding File Extension |[Is Attach-ment
GC-LIT-0470- 04/12/2023 01:53:37|David Hirsch, Jorge
0637347 PM Tenreiro SEC ENF staff SEC ENF staff FW Ethereum 2.0 CCM.msg .msg False
The withheld email thread and attachment are intra-agency and contain possible questions, draft answers, and
discussion for preparation for an upcoming Closed Commission Meeting. They contain analysis and recommendations
in connection with the Ethereum 2.0 investigation, to potentially be discussed in an upcoming meeting. The withheld
information is pre-decisional because decisions had not been made about the legal issues relating to the investigation
and matters discussed in the records, and a staff attorney included line editing to draft answers to questions.
The withheld email and attachment were prepared by ENF attorneys in anticipation of litigation and contain legal
analysis relating to Enforcement matters.
Exemption 5
(deliberative process The withheld email and attachment were prepared by attorneys and contain legal advice to senior ENF staff, including
privilege; attorney work- |input from the Office of the General Counsel.
product doctrine;
attorney-client privilege) [SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.
Exemption 6
GC-LIT-0470- 04/12/2023 01:53:37 CCM Draft Talking ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in
0637348 PM Points_4.13.23v4.docx Exemption 7(C) knowing this personal information is not outweighed by their privacy interests. .docx True
SEC ENF staff,
GC-LIT-0470- 04/12/2023 02:47:19 Jorge Tenreiro,
0486420 PM SEC ENF staff SEC ENF staff Davis Hirsch FW Ethereum 2.0 CCM.msg .msg False

FOR DISCUSSION ONLY




Case 1:24-cv-01858-ACR  Document 34-2

Filed 06/20/25 Page 11 of 33

Updated Preliminary Vaughn Index for Contested Withholdings in Full from the 4/11/2025 Release re Narrowed Subpart 3 of FOIA Request No. 23-03269-FOIA - p. 10

FOIA
Exemption(s)/Privilege

Doc ID Family Date Email To Email From Email CC File Name / Subject Tags Basis for Withholding File Extension |[Is Attach-ment
The withheld email and attachment are intra-agency and contain possible questions and proposed answers for an
upcoming Closed Commission Meeting. They contain analysis and recommendations in connection with the Ethereum
2.0 investigation, to potentially be discussed in an upcoming meeting. The withheld information is pre-decisional
because decisions had not been made about the legal issues relating to the investigation and matters discussed in the
records.
The withheld email and attachment were prepared by ENF attorneys in anticipation of litigation and contain legal
Exemption 5 analysis relating to Enforcement matters.
(deliberative process
privilege; attorney work- |The withheld email and attachment were prepared by attorneys and contain legal advice to senior ENF staff.
product doctrine;
attorney-client privilege) [SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.
Exemption 6
GC-LIT-0470- 04/12/2023 02:47:19 CCM Draft Talking ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in
0486421 PM Points_4.13.23v4.docx Exemption 7(C) knowing this personal information is not outweighed by their privacy interests. .docx True
The withheld email is an intra-agency record prepared by an SEC attorney for an upcoming Commission meeting. The
withheld email contains possible questions for discussion, analysis, and recommendations in connection with
Enforcement matters, including the Ethereum 2.0 investigation, to potentially be discussed in an upcoming meeting.
The withheld information is pre-decisional because decisions had not been made about the legal issues relating to the
investigations.
Exemption 5 The withheld email was prepared by an ENF attorney in anticipation of litigation and contains legal analysis relating to
(deliberative process an Enforcement matter.
privilege; attorney work-
Laura D'Allaird, product doctrine; The withheld email was prepared by attorneys and reflects legal advice for the Commission.
Malgorzata attorney-client privilege)
GC-LIT-0470- 04/12/2023 05:11:18(Spangenberg, Janna Questions for tomorrow's SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
0643003 PM Berke Victor Suthammanont meeting.msg Exemption 6 information. .msg False

FOR DISCUSSION ONLY




Case 1:24-cv-01858-ACR  Document 34-2  Filed 06/20/25 Page 12 of 33
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GC-LIT-0470- 04/12/2023 05:12:29 Amanda Fischer,
0238587 PM Gary Gensler Victor Suthammanont [Ajay Sutaria 413 CCM.msg .msg False
GC-LIT-0470- 04/12/2023 05:12:29
0238589 PM Apr 13,2023 CCM.docx .docx True
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GC-LIT-0470-
0238590

04/12/2023 05:12:29
PM

Script for REMOTE MEETING
2023-04-13.docx

GC-LIT-0470-
0238592

04/12/2023 05:12:29
PM

2- Ethereum 2.0.pdf

Exemption 5
(deliberative process

privilege; attorney work-

product doctrine;
attorney-client privilege)

Exemption 6

The withheld email is an intra-agency record prepared by an SEC attorney. The withheld email consists of discussion
about ENF matters to be discussed at an upcoming closed Commission meeting. The email is deliberative because it
contains analysis of various ENF matters and possible questions and issues to discuss at the upcoming meeting. The
email is pre-decisional because decisions had not been made in relation to the issues and matters discussed in the
email.

The withheld email was prepared to provide legal advice to the Chair relating to ENF and Commission matters.
The email was prepared by an attorney in anticipation of litigation and contains legal analysis relating to ENF matters.

The withheld attachments are intra-agency records prepared by SEC attorneys. One attachment consists of a list of ENF
matters, including matter descriptions, legal analyses, and proposals for next steps. That attachment is deliberative
because it contains analysis, recommendations, and proposals for action, and it is pre-decisional because decisions had
not been made about the matters discussed in the document.

The second attachment consists of discussion about ENF matters to be discussed at an upcoming closed Commission
meeting. The attachment is deliberative because it contains analysis of various ENF matters and possible questions and
issues to discuss at the upcoming meeting. The attachment is pre-decisional because decisions had not been made in
relation to the issues and matters discussed in the attachment.

The third attachment consists of discussion about an ENF matter to be discussed at an upcoming closed Commission
meeting. The attachment is deliberative because it contains analysis of an ENF matter and Enforcement staff's
recommendation to the Commission on how to proceed with the matter. The attachment is pre-decisional because
decisions had not been made in relation to the issues and matters discussed in the attachment.

The attachments were prepared by attorneys to provide legal advice to the Chair and Commissioners relating to ENF
matters.

The attachments were prepared by ENF attorneys in anticipation of litigation and contain legal analysis relating to ENF
matters.

SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.

.docx

True

.pdf

True

GC-LIT-0470-
0264972

04/13/2023 08:25:05
AM

Hester Peirce,
Ammon Simmon

Benjamin Vetter

CCM Bullets.msg

FOR DISCUSSION ONLY

.msg

False
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The email and withheld attachment are intra-agency records prepared by an SEC attorney. The withheld information
from the email reflects discussion about which ENF matters staff proposed that they should focus on, and it is pre-
decisional because staff had not decided which matters to focus on or add analysis about. Additionally, the attachment
consists of discussions and questions about ENF matters to be discussed at an upcoming closed Commission meeting.
The attachment is pre-decisional because it is a draft that contains analysis of various ENF matters and possible
questions and issues to discuss at the upcoming meeting.
The withheld information and attachment were prepared by an attorney in anticipation of litigation and contain legal
analysis relating to Enforcement matters.
The attachment was prepared to provide legal advice to a Commissioner relating to ENF and Commission matters.
Exemption 5
(deliberative process SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
privilege; attorney work- [information.
product doctrine;
attorney-client privilege) [Portions of the email have been released.
GC-LIT-0470- 04/13/2023 08:25:05
0264973 AM 04.13.23 CCM Bullets.docx Exemption 6 .docx True
Commissioner
GC-LIT-0470- 04/13/2023 09:58:41 Lizarrage Staff
0238991 AM Jaime Lizarraga Laura D'Allaird Email Address CCM Notes.msg .msg False
The withheld attachment is intra-agency record and consists of notes for a Commissioner for an upcoming closed
Commission meeting. The attachment is pre-decisional because the notes reflect discussion, analysis, proposals, and
potential issues, including about ENF matters, to discuss at the upcoming meeting.
The withheld attachment was prepared by attorneys in anticipation of litigation and contain legal analysis relating to
Enforcement matters.
Exemption 5
(deliberative process The attachment was prepared to provide legal advice to a Commissioner relating to ENF and Commission matters.
privilege; attorney work-
product doctrine; SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
attorney-client privilege) [information.
GC-LIT-0470- 04/13/2023 09:58:41 CCM Notes 04.13.23 (Draft
0238992 AM 04.13.23).docx Exemption 6 Portions of the email have been released. .docx True
Joseph Burson,
Emily Shea,
GC-LIT-0470- 04/13/2023 10:12:15|Gurbir Grewal, Sanjay Gregory Smolar,
0473697 AM Wadhwa Luke Pazicky Marc Johnson CCM Q&A tracker.msg .msg False
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The withheld email and attachment are intra-agency records prepared by SEC attorneys. The email and attachment
consist of discussions about ENF matters to be discussed at an upcoming closed Commission meeting. The email and
attachment are pre-decisional because they contain analysis of various ENF matters and possible questions and issues
to discuss at the upcoming meeting.
Exemption 5 The withheld email and attachment were prepared by attorneys in anticipation of litigation and contain legal analysis
(deliberative process relating to Enforcement matters.
privilege; attorney work-
product doctrine; The attachment was prepared to provide legal advice to Commissioners relating to ENF matters.
attorney-client privilege)
GC-LIT-0470- 04/13/2023 10:12:15 ENF Front Office CCM Q&A SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
0473698 AM Tracker (April 13, 2023).docx Exemption 6 information. .docx True
The withheld email thread is an intra-agency record prepared by an SEC attorney. The withheld email thread consists of
discussion about ENF matters to be discussed at an upcoming closed Commission meeting. The email is deliberative
because it contains analysis of various ENF matters and possible questions and issues to discuss at the upcoming
meeting. The email is pre-decisional because decisions had not been made in relation to the issues and matters
discussed in the email.
Exemption 5
(deliberative process The email was prepared by an attorney in anticipation of litigation and contains legal analysis relating to ENF matters.
privilege; attorney work-
product doctrine; The email was prepared to provide legal advice to Commissioners relating to ENF matters.
Gurbir Grewal, Sanjay attorney-client privilege)
GC-LIT-0470- 04/13/2023 10:49:20|Wadhwa, Olivia Choe, SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
0318986 AM Charlotte Buford Samuel Waldon FW Today's CCM.msg Exemption 6 information. .msg False
GC-LIT-0470- 04/13/2023 11:04:21
0264974 AM Hester Peirce Ammon Simon Benjamin Vetter [RE CCM Bullets.msg .msg False
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The email and withheld attachment are intra-agency records prepared by an SEC attorney. The withheld information
from the email reflects discussion about which ENF matters staff proposed that they should focus on, and it is pre-
decisional because no decisions had been made about the issues to be discussed in the meeting. The withheld
attachment consists of discussions and questions about ENF matters to be discussed at an upcoming closed Commission
meeting. The attachment is pre-decisional because it is a draft that contains analysis of various ENF matters and
possible questions and issues to discuss at the upcoming meeting.
The email and attachment were prepared by attorneys in anticipation of litigation and contain legal analysis relating to
Enforcement matters.
Exemption 5 The email and attachment were prepared to provide legal advice to a Commissioner relating to ENF and Commission
(deliberative process matters.
privilege; attorney work-
product doctrine; SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
attorney-client privilege) [information.
GC-LIT-0470- 04/13/2023 11:04:21
0264975 AM 04.13.23 CCM Bullets.docx Exemption 6 Portions of the email have been released. .docx True
GC-LIT-0470- 04/13/2023 11:14:12 Amanda Fischer,
0238601 AM Gary Gensler Victor Suthammanont |Ajay Sutaria FW 413 CCM.msg .msg False
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GC-LIT-0470-
0238603

04/13/2023 11:14:12
AM

Apr 13,2023 CCM.docx

GC-LIT-0470-
0238605

04/13/2023 11:14:12
AM

2- Ethereum 2.0.pdf

GC-LIT-0470-
0238606

04/13/2023 11:14:12
AM

Script for REMOTE MEETING

2023-04-13.docx

Exemption 5
(deliberative process
privilege; attorney work-
product doctrine;
attorney-client privilege)

Exemption 6

Exemption 7(C)

The withheld email thread and attachments are intra-agency records prepared by SEC attorneys. The withheld email
thread consists of discussion about ENF matters to be discussed at an upcoming closed Commission meeting. The email
thread is deliberative because it contains analysis of various ENF matters and possible questions and issues to discuss at
the upcoming meeting. The email thread is pre-decisional because decisions had not been made in relation to the
issues and matters discussed in the email.

One withheld attachment consists of a list of ENF matters, including matter descriptions, legal analyses, and proposals
for next steps. The attachment is deliberative because it contains analysis, recommendations, and proposals for action,
and it is pre-decisional because decisions had not been made about the matters discussed in the document.

Another withheld attachment consists of discussion about an ENF matter to be discussed at an upcoming closed
Commission meeting. The email is deliberative because it contains analysis of an ENF matter and Enforcement staff's
recommendation to the Commission on how to proceed with the matter. The email is pre-decisional because decisions
had not been made in relation to the issues and matters discussed in the attachment.

Another withheld attachment consists of discussion about ENF matters to be discussed at an upcoming closed
Commission meeting. The attachment is deliberative because it contains analysis of various ENF matters and possible
questions and issues to discuss at the upcoming meeting. The attachment is pre-decisional because decisions had not
been made in relation to the issues and matters discussed in the attachment.

The withheld email thread and attachments were prepared by attorneys to provide legal advice to the Chair relating to
ENF and Commission matters.

The withheld email thread and attachments were prepared by attorneys in anticipation of litigation and contain legal
analysis relating to ENF matters.

SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
information.

ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in

knowing this personal information is not outweighed by their privacy interests.

.docx

True

.pdf

True

.docx

True
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GC-LIT-0470-
0294993; GC-LIT-
0470-0295276; GC-
LIT-0470-0508156;

04/13/2023 11:18:17
AM; 11:21:32 AM;

Exemption 5
(deliberative process
privilege; attorney work-
product doctrine;
attorney-client privilege)

The withheld email threads are intra-agency records prepared by SEC attorneys. The withheld email threads consist of
discussions about ENF matters to be discussed at an upcoming closed Commission meeting. The email threads are
deliberative because they contain analysis of various ENF matters and possible questions and issues to discuss at the
upcoming meeting. The email threads are pre-decisional because decisions had not been made in relation to the issues
and matters discussed in the emails.

The email threads were prepared by attorneys in anticipation of litigation and contains legal analysis relating to ENF
matters.

The email threads also contain legal advice from attorneys to the Chair and Commissioners relating to an ENF matter.

GC-LIT-0470- 11:22:28 AM; Laura Jarsulic, Samuel SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
0294995 11:29:36 AM Waldon Victor Suthammanont RE Today's CCM.msg Exemption 6 information. .msg False
The withheld email thread is an intra-agency record prepared by SEC attorneys. The withheld email thread consists of
discussions about ENF matters to be discussed at an upcoming closed Commission meeting. The email thread is
deliberative because it contains analysis of various ENF matters and possible questions and issues to discuss at the
upcoming meeting. The email thread is pre-decisional because decisions had not been made in relation to the issues
and matters discussed in the email thread.
Exemption 5 The email thread was prepared by attorneys in anticipation of litigation and contains legal analysis relating to ENF
(deliberative process matters.
privilege; attorney work-
product doctrine; The email thread also contains legal advice to the Chair and Commissioners relating to an ENF matter.
Gurbir Grewal, Sanjay attorney-client privilege)
GC-LIT-0470- 04/13/2023 11:22:05|Wadha, Oliva Choe, SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
0318985 AM Charlotte Buford Samuel Waldon FW Today's CCM.msg Exemption 6 information. .msg False
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Laura Cunningham,
GC-LIT-0470- 04/13/2023 03:12:21|Margaret McGuire, PJB notes from 4132023 CCM
0646392 PM Kelly Rock Paul Bohr .msg .msg False
GC-LIT-0470- 04/13/2023 03:12:21 Upon further review of these records, we have determined that they are not responsive to subpart 3. At the time that
0646393 PM 2023.04.13 CCM Notes (PJB).docx|Not responsive record  [this record was created, custodian Laura Cunningham was not in a position covered by subpart 3. .docx True
The email is an intra-agency record and consists of an attorney's non-verbatim notes taken during a closed Commission
meeting concerning various ENF matters. The records are deliberative because they reflect the note-taker's selective
notes of the information deemed important for further discussion and consideration. The records are pre-decisional
because they concern issues and matters that related to decisions about matters likely to be considered by the
Commission in the future.
Exemption 5
(deliberative process The email also reflects legal analysis and information about ENF matters gathered in anticipation of litigation.
privilege; attorney work-
product; attorney-client |The email also reflects legal advice to the Commissioners relating to ENF and Commission matters.
Commissioner privilege)
GC-LIT-0470- 04/13/2023 04:12:10 Uyeda's Staff SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
0264965 PM Mark Uyeda Charles Lee email 413 CCM Summary.msg Exemption 6 information. .msg False
Paul Bohr, Margaret
GC-LIT-0470- 04/14/2023 08:14:37|McGuire, Laura
0640967 AM Cunningham Kelly Rock 4.13.23.docx.msg .msg False
GC-LIT-0470- 04/14/2023 08:14:37 Upon further review of these records, we have determined that they are not responsive to subpart 3. At the time that
0640968 AM 4.13.23.docx Not responsive record |this record was created, custodian Laura Cunningham was not in a position covered by subpart 3. .docx True
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The withheld email is intra-agency and contains legal analysis. The withheld record is deliberative because it
Exemption 5 discusses an issue that SEC staff were considering. The withheld information is pre-decisional because a
(deliberative process  [decision had not been made about the legal issues discussed in the email.
Uyeda Counsels email privilege)
GC-LIT-0470- 06/12/2023 04:33:57 [address; Mark Uyda, Chair Gensler Lecture re Ether in SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
0265007 PM Jakel Larson Taylor Asher 2018.msg Exemption 6 contact information. .msg False
GC-LIT-0470- 07/14/2023 01:15:12|David Hirsch, Jorge
0641112 PM Tenreiro SEC ENF staff SEC ENF staff Eth 2.0 (C-8950).msg .msg False
The withheld email discusses and attaches a draft letter SEC staff was considering sending in connection with
an investigation. The draft letter contains legal analysis prepared by an SEC attorney. The withheld records
are deliberative because they reflect discussion about how to conduct the investigation and about legal
theories relevant to the investigation. The withheld information is pre-decisional because a decision had not
been made about the effect of the legal issues discussed in the email and no decisions had been made about
the ongoing investigation. The withheld attachment is also a draft reflecting comments from SEC staff.
Exemption 5 Th . . . L e .
) . e withheld email and attachment were prepared by ENF attorneys in anticipation of litigation and contain
(deliberative process 110591 analysis relating to Enforcement matters.
privilege; attorney work-
product doctrine) SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
contact information.
Exemption 6
GC-LIT-0470- 07/14/2023 01:15:12 2023-07-13 DRAFT RFA to FINMA ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public
0641113 PM re Ethereum 2.0.docx Exemption 7(C) interest in knowing this personal information is not outweighed by their privacy interests. .docx True
GC-LIT-0470- 07/20/2023 09:23:28|David Hirsch, Jorge
0641110 AM Tenreiro SEC ENF staff SEC ENF staff FW Eth 2.0 (C-8950).msg .msg False

FOR DISCUSSION ONLY




Case 1:24-cv-01858-ACR  Document 34-2

Filed 06/20/25 Page 21 of 33

Updated Preliminary Vaughn Index for Contested Withholdings in Full from the 4/11/2025 Release re Narrowed Subpart 3 of FOIA Request No. 23-03269-FOIA - p. 20

FOIA
Exemption(s)/Privilege

Doc ID Family Date Email To Email From Email CC File Name / Subject Tags Basis for Withholding File Extension |[Is Attach-ment
The withheld email discusses and attaches a draft letter SEC staff was considering sending in connection with
an investigation. The draft letter contains legal analysis prepared by an SEC attorney. The withheld records
are deliberative because they reflect discussion about how to conduct the investigation and about legal
theories relevant to the investigation. The withheld information is pre-decisional because a decision had not
been made about the effect of the legal issues discussed in the email and no decisions had been made about
the ongoing investigation. The withheld attachment is also a draft reflecting comments from SEC staff.
Exemption 5 Th . . . o A :
) ) e withheld email and attachment were prepared by ENF attorneys in anticipation of litigation and contain
(deliberative process 11059 analysis relating to Enforcement matters.
privilege; attorney work-
product doctrine) SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
contact information.
Exemption 6
GC-LIT-0470- 07/20/2023 09:23:28 2023-07-13 DRAFT RFA to FINMA ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public
0641111 AM re Ethereum 2.0.docx Exemption 7(C) interest in knowing this personal information is not outweighed by their privacy interests. .docx True
GC-LIT-0470- 07/21/2023 11:03:48SEC ENF staff, Jorge
0602482 AM Tenreiro Hirsch, David L SEC ENF staff RE Eth 2.0 (C-8950).msg .msg False
The withheld email discusses and attaches a draft letter SEC staff was considering sending in connection with
an investigation. The draft letter contains legal analysis prepared by an SEC attorney. The withheld records
are deliberative because they reflect discussion about how to conduct the investigation and about legal
theories relevant to the investigation. The withheld information is pre-decisional because a decision had not
been made about the effect of the legal issues discussed in the email and no decisions had been made about
the ongoing investigation. The withheld attachment is also a draft reflecting comments from SEC staff.
BEmpEn S The withheld email and attachment were i icipati itigati i
) ) prepared by ENF attorneys in anticipation of litigation and contain
(deliberative process  |jo4a| analysis relating to Enforcement matters.
privilege; attorney work-
product doctrine) SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
contact information.
Exemption 6
GC-LIT-0470- 07/21/2023 11:03:48 2023-07-13 DRAFT RFA to FINMA ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public
0602483 AM re Ethereum 2.0 (DLH).docx Exemption 7(C) interest in knowing this personal information is not outweighed by their privacy interests. .docx True
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The withheld email thread is intra-agency and contains legal analysis prepared by an SEC attorney. The
withheld record is deliberative because it makes a recommendation related to consideration of ether futures
Exemption 5 filings. The withheld information is pre-decisional because a decision had not been made about ether futures
(deliberative process filings.
GC-LIT-0470- privilege)
0460749; GC-LIT-  [08/14/2023 06:16:16|Valerie Szczepanik; Re Time for an ETH SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
0470-0458032 PM; 06:20:47 PM Bernard Nolan Amy Starr Discussion.msg Exemption 6 contact information. .msg False
GC-LIT-0470- 08/14/2023 08:42:08|Jennifer McHugh; Thankam RE Re ETH Futures ETF Comments
0458033 PM Asen Parachkevov Bernard Nolan Varghese Guide.msg .msg False
The withheld email thread and attachment are intra-agency and contain legal analysis prepared by SEC
attorneys. The withheld records are deliberative because they make recommendations and discuss issues
related to consideration of ether futures filings. The withheld information is pre-decisional because a decision
Exemption 5 had not been made about ether futures filings. The withheld records also reflect edits and comments from
(deliberative process  |SEC staff on the draft attachment.
DRAFT ETH Futures ETFs - privilege)
GC-LIT-0470- 08/14/2023 08:42:08 Comment Guide - Draft 8.14.23 SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
0458034 PM BN.docx Exemption 6 contact information. .docx True
Andrea
Magovern;
Bernard Nolan,
Jennifer
McHugh;
GC-LIT-0470- 08/15/2023 08:36:53 |Christian Sandoe; Thankam Re Draft ETH Futures ETF
0460747 AM Michael Spratt Asen Parachkevov Varghese Comments Guide.msg .msg False
The withheld email and attachment are intra-agency and contain legal analysis prepared by SEC attorneys.
The withheld records are deliberative because they make recommendations and discuss issues related to
consideration of ether futures filings. They also reflect the proposed drafting and editing process for the
attachment. The withheld information is pre-decisional because a decision had not been made about ether
Exemption 5 futures filings. The withheld attachment also reflects edits and comments from SEC staff on the draft
(deliberative process attachment.
DRAFT ETH Futures ETFs - privilege)
GC-LIT-0470- 08/15/2023 08:36:53 Comment Guide - Draft SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
0460748 AM 8.15.23.docx Exemption 6 contact information. .docx True
Andrea
Magovern;
Bernard Nolan,
Jennifer
McHugh;
Thankam
GC-LIT-0470- 08/15/2023 10:27:45 Varghese; RE Re Draft ETH Futures ETF
0281207 AM Asen Parachkevov Michael Spratt Christian Sandoe [Comments Guide.msg .msg False
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The withheld email and attachment are intra-agency and contain legal analysis prepared by SEC attorneys.
The withheld records are deliberative because they make recommendations and discuss issues related to
consideration of ether futures filings. They also reflect the proposed drafting and editing process for the
attachment. The withheld information is pre-decisional because a decision had not been made about ether
Exemption 5 futures filings. The withheld attachment also reflects edits and comments from SEC staff on the draft
(deliberative process attachment.
DRAFT ETH Futures ETFs - privilege)
GC-LIT-0470- 08/15/2023 10:27:45 Comment Guide - Draft 8.15.23 SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
0281208 AM +MS.docx Exemption 6 contact information. .docx True
GC-LIT-0470- 08/15/2023 11:37:16 FW Re Draft ETH Futures ETF
0280418 AM Asen Parachkevov Thankam Varghese Comments Guide.msg .msg False
The withheld email and attachment are intra-agency and contain legal analysis prepared by SEC attorneys.
The withheld records are deliberative because they make recommendations and discuss issues related to
consideration of ether futures filings. They also reflect the proposed drafting and editing process for the
attachment. The withheld information is pre-decisional because a decision had not been made about ether
Exemption 5 futures filings. The withheld attachment also reflects edits and comments from SEC staff on the draft
(deliberative process attachment.
DRAFT ETH Futures ETFs - privilege)
GC-LIT-0470- 08/15/2023 11:37:16 Comment Guide - Draft SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
0280419 AM 8.15.23.docx Exemption 6 contact information. .docx True
Andrea
Magovern;
Jennifer
Bernard Nolan; McHugh;
GC-LIT-0470- 08/15/2023 11:52:51|Christian Sandoe; Thankam RE Re Draft ETH Futures ETF
0460758 AM Michael Spratt Asen Parachkevov Varghese Comments Guide.msg .msg False
The withheld email and attachment are intra-agency and contain legal analysis prepared by SEC attorneys.
The withheld records are deliberative because they make recommendations and discuss issues related to
consideration of ether futures filings. They also reflect the proposed drafting and editing process for the
Exemption 5 attachment. The withheld information is pre-decisional because a decision had not been made about ether
(deliberative process futures filings. The withheld records also reflects edits and comments from SEC staff on the draft attachment.
DRAFT ETH Futures ETFs - privilege)
GC-LIT-0470- 08/15/2023 11:52:51 Comment Guide - Draft 8.15.23 SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
0460759 AM +MS.docx Exemption 6 contact information. .docx True
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The withheld email is intra-agency and contains legal analysis prepared by an SEC attorney. The withheld
record is deliberative because it makes a recommendation related to consideration of ether futures filings. It
also reflects the proposed drafting and editing process for the attachment as well as edits and comments from
Exemption 5 SEC staff on a draft document. The withheld information is pre-decisional because a decision had not been
Brent Fields; Christian Bernard Nolan; (deliberative process made about ether futures filings.
Sandoe; Andrea Thankam RE ETH Futures ETFs - 2x Draft privilege)
GC-LIT-0470- 08/17/2023 12:26:40|Magovern; Michael Varghese; Comments re ETH Regulatory SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
0587715 PM Spratt Asen Parachkevov Jennifer McHugh |Risks.msg Exemption 6 contact information. .msg False
The withheld email thread is intra-agency and reflects preparation for a call among SEC staff about an ENF
investigation, including a list of issues to discuss and consider about the conduct of the ongoing investigation.
The withheld emails are deliberative because they reflect discussion about conducting an investigation,
including questions and issues to discuss and possible future steps. The withheld information is pre-
decisional because a decision had not been made about the issues discussed in the email.
2 CfES The withheld email was d by ENF at in anticipati itigati i i
prepared by attorneys in anticipation of litigation and contains legal analysis
(deliberative process | re|ating to an Enforcement matter.
privilege; attorney work-
product doctrine) SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
contact information.
Exemption 6
GC-LIT-0470- 09/20/2023 02:10:44|David Hirsch, SEC ENF ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public
0641172 PM staff Jorge Tenreiro SEC ENF staff RE Eth 2.0 (C-8950).msg Exemption 7(C) interest in knowing this personal information is not outweighed by their privacy interests. .msg False
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The withheld email thread is intra-agency and concerns a draft email to send to other SEC staff about issues
to consider in connection with an ongoing investigation. The withheld thread is deliberative because it
contains a draft email and reflects discussion about and questions relating to conducting an investigation. The
withheld information is pre-decisional because a decision had not been made about the content of the draft
email or the issues discussed in the email.
2 EES The withheld email thread was prepared by ENF attorneys in anticipation of litigation and contains legal
(deliberative process  |3nqysis relating to an Enforcement matter.
privilege; attorney work-
product doctrine) SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
GC-LIT-0470- contact information.
0509637; GC-LIT- 09/21/2023 12:08:57 [David Hirsch, Jorge Exemption 6
0470-0643832; GC- [PM; 12:35:27 PM;  |Tenreiro, SEC ENF ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public
LIT-0470-0603026 |12:39:17 PM staff SEC ENF staff Eth 2.0 - Draft Email to CFGC.msg |Exemption 7(C) interest in knowing this personal information is not outweighed by their privacy interests. .msg False
The withheld email is intra-agency and lists issues to consider in connection with an ongoing investigation.
The withheld record is deliberative because it discusses how to resolve issues related to an investigation. The
withheld information is pre-decisional because a decision had not been made about the issues discussed in
the email.
2 CfES The withheld email was d by ENF at in anticipati itigati i i
) ) prepared by attorneys in anticipation of litigation and contains legal analysis
(deliberative process | rg|ating to Enforcement matters.
privilege; attorney work-
SEC staff in the Office product doctrine) SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
of the General contact information.
Counsel and the David Hirsch, Exemption 6
GC-LIT-0470- 09/21/2023 12:41:33|0Office of Corporation Jorge Tenreiro, ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public
0505297 PM Finance SEC ENF staff SEC ENF staff Eth 2.0 (C-8950).msg Exemption 7(C) interest in knowing this personal information is not outweighed by their privacy interests. .msg False
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The withheld calendar invitation is intra-agency and lists issues and questions to consider in connection with
an ongoing investigation during an upcoming call. The withheld record is deliberative because it discusses
how to resolve issues related to an investigation. The withheld information is pre-decisional because a
decision had not been made about the issues discussed in the email.

BEmpIEn S The withheld calendar invitation was prepared by ENF attorneys in anticipation of litigation and contains legal
(deliberative process  |5na1ysis relating to Enforcement matters.
David Hirsch, Jorge privilege; attorney work-
09/21/2023 12:44:49|Tenreiro, SEC staff in product doctrine) SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their

GC-LIT-0470- PM; 09/26/2023 the Office of the contact information.

0782604; GC-LIT-  |01:35:11 PM; General Counsel and Exemption 6

0470-0642624; GC- |09/26/2023 04:25:45 |the Office of ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public

LIT-0470-0505298 |PM Corporation Finance |[SEC ENF staff Eth 2.0 (C-8950).msg Exemption 7(C) interest in knowing this personal information is not outweighed by their privacy interests. .msg False
The withheld email thread is intra-agency and lists issues and questions to consider in connection with an
ongoing investigation during upcoming calls. The withheld record is deliberative because it discusses how to
resolve issues related to an investigation. The withheld information is pre-decisional because a decision had
not been made about the issues discussed in the email.
Exemption 5 : ] . L e .
) ) The withheld email thread was prepared by ENF attorneys in anticipation of litigation and contains legal
(deliberative process  |5na1ysis relating to Enforcement matters.
privilege; attorney work-
product doctrine) SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
contact information.
Exemption 6
GC-LIT-0470- 09/27/2023 04:22:41 ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public
0508012 PM David Hirsch Jorge Tenreiro Fwd Eth 2.0 (C-8950).msg Exemption 7(C) interest in knowing this personal information is not outweighed by their privacy interests. .msg False
David Hirsch, Jorge
GC-LIT-0470- 11/14/2023 12:26:47 [Tenreiro, SEC ENF
0506722 PM staff SEC ENF staff ETH 2.0 (C-8950).msg .msg False
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The withheld calendar invitation is intra-agency and lists issues and questions relating to a voluntary
submission provided by a third party (unrelated to the Ethereum 2.0 investigation) that warranted further
discussion in connection with an ENF investigation. The withheld calendar invitation is deliberative because it
lists issues that the staff believed they needed to address and provides ideas and questions related to those
issues. The withheld calendar invitation is pre-decisional because a decision had not been made about the
issues raised in the email.
2 EES The withheld calendar invitation was prepared by ENF attorneys in anticipation of litigation and contains legal
(deliberative process |55y sis relating to Enforcement matters.
privilege; attorney work-
product doctrine) SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their
contact information.
Exemption 6
GC-LIT-0470- 11/14/2023 12:26:47 [BS]--FOIA CONFIDENTIAL ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public
0506723 PM TREATMENT REQUESTED.pdf Exemption 7(C) interest in knowing this personal information is not outweighed by their privacy interests. .pdf True
Pauley, Kristin;
GC-LIT-0470- 01/26/2024 05:51:55|Hirsch, David L;
0782175; GC-LIT- PM; 01/31/2024 Tenreiro, Jorge; SEC
0470-0782838 09:51:36 AM Staff SEC ENF staff Eth 2.0 (C-8950).msg .msg False
The withheld information consists of a request for a meeting concerning the Ethereum 2.0 investigation and an
assessment about information provided by a third party, along with the third party submission selected by an ENF
attorney. The request and assessment are from an ENF attorney relating to an ENF matter.
SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
Exemption 5 (attorney |information.
work-product doctrine)
2013.10.13.Voluntary.Submission ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in
GC-LIT-0470- .Galaxy.Digital--FOIA Exemption 6 knowing this personal information is not outweighed by their privacy interests.
0782176; GC-LIT- 01/26/2024 05:51:55 CONFIDENTIAL TREATMENT
0470-0782839 PM REQUESTED.pdf Exemption 7(C) Portions of the calendar invitation have been released. .pdf True
GC-LIT-0470- 02/01/2024 06:03:05 |Hirsch, David L;
0645357 PM Tenreiro, Jorge Pauley, Kristin SEC ENF staff Eth 2.0 (C-8950).msg .msg False
GC-LIT-0470- 02/01/2024 06:03:05 C-8950_Status
0645358 PM Memo_1.29.24.docx .docx True
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The email and withheld attachments are intra-agency and consist of an overview of the status of the Ethereum 2.0
investigation as well as legal analysis prepared by ENF attorneys. The withheld information and attachments are
deliberative because they reflect discussion about what matters and issues the ENF attorneys proposed that Chair
Gensler and ENF leadership should focus on, as well as possible next steps in the investigation. The withheld
information is pre-decisional because a decision had not been made about the legal issues discussed in the records.
Additionally, the withheld information and attachments were prepared by ENF attorneys and contain legal analysis
relating to an ENF investigation.
This email was also sent by an ENF attorney to provide legal advice to Chair Gensler and ENF leadership relating to an
Exemption 5 ENF matter.
(deliberative process
privilege; attorney client |SEC staff have a privacy interest in their contact information, and there is no public interest in knowing their contact
privilege; attorney work- |information.
product doctrine)
ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in
Exemption 6 knowing this personal information is not outweighed by their privacy interests.
GC-LIT-0470- 02/01/2024 06:03:05 2024.2.1 C-8950_Talking
0645359 PM Points.docx Exemption 7(C) Portions of the email have been released. .docx True
GC-LIT-0470- 02/01/2024 07:04:47 [Shillman, David S.; FW Spot ETH - security not Upon further review of this record, we have determined that it is not responsive to subpart 3. At the time that this
0515348 PM Juzenas, Eric Kim, Molly security.msg Not responsive record |record was created, custodian Eric Juzenas was not in a position covered by subpart 3. .msg False
GC-LIT-0470- 02/02/2024 09:41:43 FW Spot ETH - security not Upon further review of this record, we have determined that it is not responsive to subpart 3. At the time that this
0514381 AM Orr, Andrea Bergoffen, Roni E security.msg Not responsive record |record was created, custodian Andrea Orr was not in a position covered by subpart 3. .msg False
GC-LIT-0470- 02/02/2024 02:16:34 FW Spot ETH - security not Upon further review of this record, we have determined that it is not responsive to subpart 3. At the time that this
0297613 PM Ding, Yue Orr, Andrea security.msg Not responsive record |record was created, custodians Andrea Orr and Yue Ding were not in a position covered by subpart 3. .msg False
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GC-LIT-0470- 02/05/2024 11:38:22
0514393 AM SEC ENF staff SEC ENF staff B5 .msg False
The withheld calendar invitation and attachment are intra-agency and concern a draft action memorandum relating to
an ENF investigation. The calendar invitation is deliberative because it contains a proposed discussion topic. The
calendar invitation is pre-decisional because no final agency decisions or findings had been made concerning the issues
discussed in the action memorandum.
The withheld attachment is deliberative because it reflects staff’s recommendations to the Commission concerning an
ENF matter and the reasons for those recommendations. It is pre-decisional because it was prepared before a decision
was made on the issues discussed in the attachment. It is also a non-final draft.
The calendar invitation and attachment are also from attorneys, and they provide legal advice to the Commissioners.
Exemption 5 The calendar invitation and attachment also reflect legal analysis and strategy prepared by ENF attorneys in connection
(deliberative process with anticipated and ongoing litigation.
privilege; attorney-client
privilege; attorney work- |SEC staff have a privacy interest in their email addresses, and there is no public interest in knowing their contact
product doctrine) information.
Exemption 6 ENF staff have a privacy interest in not being associated with a law enforcement investigation, and the public interest in
GC-LIT-0470- 02/05/2024 11:38:22 knowing this personal information is not outweighed by their privacy interests.
0514394 AM B5 Exemption 7(C) .docx True
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The withheld email thread among SEC ENF and FinHub staff is intra-agency and consists of a request for attorney work
product by attorneys, discussion about how to respond to that request, and analysis about the substance of a project
requested by the Chair and ENF. The thread is deliberative because it reflects a request for analysis, questions about
how to put together and approach the requested analysis, and proposed sources, analysis, and formatting for the
project. The thread is pre-decisional because there was no final decision about the results of the project.
This email thread containing a request for legal work product was also sent by an attorney to provide legal advice to
Exemption 5 others in the Commission.
(deliberative process
privilege; attorney-client |The withheld email thread was prepared by an attorney and contains legal analysis relating to anticipated and ongoing
privilege; attorney work- |SEC actions.
product doctrine)
GC-LIT-0470- 02/07/2024 11:09:15 Glennon, Liam RE Chair's Urgent Request to ENF SEC staff have a privacy interest in their email addresses, and there is no public interest in knowing their contact
0468452 PM Szczepanik, Valerie (Contractor) FinHub Assistance.msg Exemption 6 information. .msg False
The withheld email thread is intra-agency among SEC ENF and FinHub staff and consists of a request for attorney work
product by attorneys, discussion about how to respond to that request, and analysis about the substance of a project
requested by the Chair and ENF. The thread is deliberative because it reflects a request for analysis, questions about
how to put together and approach the requested analysis, and proposed sources, analysis, and formatting for the
project. The thread is pre-decisional because there was no final decision about the results of the project.
This email thread containing a request for legal work product was also sent by an attorney to provide legal advice to
Exemption 5 others in the Commission.
(deliberative process
privilege; attorney-client |The withheld email thread was prepared by an attorney and contains legal analysis relating to anticipated and ongoing
privilege; attorney work- |SEC actions.
product doctrine)
GC-LIT-0470- 02/08/2024 02:34:17 SEC staff have a privacy interest in their email addresses, and there is no public interest in knowing their contact
0283308 PM Ward Doran, Morgan [Szczepanik, Valerie Re Urgent Request.msg Exemption 6 information. .msg False
GC-LIT-0470- 02/09/2024 01:24:51
0466137 PM Szczepanik, Valerie  [Ward Doran, Morgan FW Urgent Request.msg .msg False
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The withheld email thread is intra-agency among SEC ENF and FinHub staff and consists of a request for attorney work
product by attorneys, discussion about how to respond to that request, and analysis about the substance of a project
requested by the Chair and ENF. The thread is deliberative because it reflects a request for analysis, questions about
how to put together and approach the requested analysis, and proposed sources, analysis, and formatting for the
project. The thread is pre-decisional because there was no final decision about the results of the project.
This email thread containing a request for legal work product was also sent by an attorney to provide legal advice to
others in the Commission.
The withheld email thread was prepared by an attorney and contains legal analysis relating to anticipated and ongoing
Exemption 5 SEC actions.
(deliberative process
privilege; attorney-client |The withheld attachment consists of the requested attorney work product compiled to provide legal advice to others in
privilege; attorney work- |the Commission. It was prepared by attorneys and contains analysis relating to anticipated and ongoing SEC actions.
product doctrine)
GC-LIT-0470- 02/09/2024 01:24:51 SEC staff have a privacy interest in their email addresses, and there is no public interest in knowing their contact
0466138 PM B5 Exemption 6 information. Xlsx True
The withheld email is an intra-agency record and contains discussion about ETH. The email is deliberative because it
Exemption 5 contains proposed analysis, and it is pre-decisional because no decision had been made about the analysis and issue
(deliberative process discussed in the email.
Gaw, Michael J.; privilege)
GC-LIT-0470- 02/14/2024 04:47:26|Hirsch, David L; Vorosmarti, SEC staff have a privacy interest in their email addresses, and there is no public interest in knowing their contact
0643418 PM Tenreiro, Jorge Juzenas, Eric Richard ETH--Security or Not.msg Exemption 6 information. .msg False
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The email and withheld attached case closing recommendation are intra-agency records relating to the Ethereum 2.0
investigation that detail a recommendation for closing the investigation. The records are deliberative because they
reflect analysis and a recommendation by staff about an investigation. The withheld information is pre-decisional
GC-LIT-0470- 07/19/2024 11:54:54 C-8950 Draft Closing because decisions had not been made about issues relating to the investigation discussed in the record.
0811120 AM Tenreiro, Jorge Pauley, Kristin Narrative.msg .msg False
The withheld attachment is also a non-final draft case closing recommendation.
Additionally, the withheld records were prepared by ENF attorneys in connection with anticipated litigation and contain
legal analysis relating to the Ethereum 2.0 investigation.
Exemption 5
(deliberative process The withheld attachment also reflects legal advice prepared by attorneys for the Commissioners.
privilege; attorney work-
product doctrine; SEC staff have a privacy interest in their email addresses, and there is no public interest in knowing their contact
attorney-client privilege) [information.
GC-LIT-0470- 07/19/2024 11:54:54 Case Closing Narrative Eth 2.0 C-
0811121 AM 08950 7.18.24.docx Exemption 6 Portions of the email have been released. .docx True
GC-LIT-0470- 07/19/2024 04:10:12
0809076 PM Pauley, Kristin Tenreiro, Jorge Closing narrative.msg .msg False
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The withheld email and attached case closing recommendation are intra-agency records relating to the Ethereum 2.0
investigation that detail a recommendation for closing the investigation. The records are deliberative because they
reflect analysis and a recommendation by staff about an investigation. The withheld information is pre-decisional
because decisions had not been made about issues relating to the investigation discussed in the record. Additionally,
the withheld email contains a question relating to the ENF investigation.
Exemption 5 The withheld attachment is also a non-final draft case closing recommendation that reflects proposed edits.
(deliberative process
privilege; attorney work- |Additionally, the withheld records were prepared by ENF attorneys in connection with anticipated litigation and
product doctrine; contains legal analysis relating to the Ethereum 2.0 investigation.
attorney client privilege)
The withheld attachment also reflects legal advice prepared by attorneys for the Commissioners.
Exemption 6
GC-LIT-0470- 07/19/2024 04:10:12 SEC staff have a privacy interest in their email addresses, and there is no public interest in knowing their contact
0809077 PM B5 information. .docx True
The withheld email and attached case closing recommendation are intra-agency records relating to the Ethereum 2.0
investigation that detail a recommendation for closing the investigation. The records are deliberative because they
reflect analysis and a recommendation by staff about an investigation. The withheld information is pre-decisional
Exemption 5 because decisions had not been made about issues relating to the investigation discussed in the record.
(deliberative process
GC-LIT-0470- 07/19/2024 05:40:41Hill, Angela R.; Clay, Ethereum 2.0 (C-8950) Case privilege; attorney work- |Additionally, the withheld records were prepared by ENF attorneys in connection with anticipated litigation and
0812872 PM Felisha K. Pauley, Kristin Tenreiro, Jorge _[Closing .msg product doctrine; contains legal analysis relating to the Ethereum 2.0 investigation. dIE False
attorney client privilege)
The withheld attachment also reflects legal advice prepared by attorneys for the Commissioners.
Exemption 6
GC-LIT-0470- 07/19/2024 05:40:41 SEC staff have a privacy interest in their email addresses, and there is no public interest in knowing their contact
0812873 PM information. .docx True
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Email/Email Thread
Date(s)

Author(s)/
Recipient(s)

Description of Withheld
Information/Document(s)

FOIA
Exemption(s)

Basis for
Withholding

January 16 and 17,
2024

Kristin Pauley, Jorge

Tenreiro, David
Hirsch

An email thread between SEC staff
was withheld.

The names of certain Enforcement
(“ENF”) staff and SEC staff contact
information were also withheld.

Exemption 5
(deliberative
process
privilege;
attorney work
product
doctrine)

Exemption 6

Exemption 7(C)

The email thread is intra-agency and contains discussion
about potential staffing of a new SEC employee, the status
of certain ENF matters, and possible next steps in the
Ethereum 2.0 investigation. The withheld information is
pre-decisional because decisions had not been made about
staffing or about next steps in the ENF matters.

Additionally, the withheld thread was prepared by ENF
attorneys in anticipation of litigation and contains analysis
and a proposal relating to an ENF matter.

SEC staff have a privacy interest in their contact
information, and there is no public interest in knowing their
contact information.

ENF staff have a privacy interest in not being associated
with a law enforcement investigation, and the public
interest in knowing this personal information is not
outweighed by their privacy interests.

! Narrowed subpart 4 seeks all documents or communications sent to or by all former SEC Commissioners, their counsels, the Director of the Division of Enforcement,

and the Director of the Crypto Asset and Cyber Unit concerning the decision to close the ETH 2.0 investigation.
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Date(s) Recipient(s) Information/Document(s) Exemption(s) Withholding
February 6, 2024 Jorge Tenreiro, An email from Jorge Tenreiro and the | Exemption 5 The email and attachment are intra-agency records and
Gurbir Grewal, attachment to that email were (deliberative contain analysis and recommendations in connection with
Sanjay Wadhwa, withheld. process Enforcement matters, including the Ethereum 2.0
Gregory Smolar, privilege; investigation, to potentially be discussed in an upcoming
David Hirsch attorney work meeting. The withheld information is pre-decisional
product because decisions had not been made about the legal
doctrine; issues relating to the investigation discussed in the records.
attorney client
privilege) Additionally, the withheld email and attachment were
prepared by ENF attorneys in anticipation of litigation and
contain legal analysis relating to Enforcement matters.
The withheld email and attachment were prepared by
attorneys and contain legal advice relating to SEC actions
for the ENF Director.
February 13, 2024 Kristin Pauley, David | An email from Kristin Pauley and the | Exemption 5 The email and attachments are intra-agency records and
Hirsch, Jorge three attachments to that email were | (deliberative contain analysis and recommendations in connection with
Tenreiro withheld. process the Ethereum 2.0 investigation. The withheld information
privilege; is pre-decisional because decisions had not been made
The contact information of SEC staff attorney work about the issues relating to the investigation discussed in
was also withheld. product the records.
doctrine)
Additionally, the withheld email and attachments were
Exemption 6 prepared by ENF attorneys in anticipation of litigation and

contain discussion about the status of the matter, legal
analysis, and proposed next steps relating to the Ethereum
2.0 investigation.

SEC staff have a privacy interest in their contact
information, and there is no public interest in knowing their
contact information.
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February 14, 18, 20,
2024

Jorge Tenreiro,
Michael Seaman,
Jonathan Ingram,
Erik Gerding, Gurbir
Grewal

Portions of an email thread among
SEC staff was withheld.

Exemption 5
(deliberative
process
privilege;
attorney work
product
doctrine;
attorney client
privilege)

Exemption 6

The email thread is an intra-agency record and contains
discussion and questions about a memo and law firm
analysis concerning Ether as well as analysis about possible
effects on SEC ENF actions. Information in the email thread
is deliberative because it reflects discussion about what
legal issues SEC staff, including Chair Gensler, should focus
on. The withheld information is pre-decisional because a
decision had not been made about the legal issues
discussed in the email.

Additionally, the withheld information was prepared by
attorneys in anticipation of litigation and contains legal
analysis relating to the investigation.

The withheld information was prepared by attorneys and
contains legal advice relating to SEC actions to be provided
to Chair Gensler.

SEC staff have a privacy interest in their email addresses,
and there is no public interest in knowing their contact

information.

Portions of the email thread have been released.




Case 1:24-cv-01858-ACR  Document 34-3  Filed 06/20/25 Page 5 of 18
Email/Email Thread Author(s)/ Description of Withheld FOIA Basis for
Date(s) Recipient(s) Information/Document(s) Exemption(s) Withholding
February 26, 28, Jorge Tenreiro, Portions of an email thread, as well Exemption 5 The email and attachments are intra-agency records and
2024 Gurbir Grewal, as the attachments to the thread, (deliberative contain analysis and recommendations about possible
April 22, 2024 Sanjay Wadhwa, were withheld. process approaches on particular legal issues relating to Ether. The
Gregory Smolar privilege; withheld information is pre-decisional because a decision
The email addresses of SEC staff were | attorney client had not been made about the legal issues relating to Ether
also withheld. privilege; discussed in the email and attachment.
attorney work
product Additionally, the withheld email and attachments were
doctrine) prepared by an ENF attorney in anticipation of litigation
and contain legal analysis relating to Enforcement
Exemption 6 investigations and policy.

This email was also sent by an attorney to provide legal
advice to the ENF Director relating to SEC actions and

policy.

SEC staff have a privacy interest in their email addresses,
and there is no public interest in knowing their contact
information.

Portions of the email thread were released.
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FOIA
Exemption(s)
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February 27, 2024

Luke Pazicky, Gurbir
Grewal, Sanjay
Wadhwa, Marc
Johnson, Gregory
Smolar

A calendar invitation for the Weekly
Chair Meeting and its six attachments
were withheld.

Exemption 5
(deliberative
process
privilege;
attorney work
product
doctrine;
attorney client
privilege)

The withheld calendar invitation and attachments are intra-
agency records that reflect analysis about various
Enforcement matters to possibly be discussed in an
upcoming SEC staff meeting with Chair Gensler. The
records are deliberative because they reflect discussion
about what legal issues Chair Gensler and SEC staff should
focus on, analysis of those issues, and staff
recommendations. The withheld information is pre-
decisional because decisions had not been made about the
issues discussed in the calendar invitation and attachments.

Additionally, the withheld records were prepared and
selected by ENF attorneys in anticipation of litigation and
contain analysis relating to pending and possible SEC
actions.

Certain of the withheld records were also prepared by
attorneys to provide legal advice relating to pending and
possible SEC actions and SEC policy.
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March 20, 2024 Gregory Smolar, A calendar invitation for the Weekly Exemption 5 The withheld calendar invitation and attachments are intra-
Gurbir Grewal, Chair Meeting and its two (deliberative agency records that reflect analysis about various subjects,
Sanjay Wadhwa, attachments were withheld. process including Enforcement matters and rulemaking, in an
Marc Johnson, privilege; upcoming SEC staff meeting with Chair Gensler. The
Gregory Padgett attorney work records are deliberative because they reflect discussion
product about what issues Chair Gensler and SEC staff should focus
doctrine) on, analysis of those issues, and staff recommendations.

The withheld information is pre-decisional because
decisions had not been made about the issues discussed in
the calendar invitation and attachments.

Additionally, the withheld records were prepared and
selected by ENF attorneys in anticipation of litigation and
contain legal analysis and status updates relating to
pending SEC actions.

One withheld attachment is a public document, but
providing the document would reveal information about
the staff attorney’s proposal about what Chair Gensler
should focus on.
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Information/Document(s)

FOIA
Exemption(s)

Basis for
Withholding

March 20, 2024

Gregory Smolar,
Gurbir Grewal,
Sanjay Wadhwa,
Marc Johnson,
Gregory Padgett

A calendar invitation for the Weekly
Chair Meeting and its three
attachments were withheld.

Exemption 5
(deliberative
process
privilege;
attorney work
product
doctrine;
attorney client
privilege)

The withheld calendar invitation and attachments are intra-
agency records that reflect analysis about various matters,
including Enforcement matters and rulemaking, in an
upcoming SEC staff meeting with Chair Gensler. The
records are deliberative because they reflect discussion
about what issues Chair Gensler and SEC staff should focus
on, analysis of those issues, and staff recommendations.
The withheld information is pre-decisional because
decisions had not been made about the issues relating to
the investigation discussed in the calendar invitation and
attachments.

Additionally, the withheld records were prepared and
selected by ENF attorneys in anticipation of litigation and
contain legal analysis relating to pending SEC matters.

One withheld attachment was prepared by an attorney to
provide legal advice relating to a pending SEC action.

One withheld attachment is a public document, but
providing the document would reveal information about
the staff attorney’s proposal about what Chair Gensler
should focus on and would provide information about legal
advice an SEC attorney was providing.
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March 25, 2024 Gregory Smolar, A calendar invitation for the Weekly Exemption 5 The withheld calendar invitation and attachments are intra-
Gurbir Grewal, Chair Meeting and its three (deliberative agency records that reflect analysis about various subjects,
Sanjay Wadhwa, attachments were withheld. process including Enforcement matters and rulemaking, in an
Marc Johnson, privilege; upcoming SEC staff meeting with Chair Gensler. The
Gregory Padgett attorney work records are deliberative because they reflect discussion
product about what legal issues Chair Gensler and SEC staff should
doctrine; focus on, analysis of those issues, and staff
attorney client recommendations. The withheld information is pre-
privilege) decisional because decisions had not been made about the

issues discussed in the calendar invitation and attachments.

Additionally, the withheld records were prepared and
selected by ENF attorneys in anticipation of litigation and
contain legal analysis relating to pending SEC matters.

One withheld attachment was prepared by an attorney to
provide legal advice relating to a pending SEC action.

One withheld attachment is a public document, but
providing the document would reveal information about
the staff attorney’s proposal about what Chair Gensler
should focus on and would provide information about legal
advice an SEC attorney was providing.
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10. | April 17, 2024 Jorge Tenreiro, Portions of an email thread and the Exemption 5 The email is an intra-agency record and reflects discussion
Gregory Smolar, email addresses of SEC staff were (deliberative about issues relating to ETH. The withheld information is
Gurbir Grewal, withheld. process deliberative because it reflects consultation about issues
Sanjay Wadhwa privilege; relating to ETH, and it is pre-decisional because a decision
attorney work had not been made about the legal issues relating to ETH
product discussed in the email.
doctrine;
attorney client Additionally, the withheld email was prepared by an ENF
privilege) attorney in anticipation of litigation and contains legal
analysis relating to ETH.
Exemption 6
This email was also sent by an attorney and reflects legal
advice provided to Chair Gensler relating to, among other
things, the Ethereum 2.0 investigation.
SEC staff have a privacy interest in their email addresses
and details about their personal lives, and there is no public
interest in knowing their contact information or details
about their personal lives.
Portions of the email were released.
11.| April 18, 2024 Gregory Padgett, A calendar invitation for the Weekly Exemption 5 The withheld calendar invitation and attachments are intra-
Gurbir Grewal, Chair Meeting and its three (deliberative agency records that reflect analysis about various subjects,
Sanjay Wadhwa, attachments were withheld. An process including Enforcement matters, in an upcoming SEC staff
Marc Johnson, updated version of the calendar privilege; meeting with Chair Gensler. The records are deliberative
Gregory Smolar invitation with an additional attorney work because they reflect discussion about legal issues Chair
attachment were also withheld. product Gensler and SEC staff should focus on and analysis of those
doctrine) issues. The withheld information is pre-decisional because

decisions had not been made about the issues discussed in
the calendar invitation and attachments.

Additionally, the withheld records were prepared and
selected by ENF attorneys in anticipation of litigation and
contain legal analysis relating to pending and possible SEC
actions.
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Date(s)
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Description of Withheld
Information/Document(s)

FOIA
Exemption(s)

Basis for
Withholding

12.

May 10, 2024

Jorge Tenreiro,
Gurbir Grewal,
Sanjay Wadhwa,
Gregory Smolar

An email from Jorge Tenreiro and an

attachment to that email were
withheld.

The email addresses of SEC staff were

also withheld.

Exemption 5
(deliberative
process
privilege;
attorney work
product
doctrine;
attorney client
privilege)

Exemption 6

The email and attachment are intra-agency records and
contain discussion and recommendations about matters
and issues that Enforcement staff proposed that SEC
Enforcement leadership should focus on, including about
the Ethereum 2.0 investigation. The withheld information
is pre-decisional because a decision had not been made
about the matters and issues discussed in the email.

Additionally, the withheld email was prepared by an ENF
attorney in anticipation of litigation and contains legal
analysis relating to Enforcement matters.

This email was also sent by an attorney to provide legal
advice to the ENF Director relating to, among other things,
the Ethereum 2.0 investigation.

SEC staff have a privacy interest in their email addresses,
and there is no public interest in knowing their contact

information.

Portions of the email were released.

10
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Date(s) Recipient(s) Information/Document(s) Exemption(s) Withholding
13.| May 13, 2024 SEC Enforcement Portions of email threads between Exemption 5 The email thread is intra-agency and contains discussion
staff SEC staff were withheld. The contact | (deliberative about potential staffing of three Enforcement matters as
information of SEC staff was also process well as the statuses of and next steps in Enforcement
withheld. The names of certain privilege; matters. The withheld information is pre-decisional
Enforcement staff were also attorney work because decisions had not been made about staffing or
withheld. product about the next steps in the matters.
doctrine)
Additionally, the withheld thread was prepared by ENF
Exemption 6 attorneys in anticipation of litigation and contains analysis

Exemption 7(C)

relating to Enforcement matters.

SEC staff have a privacy interest in their email addresses,
and there is no public interest in knowing their contact
information.

ENF staff have a privacy interest in not being associated
with a law enforcement investigation, and the public
interest in knowing this personal information is not
outweighed by their privacy interests.

Portions of the email thread were released.

11
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Date(s) Recipient(s) Information/Document(s) Exemption(s) Withholding
14.| May 13, 14, 2024 Marc Johnson, Portions of an email thread among Exemption 5 The email thread is an intra-agency record and contains

Sanjay Wadhwa, SEC staff were withheld. (deliberative discussion about matters and issues SEC staff proposed that

Gurbir Grewal process Chair Gensler and Commissioner Lizarraga should focus on,
privilege; including about Ether and the Ethereum 2.0 investigation.
attorney client The withheld information is pre-decisional because a
privilege) decision had not been made about the legal issues relating

to Ether and the investigation discussed in the email.

Exemption 6

Additionally, the withheld email was prepared by an ENF
attorney in anticipation of litigation and contains legal
analysis relating to a then-ongoing investigation.

This email was also sent by an attorney to provide legal
advice relating to, among other things, the Ethereum 2.0
investigation.

SEC staff have a privacy interest in their email addresses,
and there is no public interest in knowing their contact

information.

Portions of the email were released.

12
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15.| May 14, 2024 Gregory Padgett, A calendar invitation for the Weekly Exemption 5 The withheld calendar invitation and attachments are intra-

Gurbir Grewal, Chair Meeting and its five (deliberative agency records that reflect analysis about various subjects,

Sanjay Wadhwa, attachments were withheld. process including Enforcement matters and rulemaking, in an

Marc Johnson, privilege; upcoming SEC staff meeting with Chair Gensler. The

Gregory Smolar attorney client records are deliberative because they reflect discussion
privilege; about what issues Chair Gensler and SEC staff should focus
attorney work on, analysis of those issues, and staff recommendations.
product The withheld information is pre-decisional because
doctrine) decisions had not been made about the issues discussed in

the calendar invitation and attachments.

Exemption 4

Additionally, the withheld records were prepared and
selected by ENF attorneys in anticipation of litigation and
contain legal analysis and proposed next steps relating to
pending SEC actions.

This calendar invitation was also sent by an attorney to
provide legal advice relating to pending and possible SEC
actions.

One withheld attachment consists of correspondence and
documents provided by a third party, which sought FOIA
confidential treatment of their submission, in connection
with an ENF matter unrelated to Ether or the Ethereum 2.0
investigation.

13
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Author(s)/
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Description of Withheld
Information/Document(s)

FOIA
Exemption(s)

Basis for
Withholding

16.

May 21, 2024

Gurbir Grewal, Jorge
Tenreiro, Scott
Schneider

Portions of an email thread, as well
as attachments to the thread, were
withheld.

The contact information of SEC staff
were also withheld.

Exemption 5
(deliberative
process
privilege;
attorney work
product
doctrine;
attorney client
privilege)

Exemption 6

The withheld email thread and attachments are agency
records. The email thread contains discussion about a draft
statement from Chair Gensler about the Financial
Innovation and Technology for the 21st Century Act and
legal analysis about Ether. The email thread is deliberative
because it reflects discussion and analysis about the draft
statement and about a legal issue relating to Ether. The
withheld information is pre-decisional because decisions
had not been made about the issues discussed in the
thread.

The attachments to the emails consist of draft legal analysis
and talking points regarding Ether developed in connection
with SEC actions. The withheld attachments are pre-
decisional because no decision had been made about the
issues discussed in the documents.

Additionally, the withheld records were prepared by ENF
attorneys in anticipation of litigation and contain legal
analysis, including talking points for oral argumentin a
court proceeding.

The withheld records also contain legal advice relating to
issues in SEC actions to be provided to Chair Gensler.

Portions of the email thread were released.

14
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17.| June 12, 2024 Amanda Fischer, The attachment to an email in an Exemption 5 The withheld attachment is an intra-agency record that
Scott Schneider, email thread was withheld. (deliberative contains proposed talking points for then-upcoming
Megan Barbero, Lisa process congressional testimony. The attachment is deliberative
Helvin, Jorge The email addresses of SEC staff were | privilege; because it contains recommendations to Chair Gensler and
Tenreiro, Corey also withheld from the email. attorney client commentary about those recommendations. The
Frayer privilege) attachment is pre-decisional because it is a draft and no
final agency decisions had been made about how Chair
Exemption 6 Gensler might respond to possible questions during

testimony.

The attachment is also from attorneys, and it provides legal
advice to Chair Gensler.

SEC staff have a privacy interest in their email addresses,
and there is no public interest in knowing their contact

information.

Portions of the email were released.

15
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18.| June 12, 2024 Gary Gensler, In an email from Corey Frayer, Exemption 5 The email thread and withheld attachment are intra-agency
Amanda Fischer, analysis about a proposed response (deliberative records that contain proposed talking points and answers
Kevin Burris, Megan | to a possible question during process to questions for then-upcoming congressional testimony.
Barbero, Lisa Helvin, | congressional testimony was privilege; The email and attachment are deliberative because they
Jorge Tenreiro, withheld. The attachment to the attorney client contain recommendations to Chair Gensler and
Corey Frayer, Lily email, which contains proposed privilege) commentary about those recommendations. The thread is
Bailey talking points for congressional pre-decisional because no final agency decisions had been
testimony, was withheld. Exemption 6 made about how Chair Gensler might respond to possible
questions.
The email addresses of SEC staff were
also withheld. The email thread and attachment are also from attorneys,
and they provide legal advice to Chair Gensler.
SEC staff have a privacy interest in their email addresses,
and there is no public interest in knowing their contact
information.
Portions of the email were released.
19.| June 19, 2024 Janna Berke, In an email between SEC staff, the Exemption 6 SEC staff have a privacy interest in their email addresses,

Malgorzata
Spangenberg, Susan
Poklemba, Caroline
Crenshaw

email addresses of staff were
withheld.

and there is no public interest in knowing their contact
information.

Portions of the email were released.

16
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20. | July 19, 2024 SEC Enforcement The Enforcement Case Closing Exemption 5 The withheld case closing narrative is an intra-agency
Staff Narrative for the Ethereum 2.0 (deliberative record that describes the Ethereum 2.0 investigation and
investigation was withheld. process details a recommendation for closing the investigation. The

privilege; record is deliberative because it reflects analysis and a
attorney work- recommendation by staff about an investigation. The
product withheld information is pre-decisional because decisions
doctrine; had not been made about issues relating to the
attorney-client investigation discussed in the record.
privilege)

Additionally, the withheld record was prepared by ENF
attorneys in anticipation of litigation and contains legal
analysis relating to the Ethereum 2.0 investigation.

The withheld record also reflects legal advice prepared by
attorneys for the Commissioners.

17
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UNITED STATES

SECURITIES AND EXCHANGE COMMISSION
STATION PLACE
100 F STREET, NE
WASHINGTON, DC 20549-2445

Office of FOIA Services
June 6, 2025

Ms. Jessica Albert and Ms. Eva Laverty-Wilson
History Associates Incorporated

300 N. Stonestreet Avenue

Rockville, MD 20850

Re: Freedom of Information Act (FOIA), 5 U.S.C. § 552
Request No. 24-00020-LITG (23-03120-FOIA, 23-03128-
FOIA, and 23-03269-FOIA)

Dear Ms. Albert and Ms. Laverty-Wilson:

This letter is a partial response to your FOIA Request Nos.
23-03128-FOIA, 23-03120-FOIA, and 23-03269-FOCIA. FOIA Request
Nos. 23-03128-FOIA and 23-03120-FOIA, dated and received in this
office on August 8, 2023, seek “all investigative files and any
other factual documents received by the Commission, any
Commissioner, and/or any Commission Staff or otherwise in the
Commission Staff’s custody or control, or any internal or
external communications reflecting or concerning any
investigations by the Commission or Commission Staff, of” Enigma
MPC (Request No. 23-03120-FOIA) and Zachary Coburn (Request No.
23-03128-FOIA). FOIA Request No. 23-03269-FOIA, dated and
received in this office on July 28, 2023, seeks “all records
concerning Ethereum’s shift to a proof-of-stake consensus
mechanism that have been created since January 1, 2018.7

Reference is made to our interim responses to these
requests dated January 7, 2025, January 28, 2025, April 11,
2025, and May 92, 2025. Additional reference is made to our
letter dated October 5, 2023, regarding FOIA Request No. 23-
03120-FOIA in which we granted your request in part and released
to you three pages of records, in part, and informed you that we
are withholding additional records that may be responsive to the
request pursuant to FOIA Exemption 7 (A). Additional reference
is made to our letter dated August 11, 2023, regarding FOIA
Request No. 23-03128-FOIA in which we informed you that we are
withholding responsive records pursuant to FOIA Exemption 7(A).
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Additional reference is made to our letter dated October 10,
2023, regarding FOIA Request No. 23-03269-FOIA in which we
informed you that we could not locate any responsive records, as
well as the Office of the General Counsel’s subsequent appeal
decision dated February 6, 2024, that responsive records are
protected from disclosure pursuant to FOIA Exemption 7 (A).

Your counsel and the SEC’s counsel agreed that the SEC will
process four narrowed subparts of FOIA Request No. 23-03269-
FOIA. This letter further addresses subpart 2. Subpart 2 seeks
all documents and communications sent by the SEC to third
parties regarding Ethereum’s shift to a proof-of-stake
mechanism.

We are releasing to you 1,266 pages in further response to
subpart 2, with the exception of certain information that has
been withheld pursuant to 5 U.S.C. §§ 552 (b) (5), (b) (6), and (b)
(7) (C) for the following reasons:

e FOIA Exemption 5 protects certain information prepared
in anticipation of litigation, forms an integral part
of the pre-decisional process, and/or contains advice
given to the Commission or senior staff by the SEC’s
attorneys. Therefore, it is protected from release by
the attorney work-product doctrine and/or the
deliberative process and/or attorney-client privileges
embodied in Exemption 5;

e FOIA Exemption 6 protects certain information the
release of which would constitute a clearly
unwarranted invasion of personal privacy; and

e FOIA Exemption (7) (C) protects information the release
of which could reasocnably be expected to constitute an
unwarranted invasion of personal privacy. Release of
this information could subject the employees and
third-party individuals named in the documents to
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harassment from the public in the performance of their
official duties.

We are also withholding in full 102 documents in response
to subpart 2 pursuant to 5 U.S.C. §§ 552(b) (3), (b) (4),
(b) (5), (b) (6), (b) (7) (A), and (b) (7) (C) for the above and
following reasons:

e FOIA Exemption 3 protects information prohibited from
disclosure by another federal statute;

e FOIA Exemption 4 protects confidential commercial or
financial information that is customarily and actually
treated as private by its owner and provided to the
government under an assurance of privacy; and

e FOIA Exemption 7(A) protects from disclosure records
compiled for law enforcement purposes, the release of which
could reasonably be expected to interfere with enforcement

activities.

Please be advised that we have considered the foreseeable
harm standard when reviewing records and applying FOIA
exemptions.

I am the deciding official with regard to this adverse
determination. You have the right to appeal my decision to the
SEC’ s General Counsel under 5 U.S.C. § b52(a)(6), 17 CFR §
200.80(f) (1) . The appeal must be received within ninety (90)
calendar days of the date of this adverse decision. Your appeal
must be in writing, clearly marked "Freedom of Information Act
Appeal, " and should identify the requested records. The appeal
may include facts and authorities you consider appropriate.

You may file your appeal by completing the online Appeal form
located at https://www.sec.gov/forms/request appeal, or mail your
appeal to the Office of FOIA Services of the Securities and
Exchange Commission located at Station Place, 100 F Street NE,
Mail Stop 2465, Washington, D.C. 20549, or deliver it to Room 1120
at that address.
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If you have any questions, please contact Alexandra Verdi
at verdiml@sec.gov. You may also contact me at foiapalsec.gov or
(202) 551-79200. You may also contact the SEC’s FOIA Public
Service Center at foiapalsec.gov or (202) 551-79200. For more
information about the FOIA Public Service Center and other
options available to you please see the attached addendum.

Sincerely,

SMlatthew gfturd

Matthew Hurd

Attorney Advisor
Enclosure
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ADDENDUM

For further assistance you can contact a SEC FOIA Public
Liaison by calling (202) 551-7900 or visiting
https://www.sec.gov/oso/help/foia-contact.html.

SEC FOIA Public Liaisons are supervisory staff within the
Office of FOIA Services. They can assist FOIA requesters with
general questions or concerns about the SEC’s FOIA process or
about the processing of their specific request.

In addition, you may also contact the Office of Government
Information Services (0OGIS) at the National Archives and Records
Administration to ingquire about the FOIA dispute resclution
services it offers. O0OGIS can be reached at 1-877-684-6448 or via
e-mail at ogis@nara.gov. Information concerning services offered
by OGIS can be found at their website at Archives.gov. Note that
contacting the FOIA Public Liaison or OGIS does not stop the 90-
day appeal clock and is not a substitute for filing an
administrative appeal.
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Nadia P. Brannon
U.S. Securities and Exchange Commission
44 Montgomery Street, Suite 2800 | San Francisco, CA 94104

Phone Kb)(G) ||Emai|tb)(6) Psec.gov | Mobile|(b)(6)

http://www.sec.gov
From: Brannon, Nadia P

Sent: Friday, July 29, 2022 2:27 PM
To{P)6) pfbi.gov>
Subject: RE: Digital Assets Prep Call

i

Our calendars are completely out of synch®©. | am out next week,[(b)(G) Very poor reception. So, for
any communication, we will need to plan beforehand, so | can drive to a place where | can have connection.

My personal cell isText me.

Please let me know if you want to talk on Friday, the 5", Sunday the 7* or Monday the 8. On Friday and Sunday | can make myself
available any time. On the 8" | am available any time other than 10 — 10.30 am PST and 12 pm — 2 pm PST. | can start at 7 am PST, if
that works for you.

Here are the preliminary drafts of the three presentations. { still need to go over them and re-read them, check for typos/errors.
Please feel free to add/ madify, particularly the second one.

At this juncture, we just need to focus on the first one, which we present on the 9™ at 10 am PST (1 pm PST). Training people asked
to send it to them by next Friday, the 5. They will start the webex 30 minutes early for us to prep, i.e. at 9.30 am PST on the 9th.
Best,

Nadia P. Brannon

U.S. Securities and Exchange Commission
44 Montgomery Street, Suite 2800 | San Francisco, CA 94104

| Email b)) sec.gov | Mobile|[P)E)

http://www.sec.gov

From:[P)6) fbi.gov>

Sent: Monday, July 25, 2022 9:38 AM

To: Brannon, Nadia P >

Subject: Automatic reply: Digital Assets Prep Call

CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the
sender and know the content is safe.

Greetings!

| will be out of the office with limited access to my email{b)©) |1 will
get back to you as soon as | can.

Thank you for your patience and understanding!

Very Respectfully,
b)(6)

DesKP)©)
Cell




Confidentiality Netige: Thweamah Bressagenclysipg iyt inenis, Somefiolos S%é‘ﬁjﬁé"é Ypprchange

Commission is for the exclusive use of the intended recipient(s) and may contain confidential and privileged information.
If you are not the intended recipient, please do not read, distribute, or take action in reliance upon the message. If you
have received this message in error, please notify the sender immediately by return e-mail and promptly delete this

message and its attachments from your computer system. Be advised that no privileges are waived by the transmission of
this message.



To: Thompso Andr tr

Cc: Thompso W&@ O
From: Brannon, Nadla R

Sent: 2022-08-08T20:46:45Z

Subject: Slides for tomorrow's training on Digital Assets
Received: 2022-08-08T20:46:45Z

Crypto Basics SEC training Aug 2022 Day 1.pptx

I%%%gl Page 9 of 601

Hi Andrew,
Attached are the final slides for tomorrow’s training.
Sorry for the delay — had some unexpected delays.

We will dial-in 30 minutes earlier tomorrow.
b)(5)

Valerie Szczepanik from FINHUD reviewed the deck.

We will send you copies of the slide for the next week and the week after as soon as they are finalized.

P.S. It does not appear that the August 23 training is on the training calendar. If you could also send the outlook calendar invitation
to both of us, that would be great.

Thanks,

Nadia P. Brannon
U.S. Securities and Exchange Commission

44 Montgomery Street, Suite 2800 | San Francisco, CA 94104
Phone [b) (6) | Email[P)(6) sec.gov | Mobile |(0)6)

http://www.sec.gov
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From: rannon,

Sent: 2022-07-29721:28:17Z
Subject: RE: Digital Assets Prep Call
Received: 2022-07-29T721:28:18Z
Crypto Basics SEC training Aug 2022 Day 2.pptx
Crypto Basics SEC training Aug 2022 Day 3.pptx
Crypto Basics SEC training Aug 2022 Day 1.pptx

(0)(6)

Hi
Our calendars are completely out of synch©. | am out next week,l‘b)(6) I\./ery poor reception. So, for
any communication, we will need to plan beforehand, so | can drive to a place where | can have connection.

My personal cell |SMText me.

Please let me know if you want to talk on Friday, the 5", Sunday the 7" or Monday the 8. On Friday and Sunday | can make myself
available any time. On the 8" | am available any time other than 10 — 10.30 am PST and 12 pm — 2 pm PST. | can start at 7 am PST, if
that works for you.

Here are the preliminary drafts of the three presentations. | still need to go over them and re-read them, check for typos/errors.
Please feel free to add/ madify, particularly the second one.

At this juncture, we just need to focus on the first one, which we present on the 9™ at 10 am PST (1 pm PST). Training people asked
to send it to them by next Friday, the 5. They will start the webex 30 minutes early for us to prep, i.e. at 9.30 am PST on the 9th.
Best,

Nadia P. Brannon

U.S. Securities and Exchange Commission
44 Montgomer\/ Street, Suite 2800 | San Francisco, CA 94104

|Ema|l b)( ) Esec gov | Moblle

http://www.sec.gov

From{P)©) fbi.gov>
Sent: Monday, July 25, 2022 9:38 AM
To: Brannon, Nadia P SEC.GOV>

Subject: Automatic reply: Digital Assets Prep Call

CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the
sender and know the content is safe.

Greetings!

| will be out of the office with limited access to my email
get back to you as soon as | can.

Thank you for your patience and understanding!

Very Respectfully,
b)(6)

b)(6)

| will

Desk|(®)(©)
Cell
Confidentiality Notice: This e-mail message, including any attachments, from the U.S. Securities and Exchange
Commission is for the exclusive use of the intended recipient(s) and may contain confidential and privileged information.
If you are not the intended recipient, please do not read, distribute, or take action in reliance upon the message. If you
have received this message in error, please notify the sender immediately by return e-mail and promptly delete this
message and its attachments from your computer system. Be advised that no privileges are waived by the transmission of
this message.
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b)6) sandia.gov]
FTOM: Rumdquist, Paul

Sent: 2023-09-08T12:00:59Z

Subject: RE: Penstemon / SEC

Received: 2023-09-08T12:01:38Z
I0SCOPD744.pdf

Good morning,

I'm looking forward to meeting up, do you have any good times for an initial phone call with myself to talk about our mission, I'm
hoping for a preliminary call to talk about who we are, and what we’re looking for, then a teams meeting later in the week with our
leadership and your team.

We are Finhub here at the Securities and Exchange Commission (SEC), our focus is on the evaluation of the regulatory implications
of new technology in Fintech, and our Director, Valerie Szczepanik has been heavily involved in leading the agency’s crypto work
from the very first cases. In support of that mission, as a regulator we rely heavily on deep understanding of the underlying
technology. We are interested in working with you to see what we can do in terms of pushing forward simulation, data
preservation and analysis, and functional evaluation of cryptocurrency and blockchain systems of interest to the SEC.

Here is our webpage detailing our previous work: SEC.gov | Strategic Hub for Innovation and Financial Technology {FinHub)

Our office was involved in drafting and editing this recent policy report for our international partners: CR04,/2023 Policy
Recommendations for Decentralized Finance {DefFi) {iosco.org)

Best,

Paul Rundquist

Financial Analyst, Finhub

Fromi(b)(6) })sandia.gov>

Sent: Thursday, September 7, 2023 2:24 PM

To: Rundquist, Paul |(b)(6) bSEC.GOV>
(b)(6)

CcfPI® fsandia.gov>; [*1© psandia.gov>;

[l’b)(6) rsa ndia.gov>

Subject: Penstemon / SEC

CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the
]sender and know the content is safe.

Hey Paul!

I'm just bringing our convo down to the low side, appreciate the comments you gave after checking out our slides from the Deep
Dive! | wanted to get a few of us on this email so you have our emails (added s well for non-penstemon stuff) and frankly a
good chunk of what we do can be discussed on the low side (especially with logistics and FIREWHEEL options and some of our
research paths in the thrusts).

I'd love to hear more about your mission space at the SEC and what common threads we might have and how we can collaborate.
Would you be up for a teams call at some point to start the conversation? I’d also bring one or two of my thrust leads depending
on which threads you guys are most interested in (public Ethereum, smart contracts, digital identity, etc).

Anyway, thanks for the reach out and looking forward to meeting up.

b)(6)

Sandia National Laboratories
b)(6) (work)
b)(6) sandia.gov
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Foreword

The International Organization of Securities Commissions (IOSCO) has published this
Consultation Report with the aim of finalising [IOSCO’s policy recommendations to address
market integrity and investor protection issues in decentralized finance (DeFi) by the end
of 2023.! In line with IOSCQO’s established approach for securities regulation, the Policy
Recommendations for DeFi? are addressed to relevant authorities and look to support
jurisdictions seeking to establish compliant markets in the most effective way possible.

Feedback to the Consultation Process
IOSCO welcomes input from all stakeholders as part of this consultation process.

Please submit consultation responses to deficonsultation@iosco.org on or before 19
October 2023.

Your comment letter should indicate prominently that it is a Public Comment on IOSCO'’s
Consultation Report on Policy Recommendations for Decentralized Finance (DeFi).

All comments received will be made available publicly unless anonymity is specifically
requested. Comments will be converted to PDF format and posted on the IOSCO website.

Following the public consultation period, I0SCO aims to finalize the DeFi
recommendations and publish a final report around the end of 2023, in accordance with its
Crypto-Asset Roadmap of July 2022, and in conjunction with its CDA recommendations.

! The DeFi Working Group is led by staff from the United States Securities and Exchange Commission,
with members from the staff of the Australian Securities and Investments Commission; Securities
Commission of The Bahamas; European Securities and Markets Authority; French Autorité des
Marchés Financiers; Hong Kong Securities and Futures Commission; Central Bank of Ireland; Italian
Commissione Nazionale per le Societa e la Borsa; Financial Services Commission/Financial
Supervisory Service of the Republic of Korea; Mauritius Financial Services Commission; Ontario
Securities Commission; Quebec Autorité des Marchés Financiers; Monetary Authority of Singapore;
Comision Nacional del Mercado de Valores of Spain; Financial Conduct Authority of the United
Kingdom; and the United States Commodity Futures Trading Commission.

The Policy Recommendations in this Consultation Report are focused on decentralized finance
(DeFi). 10SCO has separately consulted on issues related to Crypto and Digital Asset Markets more
generally. See I0SCO, CONSULTATION REPORT ON POLICY RECOMMENDATIONS FOR CRYPTO AND DIGITAL
ASSET MARKETS (May 2023), available at

https://www.iosco.org/library/pubdocs/pdf/1I0SCOPD734.pdf.
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EXECUTIVE SUMMARY

DeFi commonly refers to financial products, services, arrangements, and activities that use
distributed ledger or blockchain technologies (DLT), including self-executing code referred
to as smart contracts. DeFi aims to disintermediate and decentralize legacy ecosystems by
eliminating the need for some traditional financial intermediaries and centralized
institutions, and by enabling certain direct investment activities.3 DeFi is an important,
evolving, and expanding technological innovation. The use of DLT may have the potential
to foster financial innovation, increase efficiencies, and improve access to financial
products, services, and activities. Proposed use cases for DLT include those relating to
primary market issuance, secondary market trading, asset servicing and lifecycle
management. While IOSCO encourages responsible innovation that benefits investors and
the markets, it has prioritized the need to focus on analyzing and responding to market
integrity and investor protection concerns, including those emerging from technological
developments in DeFi.

This consultation report proposes nine policy recommendations that IOSCO plans to
finalize by the end of 2023 to address market integrity and investor protection concerns
arising from DeFi by supporting greater consistency of regulatory frameworks and
oversight in member jurisdictions. They are complementary to the Policy
Recommendations for Crypto and Digital Assets (CDA) Markets* issued for consultation in
May 2023. The two sets of IOSCO recommendations have been developed in accordance
with IOSCO’s Crypto-Asset Roadmap (Roadmap) published in July 2022.5

The proposed recommendations follow a ‘lifecycle’ approach in addressing the key risks
identified in this report. They are principles-based and outcomes-focused, and aimed at
DeFi products, services, arrangements, and activities by applying IOSCO’s widely accepted
global standards for securities markets regulation.

3 DefFi is a term used in industry and broader discussions. It does not give rise to a unique or different
legal arrangement. Currently, there is no generally accepted definition of DeFi, even among industry
participants, or what makes a product, service, arrangement, or activity decentralized. While DeFi
may seek to eliminate traditional intermediaries, this report notes that certain DeFi arrangements
and activities are in fact providing products and services that are equivalent to those provided by
traditional market intermediaries and may be treated as market intermediaries in a particular
jurisdiction.

4 [OSCO, POLICY RECOMMENDATIONS FOR CRYPTO AND DIGITAL ASSET MARKETS CONSULTATION REPORT
(May 2023), available at https://www.iosco.org/library/pubdocs/pdf/I0SCOPD734.pdf.

5 See IOSCO, CRYPTO-ASSET ROADMAP FOR 2022-2023 (July 2022), available at
https://www.iosco.org/library/pubdocs/pdf/I0OSCOPD705.pdf. The FTF was established in March
2022 to develop recommendations to the Board of IOSCO and thereafter to oversee the
implementation of IOSCO’s regulatory agenda for Fintech and crypto-assets. The FTF is prioritising
policy-focused work on crypto-asset markets and activities in its initial 12 to 24 months of
operation, while continuing to monitor market developments associated with broader Fintech-
related trends and innovation.




Case 1:24-cv-01858-ACR  Document 34-4  Filed 06/20/25 Page 17 of 601

One of IOSCO’s goals is to promote greater consistency with respect to the regulation and
oversight of crypto-asset activities, given the cross-border nature of the markets, potential
for regulatory arbitrage and significant risk of harm to retail investors. 10SCO is also
seeking to encourage consistency in the way crypto-asset markets and securities markets
are regulated within individual IOSCO jurisdictions, in accordance with the principle of
“same activity, same risk, same regulatory outcome.”

The proposed recommendations also cover the need for enhanced cooperation among
regulators to coordinate and respond to cross-border challenges in enforcement and
supervision, and to address regulatory arbitrage concerns, that arise from the cross-border
nature of global crypto-asset activities conducted by DeFi participants who often offer their
products and services across multiple jurisdictions.

While the proposed recommendations are not directly addressed to market participants,
all participants in crypto-asset markets are strongly encouraged to carefully consider the
expectations and outcomes articulated through the proposed recommendations and the
respective supporting guidance in the conduct of regulated and cross-border activities.
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SECTION I. INTRODUCTION TO THIS CONSULTATIVE REPORT
Background

In March 2022, IOSCO published its Decentralized Finance Report (2022 Report),
presenting a comprehensive description of the DeFi market as of the date of that report.°
Since the 2022 Report, the use of DLT-based applications has increased in scale and scope,
with some predicting continued growth in this area in the coming years.?” The 2022 Report
noted that it is important for IOSCO members to develop a holistic and comprehensive
understanding of the DeFi market, including by identifying and analyzing, among other
things, the structural components of the DeFi market, the participants and activities
involved, and the products and services offered.

Objectives of the Report

Consistent with the Roadmap, the present report is intended to build on the 2022 Report
by providing recommendations and guidance to IOSCO members as they analyze DeFi
within their own regulatory frameworks. While recognizing the value of responsible
innovation, this report seeks to make clear that market regulators globally should apply a
“same activity, same risk, same regulatory outcome” approach to financial markets,
regardless of the technology that may be used to deliver financial products and services. In
certain jurisdictions, this could mean that existing laws and regulations apply. To facilitate
a level-playing field between crypto-asset markets and traditional financial markets and to
reduce the risk of regulatory arbitrage, regulatory frameworks for DeFi (existing or new)
should scek to achieve regulatory outcomes for investor protection and market integrity
that are the same as, or consistent with, those required in traditional financial markets.

Like the 2022 Report, this report emphasizes the need for regulators to understand the DeFi
market and its significance, what financial products and services are offered, who is offering
those products and services, and to whom regulatory obligations may apply. This report is
intended to assist IOSCO members reach that understanding based on their own analyses.
As the 2022 Report notes, applicable regulatory frameworks apply to DeFi products,
services, arrangements, and activities, notwithstanding characterizations or assertions of
decentralization by market participants.

6 See IOSCO, DECENTRALIZED FINANCE REPORT (Mar. 2022), available at
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD6gq.pdf [hereinafter 2022 Report”]. The
2022 Report contains a detailed explanation of terms used in the 2022 Report and in this report.
While each report cites to a number of sources, much of the reports’ content represents a
compilation of information developed by examining publicly available sources, including websites,
white papers, and software code, including smart contract code. Not all of these sources have been
cited.

7 See BCC PUBLISHING, GLOBAL DECENTRALIZED FINANCE (DEF1) MARKET: TRENDS, GLOBAL SCENARIO,
INNOVATIONS & M ARKET (Jan. 2023), available at https://www.bccresearch.com/market-
research/finance/global-decentralized-finance-market.html.
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The report aims to assist global regulators as they identify the “Why, What, Who, and
How” in applying IOSCO’s Objectives and Principles for Securities Regulation and relevant
supporting I0SCO standards, recommendations, and good practices (hereinafter IOSCO
Standards) and their own regulatory frameworks to DeFi.

o Why: The report describes the state of the DeFi market and why it presents significant
investor and market risks, arising through participants operating in non-compliance
with, or outside of, existing investor and market protection regulatory frameworks.
Further, since the publication of the 2022 Report, the DeFi market has been prone to
increasing exploits and attacks, illicit uses, and other misconduct, resulting in investor
and market harm. Moreover, the ability to apply regulatory oversight is challenging,
due in part to significant data gaps and technological complexities.

e What: The report describes the common products and services offered in the DeFi
markets, demonstrating that they do not materially differ from products and services
offered in traditional financial markets, and that they present the same risks, along with
additional risks due to the way they are offered.

o Who: The report identifies the types of persons and entities typically involved in the
development and provision of products and services using DLT-based components and
offers ways to analyze their involvement to determine potential regulatory touchpoints.

e How: The report provides recommendations and guidance to regulators as they
examine the application of [OSCO Standards, and existing or new frameworks within
their own respective jurisdictions, to DeFi products, services, arrangements, and
activities.

Acknowledging the definitional and interpretive jurisdictional differences that currently
exist, IOSCO has developed the proposed recommendations and guidance in this report by
developing a functional, economic approach to the analysis, assessment, and mitigation of
DeFi risks, rather than seeking to develop a one-size-fits-all prescriptive taxonomy.

Accordingly, IOSCO is taking an outcomes-focused, principles-based approach to risk
identification, assessment, and mitigation. This approach has been informed by a mapping
of I0OSCO Standards to DeFi products, services, arrangements, and activities, and has
enabled IOSCO to examine and assess how its existing policy framework aligns with key
risks identified in DeFi.

Topics Covered in the Report
Section I (Introduction) introduces the report and describes its high-level objectives.

Section II (State of the DeFi Market) and the accompanying Annexes provide an
overview of the state of DeFi, highlighting developments since the 2022 Report. These are
intended to inform IOSCO members about the rapidly developing DeFi market through an
analysis of recent events, trends and risks, and their implications for investors and the
markets in DeFi.
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Section III (High-Level Recommendations and Guidance) sets out nine policy
recommendations that are intended to assist IOSCO members as they apply existing or
develop new regulatory frameworks to achieve regulatory outcomes for investor protection
and market integrity in DeFi that are the same as, or consistent with, those required in
traditional financial markets.

The recommendations emphasize the importance of regulators developing a holistic and
comprehensive understanding of DeFi products, services, arrangements, and activities.

This report recognizes that some jurisdictions have existing regulatory frameworks for
financial instruments that encompass crypto and digital assets, including DeFi products,
services, arrangements, and activities, while other jurisdictions are in the process of
developing regulatory frameworks. Each jurisdiction should apply the IOSCO Standards,
as they deem appropriate, within their existing or new frameworks.

Section IV (Questions for Public Consultation) contains consultation questions for
public feedback.

Pre-Consultation Stakeholder Engagement

The proposed recommendations build on the analysis in the March 2022 report which
benefited from broad consultation with IOSCO members, academics, and industry. These
recommendations are informed by additional outreach with academics, data analytics
firms, researchers, and technologists. The FTF also further surveyed its membership to
identify key risks faced by regulators and policy measures needed to address the risks.
Within its tight timelines, the FTF has also benefited from an initial discussion with its
Affiliate Member Consultative Committee (AMCC) on the proposed framework now under
consultation.
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SECTION II. STATE OF THE DEFI MARKET

The 2022 Report provided a comprehensive overview of the DeFi market, including DeFi
products, services, arrangements, and activities, based on information available at the time
of its publication. This section (and the accompanying Annexes) provides: (A) an overview
of DeFi’s common products and services; (B) an update on recent developments and trends;
(C) an overview of DeFi exploits, attacks, and illicit uses; (D) an explanation of data gaps
and challenges; and (E) a highlight of key risks and considerations.

A. Common Products and Services Using DLT

Persons and entities are currently offering financial products and services that, at least in
part, utilize code deployed on public permissionless DLT-based platforms. These products
and services include the offering of financial instruments; trading, lending, and borrowing
activities involving financial instruments; and the provision of services relating to financial
instruments, including exchange, broker, dealer, asset management, custody, clearing, and
settlement.

A common misperception is that DeFi products and services are materially different from
those found in traditional financial markets. Another common misperception is that DeFi
products and services are offered in a fully automated manner using smart contracts, with
no human involvement. However, these are not accurate descriptions of how the DeFi
market currently operates in practice. Most of the products and services referred to as DeFi
mimic those of traditional financial markets. Moreover, the code that implements a DeFi
protocol is created, deployed, operated, and maintained by humans; it does not just
spontaneously materialize and self-execute. Further, the smart contracts operating on a
blockchain typically are only one component of the product or service being offered. For
the most part, the products and services referred to as DeFi are offered by persons or
entities using traditional components and infrastructures as well as smart contracts and
blockchains.?

The 2022 Report details various DeFi products and services commonly offered. The DLT-
based components associated with these products and services are commonly referred to
as DeFi protocols. Typical DeFi protocols include, for example, decentralized exchange
protocols, lending/borrowing protocols, and aggregator protocols. The 2022 Report
described the way that these protocols typically operate in detail in, and this report
provides an abbreviated description below for ease of reference.

Decentralized Exchange (DEX)?

A DEX provider typically provides a service through which one type of crypto-asset can be
traded for another. One type of DEX is known as an order book DEX where, typically, a
central operator maintains a user interface (such as a website or mobile application) and
an off-chain order book, with a blockchain primarily serving as a settlement layer. Users

See 2022 Report, supra note 5, at 7-8.

2 Id. at1415.
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interested in buying or selling a particular crypto-asset at a certain price (makers)
communicate their order to the operator, who will in turn publish the order for the use of
other participants who may be interested in matching the order (takers). Once there is a
match, the taker typically submits the order to the DEX, which sends the matched order
for execution and settlement on a blockchain. Unlike in a centralized trading platform
context, the operator may never have control of the users’ crypto-assets and may serve only
as a relayer of information that is necessary for the trade to be executed and settled on the
blockchain. The operator typically collects fees from makers and takers for providing this
service. In addition, takers typically pay a fee on each trade, a portion of which may go to
makers to reward them for providing liquidity.

Another type of DEX uses what are referred to as “automated market makers” (AMMs).
Operators of this type of service typically create a “factory” (or set) of smart contracts that
can be used by participants to deposit two or more crypto-assets into what is commonly
called an AMM or “liquidity pool”, which then is available for other participants who want
to exchange one of those crypto-assets for another. Depositors to the liquidity pool are
generally referred to as “liquidity providers.” They typically deposit a number of crypto-
asset pairs into the liquidity pool and receive in return a crypto-asset, often referred to as
a “liquidity provider token” or “LP token,” which represents their pro rata interest in the
liquidity pool and is redeemable at any time for their slice of the pool, including accrued
trading fees. Typically, participants who trade with a liquidity pool deposit a certain
number of crypto-asset A and receive a certain number of crypto-asset B. The exchange
rate between A and B is automatically determined according to a preset formula that is
based on the ratio of assets held by the pool and is designed to programmatically adjust
prices to match market prices. Thus, as the ratio of crypto-asset A to crypto-asset B
increases, the liquidity pool price of crypto-asset A decreases and the price of crypto-asset
B increases. The degree to which the price of each of the assets moves generally depends
on the size of the trade and the pool’s liquidity. AMM-based DEXs are substantially
dependent on arbitrage traders, typically employing bots, who are programmed to buy or
sell crypto-assets for profit until its liquidity pool price converges with the average market
price.

Lending/Borrowing'

Providers of lending/borrowing protocols offer a service that allows holders of crypto-
assets, often stablecoins,” to earn a fixed or variable return on those assets by depositing

10 Id. at n-12.

The term “stablecoin” commonly refers to a crypto-asset that aims to maintain a stable value
relative to a specified asset, or a pool or basket of assets. Sce, e.g., FSB, HIGH-LEVEL
RECOMMENDATIONS FOR THE REGULATION, SUPERVISION AND OVERSIGHT OF G1.OBAL STABLECOIN
ARRANGEMENTS 19 (July 2023), available at https://www.fsb.org/wp-content/uploads/P170723-3.pdf.
There is no universally agreed definition of stablecoin. The term stablecoin does not denote a
distinct legal or regulatory classification. Importantly, the use of the term “stablecoin” in this report
is not intended to affirm or imply that the asset’s value is necessarily stable or that it is a type of
currency. Rather, the term is used here because it is commonly employed by market participants
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them in a smart contract (or lending pool) that simultaneously allows other participants to
borrow those assets. Depositors typically receive a different crypto-asset, which represents
that depositor’s pro rata interest in the lending pool and can be redeemed at any time for
the amount of the original deposit and accrued interest. In many such services, interest
rates can vary and can be set by algorithms, a protocol project team, or through certain
governance voting. Loans can be set for any amount, have no duration, and can usually be
repaid at any time. Typically, there are no credit checks due to the pseudonymous nature
of lending and borrowing protocols. As a result, the lending and borrowing protocol seeks
to mitigate risk and protect solvency by implementing risk parameters, such as loan-to-
value ratios, liquidation ratios, liquidation bonuses (or penalties), and reserve factors that
vary based on the crypto-asset used as collateral and its risks. Loans are generally required
to be over-collateralized.

Aggregator”

Providers of aggregator services offer users a means to optimize trading, liquidity, or yield-
generating opportunities, typically by scanning across protocols for such opportunities and
then routing transactions to fulfill desired user parameters. Aggregators allow users, for
example, to source trading bids and offers, monitor prices, and transact with a number of
protocols from a single interface. Based on the activity being facilitated, aggregators
typically include DEX aggregators (that query a range of trading protocols for the purpose
of finding the best terms for a trade, including optimal trading price, trading fee and
slippage (i.e., changes in deal terms over time)); yield aggregators (that collect user deposits
and distribute deposits among protocols, using various strategies to maximize returns); and
portfolio aggregators (that monitor a user’s portfolio of crypto-assets across blockchains
and protocols, and may facilitate the management of or trading in the portfolio). Certain
aggregators may also function as an aggregator of aggregators, for example, by scanning
various DEX aggregators to identify the best trade terms available. Aggregators may charge
a fee for their services, which is added to the fee(s) that are otherwise charged by the
protocols with which they interact.

DeFi: The Big Picture (Enterprise Level Viewpoint)

Importantly, as the 2022 Report points out, DeFi protocols (and the smart contracts that
they use) typically are only one component of a larger enterprise that carries out the
provision of any particular product or service. At the enterprise level viewpoint, persons
and entities are engaging in real-world activities, facilitated through the use of various
technologies (both on-chain and off-chain) to provide financial products and services.
Those persons and entities at the enterprise level are described in the 2022 Report as the

and authorities. See FSB, REGULATION, SUPERVISION AND OVERSIGHT OF “GLOBAL STABLECOIN”
ARRANGEMENTS (Oct. 2020), available at https://www.fsb.org/wp-content/uploads/P131020-3.pdf;
see also BIS, THE CRYPTO ECOSYSTEM: KEY ELEMENTS AND Risks 7 (July 2023), available at
https://www.bis.org/publ/othp7z2.pdf (discussing a number of shortcomings that threaten
stablecoins’ claims to stability, including that the quality and transparency of reserve assets is often
lacking).

2 2022 Report, supra note 5, at 15-16.
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Big Picture. There are a number of primary participants involved at the enterprise level,
including those engaging in capital formation, development, and deployment of the
components necessary to provide a product or service (such as founders, developers, and
foundations); those investing in and using the product or service (such as investors, traders,
lenders, and borrowers); those contributing to the ongoing operations of the enterprise
(including those with control or sufficient influence over the governance of the enterprise);
and those providing infrastructure and services around the product or service (such as
oracles, bridges, and miners/validators). Each of the stakeholders in any particular
arrangement plays an important role and generally expects to earn a profit through
participation. As regulators determine appropriate regulatory touchpoints, they will likely
find it useful to examine any particular DeFi arrangement and activity at the enterprise
level.

In analyzing DeFi arrangements and activities at the enterprise level, it is important to note
that, although persons and entities may be using technologies to conduct their business
operations in ways that may differ in certain respects from traditional providers, the
products and services they provide do not materially differ from those in traditional
markets.> Upon close examination, these stakeholders and their roles, and the
organizational, technological, and communication mechanisms they use, tend to mimic
those that regulators are used to seeing in traditional finance. Therefore, the choices of
persons, for example, to organize as a Decentralized Autonomous Organization (DAO)
(instead of incorporating); to communicate using internet-based communications
platforms (instead of meeting in a physical location or boardroom); to issue crypto-assets
(instead of engaging in more traditional forms of fund raising); and to deploy code using
computers organized in a peer-to-peer network structure (instead of using a server-client
network structure), do not abdicate these persons and entities of their regulatory
responsibilities. Regardless of the labels, organizational forms, or technologies used,
persons and entities who provide financial products and services are subject to applicable
laws.

The Big Picture diagram in ANNEX D (reproduced from the 2022 Report) illustrates a
common scenario describing participants and activities sin DeFi. It can serve as a useful
guide for regulators as they analyze any particular DeFi product or service at the enterprise
level.

B. Growth of DeFi and the Impact of Recent Market Developments on DeFi
Investors and Markets

3 See FSB, THE FINANCIAL STABILITY RISKS OF DECENTRALISED FINANCE 1 (Feb. 2023) available at
https://www.fsb.org/wp-content/uploads/P160223.pdf [hereinafter “FSB DeFi Report”] (“While the
processes to provide scrvices are in many cases novel, DeFi does not differ substantially from TradFi
in the functions it performs.”).
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Fuelled by the use of stablecoins and an influx of participants through centralized crypto-
asset platform on-ramps, the combined Total Value Locked (TVL)* of the DeFi ecosystem
rose dramatically in 2021and reached a reported all-time high of approximately $180 billion
in November 2021. However, the occurrence of several significant crypto-asset market
events since the publication of the 2022 Report have had an impact on the DeFi ecosystem,
which has led to investor losses and market disruptions. These events have revealed
vulnerabilities in the broader crypto-asset market and have demonstrated the close but
often hidden interconnectedness and interdependencies between and among crypto-asset
market participants across the crypto-asset ecosystem, including DeFi arrangements and
activities. These events demonstrate that shocks to one part of the crypto-asset market,
including from events occurring on centralized crypto-asset platforms and involving
stablecoins, as well as shocks to traditional financial markets, likely will have spill-over
effects into DeFi, impacting investors and the markets.’s

For example, in 2022, the algorithmic stablecoin*® Terra USD and its associated LUNA
token death spiraled, reportedly resulting in billions of dollars in outflows from DeFi
applications associated with Terra, as well as the halting of the Terra blockchain.'7 Also in
2022, the insolvency of FTX, at the time one of the largest centralized crypto-asset
platforms globally, reportedly impacted certain DeFi protocols and ecosystems with which
FTX was associated or had supported, and also impacted FTX’s customers, counterparties
and investors, with propagating effects into DeFi protocols with whom those parties had
interlinkages.”® In 2023, a New York State supervisory action ordering Paxos Trust
Company to cease minting the stablecoin BUSD reportedly caused certain centralized
platforms and DeFi protocols to limit the use of BUSD, with some DeFi protocols taking

“ Total Value Locked (TVL) is an industry reported measure calculated by multiplying the token
market value by the number of tokens deposited into a particular DeFi protocol, blockchain, or
ecosystem. While TVL has become a metric for gauging interest in a particular crypto-asset sector
and can be looked to in a relative sense, it will change with the market value of the tokens it counts
and may “double-count” tokens.

5 See FSB DeFi Report, supra note 12, at 18.

i An “algorithmic stablecoin” is a stablecoin that purports to maintain a stable value via protocols that

provide for the increase or decrease of the supply of the stablecoin in response to changes in demand.
See FSB, HiGH-LEVEL RECOMMENDATIONS FOR THE REGULATION, SUPERVISION AND OVERSIGHT OF GLOBAL
STABLECOIN ~ ARRANGEMENTS 17  (July  2023), available at  https://www.fsb.org/wp-
content/uploads/P170723-3.pdf.

7 See, e.g., Krisztian Sandor & Ekin Geng, The Fall of Terra: A Timeline of the Meteoric Rise and Crash
of UST and LUNA, COINDESK (Dec. 22, 2022, 4:07 pm), https://www.coindesk.com/learn/the-fall-of-
terra-a-timeline-gf-the-meteoric-rise-and-crash-of-ust-and-luna/.

FTX operated (and other centralized crypto-asset platforms operate) as a multifunctional crypto-
asset intermediary, which typically provides a vertically integrated suite of products and services
within one entity or group of affiliated entities. This operational structure poses significant risks. See
CDA Report (describing in detail the significant risks presented by such operational structure). The
interconnectedness and interdependencies of centralized crypto-asset platforms with DeFi
arrangements and activities, detailed herein and in the 2022 Report, exacerbate risks in DeFi.

10
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steps to freeze their BUSD markets.” Also in 2023, the failure of a US regional bank that
offered deposit services to a stablecoin issuer contributed to a temporary de-pegging of the
stablecoin because of uncertainty about the issuer’s access to its deposits.>® This, in turn,
caused disruptions in the DeFi markets. These recent events and their respective impacts
in DeFi are explained in greater detail in ANNEX A to this report.

Each of these consequential events had a noticeable impact, not only on particular DeFi
arrangements and activities at the time of their occurrence (or shortly thereafter), but on
the entire DeFi ecosystem as well. In the first week of May 2022, before the collapse of
Terra USD/LUNA, the reported combined TVL of the DeFi ecosystem was approximately
$140 billion. By May 14, 2022, that number fell to approximately $8o billion. In the wake of
FTX’s collapse, the reported combined TVL fell further to approximately $40 billion.
Reported combined TVL has thus far somewhat stabilized in 2023, fluctuating with the
volatility of its underlying crypto-assets, but has remained at approximately only a third of
the level it was in April 2022 before Terra USD/LUNA’s collapse.”

C. DeFi Exploits, Attacks and Illicit Uses

The 2022 Report discussed vulnerabilities associated with products and services that rely
on DLT-based arrangements and activities. This report explores in greater depth in
ANNEX B how cyber exploits and attacks continue to target these vulnerabilities and have
resulted in massive losses for investors and other DeFi participants. Vulnerabilities can
exist, for example, in blockchain networks, smart contracts and protocols, governance
mechanisms, oracles, and cross-chain bridges. At a high level, exploits and attacks in DeFi
target access control points. When such points are compromised, an attacker can, for
example, commandeer the ability to alter token balances, interfere with governance
processes, change the initial parameters and functionality of a smart contract, and
circumvent protections such as multi-signature (multi-sig) procedures.

According to one blockchain analytics firm, attacks on DeFi protocols in 2022 accounted
for 82.1% of all crypto-assets stolen by hackers — a total of $3.1 billion — up from 73.3% in

2 See New York requlator says Paxos unable to “safely” issue Bmance S stablecom REUTERS (Feb. 13, 2023,
10:01 am), https:

says-paxos-unable-to- safely—lssue -binances-stablecoin-idUSL8N34T420.

29 See FSB, GLOBAL REGULATORY FRAMEWORK FOR CRYPTO-ASSET ACTIVITIES UMBRELLA PUBLIC NOTE TO
ACCOMPANY FINAL FRAMEWORK 5 (July 2023), available at: https://www.fsb.org/2023/07/fsb-global-
regulatory-framework-for-crypto-asset-activities/; see also BIS, THE CRYPTO ECOSYSTEM: KEY
ELEMENTS AND RiSKS 15 (July 2023), available at https://www.bis.org/publ/othp72.pdf (‘The fall in
crypto prices that started in the second half of 2022 did eventually spill over to the traditional
financial system. ... These cases highlight that a business model! that is highly exposed to crypto can
be problematic for the banking sector.’).

N See DEFILLAMA, https://defillama.com/. The total market value of crypto-assets reportedly reached
nearly $3 trillion in mid-November 2021, but has declined to approximately one-third that value
currently. See, e.g., CoinGecko, Cryptocurrencies Global Charts, available at

https://www.coingecko.com/en/global-charts.

11
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2021. Of that $3.1 billion, 64% was attributable to attacks on cross-chain bridges.?* Another
blockchain analytics firm reported that nine of the ten largest attacks occurred against DeFi
projects.? Reports indicate that hacker groups associated with North Korea are among the
most prolific.>4 Reportedly, North Korean-linked hackers have stolen $1.1 billion in crypto-
assets through hacks of DeFi protocols.?s

Recent reports also assert that DeFi protocols increasingly are used for money laundering
and other illicit uses.?® Reports describe the use of DeFi protocols as a means to convert
stolen crypto-assets of one type for crypto-assets of another type that is more liquid or less
volatile and, eventually, these crypto-assets can be converted into fiat currencies at
centralized crypto-asset trading platforms. One blockchain analytics firm estimates that
hackers holding stolen crypto-assets send a majority of those funds (57%) to DeFi
protocols.?” A recent report by the Financial Action Task Force (FATF) found that crypto-
assets pose money laundering, terrorist financing, and proliferation financing risks,
including abuse by sanctioned actors.?

D. Data Gaps and Challenges

Despite the existence of publicly available blockchain data and blockchain data analytics
providers, regulators (and investors) face significant data gaps and challenges in
understanding DeFi. Proponents of DeFi often claim that blockchain ecosystems are

= CHAINALYSIS, THE 2023 CRYPTO CRIME REPORT (Feb. 2023), available at
https://go.chainalysis.com/2023-crypto-crime-report.html.

3 TRM, ILLICIT CRYPTO ECOSYSTEM REPORT: A COMPREHENSIVE GUIDE TO ILLICIT FINANCE RISKS IN
CRYPTO 32 (June 2023), available at https://www.trmlabs.com/illicit-crypto-ecosystem-report-
2023#:~:text=TRM%20Labs%z0data%2oindicates%2othat%zocryptocurrency%zowallets%2othat%2
oreceive%zovictim,large%2otransnational%2oorganized%zocrime%?2ogroups.

4 See, e.g., FATF, TARGETED UPDATE ON IMPLEMENTATION OF THE FATF STANDARDS ON VIRTUAL ASSETS
AND VIRTUAL ASSET SERVICE PROVIDERS 3 (June 2023), available at https://www.fatf-
gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2023.html
(“Recent reports raise serious concerns about the threat posed by the Democratic People Republic of
Korea’s (DPRK) illicit VA-related activities, including ransomware attacks and sanctions cvasion, for
financing the proliferation of weapons of mass destruction. This activity has enabled an
unprecedented number of recent launches of ballistic missiles (including inter-continental ballistic
missiles). This threat is significant given both the scale of the funding (USD 1.2 billion worth of stolen
VAs since 2017, including VAs stolen from DeFi arrangements) and the serious consequences of
proliferation financing.”) (internal citations omitted).

L] CHAINALYSIS, supra note 21, at 60.

6 See id.; U.S. DEPT OF THE TREASURY, ILLICIT FINANCE RISK ASSESSMENT OF DECENTRALIZED FINANCE (Apr.
2023), available at https://home.treasury.gov/system/files/136/DeFi-Risk-Full-Review.pdf.

7 CHAINALYSIS, supra note 21.

8 FATF, supra note 23, at 4 (“[DeFi] ... pose[s] money laundering, terrorist financing and proliferation

financing risks, including abuse by sanctioned actors. ... Both jurisdictions and the private sector
should strengthen efforts to monitor these risks, share approaches, and identify challenges to
mitigate such risks, in addition to implementing the FATF Standards.”).

12
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completely transparent, given that smart contract code purportedly is publicly accessible
and that activity on a blockchain is publicly observable. However, certain aspects of the
DeFi ecosystem remain opaque and the data that is publicly accessible is difficult to access
and interpret.

There exist several challenges to the accessibility and interpretability of relevant data,
including:29

Required skills and infrastructure: Accessing, cleaning, and standardizing data for
analysis, including operational data sets from DeFi protocols and market data sets from
the DeFi market more broadly, requires sophisticated software engineering and data
science skills, as well as infrastructure. Interpreting and extracting insights from DeFi
data sets also requires specific skills and infrastructure, including both financial market-
related skills for traditional financial analysis, as well as computer science-related skills
to interpret code and develop the necessary data pipeline and analytical infrastructure.
Various datasets and analytical tools are also needed. In addition, while industry
proponents claim that smart contracts are transparent, in practice the source code for
smart contracts implemented on blockchains are in machine-readable (not human-
readable) format, may not conform to public descriptions of the code (either in plain
text or in a GitHub or GitLab repository of code), and in some cases may be subject to
change by the smart contracts’ developers.3° As a consequence, what is written to a
blockchain may need to be analyzed to determine whether it actually reflects what it is
purported to represent.3 Enhancements to the skills, datasets, and tools necessary to
analyze DeFi data could improve a regulator’s ability to oversee DeFi arrangements and
activities.

Lack of standardization: The lack of standardization across DeFi datasets and
codebases makes it difficult to collect, reconcile, and analyze data across protocols,
blockchains and markets.3>  Data providers may have materially different
methodologies for aggregating data and calculating metrics. In addition to the lack of
standardization in data sets, there is a lack of standardization in code used to develop
DeFi protocols. For example, while there are open-source standards that describe the
basic functionality for certain aspects of a token (e.g., ERC-20 standard) or DeFi service

29

30

3

The Financial Stability Board has also discussed data challenges in a recent report. See FSB, supra
note 12.

Certain publicly available tools can be used, for example, to compile purported source code from
GitHub for comparison to a smart contract's on-chain bytecode; however, use of such tools requires
expertise and could require some standardization of data prior to using such a tool.

For example, the US Securitics and Exchange Commission recently filed a case alleging that, among
other things, the promotors of a particular DeFi project merely uploaded transaction details to a
blockchain, falsely claiming that the transactions had been processed and settled on the blockchain,
when in reality they reflected payments made through traditional means off-chain. See
https://www.sec.gov/litigation/complaints/2023/comp-pr2023-32.pdf.

An example of operational data includes the number of addresses interacting with the protocol. An
example of market data includes the volume of token swaps within a liquidity pool.
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(e.g., liquidity pair smart contract), developers frequently modify code to provide
additional functionality for their DeFi protocol. These modifications require analysts
to examine each protocol individually to understand and extract relevant information.
Compounding this complexity is the composability of smart contracts, which allows
integrations between DeFi protocols or other smart contracts to create new systems or
outputs. Composability can result in risks due to the various methods of integration
and the reuse of existing software components. Further moves toward standardization
across DeFi data sets and codebases could assist regulators in understanding and
assessing DeFi arrangements and activities.

o Pseudonymity and Off-chain Activity: Another challenge to data analytics is the
pseudonymous nature of transactional data on-chain and the opacity of data off-chain.
Opacity can be exacerbated by the practice of market participants using multiple
pseudonymous addresses to obfuscate their activity. This can lead to challenges in
assessing, for example, levels of retail investor participation, concentrations in the
market, interconnectedness within DeFi or to the broader financial ecosystem, or risks
posed by a given market participant or activity. Improvements to recordkeeping and
reporting could alleviate challenges to data analytics.

Such data gaps and challenges are pervasive in the DeFi ecosystem and are explored in
greater detail in ANNEX C.

E. Key Risks and Considerations

As the 2022 Report noted, although DeFi has been presented as providing certain benefits,
it also presents numerous risks to participants, including to investors and the markets,
currently and as it is developing. In some jurisdictions, participants in the DeFi market
may be operating in non-compliance with applicable laws and regulations. In others,
participants may be operating outside the scope of existing regulatory frameworks. The
2022 Report identified key investor and market protection risks known in DeFi at that time
and gave a detailed description of many of those risks, including risks arising from:
asymmetry and fraud, market integrity issues, front-running (or similar activities), flash
loans, market dependencies, use of leverage, illicit activity, operational and technology-
based issues, cybersecurity issues, nascent stage of development, governance mechanisms,
and the spill-over of risks to centralized/traditional markets. The risks identified in the
2022 Report continue to exist in DeFi today.

Events and trends observed since the 2022 Report have highlighted risks attendant to DeFi
and the crypto-asset markets more broadly, including from market interconnectedness and
interdependencies, the use of leverage, unpredictable and opaque governance structures,
as well as risks from the structures of DLT-based arrangements themselves. The Financial
Stability Board (FSB) recently released a report detailing the financial stability risks of DeFi
(hereinafter FSB DeFi Report).33 The FSB DeFi Report describes a panoply of risks, such as
operational fragilities, liquidity and maturity mismatches, leverage, and

33 FSB DeFi Report, supra note 12.
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interconnectedness, and notes that these risks can be amplified by DeFi’s technological
features, the high degree of structural interlinkages among participants in DeFi, and from
non-compliance with existing regulatory requirements or lack of regulation.3* The FSB
DeFi Report notes that, given the nascent and evolving nature of DeFi, severe market
integrity issues could lead to potential impacts on financial stability, if the sector grows
further and becomes more interconnected with traditional finance and the real economy.35
The FSB DeFi Report specifically cites to the reliance of some DeFi products on continuous
investor inflows to remunerate early adopters, a business model recognized as
unsustainable.3® A recent Bank for International Settlements (BIS) report concerning key
risks of the crypto ecosystem, including DeFi, found that crypto has inherent structural
flaws that pose serious risks not only to its own stability and safety, but also to that of the
traditional financial system.

The risk discussion in ANNEX E details some of the investor protection and market
integrity risks in the DeFi market, particularly those associated with DeFi governance
structures, derivatives and levered strategies, and the use of oracles and cross-chain
bridges. More specifically, DeFi governance structures are often opaque, experimental,
unpredictable, and/or easy to manipulate. Participation in such structures generally entails
engagement with others on a pseudonymous or anonymous basis. This results in a lack of
transparency into how governance mechanisms actually operate in practice, obfuscating
the identity of controlling persons and masking conflicts and potential collusive behavior.
The DeFi market also continues to offer exposure to levered strategies, exposing investors
to well-known risks and also those exacerbated by features such as the automated
liquidation of positions through smart contracts and hidden interlinkages. Furthermore,
DeFi’s reliance on connectivity to off-chain data and interoperability through oracles and
cross-chain bridges continues to present considerable risks.

4 Id. at16.

3 Id. at 23.

36 Id.

37 BIS, THE CRYPTO ECOSYSTEM: KEY ELEMENTS AND RISKS 1 (July 2023), available at

https://www.bis.org/publ/othpz2.pdf (“[W]hile DeFi mostly replicates services offered by the traditional
financial system, it does not finance any activity in the real economy but amplifies known risks. As

growth is driven mainly by the speculative influx of new users hoping for high returns, crypto and DeFi
pose substantial risks to (especially retail) investors.”).

15



Case 1:24-cv-01858-ACR  Document 34-4  Filed 06/20/25 Page 31 of 601

SECTION III. RECOMMENDATIONS AND GUIDANCE

The following recommendations have been developed based on information and analysis
from the 2022 Report; subsequent events, developments, and analysis; a survey to [OSCO
members (the results of which are described in ANNEX G); and public source research and
outreach to industry, academic and researchers. The recommendations and guidance
describe how regulators can analyze DeFi products, services, arrangements, and activities,
and are intended to support those authorities in jurisdictions seeking to apply IOSCO’s
Standards to DeFi through existing regulatory frameworks, as well as those authorities that
are considering new frameworks to address any potential gaps in order to achieve
regulatory outcomes that are the same as, or consistent with those that are required in
traditional financial markets.

In developing the guidance to the recommendations, a mapping was done of common DeFi
products, services, arrangements, and activities across the IOSCO Principles for Securities
Regulation, which includes a mapping of certain DeFi products, services, arrangements,
and activities to those found in traditional finance. The complete mapping is found in
ANNEXF. Portions of the mapping have been incorporated into the guidance to illustrate
how regulators can apply IOSCO Principles through their own regulatory frameworks.

OVERARCHING RECOMMENDATION ADDRESSED TO ALL REGULATORS

Preamble: Intent of the Recommendations

The exposure of investors across the globe to DeFi has grown in recent years, as have
investor losses amid regulatory non-compliance, financial crime, fraud, market manipulation,
money laundering, and other illegal crypto-asset market activity. Given the similar
economic functions and activities of the DeFi market and traditional financial markets,
many existing international policies, standards and jurisdictional regulatory frameworks
are applicable to DeFi products, services, arrangements, and activities.

IOSCO is issuing these proposed Policy Recommendations to help IOSCO members apply
relevant existing [OSCO Standards through their own regulatory frameworks, as
appropriate, to DeFi products, services, arrangements, and activities within their
jurisdictions. These Recommendations recognize that some jurisdictions have existing
regulatory frameworks that encompass DeFi, while other jurisdictions are in the process of
developing regulatory frameworks. In addition, in some jurisdictions, the regulatory
framework may allocate responsibility for the regulation and oversight of DeFi to a number
of regulators that possess discrete and complementary mandates and objectives, to address
investor protection and market integrity risks. Each jurisdiction should implement the
Recommendations, as they deem appropriate, within their frameworks considering each
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regulator’s role within those existing or developing frameworks, and the outcomes
achieved through the operation of the frameworks in each jurisdiction.3®

These Recommendations should be considered by IOSCO members as they apply existing
regulatory frameworks (Existing Frameworks), or as they are granted new powers and/or
are developing new requirements (together New Frameworks), to DeFi and related
activities in a manner that achieves outcomes across jurisdictions consistent with IOSCO
Standards, including the IOSCO Objectives and Principles for Securities Regulation.

These Recommendations and guidance form part of IOSCO’s efforts within the broader
context of cooperation and coordination with respect to DeFi among international bodies
such as the FSB, FATF and the BIS, and between the Standard Setting Bodies such as
I0SCO, the Committee on Payments and Market Infrastructures-IOSCO (CPMI-IOSCO)
and the Basel Committee on Banking Supervision (BCBS). This should help facilitate a level
playing field between crypto-asset markets and traditional financial markets and help
reduce the risk of regulatory arbitrage arising from any differences in how the rules are
applied and enforced with respect to DeFi and traditional financial markets.

As discussed herein, DeFi products and arrangements may fall within the definitions of
securities or other regulated financial instruments in a jurisdiction’s Existing Framework
or New Framework. However, in jurisdictions where such products and arrangements do
not, regulators are encouraged to analyze the applicability and adequacy of their regulatory
frameworks, and the extent to which (1) such products and arrangements behave like
substitutes for securities or other regulated financial instruments, and (2) investors have
substituted securities or other financial instrument investment activities with DeFi
investment activities.39

INTEROPERABILITY WITH 10SCO POLICY RECOMMENDATIONS FOR CRYPTO
AND DIGITAL ASSET MARKETS

In May 2023, pursuant to its Roadmap, IOSCO published its Policy Recommendations for
Crypto and Digital Asset Markets Consultation Report (CDA Report), containing
recommendations aimed at the activities performed by crypto-asset service providers
(CASPs).4° CASPs are service providers that conduct a wide range of activities relating to

38 Given the diversity of operating landscapes across different jurisdictions, the application and/or
implementation of the Recommendations can take into account the context of specific legal
structures prevailing in each jurisdiction, as well as the respective mandates of individual regulators
where relevant. One way for a regulator to accomplish this, through its given mandate and the
regulatory frameworks it applies, is to set out clear principles-based expectations for a DeFi
participant to meet (which can be supported by regulatory guidance, as appropriate), in order to
achieve the same regulatory outcomes articulated in this report.

39 For such jurisdictions, this report may be read and interpreted to mean that the recommendations
apply as though the DeFi products and arrangements are within the definition of securities or other
regulated financial instruments, and jurisdictions should look to achieve the outcomes set out in
the recommendations, as appropriate and consistent with their respective mandates.

49 See CDA Report, supra note 17, at 1.
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crypto-assets,* including but not limited to, admission to trading, trading (as agent or
principal), operating a market, custody, and other ancillary activities such as services
relating to lending/staking of crypto-assets and the promotion and distribution of crypto-
assets on behalf of others. These service providers can exist as centralized crypto-asset
service providers, which operate under traditional corporate forms, and they can also exist
in DeFi, where said activities can be carried outside of traditional corporate forms.

The delineation between centralized and decentralized finance (or CeFi and DeFi) is more
a spectrum than a bright line. In the crypto-asset markets, along a spectrum of
arrangements, persons and entities typically engage in financial activities that substantially
mirror traditional financial activities. They do so using a number of technologies including,
to varying degrees, DLT. However, regardless of the organizational form or technologies
used, these persons and entities should be treated in line with the guiding principle of
“same activity, same risk, same regulatory outcome.”

IOSCO recognizes that regulatory touchpoints are readily identifiable where persons and
entities are organized in traditional corporate forms. However, as noted, persons and
entities who provide DeFi products and services attempt to arrange and distribute their
operations outside of traditional corporate forms. Thus, it is possible that, in certain
instances, it may be more challenging to identify regulatory touchpoints to which
regulatory obligations may be applied. This report is thus intended to foster a deeper
understanding of the DeFi market as currently operating to assist regulators with their
analysis.

The recommendations and guidance in this report should be applied to a particular
arrangement if it identifies itself or is identified by a regulator as decentralized. This report
provides a diagnostic (i.e., understanding the facts and circumstances of an activity) and
prognostic (i.e., understanding the investor risks and market risks posed by the activity)
approach to examining and assessing DeFi arrangements, such that for a particular activity
and its risks, regulators can apply the same regulation or aim to achieve the same regulatory
outcome.

To the extent a regulator, applying the recommendations in this report, determines
that a particular DeFi arrangement, or a part of that arrangement, falls within the
scope of the definition of a CASP, the CDA Report recommendations will also apply
to the CASP and the provision of related regulated activities. Thus, whatever form or
organization the CASP takes, if a person or entity is a CASP in a particular jurisdiction, the
recommendations of the CDA Report will also apply to the CASP. The flow chart below
illustrates the interoperability of the CDA Report and this DeFi report:

4 The term “crypto-asset,” also sometimes called a “digital asset,” refers to an asset that is issued
and/or transferred using DLT, including, but not limited to, so-called “virtual currencies,” “coins,”
and “tokens.” To the extent digital assets rely on cryptographic protocols, these types of assets are
commonly referred to as “crypto-assets.”
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Markets participants are strongly encouraged to carefully consider the expectations and
outcomes articulated through the proposed recommendations and the respective
supporting guidance, including, for CASPs, the recommendations and guidance in the CDA
Report.

Recommendation 1 - Analyze DeFi Products, Services, Arrangements, and Activities
to Assess Regulatory Responses

A regulator should analyze DeFi products, services, arrangements, and activities
occurring or located within its jurisdiction with a view to applying its Existing
Framework or New Framework, as appropriate, in accordance with the principle of
“same activity, same risk, same regulatory outcome.” To do so, a regulator should
aim to achieve a holistic and comprehensive understanding of such DeFi products,
services, arrangements, and activities. A regulator should assess what
technological knowledge, data, and tools the regulator needs to understand, and
analyze DeFi products, services, arrangements, and activities to inform regulatory
responses.

Guidance

Understanding DeFi products, services, arrangements, and activities occurring or located
within a jurisdiction is critical to determining the appropriate regulatory response,
including, the potential application of IOSCO Standards through applicable regulatory
frameworks.

The 2022 Report recognized that a comprehensive understanding of the regulatory
implications arising from DeFi requires analyzing the totality of the DeFi ecosystem as it
exists currently, its interrelationship with centralized crypto-asset platforms and service
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providers and traditional markets and activities as well as anticipating how it may continue
to develop in the future. Developing a comprehensive understanding involves identifying
and analyzing, among other things, the structural components of DeFi products, services,
arrangements, and activities; the roles of each of the participants involved, including their
incentives and motivations; how participants engage with the various components and
each other; and the roles that centralized crypto-asset platforms and service providers play.

In assessing whether a particular product, service, arrangement or activity falls within a
regulator’s jurisdictional remit, ideally the regulator should aim to gain a holistic
understanding of the particular product, service, arrangement and activity at (i) an
enterprise level (i.e., based on the factual and substantive economic reality), (i) a
functional level, and (iii) a technical level.

The regulator should seek to understand the DeFi arrangement at the economic
reality level, or the “enterprise level.” In so doing, the regulator should seek to
understand how each of the participants involved in the particular DeFi arrangement are
involved at all stages in the life-cycle of the arrangement. For example, the regulator should
seek to ascertain how the particular arrangement was developed and founded, promoted
and funded, and how it is operated, used and maintained. The regulator should seek to
ascertain how income, revenues and profits are generated, including any fee structures.
This includes understanding the life-cycle of any associated tokens. The regulator should
also seek to understand the interrelationship of each of the participants with each other,
including centralized crypto-asset platforms and traditional markets and activities. The
Big Picture diagram (depicted in ANNEX D) and the 2022 Report identify and describe
various participants, and their activities, fund flows, and interrelationships. The Big Picture
diagram and 2022 Report can serve as guides to a regulator seeking an economic reality or
enterprise level view of any particular arrangement in DeFi. Critically, the regulator should
seek to ascertain how decisions are made at the enterprise level. In many cases, identifying
who exercises control or sufficient influence at the enterprise level will reveal existing or
potential regulatory touchpoints.

When examining any particular DeFi arrangement, a regulator could consider a review of
publicly available information concerning the DeFi arrangement, including from sources
such as websites, white papers, industry reports, and social media. They could also
consider engaging with persons involved with or associated with the arrangement, as well
as experts, academics, researchers and public advocacy groups, as appropriate. Further,
they could consider using available investigatory tools and techniques to gather additional
information, including relevant information sharing arrangements with other authorities
located within and outside their jurisdiction.

A regulator should also seek to analyze the DeFi arrangement at the functional
level. A regulator should seek to understand the activities being conducted by or through
the DeFi arrangement and, in particular, what products and/or services are being provided.
Many of the financial products and services in DeFi mirror, and in some cases overlap with,
more traditional securities and other regulated financial instruments and related products
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and services. A potential starting point for this analysis is to map the particular DeFi
arrangement to traditional financial products and services. The 2022 Report, which
includes comparisons between DeFi activities and traditional financial activities, can serve
as a starting point for analysing the common types of DeFi arrangements. The mapping in
the guidance under Recommendation 3 below can provide further assistance.

A regulator also could seek to analyze the DeFi arrangement at the technical level,
if feasible. Although analysis at the technical level requires the necessary knowledge, data
and tools, such analysis is helpful to fully understand and analyze DeFi products, services,
arrangements, and activities. This type of analysis requires understanding the relevant
technologies in the tech stack associated with the DeFi arrangement.4> For example,
regulators may seek to understand how the settlement layer blockchain operates, including
what type of consensus mechanism the settlement layer uses, the concentration of
participants in the consensus mechanism, and to what degree they may impact the
functioning of a smart contract or protocol, including through the inclusion or ordering of
transactions (in connection with maximal extractable value (MEV) strategies) or by
exerting some other control over the DeFi arrangement. The analysis may also include an
understanding of how the arrangement’s associated smart contracts work, what other
technologies and processes the arrangement relies upon (on-chain and off-chain, including
bridges and oracles), and what role particular crypto-assets play in the operation of the
arrangement. It may also require an understanding of how, technologically, a user interacts
with the arrangement, i.e., through various user interfaces, and how those interfaces are
controlled and maintained.

Regulators may need to consider whether they have the appropriate resources to evaluate
DeFi products, services, arrangements, and activities. Regulators should assess whether
there are limitations on their ability to identify appropriate participants that may be subject
to regulation. If there are any such limitations, regulators should assess the cause for the
limitation - whether regulatory, legal, resource/knowledge-based, or otherwise - and
whether and how those can be addressed. If a regulator lacks the capacity to undertake a
technical level analysis, the regulator could consider how it might augment its capacity or
seek technical assistance.

Further, regulators should seek methods to obtain verifiable data and information about
DeFi products, services, arrangements, and activities as they engage in such analysis. This
may include the use of blockchain analytical tools and techniques for on-chain data and
the use of supervisory, examination and investigatory tools and techniques for on-chain
and off-chain data. When considering crypto-asset related data, it is important to bear in
mind that on-chain data can be difficult to decipher without the required tools and
expertise and is often pseudonymous or anonymous. Off-chain data, such as that available
from crypto-asset trading platforms, typically is not audited or otherwise verified. ANNEX
C provides a detailed analysis of data gaps and challenges in DeFi.

4 See 2022 Report, supra note 5, at 3-4.
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Regulators could consider how best to communicate and engage with DeFi market
participants and others (such as academics, researchers, and public policy groups) as they
evaluate DeFi products, services, arrangements, and activities within their jurisdictions and
apply existing or new frameworks.

Recommendation 2 - Identify Responsible Persons

A regulator should aim to identify the natural persons and entities of a purported
DeFi arrangement or activity that could be subject to its applicable regulatory
framework (Responsible Person(s)).# These Responsible Person(s) include those
exercising control or sufficient influence over a DeFi arrangement or activity.

Guidance

Responsible Person(s) generally are persons and entities that provide or actively facilitate
the provision of products or services. Responsible Person(s) include those that maintain
control or sufficient influence over a particular DeFi arrangement or activity.+4 Regulators
can consider, for example, those with design and maintenance control; financial and
economic control; and formal and legal control, among other things. In many cases, those
who have control or sufficient influence over a particular activity at the enterprise level (see
Recommendation 1 above) will also be Responsible Persons.

In conducting this analysis, a regulator should carefully examine any claim that the
arrangement or activity is purportedly decentralized to the point that no persons or entities
are responsible and should subject Responsible Persons to its applicable regulatory

R Responsible person(s) is meant broadly, to encompass, for example, natural persons, groups of
persons, entities and organizations, whether formally or informally constituted.

44 See also FATF, UPDATED GUIDANCE FOR A RISK-BASED APPROACH, VIRTUAL ASSETS AND VIRTUAL ASSET
SERVICE PROVIDERS 27 (2021), available at:
https://www.fatf-gafi.org/en/publications/Fatfrecommendations/Guidance-rba-virtual-assets-
2021.html (“[C]reators, owners and operators or some other persons who maintain control or
sufficient influence in the DeFi arrangements, even if those arrangements seem decentralized, may
fall under the FATF definition of a [Virtual Asset Service Provider (‘VASP’)] where they are providing
or actively facilitating VASP services. This is the case, cven if other parties play a role in the service
or portions of the process are automated. Owners/operators can often be distinguished by their
relationship to the activities being undertaken. For example, there may be control or sufficient
influence over assets or over aspects of the service's protocol, and the existence of an ongoing
business relationship between themselves and users, even if this is exercised through a smart contract
or in some cases voting protocols. Countries may wish to consider other factors as well, such as
whether any party profits from the service or has the ability to set or change parameters to identify
the owner/opcrator of a DeFi arrangement. These are not the only characteristics that may make the
owner/operator a VASP, but they are illustrative. Depending on its operation, there may also be
additional VASPs that interact with a DeFi arrangement.”). Indicia of control or influence can
include, for example, ownership interest; significant financial interest; significant voting rights;
management of or the ability to impact the operations of the protocol at an enterprise or fundamental
level; the ability to set permissions or access rights for users of the protocol, or to otherwise impact
the rights of other users of the protocol; control over user assets; and the ability to enter into
agrecments for the protocol or enterprise. What constitutes control may also depend on the relevant
regulations in a jurisdiction.
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framework. In assessing who is a Responsible Person, rather than relying on labels or
concepts such as decentralization or the automated nature of smart contracts in DeFi
arrangements, a regulator should evaluate all the facts and circumstances, including: (a)
the roles of natural persons and entities in a DeFi arrangement and how those persons and
entities interact with each other and how those roles may evolve over time; (b) the ability
of those natural persons and entities, such as developers or foundations or decentralized
autonomous organizations (DAOs), to control or influence the arrangement, including
through actions that would impact a smart contract, protocol, or the enterprise level
operations of any particular DeFi arrangement; (c) whether there are other parties
exercising control or influence over the DeFi arrangement, such as venture capital firms,
large investors, or governance/voting token holders or voters; (d) the economics of the
arrangement, including financial incentives for participation, such as who is receiving
investments and returns on investment, fees, payments for development or governance
activities, or payments from inventories or treasuries; and (e) how a regulator might apply
regulatory oversight over these natural persons or entities.45

When considering persons and entities that may be Responsible Persons, it is important to
note that governance mechanisms currently used for DeFi arrangements are not self-
implementing. = Human involvement typically is necessary to effectuate governance
decisions, or to translate and implement proposals to make changes to a project’s protocol,
smart contracts or other code into usable code. So those making such proposals often must
rely on others with technical control and skill (i.e., administrative access and requisite
technical capability) to implement governance decisions. Code could also be designed and
updated through the deployment of automated methodologies - including those that
utilize artificial intelligence or other technologies. For such cases, the person or entity that
is responsible for deploying or using such methodologies could also be considered in the
assessment of Responsible Persons. ANNEX D gives a detailed analysis of how governance
currently operates in DeFi and can be a useful starting point for an analysis.

Depending upon the facts and circumstances, such Responsible Person(s) can include, for
example:

o founders and developers of a project;

5 Id. at 27 (“[C)ountries will need to evaluate the facts and circumstances of each individual situation
to determine whether there is an identifiable person(s), whether legal or natural, providing a covered
service. Marketing terms or self-identification as a DeFi is not determinative, nor is the specific
technology involved in determining if its owner or operator is a [Virtual Asset Service Provider
(VASP)]. Countries should apply the principles contained in the Standards in a manner that
interprets the definitions broadly, but with regard for the practical intent of the functional approach.
It seems quite common for DeFi arrangements to call themselves decentralized when they actually
include a person with control or sufficient influence, and jurisdictions should apply the VASP
definition without respect to self-description. Countries should be guided by the principle that the
FATF intends to cover natural or legal persons who conduct the financial services covered in the
definition as a business. If they meet the definition of VASPs, owners/operators should undertake
ML/TF risk assessments prior to the launch or use of the software or platform and take appropriate
measures to manage and mitigate these risks in an ongoing and forward-looking manner.”).
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¢ issuers of governance/voting tokens;
) holders and/or voters of governance/voting tokens;

o DAGOs or participants in DAOs;

. those with administrative rights to smart contracts and/or a protocol (i.e.,
with the ability to alter the coding or operation of the protocol to some
degree);

) those who have or take on the responsibility of maintaining/updating the

protocol or other aspects of the project, such as access rights;

. those with access to material information about the protocol or project to
which other participants lack access;

. those who are promoting use of the protocol through, for example,
providing a user interface or otherwise facilitating interaction with the
protocol, and/or releasing updates to the protocol;

. those with custody (or effective control through an administrative key,
voting structure, or otherwise) over user funds or assets, or with the ability
to reverse transactions; and

) those who are profiting, for example, through fees paid by users of the
protocol.

Once a regulator identifies Responsible Persons, their activities should be assessed using
Existing Frameworks or New Frameworks, as appropriate, in accordance with the
principle of “same activity, same risk, same regulatory outcome.”

Recommendation 3 - Achieve Common Standards of Regulatory Outcomes

A regulator should use Existing Frameworks or New Frameworks to regulate,
supervise, oversee, and address risks arising from DeFi products, services,
arrangements, and activities in a manner consistent with IOSCO Standards. The
regulatory approach should be functionally based to achieve regulatory outcomes
for investor protection and market integrity that are the same as, or consistent
with, those that are required in traditional financial markets.

Guidance

DeFi products, services, arrangements, and activities that involve regulated
financial instruments, including securities, in a particular jurisdiction should be
subject to applicable laws. Regulators should consider how best to apply their Existing
Frameworks or New Frameworks to DeFi products, services, arrangements, and activities.
This may include, among other things, IOSCO Standards and laws applicable to issuers,
exchanges, trading systems, market intermediaries (including brokers, dealers, investment
advisors, custodians, clearing agencies, transfer agents, settlement services, and other
service providers), as well as collective investment schemes, hedge funds and other private
investment vehicles. The mapping below provides examples of such products, services,
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arrangements, and activities that may fall within the scope of securities or other financial
instrument laws. The mapping in ANNEX F details how the IOSCO Standards apply
generally to DeFi products, services, arrangements, and activities.

In particular, the regulatory approach relating to DeFi should seek to achieve regulatory
outcomes for investor and customer protection and market integrity that are the same as,
or consistent with, those that are required in traditional financial markets. Regulators
should also consider whether existing requirements need to be tailored or adapted to
address DeFi-specific features and risks.

e Investor protection: A regulator should assess whether their regulatory framework
requires material disclosures about DeFi products, services, arrangements, and
activities and, if so, who provides them and how. Full, timely and accurate
disclosure of material financial and non-financial information provides investors
with information about the issuer, the risks and costs of investing in or using a
particular DeFi product or service, its governance structure, description of
applicable laws, and financial results or other information specific to the DeFi
product or service. This may include an analysis of how disclosure standards within
the jurisdiction apply to offers/sales of crypto assets in DeFi. A regulator should also
assess how their regulatory framework would apply to prevent fraud, misconduct,
and other risks to investors, such as those arising from conflicts of interest and
interconnectedness.

e Market integrity: A regulator should also assess whether their regulatory
framework imposes market integrity measures, including those relating to orderly
trading with respect to a DeFi product, service, arrangement or activity and, if so,
who should provide them and how. To the extent any particular DeFi arrangement
(or part thereof) is identified as a CASP, the regulator should apply the
recommendations as set forth in the CDA Report accordingly.4®

As regulators consider to what extent IOSCO Standards and regulatory frameworks within
their jurisdiction might apply to particular DeFi products, services, arrangements, and
activities, regulators should consider whether they replicate or in fact represent those in
traditional finance or whether they are different and, if so, how the features of DeFi, such
as technological and operational aspects, may impact the manner of applying existing
requirements.

Mapping of Common DeFi Products, Service, Arrangements, and Activities
to Traditional Finance

The following mapping may be a helpful starting point for determining what DeFi products,
services, arrangements, and activities could fall within the remit of any particular

49 See CDA Report, supra note 17.
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jurisdiction. For a more detailed explanation of how common typologies in DeFi mimic
traditional finance, see the 2022 Report47 and ANNEX F to this report.

Potential Issuers of Financial Instruments, Including Securities: The following are
non-exclusive examples of types of DeFi products, services, arrangements, and activities
that could involve the issuance of financial instruments, including securities, in certain
jurisdictions, or are similar to such activities in others, either currently or in the future:

Aggregators and DEXs offering and selling their own crypto-assets, including
governance tokens, LP tokens or other crypto-assets;

Lending/borrowing products or services that offer and sell interests in their pools in
exchange for crypto-assets. In these cases, market participants deposit crypto-assets
into pools in exchange for an interest in the pool. These pool interests are
represented by other crypto-assets or tokens that represent the depositor’s pro rata
value of the lending pool. The holder of the pool interest represented by the token
can obtain value from it by trading it in secondary markets, borrowing against it, or
by presenting it to the pool for redemption of the crypto-asset deposited and all
accrued pro rata income.

Lending/borrowing products or services that offer and sell other crypto-assets, such
as governance tokens, that may give the holder particular rights, whether to vote on
aspects of the lending/borrowing product or service, or other economic interests in
the lending/borrowing product or service.

An AMM or other liquidity pool that offers and sells interests in the pool of crypto-
assets that is the AMM. As with the borrowing and lending product tokens that are
issued in exchange for crypto-assets deposited in the pools, AMM tokens are also
redeemable by the holder for the crypto-asset plus the pro rata income from the
pool.

A developer, founder or promotor of DeFi protocols also may directly offer and sell
crypto-assets, including in the form of governance tokens, or other crypto-assets.
These offers and sales may occur at the initial funding of the protocols or may occur
on an ongoing basis with sales of crypto-assets from the treasury of these protocols.
Aggregators and DEXs also may be involved in offering and selling crypto-assets or
tokens of other issuers, thereby participating in distributions of financial
instruments, including securities. This may occur through the aggregator or DEX’s
operations or offerings through which creators or operators of DeFi protocols may
distribute governance tokens or other crypto-assets, including crypto-assets that are
placed in treasury for distribution.

The issuance of derivatives, including derivatives/synthetics on traditional financial
instruments, as well as the issuance by a cross-chain bridge, wrapping of a token, or
in connection with liquid staking.

Potential Market Intermediaries: There are many DeFi products, services,
arrangements, and activities that involve market intermediary participants or activities.

47

2022 Report, supra note 5.
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This includes exchange, broker, dealer, investment advisor, custodian, clearing agency,
transfer agent, and settlement activities, as well as providers of other services including
proxy advisory and credit rating services. The following are non-exclusive examples of
types of DeFi arrangements that could involve market intermediary activities in certain
jurisdictions, or are similar to such activities in others, either currently or in the future:

Aggregators, DEXs, and other products and services facilitate the exchange of
crypto-assets. DEXs can involve order book exchanges, through which DEXs are
performing functions typically associated with exchanges. DEXs can also use
AMMs, also known as liquidity pools, which provide liquidity for trading markets.
AMMs may be seen to be acting as liquidity providers or market makers thus
engaging in buying and selling activities like brokers or dealers.

Aggregators and DEXs also provide services to users to enable them to trade with
multiple AMMs. These activities are akin to broker or dealer activity as well.

The operation of lending/borrowing products also may involve broker or dealer
activity, particularly to the extent that the crypto-assets in the pool are financial
instruments, including securities, and the lending product is engaging in lending
activities with respect to the crypto-assets that are financial instruments, including
securities.

Each of the AMMs and the lending products may also be engaging in custodial
activities and acting as counterparties, due to the manner in which the products
engage in holding customer crypto-assets and trading customer crypto-assets.
Whether these products and protocols may be acting as custodians of crypto-assets
may depend, in part, on how the crypto-assets are transferred to the smart contracts.

Aggregators enable users to seek the most favorable terms across a variety of
protocols. Aggregators allow users to source bids and offers, monitor prices and
execute transactions across multiple protocols and trading platforms from a single
interface. These activities likely involve exchange, broker or dealer, or investment
advisor activity, depending on the particular facts.

Yield aggregators are platforms of investment opportunities which, depending on
how they are structured, provide the functions of either or both a broker and/or an
investment advisor. Some yield aggregators provide a type of asset management
which has similar characteristics to automated investment or robo-advisory
services.

Portfolio aggregators’ primary functionality gives investors visibility into their
current positions and allows them to execute transactions from the aggregator’s
interface thus providing the functions of a broker or dealer.

Aggregators specializing in governance protocols may centralize proposals and
voting across various DAOs, providing recommendations on how to vote on
certain proposals. In this capacity, these types of aggregators may be acting as
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proxy advisors, if voting is delegated to the protocol. Investors may exchange their
voting right(s) for compensation in such arrangements.

¢ Promotors of DeFi products or services.

Potential Collective Investment Schemes: DeFi products, services, arrangements, and
activities may fall within the scope of collective investment schemes (retail/non-retail),
hedge funds and other private investment vehicles. Further, DeFi activities and
participants that involve operation, marketing, management and advising with respect to
these funds may be subject to laws that apply to such activities in many jurisdictions. The
following are non-exclusive examples of types of DeFi activities that could involve collective
investment schemes (retail/non-retail), hedge funds or other private investment vehicles,
and those who operate, market, manage and advise with respect to such funds in certain
jurisdictions, or are similar to such activities and participants in others, either currently or
in the future:

o Certain aggregators and DEXs may be creating collective investment schemes,
hedge funds or other private investment vehicles through the use of AMM
arrangements. For example, AMMs typically provide a means for participants to
deposit two or more crypto-assets into a smart contract (or liquidity pool) and
receive a crypto-asset representing the interest in the pool (and income therefrom).
Market participants are then able to use aggregators, DEXs and other service
providers to engage in trading activities with the pools. The pools may constitute
collective investment schemes. While some of this activity may involve broker or
dealer activity, the activity can also include the provision of investment advice. For
example, some aggregators provide services that offer investment opportunities to
users, such as by obtaining for users the best prices for crypto-assets.

¢ Lending/borrowing protocols also may involve collective investment schemes,
funds and other private investment vehicles. Lending products are pools of crypto-
assets deposited by holders in exchange for another token representing the interest
in the pool. The lending product then enables other crypto-asset market
participants to borrow the crypto-assets in exchange for interest payments. The
pooled nature of these lending products may satisfy the definition of collective
investment scheme in many jurisdictions. Operators of lending and borrowing
protocols also may be viewed, depending on their structures, as investment advisors
or sponsors of the collective investment scheme. Initially at least, these operators
set the terms of the smart contract arrangements, such as the crypto-asset pairs
available to trade, maintain the algorithm to update interest rates, set utilization
rates, and address instances of default, including maintenance of a reserve factor.

e Some DeFi products may be structured and operate as hedge funds (or other private
funds, or retail/non-retail collective investment schemes), depending on applicable
laws. For example, vaults are a mechanism for retail investors to participate in
allegedly on-chain hedge funds by deploying capital into single or multi-strategy
pools run by smart contracts. The sale of the interests in these pools may be
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collective investment vehicles as they are offered to the public or, if limited to
institutions, may be hedge funds. There are also hedge funds that invest or interact
with DeFi activities, products and services and the IOSCO Standards applicable to
hedge funds would apply to these hedge funds as well.

Potential Exchange/Trading Systems: There are DeFi products, services, arrangements,
and activities that could involve exchange and trading system activity. This includes
exchange and over the counter activities, both in cash (spot) crypto-asset and derivatives
markets. The following are non-exclusive examples of types of DeFi activities and
participants that could involve exchange and trading system activity subject to regulation
in certain jurisdictions, or are similar to such activities in others, either currently or in the
future:

e Aggregators and DEXs facilitate the exchange of crypto-assets. DEXs can involve
order book exchanges, through which DEXs are performing functions typically
associated with exchanges. DEXs can also use AMMs, also known as liquidity pools,
that provide liquidity for trading markets.

e Aggregators and DEXs facilitate the trading of crypto-assets. These activities can
involve exchange and trading system activities, and also may operate as an issuer or
primary distribution mechanism for new tokens or crypto-assets.

e Aggregators and DEXs also may be acting as a market for derivatives. These kinds
of derivatives trading activities include providing protection or selling protection
against loss (similar to swaps activities), selling synthetic exposures based on the
value of other assets (which could include securities), and engaging in perpetual
futures trading activity.

e Certain lending/borrowing products may act as exchanges or trading systems
depending on the particular structure.

e Many protocols enable automated, and often high-speed, trading, often by
sophisticated, well-capitalized entities. Algorithmic trading is common in the DeFi
space, and bots are employed to run various trading strategies or identify arbitrage
opportunities. Oracles and bridges offer connectivity with off-chain data and
between DeFi protocols.

Potential Clearing and Settlement Entities: The following are non-exclusive examples
of types of DeFi activities and participants that could involve clearing and settlement
activity subject to regulation in certain jurisdictions, or are similar to such activities in
others, either currently or in the future:

e Aggregators and DEXs use DLT to transfer ownership of crypto-assets. Depending
on the particular protocol, these crypto-assets may be held within an associated
smart contract, nominally on behalf of the user of the protocol. Changes in
ownership of crypto-assets within DEX and AMMs likely involve clearing and
settlement activity.
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¢ Lending/borrowing protocols, as with DEXs and AMMSs, generally rely on associated
smart contracts to hold crypto-assets and to effectuate transfers of crypto-assets in
associated lending pools. Changes in ownership of crypto-assets lending/borrowing
protocols likely involve clearing and settlement activity.

o The activities of certain types of aggregators may also be viewed as clearing and
settlement activity. For example, yield aggregators are platforms of investment
opportunities which, depending on how they are structured, can provide the
functions of either or both a broker and/or an investment advisor while potentially
acting as a central counterparty. These activities may also operate as settlement
systems, depositories, or central counterparties depending on their structure.

e Layer 1 blockchains could themselves be carrying out clearing and settlement
activities.

Having undertaken the analysis described above, if a regulator determines that the
DeFi arrangement (or any aspect of it) falls within its jurisdictional remit, the
regulator should apply its regulatory framework in accordance with the principle of
“same activity, same risk, same regulatory outcome.”

Regulators may also consider what other laws might apply within their jurisdiction
(e.g., data protection, consumer protection, cybersecurity, advertising regulation,
legal ownership, etc.) and to what extent they may work with other authorities
within their jurisdiction to mitigate risks from DeFi.4®

Regulators should consider whether applicable frameworks may need to be
strengthened, augmented or clarified to address any gaps in applicable frameworks
to avoid regulatory arbitrage between traditional financial markets and crypto
asset and DeFi markets.

Recommendation 4 - Require Identification and Addressing of Conflicts of Interest

In applying Existing Frameworks or New Frameworks, a regulator should seek to
require providers of DeFi products and services and other Responsible Persons, as
appropriate, to identify and address conflicts of interest, particularly those arising
from different roles and capacities of, and products and services offered by, a
particular provider and/or its affiliates. These conflicts should be effectively
identified, managed and mitigated. A regulator should consider whether certain
conflicts are sufficiently acute that they cannot be effectively mitigated, including
through effective systems and controls, disclosure, or prohibited actions. This may

8 Regulators should also assess the AML/CFT risks of DeFi arrangements and require adherence to

FATF Standards. See FATF, TARGETED UPDATE ON IMPLEMENTATION OF THE FATF STANDARDS ON
VIRTUAL ASSETS AND VIRTUAL ASSET SERVICE PROVIDERS 4 (June 2023), available at https://www fatf-
gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2023.html
(“Jurisdictions should assess illicit finance risks of DeFi arrangements, consider how DeFi
arrangements fit into their AML/CFT frameworks, and share their experiences, practices and
remaining challenges with the FATF’s global network to mitigate the risk of DeFi arrangements.”).
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include requiring more robust measures such as legal disaggregation and separate
registration and regulation of certain activities and functions to address this
Recommendation.

Many DeFi arrangements and activities today are being conducted in a manner that
presents conflicts of interest. DeFi participants may be acting in roles and capacities that
create conflicts of interest. Such conflicts can arise, for example, if the provider of a DeFi
product or service itself has a financial interest derived from user or third-party activities,
an ownership interest in a related third-party, or a favorable arrangement with a particular
related party. In particular, the provider may take advantage of their control or influence
over the governance of the DeFi arrangement to promote proposals or initiatives that inure
to their benefit financially. Conflicts could also arise if the provider is engaged in multiple
activities in a vertically integrated matter, either themselves or with affiliated parties. For
example, the provider may operate a trading platform while simultaneously being a
counterparty to transactions with a user as a market maker or employ technologies like
bots or algorithms to transact with users. Indeed, a fundamental conflict may exist if
developers, founders and early investors lack the incentive to maintain a project after
receiving an initial investment and are instead incentivized to exit the project.

Because of the complexities and opacities in DeFi arrangements, discussed in this report
and its Annexes, investors may be unaware that such conflicts may exist. In fact, claims
that DeFi is completely transparent due to the public nature of blockchains may mislead
investors to believe there are no hidden conflicts, therefore exacerbating risks. Aggressive
marketing tactics, behavioral engagement practices, and claims about profitability can
further entice investors into arrangements that may put the interests of others over the
interests of the investor. These could include the promotion of highly levered strategies or
the re-hypothecation of investor assets into a cascade of products and services that may
provide benefits to promoters of these strategies in the form of increased fees or kick-backs,
for example. It may be unclear to a user the role and capacity in which a provider of a
product or service is acting at all times. Concerns around conflicts of interest are further
heightened if the provider of the DeFi product or service is in a fiduciary or similar
relationship with a user.

A regulator should require Responsible Persons, including providers of DeFi products and
services, to be responsible for identifying, managing and mitigating conflicts of interest. A
regulator should consider whether certain conflicts are sufficiently acute that they cannot
be effectively mitigated, including through effective systems and controls, disclosure, or
prohibited actions, and may require more robust measures such as legal disaggregation and
separate registration and regulation of certain activities and functions.

A regulator should also seek to require Responsible Persons, including providers of DeFi
products and services, to identify, and to the extent practicable, address conflicts of interest
that do not directly involve the providers but have an adverse impact on their
users/investors.
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MEV

There are conflicts of interest that may not directly involve the provider of a DeFi
product or service but nevertheless have an adverse impact on the users/investors of
the DeFi product or service. One example of such a conflict of interest in the DeFi
ecosystem presents itself in connection with certain MEV strategies. Among other
things, MEV refers to the exploitation of mempool data4? by persons or entities
participating in a blockchain’s consensus mechanism (i.e., miners, validators, or other
participants) to maximize their profit by choosing and sequencing proposed
transactions from the mempool and/or inserting other transactions that are added to a
block to be appended to a blockchain. However, the ability to reorder, insert, and
otherwise control transactions enables conduct that in traditional markets would be
considered manipulative and unlawful.5® This activity can result in transactions failing
to achieve execution on the terms expected. Such activity could take the form of
typical MEV exploits, the most common involving “front-running,” “back-running,” and
“sandwich attacks” (see ANNEX B):

e “Front-running” occurs when a participant attempts to execute their own
transaction before a pending mempool transaction to realize a profit. A
miner/validator could execute this attack through re-ordering transactions on a
proposed block or a participant might attempt to pay a higher gas fee or collude
with a miner/validator to move their transaction ahead of the pending
transaction.>'

e “Back-running” occurs when a participant seeks to have their transaction
executed immediately after a pending transaction. This might be profitable if
the pending transaction is to create a new pair for trading on an AMM. An
attacker can employ back-running bots that find a new token pair listing and
place a transaction order immediately after the initial liquidity to purchase as
many tokens as possible, leaving supply in the market depleted.

¢ A “sandwich attack” is when a participant places two transactions around, one
immediately before and another right after, a pending transaction. Searchers
typically use sandwich attacks to extract MEV from unsuspecting traders on
decentralized exchanges by manipulating the price of an asset. For example, a
trader might identify a token that a victim is about to buy and trades to push the
price of the asset up, then sells immediately after the victim’s buy order has
further increased the price.

4 The mempool consists of transactions that are waiting to be processed by the blockchain’s

miners/validators.

2y In certain jurisdictions, these MEV strategies may already be subject to, or prohibited by, existing

51

laws and regulations.

One study calculates the losses due to frontrunning attacks between May 2020 and April 2021 to
have amounted to more than $100 million USD. See Agostino Capponi et al., Inefficiencies in Public
Distributed Ledgers (Dec. 31, 2021), available at
https://papers.sstn.com/sol3/papers.cfm?abstract id=3997796.
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e Regulators should seek to hold a provider of a DeFi product or service responsible
for identifying and, to the extent practicable, managing and mitigating the impact
of MEV strategies used by miners/validators on the underlying blockchain on
which the provider chooses to operate or offer the product or service. For
example, for a DeFi arrangement that facilitates the trading of regulated financial
instruments, the design of the trading mechanism could mitigate the impact of
MEV to users/investors trading these instruments. There may be additional
conflicts that would need to be addressed if the DeFi product or service provider
itself were to have an economic interest in the MEV activity, such as through
payment for order flow to certain miners/validators or others.

Recommendation 5 - Require Identification and Addressing of Material Risks,
Including Operational and Technology Risks

In applying Existing Frameworks or New Frameworks, a regulator should seek to
require providers of DeFi products and services and other Responsible Persons, as
appropriate, to identify and address material risks, including operational and
technology risks. These risks should be identified and effectively managed and
mitigated. A regulator should consider whether certain risks are sufficiently acute
that they cannot be effectively mitigated and may require more robust measures to
address this Recommendation.

A regulator should require providers of DeFi products and services and other Responsible
Persons, as appropriate, to establish and maintain a risk management framework that
addresses risks arising from the product or service itself, the participants and arrangement,
and the market in which the provider of the product or service operates. Where
appropriate and consistent with jurisdictional mandates, regulators could impose
regulatory requirements to address the risks through means such as the application of “fit
and proper” standards.

DeFi arrangements and activities introduce unique operational and technological risks,
including those stemming from the underlying DLT, smart contracts and protocols,
governance structures, oracles, and bridges. These risks can arise from any one layer of the
tech stack that underlies DeFi, as well as from interdependencies between and among those
layers of the tech stack. A detailed description of the DeFi tech stack and inherent
technological risks can be found in the 2022 Report and in the Annexes to this report. These
include, among others, risks arising from the operational interconnectedness of DeFi, due
in part to the composability and modularity inherent to DeFi protocols; the proliferation
of exploits targeting vulnerable code across protocols’ similar code; and a concentration of
critical service providers and other participants within DeFi. A regulator should consider
how such risks can be identified and effectively managed and mitigated.

Regulators should evaluate, as with other automated or software code based activities in
traditional financial products and services, how the automation of certain functions in
DeFi arrangements works and consider (a) risks posed by the use of unique or different
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technology that is not already used in traditional financial markets or otherwise covered
by existing regulatory frameworks; (b) how technology, generally, may assist in identifying,
managing and mitigating risks in automated products and services; and (c) how regulators
may use technology to facilitate supervision and oversight, as appropriate, within a
jurisdiction’s regulatory framework, and to enhance the IOSCO mandates of investor
protection and market integrity.

A provider of DeFi products and services often has control over the smart contracts
incorporated into the product or service. A regulator should ascertain what type of control
a provider has over a product or service, including through administrative rights to alter
smart contracts. A regulator should seek to hold those with control or sufficient influence
over the operational or technological features of a DeFi product or service responsible for
identifying, managing, and mitigating risks, such as the risk of theft or loss of assets
through operational or cybersecurity failures.

A provider of DeFi products and services can rely significantly upon oracles and cross-chain
bridges for interoperability with off-chain data or other blockchains. When this is the case,
a regulator should consider applying identification, management, and mitigation measures
similar to those applied to Responsible Persons in traditional finance, even if certain
functionality has been outsourced to affiliated or unaffiliated service providers. In this case,
a regulator should consider ways to require the provider to identify, mitigate and manage
risk by, for example, requiring adequate due diligence and ongoing monitoring of such
service providers, the evaluation, mitigation and management of risks, the implementation
of business continuity measures, and the like.>?

A regulator should consider whether certain risks are sufficiently acute that they cannot be
effectively managed or mitigated and may require more robust measures to address this
Recommendation.

Oracles and Bridges

Those who provide DeFi products and services often rely on oracles and cross-chain
bridges because blockchains essentially operate in siloed environments. Oracles provide
connectivity with off-chain data, such as pricing data. Cross-chain bridges provide
connectivity with other blockchains. For example, such a bridge can permit a holder of
crypto-assets issued on one blockchain to convert to a crypto-asset usable on another,
which may facilitate access to liquidity. Such a bridge can also permit the transmission
of data between smart contracts of a protocol that is deployed on multiple blockchains,
so as to effectuate certain parameter changes to the protocol. However, oracles and
bridges present significant technological and operational risks. Those risks are detailed
in ANNEX E. For example, both oracles and cross-chain bridges have been prone to
significant hacks and exploits. One industry report calculates that DeFi protocols lost

52 See 10SCO, PRINCIPLES ON OUTSOURCING (Oct. 2021), available at

https://www.iosco.org/library/pubdocs/pdf/IOSCOPD687.pdf; see also FSB, ENHANCING THIRD-
PARTY RISK M ANAGEMENT AND OVERSIGHT (June 2023), available at https://www.fsb.org/wp-

content/uploads/P220623.pdf.
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more than $400 million in 41 separate oracle manipulation attacks in 2022 (see ANNEX
E), and that 64% of the $3.1 billion stolen from DeFi protocols in 2022 was attributable to
cross-chain bridgess3 (see ANNEX B).

Regulators should assess whether those providing DeFi products and services present
operational and technological risks, including those due to reliance on oracles and cross-
chain bridges, among other things. Those risks could be amplified, given particular
governance structures that may not be suited to addressing technological and
operational risks in a timely and effective manner. Regulators should seek to require
providers of DeFi products that rely on oracles and cross-chain bridges to identify,
manage and mitigate the risks posed by such technology. In some jurisdictions,
regulators may choose to require more robust measures.

Recommendation 6 - Require Clear, Accurate and Comprehensive Disclosures

In applying Existing Frameworks or New Frameworks, a regulator should seek to
require providers of DeFi products and services and other Responsible Persons, as
appropriate, to accurately disclose to users and investors comprehensive and
clear information material to the products and services offered in order to
promote investor protection and market integrity.

Information about DeFi products, services, arrangements, and activities is often
technologically complex and/or opaque. This may arise due to a number of factors,
including, but not limited to, the complex nature of the products or services themselves or
of the underlying tech stack, and opacities in certain aspects of the arrangement's business,
operations and governance. Consequently, the complexity and opacity of DeFi products,
services, arrangements, and activities can result in significant information asymmetries,
where users and investors are not fully apprised of the nature of the products, services,
arrangements, and activities with which they are interacting and the associated risks that
they may be exposed to, leading to investor harm.

To address this, a regulator should seek to require providers of DeFi products and services
and, as appropriate, other Responsible Persons, to accurately disclose to users and investors
comprehensive and clear information about the material aspects of the provider’s products,
services, business, operations, governance, risks, conflicts of interest, and financial
condition. Disclosures should include a plain-language description of material risks to the
user or investor. It should also include a description of any crypto-assets involved in the
product or service. This may include a prospectus or an equivalent document from an
issuer of a crypto-asset or other financial instruments. Disclosure should also include a
description of the governance and lines of responsibility and accountability within the DeFi
arrangement, including identifying key persons and the roles they play in the provision of
the product or service as well as, as appropriate, related parties and outside service

3 CHAINALYSIS, supra note 21, at 58.
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providers. Information in marketing and promotional communications should be
consistent with such disclosures.

Regulators should require providers of DeFi products and services and other Responsible
Persons to disclose any material risks associated with the underlying technologies used to
deliver these products and services, as appropriate and in line with jurisdictional legal
frameworks.

Recommendation 7 - Enforce Applicable Laws

A regulator should apply comprehensive authorization, inspection, investigation,
surveillance, and enforcement powers, consistent with its mandate, to DeFi
products, services, arrangements, and activities that are subject to Existing
Frameworks and New Frameworks, including measures to detect, deter, enforce,
sanction, redress and correct violations of applicable laws and regulations. A
regulator should assess what technological knowledge, data and tools the regulator
needs to enforce applicable laws.

Guidance

Consistent with the principle of “same activity, same risk, same regulatory outcome,” DeFi
products, services, arrangements, and activities should be regulated in a manner consistent
with the aim of promoting investor protection and preventing the same types of
misconduct and fraudulent and manipulative practices that exist in traditional financial
markets, as well as any additional risks presented by DeFi. Regulators should have the
powers and capabilities to enforce applicable regulatory, supervisory and oversight
requirements, including authorization and licensing requirements, and the ability to
undertake inspections or examinations, as appropriate and consistent with their respective
mandates. Regulators should seek to bring enforcement actions or other corrective actions
against Responsible Persons for fraud and market abuse, in addition to other failures of
regulatory compliance, where appropriate. This includes misuse of material, non-public
information, insider dealing, market manipulation, issuing false and misleading
statements, and misappropriation of funds, among other conduct. The guidance associated
with Recommendation 2 can be considered in identifying the appropriate parties that could
be held responsible from a regulatory standpoint.

As do other market participants, DeFi market participants may seek to structure their
arrangements and activities to avoid regulation, offer products and services within a
jurisdiction while operating from another jurisdiction, and/or operate in noncompliance
with applicable existing laws, thereby challenging the ability of jurisdictions to regulate,
supervise, oversee, and enforce applicable laws, which increases the risk of regulatory
arbitrage and weakens investor protections.

In order to address these challenges, regulators should assess whether they have the
appropriate powers, tools and resources.> Regulators should seek methods to obtain the

54 Regulators should also consider means to engage and inform investors about DeFi activities and
risks, including to enhance investors’ understanding of the role of the regulator in relation to DeFi
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appropriate data, tools and expertise they will need to conduct investigatory and
enforcement activities. This may include crypto-asset market data, including blockchain
data, as well as blockchain analytical tools and techniques.

Recommendation 8 - Promote Cross-Border Cooperation and Information
Sharing

A regulator, in recognition of the cross-border nature of DeFi products, services,
arrangements, and activities, should have the ability to cooperate and share
information with regulators and relevant authorities in other jurisdictions with
respect to such arrangements, and activities. This includes having available
cooperation and information sharing arrangements and/or other mechanisms to
engage with regulators and relevant authorities in other jurisdictions. These
should accommodate the authorization and on-going supervision of regulated
persons and entities and enable broad assistance in enforcement investigations
and related proceedings.

Guidance

The owners and operators of DeFi products and services often are based in multiple
jurisdictions and/or offer their DeFi products and services on a cross-border basis. Those
with control or sufficient influence over the operation of DeFi arrangements can be
geographically dispersed across a number of jurisdictions. At the same time, there is often
a lack of transparency regarding the ownership and operation of the DeFi products and
services, including a lack of available information on the identity and location of the owners
and operators of the DeFi protocols and the size and scope of the DeFi arrangements and
activities occurring in particular jurisdictions. To the extent that such information is
available, the information is often highly complex or technical and/or otherwise limited in
some way, including due to the pseudonymous nature of many DeFi activities.

Some DeFi arrangements and activities may claim not to have a geographical location or
will claim they have no presence in a particular jurisdiction. Some may point to the fact
that they employ a distributed governance structure or that various actors involved in the
arrangement or activity are geographically dispersed. Some may choose an organizational
structure that is called a Decentralized Autonomous Organization or DAO or they may
legally organize in one jurisdiction, have personnel in another jurisdiction, and offer
products and/or services in yet another jurisdiction. Regulators should consider whether
their regulatory framework captures whatever activity is occurring in their own jurisdiction
and should consider ways to cooperate with other jurisdictions to the fullest extent
practicable in order to address risks to investors and markets within their own jurisdictions.

activities and to provide investors with tools to assess the risks associated with particular DeFi
activities and to protect themselves against fraud and other abuses. In so doing, regulators could
consider investor education techniques, including those discussed in the IOSCO, RETAIL MARKET
CONDUCT TASK FORCE FINAL REPORT (March 2023), available at
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD730.pdf, and in the IOSCO, INVESTOR
EDUCATION ON CRYPTO-ASSETS FINAL REPORT (Dec. 2020), available at
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD668.pdf.
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Recognizing the cross-border nature of DeFi products, services, arrangements, and
activities, regulators should have the ability to cooperate and share information to assist
one another to fulfill their respective mandates relating to such products, services,
arrangements, and activities. Regulators also should have in place effective cooperation
and information sharing arrangements and/or other mechanisms to engage with relevant
authorities in other jurisdictions. These should allow regulators to provide broad
assistance in enforcement investigations and related proceedings and, as appropriate, the
authorization and supervision of regulated DeFi market participants. Cooperation and
information sharing should also aim to facilitate a shared understanding of activities and
risks of DeFi across jurisdictions. Regulators should aim to share information and
cooperate in a timely and effective way, especially when there is a risk of investor or market
harm. Regulators should consider ad hoc arrangements to address matters of urgency.

To enhance effective supervision of the markets, regulators should consider bilateral
and/or multilateral cooperation arrangements beyond the enforcement context, as
appropriate, such as supervisory colleges, networks, regional arrangements, or other forms
of cross-jurisdictional cooperation, to support rigorous and effective ongoing supervision
of DeFi activities and arrangements operating across multiple jurisdictions.

Regulators should cooperate with each other and share information, both domestically and
internationally, consistent with their respective mandates and applicable legal
requirements and, to the greatest extent possible, to promote effective information sharing
to assist one another with fulfilling their respective mandates and, where appropriate, to
encourage the consistency of outcomes relating to DeFi, including cooperation and
information sharing in the following areas:

¢ Emerging Risks: Regulators should cooperate and share information relating to
DeFi activities occurring across jurisdictions, for effective risk monitoring of DeFi
activities, and to facilitate a shared understanding of related risks, including to
market integrity, investor protection, and financial stability. In particular,
regulators should share information on emerging trends and other developments
with the potential for significant cross-border impacts, as well as information to
assist with understanding and analyzing DeFi arrangements (i.e., in furtherance of
these Recommendations). Sharing typologies of DeFi arrangements and activities,
as appropriate, may also assist in analyzing and comparing observed behavior.

¢ Registration/Authorization: Regulators should cooperate and share information
relating to requests by other regulators regarding firms engaged in DeFi activities to
become registered and/or authorized to conduct business in a particular
jurisdiction, for example, as a type of trading venue authorized within a particular
jurisdiction. Among other things, regulators should have the ability to share
information relevant to the requesting regulator’s decision whether to register
and/or authorize such firms, provided that any confidentiality requirements are
satisfied. Examples of information that should be shared may include the ownership
and operation of the DeFi products and services in which the firm is engaged, and
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other relevant features of the DeFi activities of the firm, including the size and scope
of the DeFi products and services offered by the firm and the firm’s compliance with
relevant applicable laws and regulations across jurisdictions.

¢ Supervision: Regulators should also seek to enable cooperation and information
sharing to further the effective supervision of DeFi activities, consistent with their
respective jurisdictions’ laws and regulations. Regulators should use existing
cooperation and information sharing arrangements (e.g., memoranda of
understanding, ad-hoc arrangements, supervisory colleges, networks), to the fullest
extent practicable, or consider establishing new bilateral or multilateral cooperation
and information sharing arrangements that may encompass additional subject areas
or jurisdictional authorities, to support the effective ongoing supervision of DeFi
activities operating across multiple jurisdictions. Regulators should utilize such
arrangements to provide assistance to one another with, among other things,
examinations and inspections of registered firms engaged in DeFi activities,
including to provide other regulators with access to the books and records of those
firms, if appropriate.

e Enforcement: IOSCO has in place effective mechanisms for cross-border
cooperation between financial market authorities to enable the enforcement of laws
and regulations applicable to DeFi. Information requests relating to DeFi are
captured by IOSCQO’s Multilateral Memorandum of Understanding (MMoU)>5 and
Enhanced Multilateral Memorandum of Understanding (EMMoU)5°, premised on
the underlying principle of “same activity, same risk, same regulatory outcome.”
Regulators should use the MMoU and EMMoU to the greatest extent possible to
enable cooperation and information sharing relating to DeFi activities. Beyond the
MMoU and EMMoU, regulators should also share information with one another
and, where relevant, with law enforcement authorities, and work together to stop
abusive and criminal behaviors, including financial crime and money laundering,
and to mitigate risks to investors.

Recommendation g - Understand and Assess Interconnections Among the
DeFi Market, the Broader Crypto-Asset Market, and Traditional Financial

Markets

When analyzing DeFi products, services, arrangements, and activities, a regulator
should seek to understand the interconnections among DeFi arrangements, the
broader crypto-asset market, and also the traditional financial markets. In so
doing, a regulator should consider how those interconnections impact risks to

55 10SCO, MULTILATERAL MEMORANDUM OF UNDERSTANDING CONCERNING CONSULTATION AND
COOPERATION AND THE EXCHANGE OF INFORMATION (rev. May 2012), available at
https://www.iosco.org/libra ubdocs/pdf/IOSCOPD386.pdf.

56 10SCO, ENHANCED MULTILATERAL MEMORANDUM OF UNDERSTANDING CONCERNING CONSULTATION
AND COOPERATION AND THE EXCHANGE OF INFORMATION (2016), available at
https://www .iosco.org/about/pdf/Text-of-the-EMMoU.pdf.
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investor protection and market integrity, and how they might identify further
regulatory touchpoints, including potential responsible persons. A regulator
should, as appropriate, seek to employ, maintain and develop suitable methods for
monitoring and assessing DeFi products, services, arrangements, and activities.

Guidance

The 2022 Report discussed the importance of centralized crypto-asset trading, lending and
borrowing platforms and stablecoins to DeFi. Specifically, centralized platforms are often
the on-ramp to participation in DeFi, including by retail investors, and stablecoins facilitate
participation in DeFi arrangements, serving as the perceived stable value asset used as one
side of a trading pair, or in liquidity or collateral pools to fund or collateralize DeFi
activities. Thus, events (such as liquidity crises) that cause shocks or disruptions on
centralized platforms or to stablecoins likely will impact DeFi markets. Indeed, some
recent crypto-asset market events and their impact on DeFi are discussed in ANNEX A.
Regulators should consider how interconnectedness within the crypto-asset markets will
impact investor protection and market integrity in DeFi markets. Regulators should also
consider whether steps should be taken with respect to centralized platforms and
stablecoins and to adhere to the recommendations and guidance contained in the CDA
Report57 to provide additional investor and market protections.

Regulators should consider how regulatory touchpoints in the DeFi market, the broader
crypto-asset market, and traditional financial markets could provide information and,
where appropriate, regulators should require the relevant Responsible Persons to apply
investor and market protections. Regulators should consider ways to identify these
touchpoints, including through surveys of registered entities or through other regulatory
frameworks, such as those that pertain to anti money laundering (AML)/countering the
financing of terrorism (CFT).

Regulators should understand and assess risks relating to the exposures of traditional
financial market participants (i.e., existing regulated entities) to DeFi structures (e.g.,
through hedge funds, private equity funds, intermediaries, broker or dealers, investment
advisers, transfer agents, clearing agencies, custodians, and other institutional
participants). Regulators should consider additional approaches to provide important
investor, customer and market protections for DeFi market participants, including through
their regulation and oversight of traditional financial market participants or centralized
crypto-asset platforms involved, directly or indirectly, in DeFi arrangements or activities.

Given the potential effects of DeFi on TradFj, it is important to be able to monitor and
evaluate interlinkages between DeFi and traditional financial markets. The following
outlines some ways that crypto-assets could touch traditional entities, though these are not
exhaustive of all types of connectivity:5®

57 CDA Report, supra note 17.

58 See also FSB DeFi Report, supra note 12, at 25-26; BIS, THE CRYPTO ECOSYSTEM: KEY ELEMENTS AND
RISKS 15 (July 2023), available at https://www.bis.org/publ/othp72.pdf (“[R]isks along the bank-crypto
nexus extend beyond (direct and indirect) exposures because of the potential negative externalities
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Entity Potential Relationship to
DeFi

Issuer of financial instrument, Issue crypto-asset; engage in

including securities crypto-asset-related

operational activities (e.g.,
mining/validating); hold
crypto-assets (e.g., in
corporate treasury);
participate in governance
Funds (registered) Invest in DeFi related
investments or have
exposure to DeFi
products/services;
participate in governance
Broker/dealer/investment adviser Conduct services relating to
DeFi products/services; link
customers to DeFi

products/services
Banks/trusts/money services Provide services relating to
businesses/credit card issuers DeFi products/services;

invest in DeFi
products/services; link
customers to DeFi

products/services
Third party service providers Provide services to DeFi
(auditors/accountants/transfer products/services

agents/credit rating entities)

Regulators should assess potential data sources to monitor interconnections with
traditional markets. Such data or indicators might pertain to:
e Traditional financial services being provided to DeFi participants (i.e., banking,
loans, holding or managing reserves, fiat to crypto-asset exchange, etc.)

e Correlations between crypto-assets and certain traditional assets (and changes
over time)59

associated with banks channeling funds into the crypto ecosystem, given their role as the mainstay
of the monetary system. Along with banks, other financial entities such as family offices, hedge funds
and asset managers could also increase their crypto investments, lured by the potentially high
returns.”).

59 See Tara lyer, Cryptic Connections: Spillovers between Crypto and Equity Markets, GLOBAL FIN.
STABILITY NOTES No 2022/001 (Jan. 11, 2022), https://www.imf.org/en/Publications/global-financial-
stability-notes/Issues/2022/01/10/Cryptic-Connections-511776.
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o Spillovers between crypto-asset prices and select traditional assets (and changes

over time) (e.g., computed by the application of econometric models)®°

e Size/reserves of stablecoins

e VC(/private institutional investment in crypto-assets

e Derivative/synthetic exposure to crypto-assets

o Crypto-assets that are derivatives/synthetics of real-world assets

o The use of real-world assets as collateral or components in DeFi activities

60
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SECTION IV. QUESTIONS FOR PUBLIC CONSULTATION

10.

Do you agree with the Recommendations and guidance in this Report? Are there
others that should be included?

Do you agree with the description of DeFi products, services, arrangements, and
activities described in this Report? If not, please provide details. Are there others
that have not been described? If so, please provide details.

Do you agree with the Report’s assessment of governance mechanisms and how they
operate in DeFi? If not, please provide details.

Do you agree with the risks and issues around DeFi protocols identified in this
Report? If not, please provide details. Are there others that have not been described?
If so, please provide details. How can market participants help address these risks
and/or issues, including through the use of technology? How would you suggest
[OSCO members address these risks and/or issues?

Do you agree with the description of data gaps and challenges in the Report? If not,
please provide details. Are there others that have not been described? If so, please
provide details. How can market participants address these data gaps and
challenges, including through the use of technology? How would you suggest
IOSCO members address data gaps and challenges?

Do you agree with the application of IOSCO Standards to DeFi activities contained
in this Report? Are there other examples of how IOSCO Standards can apply?

Is there any additional guidance that you would find relevant to help IOSCO
members comply with these Recommendations? If so, please provide details.

Given the importance of the application of IOSCO Standards to DeFi activities, are
there technological innovations that allow regulators to support innovation in
DeFi/blockchain technologies while at the same time addressing investor protection
and market integrity risks? If so, please provide details.

Are there particular methods or mechanisms that regulators can use in evaluating
DeFi products, services, arrangements, and activities, and other persons and entities
involved with DeFi? If yes, please explain.

Do you find the interoperability between this report and the [OSCO CDA Report
to be an effective overall framework? If not, please explain.
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ANNEX A - RECENT EVENTS® AND THEIR IMPACT ON DEFI

Terra USD (UST)/LUNA Collapse
Event Summary:

Over the course of several days in May 2022, the value of Terraform Labs’ algorithmic
stablecoin, Terra USD (UST), and native token of the Terra blockchain (LUNA), both

collapsed, erasing nearly $40 billion in reported total market value. The price of UST

began to depeg from $1 on May 7, 2022, falling to approximately $0.37 on May 12, 2022,
while the price of LUNA, which was purported to be used to stabilize UST’s price, fell

from approximately $11g in April 2022, to a few cents by May 12, 2022.92

TerraClassicUSD Price Chart (USTC)

spdatec T T 77 Add To Watchlist
Price Market Cap 24h 7d 14d 90d 180d
(=2 sl X
ogarithmt =

Source: CoinGecko

o1 This report refers to specific recent events as examples. Use of these examples in the report does not

constitute any claim about compliance or non-compliance of any particular crypto-asset, person or
entity with existing laws and regulations in relevant jurisdictions. Individual jurisdictions might have
different legal interpretations of terms used in this report and different views of compliance or non-
compliance of the mentioned crypto-assets, persons or entities with laws and regulations relevant to
these jurisdictions. All factual descriptions of crypto-assets, persons and entities are based on
information currently known to the authors of this report and are subject to change and revision if
new information arrives.

62 The U.S. Securities and Exchange Commission filed an enforcement action against Terraform Labs

PTE Ltd. and its founder, Do Hyeong Kwon, on February 16, 2023. See
https://www.sec.gov/litigation/complaints/2023/comp-pr2023-32.pdf.

44



Case 1:24-cv-01858-ACR  Document 34-4  Filed 06/20/25 Page 60 of 601

Impact to DeFi Market:

In the weeks after UST lost its $1 peg, billions of dollars worth of crypto-assets reportedly
were taken out of the Terra ecosystem. The TVL of DeFi applications on the Terra
blockchain dropped from approximately $20 billion on May 5, 2022 to less than $75 million
on May 28, 2022. This includes the “Anchor” protocol associated with Terra, which had
TVL of more than $16 billion at its peak.

Compare chain TVL Stablecoins Inflows

Source: DeFiLlama

The Terra blockchain was halted during this period, preventing users from conducting
transactions, while validators and developers reportedly were coordinating activities. In
the broader DeFi ecosystem, the death spiral of UST and LUNA appears to have caused a
contagion effect, impacting the overall TVL across DeFi platforms on various blockchains.
This resulted in a decline from approximately $142 billion on May 5, 2022, to less than $80
billion on May 13, 2022, for a TVL loss of nearly 44% in less than two weeks. One research
paper suggests that the existence of bridges between the Terra blockchain and other
blockchains exacerbated the impacts of the Terra collapse across DeFi, finding that “bridges
between programmable blockchain networks create increased risk of spillover effects to
other blockchains’ programmable environments in the wake of a major shock event like
Terra’s collapse.”® The rapid decline in TVL on the Terra blockchain was seen to
demonstrate, among other things, the risks of algorithmic stablecoins, the reality that a
blockchain can be halted where no user may thereafter transact or exit their positions when
desired, and the impact of sentiment and confidence of DeFi market participants on DeFi

63 See https://www.federalreserve.gov/econres/feds/files/2023044pap.pdf.
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arrangements and activities. In particular, it would appear that the performance of crypto-
assets native to a blockchain or DeFi arrangement is linked to their overall credibility. %

TVL Volume Raises Stablecoins

Apr

Source: DeFiLlama
FTX Insolvency

Event Summary:

On November 2, 2022, an article was published, stating that FTX, at the time one of the
largest centralized crypto-asset trading platforms by trading volumes, recorded on its
balance sheet a significant amount of the exchange token of the FTX trading platform (FTT)
that purportedly gave certain benefits to holders. Subsequently, the CEO of Binance
Holdings Limited (Binance) announced on November 6, 2022, that Binance would liquidate
its FTT holdings, which reportedly began a bank-like run as FTX customers apparently lost
confidence in the solvency of FTX. FTX reportedly suffered a liquidity crisis, halted
customer withdrawals on November 8, 2022, and declared bankruptcy on November 10,
2022.%

64 See also BIS, THE CRYPTO ECOSYSTEM: KEY ELEMENTS AND RISKS 7 (July 2023),
https://www.bis.org/publ/othp72.pdf (noting that the Terra collapse highlights “the tendency to
fragmentation through crypto’s vulnerability to new entrants who prioritise market share and
capacity and the expense of decentralisation and security.”).

65 The events leading to FTXs insolvency are the subject of on-going civil and criminal actions. See,
e.g., https://www.sec.gov/news/press-release/2022-219;
https://www.cftc.gov/PressRoom/PressReleases/8638-22; https://www justice.gov/usao-
sdny/pr/united-states-attorney-announces-charges-against-ftx-founder-samuel-bankman-fried.
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FTT Price Kaiko
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Source: Kaiko

Impact to DeFi Market:

The collapse of FTX appears to have led to wider contagion in the crypto-asset markets, in
which market participants suffered losses. Among those impacted were customers, both
retail and institutional, with funds on FTX, counterparties to FTX, investors in FTX and
FTT, and others. Although FTX was a centralized crypto-asset platform, this contagion
appears to have spread to the DeFi ecosystem. FTX and its principal reportedly were major
promoters of the Solana blockchain and its ecosystem.% One particular DeFi protocol built
on Solana reportedly required a hard fork because FTX purportedly owned the private key
to the protocol. The contagion from FTX also appears to have affected a number of other
platforms through financial interlinkages, such as lending platforms and a crypto-asset
related investment fund.®? The investment fund reportedly was a participant in a DeFi
lending pool run by a delegate firm on a given DeFi protocol that underwrote loans on the
protocol. As a result of the investment fund’s default, other participants in the lending
pools were reported to have suffered losses, including an insurance protocol and a smart
contract auditing platform. Further, there was an increase in DeFi transaction volumes,
potentially due to the inability to use FTX and other lending platforms and/or a loss of
confidence in centralized crypto-asset platforms. Due to the pseudonymity of DeFi

66 Life After FTX: How Solana DeFi Is Starting Over—Without SBF’s Serum, YAHOO! NEwS, Dec. 7,
2022, https://news.yahoo.com/life-ftx-solana-defi-starting-223848156.html.
67 A Hedge Fund Hit by FTX Collapse Defaults on $36 Million of Debt, BLOOMBERG, Dec. 6, 2022,

https://www.bloomberg.com/news/articles/2022-12-06/crypto-fund-orthogonal-defaults-on-36-
million-debt-as-ftx-contagion-
spreads?utm_source=website&utm_medium=share&utm_campaign=copy.
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participants, it remains a complex challenge to proactively identify participants and their
potential interlinkages and concentration risks.

BUSD Minting Cessation

Event Summary:

On February 13, 2023, the New York State Department of Financial Services (NYDFS)
ordered Paxos Trust Company (Paxos) to cease minting Paxos-issued Binance USD
(“BUSD”).®8 In response, Paxos informed its customers of its intent to end its relationship
with Binance for BUSD.® Prior to the NYDFS cease-minting order, Paxos had been
authorized by NYDFS since September 2019 to offer BUSD subject to the conditions that
all Paxos-minted BUSD on the Ethereum blockchain be backed by cash, short term
treasuries, and other highly liquid investments on a 1:1 basis as well as be subject to other
regulatory requirements.?”” NYDFS stated that all US residents who own Paxos-minted
BUSD could still exchange BUSD at a 11 rate for US dollars even after the cease-minting
order. NYDEFS also stated that its prior approval order to Paxos authorized only BUSD on
the Ethereum blockchain, noting it had not authorized the Binance-Peg BUSD, a wrapped
version of BUSD, purportedly designed to track the value of BUSD at a 11 ratio.”
Approximately one month later on March 13, 2023, the CEO of Binance announced that
Binance was converting $1 billion of BUSD to BTC, ETH and BNB (the “exchange token” of
the Binance platform).

Impact to DeFi Market:

Concurrent to the February 13, 2023, announcements by NYDFS and Paxos, the reported
total TVL across DeFi rose by approximately 7% over a three day period ending on February
16, 2023, from approximately $46 billion to more than $49 billion, the highest level since
the first week of November 2022, shortly before the collapse of FTX. Simultaneously,
investors reportedly withdrew approximately $2.3 billion worth of BUSD from Binance
within four days of the NYDFS announcement.

The NYDFS supervisory action relating to BUSD may have impacted the willingness of
certain DeFi market participants to use BUSD. Participants in Curve’s busdvz liquidity pool
exchanged BUSD for the two other pool components, USDT and DAI7* to such an extent

& See https://www.dfs.ny.gov/consumers/alerts/Paxos and Binance.

69 See https://paxos.com/2023/02/13/paxos-will-halt-minting-new-busd-tokens/.

72 See https://www.dfs.ny.gov/reports and publications/press releases/prigogos.

7 See https://www.binance.com/en/blog/ecosystem/understanding-busd-and-binancepeg-busd-
5526464425033159282.

7 DAI purports to be a crypto-asset-collateralized stablecoin pegged to USD that is maintained and

regulated by MakerDAO. See https://makerdao.com/whitepaper/DaiDeciyWP.pdf.
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that on February 14, 2023, 81% of the assets in busdvz were BUSD.7? Market participants
reportedly experienced intense selling pressure and price slippage.’4 Both centralized
exchanges?s and DeFi protocols reportedly limited the use of BUSD. The impact of these
actions by NYDFS and Paxos illustrate, among other things, certain risks of stablecoins. In
this particular instance, for example, Binance reportedly was minting BUSD on a non-
Ethereum blockchain without consistently maintaining a 1:1 reserve rate. These events also
illustrate how investors may tend to migrate assets from a centralized platform to DeFi
when they lose confidence in the centralized platform, how investors may tend to avoid
crypto-assets against which regulatory or supervisory actions have been commenced, the
high impact certain events can have on liquidity and transaction fees on DeFi platforms,
and the ability of purported “decentralized” DeFi platforms to freeze or restrict certain
products or assets when certain risks arise.

USDC Depeg

Event Summary:

In 2023, the failure of a US regional bank that offered deposit services to a stablecoin
issuer contributed to a temporary de-pegging of its stablecoin because of uncertainty
about the issuer’s access to its deposits.??

3 Omkar Godbole, Investors Rush to Tether as Paxos' BUSD Faces Regulatory Heat, Curve Liquidity
Pools Show, COINDESK (Feb. 14, 2023, 7:29 am),
https://www.coindesk.com/markets/2023/02/14/investors-rush-to-tether-as-paxos-busd-faces-
regulatory-heat-curve-liquidity-pools-show/?ref=biztoc.com.

74 See, e.g., Tiny Cat (@insigocelot), TWITTER (Feb. 13, 2023, 7:57 AM),
https://twitter.com/insigocelot/status/162516840782442498 ("And just like that defi exit liquidity
for BUSD was gone. Only significant remaining pool of BUSD liquidity remaining is on Pancake
Swap. All stable pools on Ethereum thoroughly dumped. A $1,000,000 sale of BUSD on Uni now
subject to 35%-+ slippage.”); @Mr. Kazoo Bitcoin, TWITTER (Feb. 14, 2023, 4:52 AM),
https://twitter.com/MrKazooBitcoin/status/1625432771660500992 ("You need to pay +$30 to buy1
$BTC on #BUSD market, the slippage is real &”).

7 Oliver Knight, Coinbase Officially Suspends Binance USD Stablecoin Trading, COINDESK (Updated
May 9, 2023, 12:10 am), https://www.coindesk.com/business/2023/03/13/coinbase-officially-
suspends-binance-usd-stablecoin-
trading/#:~:text=Cryptocurrency%2oexchange%20Coinbase%20(COIN)%20has,Brian%20Armstron
gYa20citing%2o0liquidity%2oconcerns.

76 Samuel Haig, Aave and Maker Pull Back From Paxos Stablecoins, THE DEFIANT, Feb. 21, 2023,
https://thedefiant.io/aave-and-maker-pull-back-from-paxos-stablecoins.

77 See FSB, GLOBAL REGULATORY FRAMEWORK FOR CRYPTO-ASSET ACTIVITIES 4 (July 2023) available at,
https://www.fsb.org/2023/07/fsb-global-regulatory-framework-for-crypto-asset-activities/; CIRCLE,
USDC RESERVE REPORT (Jan. 2023), available at
https://www.circle.com/hubfs/USDCAttestationReports/2023%20USDC_Circle%20Examinatio<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>