DigitalPersona, Inc.

U.are.U SDK

Version 2

Platform Guide for Windows

O
=

digitalPersona




DigitalPersona, Inc.
© 2012 DigitalPersona, Inc. All Rights Reserved.

All intellectual property rights in the DigitalPersona software, firmware, hardware and documentation included with or
described in this guide are owned by DigitalPersona or its suppliers and are protected by United States copyright laws,

other applicable copyright laws, and international treaty provisions. DigitalPersona and its suppliers retain all rights not
expressly granted.

U.are.U® and DigitalPersona® are trademarks of DigitalPersona, Inc. registered in the United States and other countries.
Windows, Windows Server 2003/2008, Windows Vista, Windows 7 and Windows XP are registered trademarks of Microsoft
Corporation. All other trademarks are the property of their respective owners.

This DigitalPersona U.are.U SDK PLatform Guide for Windows and the software it describes are furnished under license as
set forth in the “License Agreement”,

Except as permitted by such license, no part of this document may be reproduced, stored, transmitted and translated, in
any form and by any means, without the prior written consent of DigitalPersona. The contents of this manual are furnished
for informational use only and are subject to change without notice.

Any mention of third-party companies and products is for demonstration purposes only and constitutes neither an
endorsement nor a recommendation. DigitalPersona assumes no responsibility with regard to the performance or use of
these third-party products.

DigitalPersona makes every effort to ensure the accuracy of its documentation and assumes no responsibility or liability
for any errors or inaccuracies that may appear in it.

Technical Support
To access DigitalPersona technical support resources, go to http://www.digitalpersona.com/support.

Phone support is available at (877) 378-2740 (US) or +1 650-474-4000 (outside the US).

Feedback

Although the information in this guide has been thoroughly reviewed and tested, we welcome your feedback on any
errors, omissions, or suggestions for future improvements. Please contact us at

TechPubs@digitalpersona.com
or

DigitalPersona, Inc.

720 Bay Road, Suite 100
Redwood City, California 94063
USA

(650) 474-4000

(650) 298-8313 Fax

Document Publication Date: November 08, 2012 (version 2.2 with JavaPOS and OPOS)



Table of Contents

T INErOdUCHION .. e e e e 5
Getting Updated DocumMeNntation ... ....otiniitii ittt ittt et e et i e 5

2 INStallation . ... e 6
Installing on the Development and Target SYstemS .. ..o.iiir ittt it ie i iaieneenes 6

Step 1: Installing on the Development System (SDK Installation) ..................cooviiiiit. 6

Step 2: Installing on the Target Hardware (RTE Installation) ..............cccoiiiiiiiiiiinn., 7
AULNENTICAtION SEIVICE ..ttt e e e et ettt 8
UNINStalling ..ot i e e e e e e e e e e e e e 8

3 Developing Applications With C/CH+ ... e et e et 9
e T 2o [0 == A 9

SYStem ReqUITEMENTS . ...ttt et e 9

The C/C++ Sample Application ... ... e et 9

4 Developing Applications with INET . ... e e e et it 14
PrE-REgUISITES ..ottt i i e 14

SYStEM REQUITEMENTS . ...ttt ettt e et e et e e e et e et e e e a e enens 14

Static libraries aNd DLLS . . ...ttt ettt e 14

The .NET Sample Application .....ouiiiii e e e e e et ettt i e 15
SeleCting @ REAAEr .ottt e e e e e 16

(@ o U1 oY = T8 1T Vo 1= o4 0| 17

Testing Streaming MOde ...ttt it et e e et et 17

ENrolling @ FINger ..o e e e e e e e 18

Identifying a FINgerprint ........ooiuiuini it e ettt ettt 19

Verifying @ FINgerprint .. ... e e e 19

Testing the Enrollment UL Control . ...t it et i e i e i e eieneanes 20

Testing the Identification UL Control ... ...t i e ettt aeeeas 22

5 Developing Applications with ActiveX / NET ... ..o e 23
PrE RO QUISITES .ttt et e et e e e e e e e 23

L@ A= T PP 23

Static libraries and DLLS ... ...ttt e et 23

ActiveX Control Unique Identifiers ... .. ..ot e e 23

The ACTIVEX SaMIPIES .\ttt i et e e e e e e e e e e 24

6 Developing Applications with Java ...t i i et 25
PrE RO QUISITES .ttt e e e e e e e e e 25

SYStem ReqUIrEMENTS ... .ottt et et e 25

DigitalPersona U.are.U SDK Platform Guide for Windows i



Table of Contents

EXTra INStallation SteS .o vttt e e e e e e e e e 25

The Java Sample Application . ... ...t e e e e ettt 26
SeleCting @ REAA AT ...ttt e e e e e 27

ENrolling @ FiNger ... e 29

Identifying a FINgerprint . ........oiuiuiii ettt ettt ettt e iaeaeaas 30

Verifying @ FINgerprint .. ... e e 31

Using the Capture and Streaming Feature ...........iuiiiiiir it ieieieiennanenns 32

7 Developing Applications with JavaPOS ... ... i i e e e 33
PrE-REgUISITES ..ottt i e e e 33

SYStEM REQUITEMENTS . ...ttt ittt ettt et ettt e ettt e et et a e eieaeenens 33

EXtra INStallation STEPS .. vttt i i e e i 33
Registering your Device after Installation ........ ... o i e 34
Upgrading from Previous Versions of the JavaPOS APl .. ... e 34

The JavaPOS Sample Application ......ouiii i e e et et i e 34

8 Developing Applications With OPOS . ... . i e et 43
PrE- R EgUISITES ..ottt i i e e 43

Sy S M ReGUITEIMENES ettt ettt et ettt et et et et e e et 43
Upgrading from Previous Versions of the OPOS APl ... .. i e 43

Using the Sample Application . ...t e e e e e et 43

9 RedistribULION . .. .o e e 53
Locating the Redistributable Installation Files ......... ..o e 53

MErge MOUIES ..ot e e e e et e e e e e 53
Fingerprint Reader DOCUMENTAtioN .. ... .tututi ittt e e e eeenes 55
Hardware Warnings and Regulatory Information ............ ...t 55

Fingerprint Reader Use and Maintenance GUide .............iiuiuiiiiiiiiiiiiiiiniiinnnenns 55

DigitalPersona U.are.U SDK Platform Guide for Windows iv



Introduction |

This manual describes how to use the U.are.U SDK to develop applications for devices based on Microsoft
Windows. The U.are.U SDK is available for multiple platforms and this document describes issues specific to
developing applications for devices based on Microsoft Windows.

Chapter 1, Introduction (this chapter) describes how to get the latest version of this documentation.

Chapter 2, Installation provides instructions for installing on your development system and on the target
(Windows) reader.

Chapter 3, Developing Applications with C/C++ lists system requirements for developing and running
applications in C/C++ and describes the sample application.

Chapter 4, Developing Applications with .NET lists system requirements for developing and running applications
with .NET and describes the .NET sample applications for VB.NET and C#.

Chapter 5, Developing Applications with ActiveX /.NET lists system requirements for developing and running
applications using Active and other ActiveX notes.

Chapter 6, Developing Applications with Java lists system requirements for developing and running applications
using Java, provides additional installation instructions and describes the Java sample application.

Chapter 7, Developing Applications with JavaPOS provides information on using the JavaPOS-compliant API
built on the U.are.U framework.

Chapter 8, Developing Applications with OPOS provides information on using the JavaPOS-compliant API built
on the U.are.U framework.

Chapter 9, Redistribution describes the merge modules that are provided to help you redistribute applications
built using the U.are.U SDK.

For a detailed description of the SDK, consult the U.are.U SDK Developer Guide.

Getting Updated Documentation

If you are viewing this guide from the download package for the U.are.U SDK, you may want to check online at
our website for an updated version of this document at

http://www.digitalpersona.com/Support/Reference-Material/DigitalPersona-SDK-Reference-Material/

DigitalPersona U.are.U SDK Platform Guide for Windows 5
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Installation 2

Except as noted in the platform/language-specific chapters, the installation process is the same for
development on all Windows-based fingerprint capture devices.

Installing on the Development and Target Systems

There are two steps to the installation:

1. Installing on the development system
2. Installing on the Windows device (the target hardware)
These steps are described below. Note that the same distribution file is used for installing on both development

and test/target systems -- during installation, different files are copied to the product folder depending on how
you install.

Step 1: Installing on the Development System (SDK Installation)

To install the SDK on your development system:

1. Unzip the distribution file into a folder.

2. For 32-bit systems, run SDK\x86\setup.msi
For 64-bit systems, run SDK\x64\setup.msi

The installer copies all necessary files to the selected folder (by default, the product folder is Program
Files\DigitalPersona\U.are.U SDK ). The files installed on the developer’s machine are located in the
following folders within the main product folder:

Folder Contents
Include Header files for C/C++ API.
Windows\Docs End user license agreement (EULA) plus documentation:

n SDK Developer Guide - describes all APIs

n Platform Guide for Windows - Windows-specific details
= C_API- Doxygen for C/C++ API

= Java_API - Javadoc for Java API

» NET_ActiveX_API - Doxygen for .NET and ActiveX APIs

DigitalPersona U.are.U SDK Platform Guide for Windows 6



Chapter 2: Installation

Step 2: Installing on the Target Hardware (RTE Installation)

Folder Contents
Windows\Lib Runtime files:
s .NET -libraries and controls for .NET and ActiveX
» X64 - libraries for 64-bit processes
s Win32 - libraries, OPOS libraries
» Java - Java and JavaPOS JAR files
Windows\Samples\ Compiled sample applications:

Bin
= Java- Java sample
= JavaPOS - JavaPOS sample
= OPOS - OPOS sample
= _NET - .NET sample
» X64 - C/C++ sample for 64-bit processes
= WIN32 - C/C++ sample

Source files for sample applications:

Include - WTL8O files for C/C++ sample
UareUSample - C/C++ sample
UareUSampleJava - Java sample
UareUSampleJavaPOS - JavaPOS sample
UareUSamp1eOPOS - OPOS sample
UareUSampleVBNET - .NET /VBNET sample

UareUSmapleVBNET_CaptureOnly - .NET/VBNet
sample that demonstrates only capture

UareUSampleCSharp - .NET /C# sample

UareUSampleCSharp_CaptureOnly - NET/C#
sample that demonstrates only capture

UareUSampleActiveX - ActiveX sample

Step 2: Installing on the Target Hardware (RTE Installation)

To install the run-time environment on the target hardware platform:

1. Unzip the distribution file into a folder on the target machine.

2. For 32-bit systems, run RTE\x86\setup.msi
For 64-bit systems, run RTE\Xx64\setup.msi

DigitalPersona U.are.U SDK Platform Guide for Windows



Chapter 2: Installation Authentication Service

The installer copies all necessary files to the selected folder (by default, the product folder is Program
Files\DigitalPersona\U.are.U RTE ). The files installed on the target machine are located in the following
folder within the main product folder:

Folder Contents

Windows\Lib Runtime files for:

= _NET -libraries and controls for .NET and ActiveX
= X064 - libraries for 64-bit processes

s WIN32 - libraries, OPOS libraries

= Java - Java and JavaPOS JAR files

Authentication Service

The installation process installs and registers a service named Authentication Service on both the target and
development systems. The service can be managed in the regular way via the Services Control Applet in the
Microsoft Management Console by running services.msc as Administrator. This service provides
fingerprint capture. If your application only uses FingerJet Engine, than it's not necessary to run the service.

Uninstalling

If you need to uninstall the SDK or RTE, use the installation applet in the Control Panel.

DigitalPersona U.are.U SDK Platform Guide for Windows 8




Developing Applications with C/C++ 3

Pre-Requisites

This chapter assumes that you have a working knowledge of C/C++ and that you know how to develop for
Windows readers.

System Requirements

Development System

m Microsoft Windows XP Professional or higher, 32-bit or 64-bit
= Microsoft Visual Studio 2008 or 2010

Target Runtime Hardware (Windows Reader)

The Windows-based reader that will run the application must be one of the following hardware platforms:
= Intel x86 architecture with CPU from 600MHz and at least 16MB of available RAM
m Intel x64 (x86-64) architecture with CPU from 600MHz and at least 16MB of available RAM

The file sizes are:

x86 x64
Capture runtime (drivers + SDK layer) - includes 5.0 MB 5.5 MB
service
Fingerprint recognition runtime 160 KB 220 KB

In addition, the reader must also have:

= a USB port
= 16 Mb free memory

The SDK works on a variety of hardware and is intended to have a small footprint so that it can run even on
minimal hardware. Less capable hardware will work, but response time may not be optimal.

The C/C++ Sample Application

U.are.U SDK includes a sample application to demonstrate the features of the SDK. The sample application is
located in the Samp 1 es folder. The compiled file, UareUSampl e . exe can be downloaded to your reader for

DigitalPersona U.are.U SDK Platform Guide for Windows 9



Chapter 3: Developing Applications with C/C++ The C/C++ Sample Application

testing. Depending on your version of Visual Studio, you can use UareUSampl1e2010.vcproj or
UareUSample2008.vcproj.

The application demonstrates the features of the SDK. When you launch the application, you see the main

screen as shown below.
F Rl
# | U.arel SDK Sample [

Selected reader:

Reader selection

Capture

Strearming

Verification

Identification

Enrollment

About |

Click on Reader Selection to open a reader. All available readers will be displayed, as shown on the screen

below.
¥ ' Reader selection u

Select reader:

05baf000a&0103{2IBC3738-1088-BD4C-8

Refresh list |

Get reader capabilities |
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Chapter 3: Developing Applications with C/C++ The C/C++ Sample Application

Clicking on the Get reader capabilities button will display additional information about the selected reader, as

shown below.
# | Reader capabilities ﬁ

Mame:
| 05ba&000a&0 103{22BC37358-108B-BD4C-2"

Serial number:
| {22BC3733-1088-BD4C-8794-06A30869AE7

Capabilities:

can capture image:

can stream image:

can extract features:
can match:

can idenify:

has fingerprint storage:
indicator type:

haz nnwer manansment:

m

1
1
1
1
0
0
0
n

Click OK to return to the previous screen. Click OK to select the reader. At the point, you are returned to the
main screen and all of the buttons are enabled.

Click on the Capture button to put the reader into capture mode and you can press your finger onto the reader
to capture a fingerprint and display it on the screen as shown below.

[ B ' Capture ﬁw

Click on the Back button to return to the main screen.

DigitalPersona U.are.U SDK Platform Guide for Windows



Chapter 3: Developing Applications with C/C++ The C/C++ Sample Application

To see a demonstration of the streaming feature, click on the Streaming button to put the reader into
streaming mode and you can press your finger onto the reader to capture a fingerprint and display it on the

screen as shown below.
.
i | Streaming @

After you click on Back, you can click on the Verification button next. You will be prompted to put your finger

onto the reader. Then you can put a second finger on the reader. If you use the same finger, you will see a
message that the fingerprints matched, as shown below.

B Verification Iﬁ

fingerprint captured, -
features extracted.

Fingerprints matched.

dissimilarity score: OxQ,
false match rate: 0.000000e-+000.

m

Verification started

Put any finger on the reader...

When you click on Back you will return to the main screen.
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Chapter 3: Developing Applications with C/C++ The C/C++ Sample Application

Click on Identification to test the next component of the sample program. You will be prompted to provide a
thumbprint, index finger, etc. Then you will be prompted to provide another finger and you will receive a
message indicating if there was a match and which finger was detected, as shown in the image below.

B ' Identification lﬁ

Put any finger on the reader...
fingerprint captured,
features extracted.

Fingerprint identified, your index finger

dissimilarity score: 0x0.
falze match rate: 0.000000e+000.

Identification started

m

Put your thumb on the reader...

Next, click on the Enrollment button from the main screen.

r i |
# ' Enrcllment Iﬁ

fingerprint captured, -
features extracted.

Put your finger on the reader...
fingerprint captured,
features extracted.

Enrollment template created, size: 284

m

Enrollment started

Put your finger on the reader...

This feature simply captures a fingerprint, creates a FMD, and displays a message on the screen to confirm that
it was successful.

Note that if you unplug the reader, you will receive an error message and the associated error code.
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Developing Applications with .NET 4

Pre-Requisites

This chapter assumes that you have a working knowledge of .NET and that you know how to develop for

Windows readers. You must also have tools and knowledge for your target language, typically C# or Visual Basic

(VB.NET).

System Requirements

Development System
= Microsoft Windows XP Professional or higher, 32-bit or 64-bit
= Microsoft Visual Studio 2008 or 2010
= .NET Framework 2.0

Target Runtime Hardware (Windows Reader)
The Windows-based reader that will run the application must be one of the following hardware platforms:
= Intel x86 architecture with CPU from 600MHz and at least 96MB of available RAM
» Intel x64 (x86-64) architecture with CPU from 600MHz and at least 96MB of available RAM
The file sizes (wrapper only, not including the C/C++ API) are:
» Capture runtime (drivers + SDK layer) with fingerprint recognition: 54 KB
m Enroliment and identification controls: 203 KB
In addition, the reader must also have:
= a USB port

The SDK works on a variety of hardware and is intended to have a small footprint so that it can run even on
minimal hardware. Less capable hardware will work, but response time may not be optimal.

Static libraries and DLLs

The SDK installation installs
m DPCtlUruNet.dll - .Net GUI controls
= DPUruNet.dll - .Net API Library

DigitalPersona U.are.U SDK Platform Guide for Windows



Chapter 4: Developing Applications with .NET The .NET Sample Application

The .NET Sample Application

U.are.U SDK includes two .NET sample applications that demonstrate the features of the SDK.

» The C# sample application is located in the Samples/UareUSampleCSharp folder. The compiled file,
UareUSampleCSharp.exe can be downloaded to your device for testing or you can use
UareUSampleCSharp.csproj in Visual Studio.

m The VB.NET sample application is located in the Samples/UareUSampleVBNET folder. The compiled
file, UareUSampleVBNET . exe can be downloaded to your device for testing or you can use
UareUSampleVBNET .vbproj in Visual Studio.

The interfaces for the VB.NET and C# sample applications are identical, except for the text on the title bar of the
opening screen.

The sample application demonstrates the features of the SDK. When you launch the application, you see the
main screen as shown below.

o U.areU Sample C# [

Selected Reader:

|
[ Reader Selection

The sample program demonstrates:
= How to capture fingerprints both in scan mode and in streaming mode
= How to enroll a subject finger

= How to identify a fingerprint

How to verify a fingerprint

The built-in control for enrollment

The built-in control for identification

DigitalPersona U.are.U SDK Platform Guide for Windows 15



Chapter 4: Developing Applications with .NET Selecting a Reader

Selecting a Reader

Click on Reader Selection to open a device. All available devices will be displayed in the pull-down list, as

shown on the screen below.
r -
ol Select Reader I&

Selected Reader:
{19DB5054-8C5E-BA45-B637-67833BE3FCFC: -

| Refreshlist | |  Capabilties |

[ Select | Back |

If you choose a reader from the list and click on the Capabilities button the application will display additional
information about the selected reader, as shown below.

ot Capabilities S

Can Capture: True

Can Stream: True

Bxract Features: False

Can Match: Falze

Can ldentify: False

Has Fingerprint Storage: False
Has Power Managemenrt: False
PV Compliant: False
Indicator Type: 0

Resolution: 500

Resalution: 1000

Close

Click Close to return to the previous screen. Click Select to select the device. At the point, you are returned to
the main screen and all of the buttons are enabled.
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Chapter 4: Developing Applications with .NET Capturing a Fingerprint

Capturing a Fingerprint

Click on the Capture button to put the device into capture mode and you can press your finger onto the reader

to capture a fingerprint and display it on the screen as shown below.
i

a-l Capture

Place a finger on the reader

e

While the reader is in capture mode, you can capture repeatedly by pressing a finger to the scanner plate. Click
on the Back button to return to the main screen.
Testing Streaming Mode

Click on the Streaming button from the main dialog to put the device into streaming capture mode and you
can press your finger onto the reader to capture a fingerprint and display it on the screen as shown below.
" B

a5 Streaming

Place a finger on the reader

b

While the reader is in streaming mode, you can capture repeatedly by pressing a finger to the scanner plate.
Click on the Back button to return to the main screen.
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Chapter 4: Developing Applications with .NET Enrolling a Finger

Enrolling a Finger

Click on Enrollment to begin enrolling the first test subject.

You will be prompted to scan the first finger for enrollment, as shown below.

F |
o=l Enrollment ﬁ

Flace a finger an the reader.

Back

After that finger is successfully scanned, you will be prompted to scan a second finger. The sample application
will prompt you to scan additional fingers until a sufficient number of high quality scans are complete. (The
number of fingers requested will vary depending on the image scans - the enrollment functions will continue
to request scans until an acceptable enrollment record has been created.)

Once the enrollment is complete, you will see confirmation that the enrollment process is finished, as shown in
the screen below. In this case, four fingerprint scans were sufficient.

F |
o=l Enrollment &J

Afinger was captured.
Count: 2

Afinger was captured.
Court: 3

Afinger was captured.
Count: 4

An enmollment FMD was successfully created.

Flace a finger on the reader.

Back

Note that the enrollment FMD this is created is stored in memory only and will be deleted when you click the
Back button.
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Chapter 4: Developing Applications with .NET Identifying a Fingerprint

Identifying a Fingerprint

To test the identification feature, click on the Identification button. Recall that identification is a 1-to-many
comparison where the application would normally search through all of the enrolled fingers to find a match.
For this sample, we don't have any enrolled fingers, so you will be prompted to provide a finger. Then you will
be prompted to provide another finger and you will receive a message indicating if there was a match, as
shown in the image below

ol Identification &J

Afinger was captured.

MNow place your right thumb on the reader.

Afinger was captured.

Now place any finger on the reader.

Afinger was captured.

|dertification resulted in the follopving number of matches: 2

Place your right index finger on the reader.

Back

To exit identification mode, click on the Back button.

Verifying a Fingerprint

To test the verification feature, click on the Verification button. Recall that verification is a 1-to-1 comparison
where the application matches against a specified fingerprint. When you click the Verification button, you will
be prompted to place your finger on the reader. In the screen below, we have tried to verify a finger.

& |
o Verification @

Place a finger on the reader.

Afinger was captured.

MNow place the same or a different finger on the reader.
Afinger was captured.

Comparison resulted in a dissimilarty score of 0

Place a finger on the reader.

Back

To exit identification mode, click on the Back button.
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Chapter 4: Developing Applications with .NET Testing the Enrollment Ul Control

Testing the Enroliment Ul Control

If you look at the sample code, you will see that enrollment (as described above) calls functions in the SDK. An
alternate way to use the .NET SDK is to use the pre-built control for enroliment. To try out the pre-built control,
click on the Enrollment GUI button. This will launch the control. In our sample (shown below), we have the
control at the left and demo/debug info at the right side of the window.

[f:? Enrollment

i i OnStatErroll: 056a4000240103{19DB5054-8C5E-
Enroll a Flngerpnn! BA46-B637-67833BE3FCFC}, finger 1
You may enroll your fingerprints @

OnCaptured: D5ba&000a40103{19DB5054-8C5E-
BA46-BE37-67833BEIFCFCE, finger 1, quality

To enroll a fingerprint, click a finger on the hands below. I is recommended that you enroll DPF_QUALITY_GQOD

your index finger. Enrolled fingers are highlighted. You may also delete an ennolled fingerprint

by clicking a highlighted finger. OnCancel: 05ba&000a&0103{130B5054-8ChE-
BA46-B637-67833BEIFCFC], finger 1

-—a

f ” Q el

Cancel

J
o ¥
‘--___.--"‘/

If you click on a finger, for example the index finger of the right hand, you will be prompted to scan your finger.
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Chapter 4: Developing Applications with .NET

As you scan your finger, you can see the events and status information on the right, as shown below.

u-! Enrollment

ﬁ‘ﬁ

Enroll a Fingerprint
You may enroll your fingerprints

@

Scan your finger four times.

To begin, scan your finger and wait until success is
confimmed. Repeat for each of the remaining scans.

Testing the Enrollment Ul Control

OnCancel: 05ba&000a&0103{150B5054-8C5E-
BA46-BE37-67833BE3FCFCE. finger 1

OnStatEnroll: 05bad000a40103{150B5054-8C5E-
BA46-BE37-67833BE3FCFCY, finger 1

OnCaptured: 05ba&000240103{190B5054-8C5E-
BA46-B637-67832BEIFCFCY, finger 1, quality
DP_QUALITY_GOOD

m

4

If you click on the Cancel button on this window, it will cancel the enrollment of the current finger.

Once the enrollment process is complete, you will be returned to the opening screen of the enrollment process.

Note that the finger you enrolled now shows in green and you can click on another finger to enroll another

fingerprint.

To delete an enrolled fingerprint, click on an enrolled finger in this dialog and you will be prompted to confirm
that you wish to delete the fingerprint for the finger that you clicked on.

The enrollment record created by the control is stored in memory until you exit from the sample application.

To return to the sample application, click Close.

DigitalPersona U.are.U SDK Platform Guide for Windows
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Chapter 4: Developing Applications with .NET Testing the Identification Ul Control

Testing the Identification Ul Control

If you look at the sample code, you will see that identification (as described above) calls functions in the SDK.
An alternate way to use the .NET SDK is to use the pre-built control for identification. To try out the pre-built
control, click on the Identification GUI button. This will launch the control. In our sample (shown below), we
have the control at the left and demo/debug info at the right side of the window.

ot Identification Iﬁ

-~

To verify your identity, touch fingerprint reader with amy
enrolled finger.

\O))

Close -

(Note that the identification is performed against the fingerprints enrolled through the Enrollment GUI feature
previously. When you exit from the sample application, all enrollment records are deleted.)

If the identification succeeds, you will see the details in the status box at the right. The example below shows
the result of a successful identification.

o Identification I&

Onldentify: One or more matches. Ty =
another finger.

To verify your identity, touch fingerprint reader with any
enrolled finger.

Close ®

W

Note that if you unplug the device, you will receive an error message and the associated error code.

To exit the sample application, click on the Close button.
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Developing Applications with ActiveX / .NET 5

Pre-Requisites
This chapter assumes that you have a working knowledge of .NET and ActiveX and that you know how to

develop for Windows readers. You must also have tools and knowledge for your target language (typically C# or
Visual Basic).

Overview

The ActiveX option has the same requirements and installation as the .NET components. The file sizes are
approximately 15K larger than the .NET files.

Note that ActiveX does not work with Mozilla Firefox and Google Chrome browsers.

Static libraries and DLLs

The following DLLs are registered upon installation and may be imported into a Visual Basic 6.0 or Delphi
project:

m DPXUru.dll- ActiveX
m DPCtIXUru.dll - ActiveX GUI controls

ActiveX Control Unique Identifiers

Use the following unique identifiers to access the U.are.U ActiveX controls. ActiveX control are run in a variety
of different environment, such as on an HTML page, through a Visual Basic 6.0 application, or a Delphi
application.

[Guid("977AA4C5-6737-4E79-BBAD-657A94362D56")] - EnrollmentXControl
[Guid("DB3C2981-2434-403B-B3DE-71A34741D1AB")] - IdentificationXControl
[Guid("EF84894C-1C02-4ECD-8602-E64D85E97557")] - XFmd
[Guid("36C6859B-8543-4DBF-9C37-24E30CB6CAFA")] - XFmv
[Guid("9D324B94-0931-483C-90DA-2A25AF2D5848")] - XFiv

[Guid("803FCBB9-D4BA-48F 1-BB36-C6040783B3D1")] - XImporter

[Guid("733A2D1B-9F3D-423D-8700-4F2C8E88EAF9")] - XFeatureExtraction
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[Guid("A1589E23-FE6E-43D8-9EDF-93142671C47A")] - XEnrollment
[Guid("C864A916-E288-439B-8054-C695C9677D84")] - XComparison
[Guid("C4287526-1485-48CB-99BB-6CC4A3552B81")] - XReader

[Guid("CAC5592F-EBA5-487C-AF8A-F35A70FAA33B")] - XReaderCollection

The ActiveX Samples

Sample HTML pages are stored in the UareUSamp leActiveX folder to demonstrate ActiveX usage. Since
ActiveX has been implemented as a wrapper to the NET components of the SDK, the ActiveX samples
demonstrate the same features as the .NET samples, documented in The .NET Sample Application on page 15.
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Pre-Requisites

This chapter assumes that you have a working knowledge of Java and that you know how to develop for
Windows readers.

System Requirements

Development System
m Microsoft Windows XP Professional or higher, 32-bit or 64-bit
= Microsoft Visual Studio 2008 or 2010
= Java SE 6 (JDK 6) or newer

Target Runtime Hardware (Windows Reader)

The Windows-based reader that will run the application must be one of the following hardware platforms:
m Intel x86 architecture with CPU from 600MHz and at least 96MB of available RAM
m Intel x64 (x86-64) architecture with CPU from 600MHz and at least 96MB of available RAM

The file sizes are (in Kb):

x86 x64

Capture runtime (drivers + SDK layer) with 100 120
fingerprint recognition

In addition, the reader must also have:
= a USB port

The SDK works on a variety of hardware and is intended to have a small footprint so that it can run even on
minimal hardware. Less capable hardware will work, but response time may not be optimal.

Extra Installation Steps

After installing as described in Installing on the Development and Target Systems on page 6, you must do the
following additional steps on both the development and target machines:

1. Copy thefiles in these two folders: U.are.U SDK\Windows\Lib\Java and U.are.U
SDK\Windows\Lib\<x86 or x64> to the location of your choice.
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2. Make sure that dpuareu. jar is in the classpath and dpuareu_jni .dl 1 is accessible by JVM. For
example:

Java.exe -classpath ".;C:\Program Files\DigitalPersona\U.areU
SDK\Windows\Lib\Java\dpuareu. jar'™ -Djava.library.path="C:\Program
Files\DigitalPersona\U.areU SDK\Windows\Lib\win32" UareUSampleJava

The Java Sample Application

U.are.U SDK includes a sample application to demonstrate the features of the SDK when using the Java API. The
sample application is located in the Sampl es folder. The compiled file, UareUSampleJava.exe can be
downloaded to your reader for testing or you can compile it for yourself using the source files provided.

The application demonstrates the features of the SDK. When you launch the application, you see the main
screen as shown below.

£, Uarel SDK 2.x Java sample application I&

Selected reader:

Select new reader

Run capture

Run streaming

Run verification

Run identification

Run enrollment

Exit

L

The sample program demonstrates:
= How to enroll a subject finger
m How to identify a fingerprint
= How to verify a fingerprint

= The built-in control for enrollment

DigitalPersona U.are.U SDK Platform Guide for Windows 26



Chapter 6: Developing Applications with Java Selecting a Reader

= The built-in control for identification

m How to use the streaming feature to display live fingerprint data on the screen

Selecting a Reader

To choose the reader, click on the Select new reader button. You will see a list of available readers and you can
choose the desired device, as shown below:

P B
| £| Select reader ﬂ

Available readers:
Sbas000a8&4103{938B8F5E-5250D-E94A-9020-EG9AG4CEAE2C

Refresh list

Get reader capabilities

Back

Simply clicking on a reader selects it.
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Selecting a Reader

To see the reader capabilities, click on the Get reader capabilities button. The capabilities will be displayed, as
shown in the image below.

-

| £ Reader capabilities

=2

USB VID: 1466

USB PID: 10

USE BCD revision: 166423
Wversion: 65.2.0

FW version: 10.277.0

can capture image: true

can stream image: true

can extract features: false
can match: false

can idenify: false

has fingerprint storage: false
indicator type: 0

has power management: false
has calibration: false

FIY compliant: false
resolution: 500 dpi
resolution: 1000 dpi

Wendor name: DigitalPersona, Inc.
Product name: U.are. U& 4500 Fingerprint Reader
Serial number; {938B8F5E-5250-E94A-9020-E69A54CEAEZC]

Back

Click on the Back button to continue.

Click on the Back button from the previous screen to return to the main screen.
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Enrolling a Finger

Click on Run enrollment to begin enrolling a test subject.

You will see a series of prompts to scan fingers for enrollment, as shown below.

i ™
| £| Verification ﬁ

Enrollment started
put your any finger an the reader
fingerprint captured, features extracted

putthe same finger on the reader
fingerprint captured, features extracted

putthe same finger on the reader
fingerprint captured, features extracted

putthe same finger on the reader
fingerprint captured, features extracted

enrollment template created, size: 273

Enrollment started
put your any finger an the reader

Back

After the firstfinger is successfully scanned, you will be prompted to scan additional fingers until a sufficient
number of high quality scans are complete. The number of fingers requested will vary depending on the image
scans - the enrollment functions will continue to request scans until an acceptable enrollment record has been
created.

When enrollment is complete, click Back to return to the main screen. (Note that enrollment FMDs that are
created are not stored.)
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Identifying a Fingerprint

To test the identification feature, click on the Run identification button. Recall that identification is a 1-to-
many comparison where the application searches through all of the enrolled fingers to find a match. For this
example, we do not have a stored database, so the sample application first prompts you to put fingers on the
reader so that the application has some fingerprints to check against.

After the application scans four fingers, you will be prompted to put any finger on the reader to identify against

the fingers that were just scanned. If you press a finger that was previously scanned on the reader, you will see
that a match was found. In the screen image below, we successfully identified a user.

r B
| £ Identification &J

F Y

Identification started,
put your thumb on the reader

put your index finger on the reader

put your middle finger on the reader

put your ring finger an the reader

put any finger for identification on the reader
Fingerprint identified, your thumb

dissimilarity score: 0x11.
false match rate: 0.000000e+00.

Identification started,
put your thumb on the reader

Back

To exit identification mode, click on the Back button.
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Verifying a Fingerprint

To test the verification feature, click on the Run verification button. Recall that verification is a 1-to-1
comparison where the application matches against a specified fingerprint. When you click the Run verification
button, you will be prompted to place your finger on the reader. Then you will be prompted to put the same
finger or another finger, to verify against the first finger. In the screen below, we have successfully verified a

user.
. ™
| £| Verification ﬁ

Werification started
put any finger on the reader

put the same or any other finger on the reader

Fingerprints matched.
dissimilarity score: 0x0.
falze match rate: 0.000000e+00.

Werification started
put any finger on the reader

Back

To exit identification mode, click on the Back button.
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Using the Capture and Streaming Feature

The sample application also demonstrates the streaming feature (on fingerprint readers that support that
feature). To test capturing or streaming, from the main window, click on the Run capture or Run streaming
button.

This puts the reader into capture/streaming mode and immediately the results are displayed in the window. For
streaming mode, the window then becomes like a live window on the reader as it streams results. Placing a
finger on the reader displays the streamed fingerprint, as shown below.

b

For streaming, removing the finger shows a blank stream.

To exit capture / streaming mode, click on Back.
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Pre-Requisites

This chapter assumes that you have a working knowledge of JavaPOS and that you know how to develop for
Windows readers.

System Requirements

Development System
m Microsoft Windows XP Professional or higher, 32-bit or 64-bit
= Microsoft Visual Studio 2008 or 2010
= Java SE 6 (JDK 6) or newer

Target Runtime Hardware (Windows Reader)

The Windows-based reader that will run the application must be one of the following hardware platforms:
m Intel x86 architecture with CPU from 600MHz and at least 96MB of available RAM
= Intel x64 (x86-64) architecture with CPU from 600MHz and at least 96MB of available RAM

The file sizes are (in KB):

x86 x64

Capture runtime (drivers + SDK layer) with fingerprint recognition 1929 1948
(wrapper only -- not including the base Java and C/C++ APIs)

Extra Installation Steps
After installing as described in Installing on the Development and Target Systems on page 6, you must do the
following additional steps on target machines:

1. In your config path, find the Jpos . properties folder and update the file’s last line to contain the
location of your JPOSUareU . xml file.

2. Copy the files in these two folders: U.are.U SDK\Windows\Lib\Java and U.are.U
SDK\Windows\Lib\<x86 or x64> to the location of your choice.

3. Make sure that dpuareu. jar is in the classpath and dpuareu_jni .dl 1 is accessible by JVM. For
example:

jJava.exe -classpath ".;C:\Program Files\DigitalPersona\U.areU
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SDK\Windows\Lib\Java\dpuareu. jar'" -Djava.library.path="C:\Program
Files\DigitalPersona\U.areU SDK\Windows\Lib\win32'" UareUSampleJava

Registering your Device after Installation

To enable DigitalPersona U.are.U support in your JavaPOS environment, you may need to register the
DigitalPersona U.are.U Device Service.

To register the Device Service

1. Modify the JAVA_POS_CONFI1G_PATH variable in the register.bat fileinthe <Destination
folder>\Windows\Lib\Java folder. The variable should point to the JavaPOS config folder.

2. Run register.bat

To unregister the Device Service

= Run register.bat -u.

Upgrading from Previous Versions of the JavaPOS API

To upgrade your existing applications, be sure to do the following steps:
1. Add areferenceto <install directory>/U. are. U SDK/Windows/Lib/Java/
dpuareu. jar inyour classpath. This change is often done in a build or run script.

2. Replace the old dpjavapos. jar with the newest one, located in <install directory>/U.
are. U SDK/Windows/Lib/Java.

The JavaPOS Sample Application

This section describes the functionality of the sample application, which is located in the <Instal |
Directory>\U.are.U SDK\Windows\Samples directory. For more information about the sample
application and the sample code, particularly button functionality, refer to the readme . txt file located in the
same directory.

IMPORTANT: To run the sample application, Java runtime environment® (JRE) 1.5 or higher must be installed
on your computer.

To start the application

1. Openthe <Install Directory>\U.are.U SDK\Windows\Samples\Bin\JavaPOS folder.

2. Run run.bat

The sample application window appears as shown below.
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The U.are.U SDK window is made up of the following four areas:

Buttons area

This area is located at the left of the window and contains buttons that initiate calls to various methods for
interacting with the fingerprint reader and for performing fingerprint enroliment, verification, and
identification operations.

Messages area

This area is located above the Buttons area and displays messages that inform the user of system activity,
invite the user to perform actions such as touching the fingerprint reader, or advise the user of system
errors. The message that appears when you start the application is “Click to open the device..”"

New Image area

This area is located at the bottom left and displays raw sensor data when a StatusUpdate event is returned
signaling raw data is available.

Log area

This area is located in the middle of the window and displays a log of system activity, including method
calls and error codes.

Properties area

This area is located at the right of the window and displays a list of properties, both common and specific
(in the Property name column), and their current values (in the Value column).

To open the connection with the fingerprint reader

Click Open.
The open method of the Device Control object is called.

If the call succeeds, the connection with the fingerprint reader is opened and various properties (common
and specific) are set to their default values. These properties and values are displayed in the Properties
area, and “Device opened..” appears in the Messages area, as shown in the screen shot below.

NOTE: As each method is called, any properties that change are displayed in the Properties area.
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If the method call fails, a failure message appears in the Messages area and error codes are displayed in
the Log area.

-

| £| DigitalPersona Sample Application for JavaPOS Biometrics Device —
ifalPersona Sample Application for JavaPOS Biometrics Device
Serviceropen(): logicaldame = DPFingerprintReader L val
Service:clzim((?l: tir?'leout = 10000 =T tw—— |rmware\-fer$m [a
‘ Check Health Service:deviceEnabled() : true o \
g¥fFrematchData false \
‘ Close apRaw‘SensDrData true \
‘ Claim | CapRealTimeData false \
- CapSensorColor 2 \
‘ Release | CapSensorOrientation 1 \.
CapSensorType 4 ‘
‘ Device Enable | CapStatisticsReporting falze I
i i CapTemplateAdaptation falze l
‘ Device Disable | CaplpdateFirmware falze '
‘ Clear Data | CapUpdateStatistics falze ’
Algorithms 0 ,
‘ Begin Enroll Capture | K |gorithmiList DprTemplat%NSI_ 3
‘ End Capture | DE:DE::,EE FDEIEE /I
‘ Begin Verify Capture | DataBwv abled fal
PowerMotify
‘ Identify Match | PowerState 2000
RawSensorData Unknown
| Verify Match | ReslTimeDataEnabled fals=

Once the connection with the fingerprint reader has been opened, it must be claimed.

To claim the fingerprint reader

m Click Claim.

The claim method of the Device Control is called, the claimed property is set to true, and “Exclusive
accessed” appears in the Messages area.

Once the connection with the fingerprint reader has been claimed, it must be enabled.

To enable the fingerprint reader

m Click Device Enable.

The deviceEnabled property is set to true and “Physical Device Operational” appears in the Messages
area.

Enrolling a fingerprint consists of capturing four fingerprint images, converting them into fingerprint pre-
enrollment templates, and then creating an enrollment template from these templates.

To perform fingerprint enroliment

1. Click Begin Enroll Capture.

The beginEnrollCapture method of the Device Control is called and “Touch the sensor four times”
appears in the Messages area.
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2. Touch the fingerprint reader four times. Follow the instructions that appear in the Messages area to guide
you.

If the method call succeeds, an enroliment template is created and “Total enrollment completed: N”
appears in the Messages area, where N is the number of total enrollments.

If the method call fails, a failure message appears in the box in the Messages area. If an error occurs,
appropriate messages appear in the Messages area, and error codes are displayed in the Log area.

To perform fingerprint verification
1. Click Begin Verify Capture.

The beginVerifyCapture method of the Device Control is called and “Touch the sensor to capture sample
data” appears in the Messages area.

If the method call fails, a failure message appears in the Messages area. If an error occurs, appropriate
messages appear in the Messages area, and error codes are displayed in the Log area.

2. Touch the fingerprint reader.

If the method call succeeds, a verification template is created and “Sample Data Captured” appears in the
Messages area.

If the method call fails, a failure message appears in the Messages area. If an error occurs, appropriate
messages appear in the Messages area, and error codes are displayed in the Log area.

3. Click Verify Match.
The verifyMatch method of the Device Control is called.

If the method call succeeds, a match is performed using the latest enrollment template available and the
verification template that was created in step 2, and “Verification success!” or “Verification failed!” appears
in the Messages area.

If the method call fails, a failure message appears in the Messages area. If an error occurs, appropriate
messages appear the Messages area, and error codes are displayed in the Log area.

To perform fingerprint identification
1. Click Begin Verify Capture.

If the method call fails, a failure message appears in the Messages area. If an error occurs, appropriate
messages appear in the Messages area, and error codes are displayed in the Log area.

2. Touch the fingerprint reader.

If the method call succeeds, a verification template is created and “Sample Data Captured” appears in the
Messages area.

If the method call fails, a failure message appears in the Messages area. If an error occurs, appropriate
messages appear in the Messages area, and error codes are displayed in the Log area.
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3. Click Identify Match.
The identifyMatch method of the Device Control is called.

If the method call succeeds, a match is performed using all of the enrollment templates available and the
verification template that was created in step 2. A candidate ranking is generated by listing only the
indices of the enrollment templates that match, and “Identification success!” or “Identification Failed!”
appears in the Messages area.

If the method call fails, a failure message appears in the Messages area. If an error occurs, appropriate
messages appear in the Messages area, and error codes are displayed in the Log area.

To perform fingerprint verification using a verification template created on-the-fly
1. Click Verify.

The verify method of the Device Control is called, and “Please touch the sensor for verification” appears in
the Messages area.

2. Touch the fingerprint reader.

If the method call succeeds, a verification template is created on-the-fly. Then a match is performed using
the latest enrollment template available and the verification template, and “Verification success!” or
“Verification failed!” appears in the Messages area.

If the method call fails, a failure message appears in the Messages area. If an error occurs, appropriate
messages appear in the Messages area, and error codes are displayed in the Log area.

To perform fingerprint identification using a verification template created on-the-fly
1. Click Identify.

The identify method of the Device Control is called and “Please touch the sensor for Identification”
appears in the Messages area.

2. Touch the fingerprint reader.

If the method call succeeds, a verification template is created on-the-fly. Then a match is performed using
all of the enrollment templates available and the verification template. A candidate ranking is generated
by listing only the indices of the enrollment templates that match, and “Identification success!” or
“Identification Failed!” appears in the Messages area.

If the method call fails, a failure message appears in the Messages area. If an error occurs, appropriate
messages appear in the Messages area, and error codes are displayed in the Log area.

To clear the enrollment template array set and the verification template
» Click Clear Data.

The clearlnput method of the Device Control is called and “Clear data to start enrolling again” appears in
the Messages area.
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If the method call succeeds, the enrollment template array set and the verification template are cleared. A
new verification template and a set of enrollment templates can now be created.

If the method call fails, a failure message appears in the Messages area, and error codes are displayed in
the Log area.
Here is a demonstration of a sample sequence, showing the log area and messages.

In the screenshot below, the sample application window shows the following sequence of actions:

= Open

= Claim,

m Device enable,

= Begin enroll capture,
m Captured 4 fingers,
» Begin verify capture,
m Captured 1 finger,

n Verify match,

m Returns a success notification (final message at top left)
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The JavaPOS Sample Application

-
|£| DigitalPersona Sample Application for JavaPOS Biometrics Device

— el
DigitalPersona Sample Application for JavaPOS Biometrics Device
Verification success!
‘ Open Servicetopen(): logicalName = DPFingerprintReadear Property Name Vah
Service:claim(): timeout = 10000 CapCompareFirmwareVersion |false -
‘ Check Health ‘ Service:deviceEnabled() : true CapPowerReporting o
Serv!l:e:.beglnI.EnruHCapture() . CapPrematchDats falza
| Close | Appl!cat!un: direct]lOOccurred :Finger touched. . CapRavSensorData e
spplication: statusUpdateOccurred: rawSensorData receive CanRealTi Dot ol
‘ Claim ‘}lpplicatiun: directI0OOccurred: Sample data capturad. apreallima-ata ===
Application: Application: Enrollment capture count: 1 CapSensarCalor =
‘ Release ‘ Application: directIOOccurred :Finger gone. CapSensarCrientation i
Application: directIOOccurred :Finger touchead. CapSensorType 4
‘ Device Enable ‘ Application: statusUpdateOccurred: rawSensorData receive CapStatisticsReporting fzlza
: : spplication: directlOOccurred:Sample data capturad. CapTemplateAdaptation falza
| Device Disable | tpplication: Application: Enrcllment capture count: 2 -
o : . CapUpdateFirmware false
Application: directIOOccurred :Finger gone. p — =i
‘ Clear Data ‘ Application: directIOOccurred :Finger touched. CapUlp steStatistics ===
- Application: statusUpdateOccurred: rawSensorData receive Algarithm o
‘ Begin Enroll Capture ‘ Application: direct]lOCccurred: Sample data captured. AlgorithmList DPFFTemplate,ANSL_J__
2pplication: Application: Enrollment capture count: 3 AutoDisable fals=
End Capture application: directIOOccurred :Finger gone. DiatzCount o
- - Application: directIOOccurred :Finger touchead. DatsEventEnabled true
Beqin Verify Capture Application: statusUpdateOccurred: rawSensorData receive "
N ; PowerNotify o
1d ify Match Application: directICCccurred:Sample data captured. = ctot =000
entify Matc Application: Application: Enrcllment capture count: 4 owerstate
- #pplication: direct]lOOccurred:Finger gone. RawsensorData Data Received
Verify Match N . . . RealTi Dat=Enabled £al
Application: BiometricDataLlistener.dataOccurred():Enrollme RealTimeDataEnable alse
| Identify | Sarvice:beginverifyCapture() SensorBPP 2
Application: directIOOccurred :Finger touchead. SensorColor =
‘ Verify ‘ Application: statusUpdateOccurred: rawSensorData receive SensorHeight 282
pplication: directlOOccurred:Sample data captured. - -
X X X X SensarCrientation 1
pplication: direct]lOOccurred:Finger gone.
N . . . o SensarType 3
Application: BiometricDatalistener.dataCccurred():Verificat
SensorWidth 257 1.3
FreezaEvents false
DeviceServiceVersion 1012000

DeviceServiceDescription

U.are.U Biometrics Dg

JavaPOS Biometrics O

DeviceControlDescripticn
|nd, i

104 BON0

1

I i i~ £
|>ﬂ<| Il

[ v

DigitalPersona Sample Application for JavaPOS Biometrics Device v2.0.0
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To close the connection with the fingerprint reader
m Click Close.
The Close method of the Device Control is called.

If the method call succeeds, the connection with the fingerprint reader is closed, all of the controls other
than the Open button are disabled, and the properties are reset, or cleared.

If the method call fails, a failure message appears in the Messages area, and error codes are displayed in
the Log area.

To close the application

Click the Close button at the top right of the window.
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Pre-Requisites

This chapter assumes that you have a working knowledge of OPOS and that you know how to develop for
Windows readers.

System Requirements

Development System

m Microsoft Windows XP Professional or higher, 32-bit or 64-bit
» Microsoft Visual Studio 2008 or 2010 OR Visual Basic 6

Target Runtime Hardware (Windows Reader)

The Windows-based reader that will run the application must be one of the following hardware platforms:
= Intel x86 architecture with CPU from 600MHz and at least 16MB of available RAM
m Intel x64 (x86-64) architecture with CPU from 600MHz and at least 16MB of available RAM

The file sizes are (in KB):

x86 x64

Capture runtime (drivers + SDK layer) with fingerprint recognition 857 857
(wrapper only -- not including the base C/C++ API)

Upgrading from Previous Versions of the OPOS API

To upgrade your existing applications, be sure to do the following steps:

1. Replace your previous dpServiceObject.dll and OPOSBiometrics.ocs with the new versions
supplied in the product directory.

2. Run install .bat in the same directory (default is Windows/Lib/Win32).

Using the Sample Application

This section describes the functionality of the sample application, which is located in the <Instal |l
Directory>\U.are.U SDK\Windows\Samples directory. For more information about the sample
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application and the sample code, particularly button functionality, refer to the readme . txt file located in the
same directory.

To start the application
= Open the DPOPOSDemo.exe file.

The DigitalPersona U.are.U UPOS for OPOS window appears as shown in the screen shot below.
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To open the connection with the fingerprint reader
m Click Open().
The Open method of the Control Object (CO) is called.

If the call succeeds, the connection with the fingerprint reader is opened and various properties (common
and specific) are set to their default values, which are displayed in the Common Properties and Specific
Properties tabs. Also, “Device Opened” appears in the area under the Specific Methods control box.

NOTE: Aseach method s called, the any properties that change are displayed in the Common Properties
and Specific Properties tabs.

If the method call fails, a failure message appears in the box at the bottom of the window, and error codes
are displayed in the Result Code and Extended Result Code boxes.

Once the connection with the fingerprint reader has been opened, it must be claimed.
To claim the fingerprint reader
m Click Claim().

The Claim method of the CO is called, and the Claimed property is set to true. Then the DeviceEnabled
and DataEventEnabled properties are set to true, and “Device Claimed” appears in the area under the
Specific Methods control box.

If the method call fails, a failure message appears in the box at the bottom of the window, and error codes
are displayed in the Result Code and Extended Result Code boxes.

Once you have opened and claimed the device, the application will look as shown in the screenshot below.
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Enrolling a fingerprint consists of capturing four fingerprint images, converting them into fingerprint pre-
enrollment templates, and then creating an enrollment template from these templates.

To perform fingerprint enroliment
1. Click Begin Enroll Capture.
The beginEnrollCapture method of the CO is called, and “Waiting for fingerprint scan” appears in the
area under the Specific Methods control box.
2. Touch the fingerprint reader four times. Follow the instructions that appear in the area under the Specific
Methods control box to guide you.

If the method call succeeds, an enrollment template is created and “Fingerprint Image Scanned” appears
in the area under the Specific Methods control box.

If the method call fails, a failure message appears in the area under the Specific Methods control box. If
an error occurs, appropriate messages appear in the box at the bottom of the window, and error codes are
displayed in the Result Code and Extended Result Code boxes.
To perform fingerprint verification

1. Click Begin Verify Capture.
The beginVerifyCapture method of the CO is called, and “Waiting for fingerprint scan” appears in the
area under the Specific Methods control box.

2. Touch the fingerprint reader.

If the method call succeeds, a verification template is created and “Fingerprint Image Scanned” appears in
the area under the Specific Methods control box.

If the method call fails, a failure message appears in the area under the Specific Methods control box. If
an error occurs, appropriate messages appear in the box at the bottom of the window, and error codes are
displayed in the Result Code and Extended Result Code boxes.

3. Click Verify Match.
The verifyMatch method of the CO is called.

If the method call succeeds, a match is performed using the latest enrollment template available and the
verification template that was created in step 2. The result appears in the area under the Specific
Methods control box: “Fingerprint matches” or “Fingerprint does not match.”

If the method call fails, a failure message appears in the area under the Specific Methods control box. If
an error occurs, appropriate messages appear in the box at the bottom of the window, and error codes are
displayed in the Result Code and Extended Result Code boxes.

To perform fingerprint identification
1. Click Begin Verify Capture.

The beginVerifyCapture method of the CO is called, and “Waiting for fingerprint scan” appears in the
area under the Specific Methods control box.
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2. Touch the fingerprint reader.

If the method call succeeds, a verification template is created and the Fingerprint Image Scanned
message appears in the area under the Specific Methods control box.

If the method call fails, a failure message appears in the area under the Specific Methods control box. If
an error occurs, appropriate messages appear in the box at the bottom of the window, and error codes are
displayed in the Result Code and Extended Result Code boxes.

3. Click Identify Match.
The identifyMatch method of the CO is called.

If the method call succeeds, a match is performed using all of the enrollment templates available and the
verification template that was created in step 2. A candidate ranking is generated by listing only the
indices of the enrollment templates that match. The result appears in the area under the Specific
Methods control box, for example, “Candidate array: 0 2,” or, if none of the templates matches, “Candidate
ranking array is empty.’

If the method call fails, a failure message appears in the area under the Specific Methods control box. If
an error occurs, appropriate messages appear in the box at the bottom of the window, and error codes are
displayed in the Result Code and Extended Result Code boxes.

On completion of the verify match and identification match, the screen might look like the screen shot shown
below.
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To perform fingerprint verification using a verification template created on-the-fly
1. Click Verify.

The verify method of the CO is called, and “Waiting for fingerprint scan” appears in the area under the
Specific Methods control box.

2. Touch the fingerprint reader.

If the method call succeeds, a verification template is created on-the-fly. Then a match is performed using
the latest enrollment template available and the verification template. The result appears in the area
under the Specific Methods control box: “Fingerprint matches” or “Fingerprint does not match.”

If you do not place your finger on the fingerprint reader within the stipulated time (10 seconds in this
sample), the operation times out and “Timeout error..."” appears in the area under the Specific Methods
control box.

If the method call fails, a failure message appears in the area under the Specific Methods control box. If
an error occurs, appropriate messages appear in the box at the bottom of the window, and error codes are
displayed in the Result Code and Extended Result Code boxes.

To perform fingerprint identification using a verification template created on-the-fly
1. Click Identify.
The identify method of the CO is called, and “Waiting for fingerprint scan” appears in the area under the
Specific Methods control box.
2. Touch the fingerprint reader.

If the method call succeeds, a verification template is created on-the-fly. Then a match is performed using
all of the enrollment templates available and the verification template. A candidate ranking is generated
by listing only the indices of the enrollment templates that match. The result appears in the area under
the Specific Methods control box, for example, “Candidate array: 0 2," or, if none of the templates
matches, “Candidate ranking array is empty.”

If you do not place your finger on the fingerprint reader within the stipulated time (10 seconds in this
sample), the operation times out and “Timeout error...” message appears in the area under the Specific
Methods control box.

If the method call fails, a failure message appears in the area under the Specific Methods control box. If
an error occurs, appropriate messages appear in the box at the bottom of the window, and error codes are
displayed in the Result Code and Extended Result Code boxes.

To close the connection with the fingerprint reader
» Click Close().
The Close method of the CO is called.

If the method call succeeds, the connection with the fingerprint reader is closed, all of the controls other
than the Open() button are disabled, and the properties are reset, or cleared.
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If the method call fails, a failure message appears in the box at the bottom of the window, and error codes
are displayed in the Result Code and Extended Result Code boxes.
To clear the enrollment template array set and the verification template
m Click Clear Data.
The clearlnput method of the CO is called.

If the method call succeeds, the enrollment template array set and the verification template are cleared. A
new verification template and a set of enrollment templates can now be created.

If the method call fails, a failure message appears in the box at the bottom of the window, and error codes
are displayed in the Result Code and Extended Result Code boxes.

To close the application

Click the Close button.
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Locating the Redistributable Installation Files

When you unzip the distribution file, the unzipped collection of files includes:

= Redist - folder containing materials for redistributing the product

m RTE\Install -folder containing installation files for installing applications on target hardware (user
workstations or hardware devices)

When you develop a product based on the U.are.U SDK, you need to distribute U.are.U files to your end users.
You may redistribute the files in the Red i st folder to your end users pursuant to the terms of the end user
license agreement (EULA), attendant to the software and located in the Windows\Docs folder in the installed
product folder. These files are designed and licensed for use with your application.

You may integrate U.are.U files in three ways:

1. Add the supplied merge modules to your installer.
2. Have users run the U.are.U installer as a prerequisite to installing your application.
3. Call the U.are.U installer from your installer.

Per the terms of the EULA, DigitalPersona grants you a non-transferable, non-exclusive, worldwide license to
redistribute, either directly or via the respective merge modules, the files contained in the RTE\Install and
Redi st folders in the U.are.U SDK software package to your end users and to incorporate these files into
derivative works for sale and distribution.

Merge Modules

The table below shows the merge modules in the Red i st folder that are required for each platform.
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Merge Modules

C/C++ .NET ActiveX Java JavaPOS | OPOS
Merge Module File Description x86 | x64 | x86 | x64 | x86 | x64 | x86 | x64 | x86 | x64 | x86 | x64
DPDevices Device X X X X X
components
DPDevices64 X X X X
DpDrivers X X X X X X X X X
DPFingerJet PIV-certified X X X X X
FingerJet
DPFingerJet64 Engine X X X X
DPFPApi Device APIs X X X X X
DPFPApi64 X X X X
DPFPCapture Fingerprint X X X X X
capture
DPFPCapture64 X X X X
DPHostServiceSDK Host Service X X X X X
SDK
DPHostServiceSDK64 X X X X
DPWorkstationPro DigitalPersona | x X X X X
Workstation
DPWorkstationPro64 | pyq X X X X
DPProUtils components X X X X X
DPProUtils64 X X X X
DPPIVDrivers PIV drivers X X X X X
DPPIVDrivers64 X X X X
DPJavaPOS JavaPOS X
libraries
DPUareUJava Java libraries X X X
DPUareUlJni Native X X
libraries and
DPUareUJni64 NI wrapper X
DPUareUX ActiveX X X
libraries
DPUareUNET .NET libraries X X
DPOpos OPOS libraries X X
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Fingerprint Reader Documentation

You may redistribute the documentation included in the Redist directory to your end users pursuant to the
terms of this section and of the EULA, attendant to the software and located in the Windows\Docs directory
in the installed product directory.

Hardware Warnings and Regulatory Information

If you distribute DigitalPersona U.are.U fingerprint readers to your end users, you are responsible for advising
them of the warnings and regulatory information included in the Warnings and Regulatory Information.pdf
fileinthe Redist directory. You may copy and redistribute the language, including the copyright and
trademark notices, set forth in the Warnings and Regulatory Information.pdf file.

Fingerprint Reader Use and Maintenance Guide

The DigitalPersona U.are.U Fingerprint Reader Use and Maintenance Guide, DigitalPersona Reader
Maintenance.pdf, is located in the Redist directory. You may copy and redistribute the DigitalPersona
Reader Maintenance.pdf file, including the copyright and trademark notices, to those who purchase a U.are.U
modaule or fingerprint reader from you.
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