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O yem goknan

® Kakue ectb npobrembl 6e30nacHOCTU B CTaHOAPTHOM rpoLecce Oensos
® Kak oT HMX 3alumaTbes, ecnu Tbl devops

® [loyemy Henb3s 3aKkpbITb NPOONEMbI pa3 U HaBcerga
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Cxema KOHTEUHEPHOWU pa3paboTKu

Application Pipeline




Cxema KOHTEUHEPHOWU pa3paboTKu

Application Pipeline

> CobpaTtb
HebesonacHas Open
[ YS3BUMOCTH ] Gombmrypau,m DockerfiI; ‘ Policy
Agent
HesawmndpoBaHHble Ya3BuMble
ceKpeThbl KOMTMOHEHTB!

!

CkaHep
YA3BMMOCTEN

©

Container
Registry



Cxema KOHTEUHEPHOWU pa3paboTKu

Application Pipeline

Hanucatb kog, > Cobpars

Docker-obpas

Open
Policy
Agent

Va3BUMOCTU Hebe3onacHas
KoHurypaumus Dockerfile
HesawmndpoBaHHble Va3BUMbIE
CeKpeThl KOMMOHEHTbI

CkaHep
YA3BMMOCTEN

©

Container
Registry

\_

J

4 )

©

Key Management
Service

Lockbox

\_ J

Pa3sBepHyTb

B Kubernetes

HesalwwundpoBaHHbIE
CEKpETHI

N36bITOYHbIE MpaBa IAM
|AM service account
N30bITOUYHbIE CeTeBble :
N0CTYMb ) Security Groups
N30bITOUYHbIE
Open §
rpasa y noaa ) ‘ Policy Agent J falco

HebesonacHagd Managed Service
KOH(pUrypaums Hoabl for Kubernetes®
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[ 1naH npe3eHTauunn

BeeaeHue: pipeline-paspaboTku

Ya3BmMMble KOMMOHEHTHI
B Docker-obpase

HebesonacHas
KoHJourypaums obpasa

Kubernetes Secrets

N30bITOYHbIE NpaBa
NN ceTeBble JOCTYMbI

AHOMarnbHoOe noBeaeHune
NN OTCYTCTBUE KOHTPONS

O6bHoBneHnsa Kubernetes-Hon

BbiBOAbI



YA3Bl/IMblE KOMMOHEHTD
B Docker-obpaze
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n % Files - master - Admin X D 62.84.121.121 Q

& G A http://130.193.55.160/root/secure-pipeline/-/tree/master ® Reviews €] H e M 9O ¥ 1"'0
Yandex.Cloud Other Bookmarks ¥

& GitLab Projects v Groups v More v v Search or jump to... Qa D Ihvy @ @~ . v

secure-pipeline : N .
S Al /\ Open registration is enabled on your instance. X

Learn more about how you can customize / disable registration on your instance.

12 Project overview

[A Repository
Files Administrator > secure-pipeline > Repository
Commits
master secure-pipeline / =4 v History Find file Web IDE Y, v
Branches
Tags gt fix (v) | befase32 | I

: Administrator authored 6 days ago
Contributors

Graph
Name Last commit Last update
| Compare
| % .gitlab-ci.yml fix 6 days ago
[P Issues 0
& Dockerfile Build and deploy server 1 week ago
[N Merge Requests 3 . . . "
1 gitlabStepDockerfile Build and deploy server 1 week ago
4 Cl/CD & index.html Build and deploy server 1 week ago
% Operations {.} k8s.yaml| Update k8s.yaml by real image 6 days ago
& Registries 5 my-very-important-script.sh Build and deploy server 1 week ago
X virtual-host.conf Build and deploy server 1 week ago

pebar




Ya3BumMmble KOMNOHEHTbI B Docker-obpase

Shellshock

BbINOMHM 3anpoc Bash

KcTtaTtu, BOT env-rnepemMeHHble >
> BbINONHIO CKpUNT U eLle
Curl > Apache ) NOCMOTPIO env-NepemMeHHbIe

[[oTOBO!

Bash
HoBbIV CKpUNT BHYTPU env

Docker

14



n % Merge Requests - Adr X e =

& G A http://130.193.55.160/root/secure-pipeline/-/merge_requests ® Reviews [l H 6 W 9 .8 Je
Yandex.Cloud Other Bookmarks v

\ @ GitLab  Projects v  Groups v  More v v Search or jump to... Ay @ © -~ . v

S secure-pipeline /\ Open registration is enabled on your instance. s

Learn more about how you can customize / disable registration on your instance.

View setting

12 Project overview

[ Repository

D’ e 0 Administrator » secure-pipeline > Merge Requests
[ Merge Requests 3 Open 3 Merged 0 Closed 1 All 4 A Edit merge requests New merge request
¢ Cl/CD Recent searches Search or filter results... Created date o
‘@ Operations
Check dockerfiles before build ® [cq0
@ Packages & Registries !4 - opened 1 week ago by Administrator ¥ fix-vulns updated 1 week ago
b Analytics Fix vulnerabilities by updating packages ©) &0
'3 - opened 1 week ago by Administrator ¥ scan-image updated 1 week ago
[ wiki ‘ =
Scan image before deploy ® Qo
X Snippets 12 - opened 1 week ago by Administrator updated 1 week ago
o
8 Members
{} Settings
R




besonacHoCTb 6a30BbIX 0OpPa30B

CTtaTuctuka yassmmocteun B 4M
No Linux Images obpasax ¢ Docker Hub Ha 2020 rog no
i Bepcumn KomnaHum Prevasio

Not Processed Malicious / Potentially
(Missing Tags): 10% Harmful Images: 0.16%

Not Vulnerable: 20% o

— / https://clck.ru/YcCN2

(3], Z[u]

= JLh ==

[=]

Moderate
Vulnerabilities: 4%

High-level

Vulnerabilities: 13% /

Critical
Vulnerabilities: 51%


https://clck.ru/YcCN2

3awmTta Docker-obpasa: ckaHnpoBaHue

On-premise Managed

* Aqua Security * Snyk (docker image scan)
 Clair * Qualys

» Anchore + GCP

» JFrog Xray * Yandex.Cloud

* Azure (Qualys)
« AWS (Clair)



3awmTta Docker-obpasa

[loBepeHHble Da30BLIE 0Opa3hbl
OOHOBMNEHNA NAKETOB

CkaHupoBaHNE ySA3BUMOCTEN



Hebe3onacHas
KOHDUINYpaLma obpasa



CobpaTtb
Docker-obpas

Hebe3onacHas

KoHurypaumus Dockerfile




3awmTta Docker-obpaaa:
KOHQUIrypupoBaHue

Open Policy Agent —
MHCTPYMEHT CO34aHUA NONMNTUK

Conftest —
CLI ana OPA Hag koHduramm




m % Merge Requests - Adr X Q =

& G A http://130.193.55.160/root/secure-pipeline/-/merge_requests ® Reviews ] H 6 v W .5 ;l-e
Yandex.Cloud Other Bookmarks ¥

@ GitLab  Projects v  Groups v  More v v Search or jump to... QO - ’ v

S secure-pipeline /\ Open registration is enabled on your instance. .

Learn more about how you can customize / disable registration on your instance.
12 Project overview

View setting

[ Repository

Administrator > secure-pipeline Merge Requests

[P Issues 0
IY Merge Requests 3 Open 3 Merged 0 Closed 1 All 4 2 Edit merge requests New merge request
¢ Cl/CD Recent searches Search or filter results... Created date o
% Operations
Check dockerfiles before build () i ¢
@ Packages & Registries !4 - opened 1 week ago by Administrator ¥ fix-vulns updated 1 week ago
b Analytics Fix vulnerabilities by updating packages ©) Qo
I3 - opened 1 week ago by Administrator ¥ scan-image updated 1 week ago
[ wiki ‘ -
Scan image before deploy ® Qo
X Snippets 12 - opened 1 week ago by Administrator updated 1 week ago
o
& Members

{} Settings




[Tpobrnembl 6e30nacHOCTUN B NMPUMEpPE

Obpas, pa3BepHYThLIN B XOCTOBON CETU
[1ocTyn K cepBMUCy MeTagaHHbIX KrnacTtepa

PaclwnpeHHble npaBa y CepBUCHOIO
aKKkayHTa Knacrtepa



Kubernetes Secrets



Pa3sBepHyTb
B Kubernetes

HesawmndpoBaHHbIE
CEKpPETHI

©

Key Management
Service

Lockbox



Secrets n nx npobnemsbl

OcHoBHbIe Mpobrnembl

OT1obpaxeHue B base64 BHyTpn yaml
MaHndecTta (Hebe3onacHasa gocTaBKa)

[ocTtyn Ha ynpaBrneHue cekpetamm B k8s
= MOJIHbIN OOCTYMN KO BCEM CeKpeTam ns +
Py4HbIe onepaunu

Taxeno cneanTb 3a cCoOObITUAMMU
(cTaHpoapTHble ayanT noru k8s = 6onb)

4 )
Kubernetes-Cluster-1 Pipeline
Namespace 1 @
"secret-ns1"” < apiVersion: v1
P@sswOrd data:
password: P@sswOrd1
kind: Secret
metadata: Q
name: secret
4 )
Q baset64
ETCD
\_ y

26




Secret Manager

PeweHus:

¢ be3onacHasa pocTtaBKa cekpeTtoB 6e3 yaml (lumdpoBaHue KaHana,
ayTeHTUdUKauuna, aBTopmsaums)

o FpaHyn;lprle AOCTYNbI U TPYNMNPOBKA

¢ EauHoe xpaHunuuwe cekpetoB (MOXHO 40DaBNATb OOHWN CEKPETHI N3
pa3HbiX ns/clusters)

® BepcunoHupoBaHue

® LeHTpann3oBaHHbIU ayauUT (MO3BOMSET fIErKO NosiyvyaTb YNTaeMble
coObITUaA ayguTa)

® 3awuTa oT yaaneHus

27



N3BecTHble Secrets Managers

BcTpoeHHble B 061aK0

OTaenbHbIe
aWs £y
Yandex @ Cloud - G
Google Cloud v
Vault CYBERARK
. CONJUR

Secret HashiCorp Vault SyberArok Conlur
Manager

AWS Secrets Manager GCP Secret Manager  Yandex. Cloud Lockbox




MHTerpauua c k8s: npolunoe

Kubernetes Secret

Authentication and Vault

Sidecar Agent

Kubectl

@ Fog Dapioned - Token (VT
-/ Creanod and Stoved with Pod

Sep 1 Kutew

< - TocenRovew AP Caltd v

3 - Ratums secsce accoum

NANIES | NAMEspas

1 ok & JINT Passed

Arthemicaien In Secreiy

.
.

I r " T Retumed

Kubenetes Pod

- !

@).‘u.i Apere Sdecwr

‘%‘ L. Authenticale b

IR

-
Sance Accout INT
Exposed 10 Cormanes

Tent Te

The Vil ngen! places secret o & shared volume
M TrRUSeONes T N Ihe Comaunes

O —

vobire

Appbcation conlss m( \

\

1}

L

=ep 3 Debre pocy Based on rofes

Shep 2 Owfre roes 1

s Pub CACen

) I )
4 - Servce AcCount Names [ Namre Spaces
mached aganst polcy 1o
SOt ACORSS 10 sl

PR ————

—

s

0 Vouk for

—

2« Auth Token matches polcy for
. oo Lo specic sncrels

Vit Auth Tokmn

. ———e .
Secret Rnguey

Auth Token Fassed »
Infaal configuralion and standard polcy marranances iy
dore Ot of Dard from e hypold appdcanon Now So

I A consder this 2 one time setip [ lrequent achion
o I Pgkey o Code B mplementod, Ths may B¢ an cecepion,
>4 . s creping roles and poices can happen as part of »

Gepilrpmen] process s woll [sleps & and'or 3)
3 Secretx Relumeth s

(2) Pod deployed anomascaly, o By hurman mervertion, The
- JWNT o audomalcaly incuded ax part of the ascret sicem

Sngle AP cal io Vouk 10 authenticale. Vault handles e
@ e of e cals ang delernmeraes whseh poloes should be
DI 10 e Auth Tosen. Ths when & resumed to the
Caerd 1o Sw ubhzed %o lore retpasety for secTede s
g A5 the lease 5 valg

1 Access Seorets

@ Segie AR cal 1o Vsl inchudng e Auth Token. Vil
THIUMS MRENOpN e Secrens

The Viaur Agert sidecar contanes popelales a shared
ny ?  scrud Twiu rels”. The
SOU databyicse s mermory vl HH'.‘ﬂJ' he secrut W Tviunsecreis”™ Thw
Tpa— 7/ appication Is then free use he credentials or templaied Ne
N The cecr can nad oy comp e secrwl up-Lo-Sule o
Oy B¢ OO 25 O ML QoI ner

https://medium.com/hashicorp-engineering/hashicorp-vault-delivering-secrets-with-kubernetes-1b358c03b2a3
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kubernetes

MHTerpauna c k8s: HacTosLllee

Documentation KubernetesBlog Training Partners Col

Q Search

2021

Introducing
ClusterClass and
Managed Topologies
in Cluster API

A Closer Look at
NSA/CISA
Kubernetes
Hardening Guidance

How to Handle Data
Duplication in Data-
Heavy Kubernetes
Environments

Spotlight on SIG Node

Introducing Single Pod
Access Mode for

B

LA L I B ) ) |

the cluster. It might be beneficial to use a separate CA for etcd, as it by default trusts all the
certificates issued by the root CA.

Kubeconfig Files

In addition to specifying the token and certificates directly, .kubeconfig supports dynamic
retrieval of temporary tokens using auth provider plugins. Beware of the possibility of
malicious shell code execution in a kubeconfig file. Once attackers gain access to the cluster,
they can steal ssh keys/secrets or more.

Secrets

Kubernetes Secrets is the native way of managing secrets as a Kubernetes AP| object. However,
in some scenarios such as a desire to have a single source of truth for all app secrets,
irrespective of whether they run on Kubernetes or not, secrets can be managed loosely
coupled with Kubernetes and consumed by pods through side-cars or init-containers with
minimal usage of Kubernetes Secrets API.

v External secrets providers and csi-secrets-store are some of these alternatives to Kubernetes

Secrets

https://kubernetes.io/blog/2021/10/05/nsa-cisa-kubernetes-hardening-guidance/#secrets

30



Secrets Store CSI Driver

Secrets Store CSI Driver:

® MoHTunpyeT cekpeTbl B noabl (Kak volume) ¢ nomowibio Container
Storage Interface (CSIl) volume.

[lpnoymanHa komaHgoun “Kubernetes SIGs”
[Toggepxneatotca SecretManagers: Google, HashiCorp Vault, AWS,
Azure

® YMeeT MOHTMPOBAaTb HECKOJNIbKO CEKPETOB O4HOBPEMEHHO

® /I3 MmnHycoB: aBTOMaTn4yeckoe obHOBIMEHNE CEKPETOB B alpha,
CUHXPOHUM3aUus ¢ k8s secrets B alpha

31



Secrets Store CSI Driver

https://secrets-store-csi-driver.sigs.k8s.io/concepts.html

node-driver-registrar

secrets-store

liveness-probe

Secrets Store CSI
Provider

32



External Secrets

External Secrets

=

External Secrets:

K8s operator — MOHTUPYET CeEKPETLI B HATUBHLIE ODOBLEKTHLI secrets
[Tpnaymana komaHgou “GoDaddy n Container Solutions”

[Toggepxkneatotca SecretManagers: AWS Secrets Manager,
HashiCorp Vault, Google Secrets Manager, Azure Key Vault, Yandex
Cloud Lockbox

33



External Secrets

https://external-secrets.io/




r ® ® lockbox-tf — mirtov8@mirtov8-osx — ..ay/lockbox-tf — -zsh — 107x26

228 Bc 17 okT - 17:35 =/Documents/terratorm=play/ltockbox=tf )

4




ETCD B He3awwmndpoBaHHOM BMAe

: # ETCOCTL_API=3 etcdctl —-—cert /etc/kubernetes/pki/apiserver-etcd-i
lient.crt --key /etc/kubernetes/pki/apiserver-etcd-client.key --cacert /etc/kubernetes/pki/etcd/ca.crt get ,
registry/secrets/default/default-token-vhbéyv

O 3J'IOyMbILUJ'IeHHI/IK nonan Ha master hOSt :;:gistry/sccrcts/dcfault/dcfault—loken-vhbl.v

® He3awundgposaHHbiM 63kan ETCD viSecret?

7
default-token-vhbédvdefault"*$d04eleel-5738-4a2T-adf7-76981T1Tac9452 77b-

® D'MCK C CbaI/IJ'IaMI/I I'IpO‘-II/ITaH NI praD‘eH "kubernetes.io/service~account.namedefaultblI
| kubernetes.l1o/service-account.uid$798ffd8d-564a-4cbd-b746-0F1a750757b9277
kube-controller-managerUpdatev: ?7Fieldsv1:?
?{"f:data":{(".":{),"f:ca.crt":{),"f:namespace”:{)}, "f:token":{)}),"f:metadata™:{"f:annotations™:{".":{)},"f:kul
ernetes.lo/service-account.name*:4{},"f:kubernetes.i1o/service-account.uid":{}})},"f:type*:{}}?
ca.crt BEGIN CERTIFICATE
MIICS5zCCAc+gAwIBAgIBADANBgkghkiG9wOBAQsFADAVMRMWEQYDVQQDEwprdwll
cm51dGVZMNBAXDT IXMDI xMDAZNDQXN1oXDTMXMD IWODAZNDQXN1owFTETMBEGALUE
AxMKa3VIZXIUZXRIczCCASIWOQYJIKOZINhveNAQEBBQADGQEPADCCAQOCQQEBANNG
KgRC3R6Gaw/m93WeqOMoB81S2z5VBKiX0UgvdBt fmZZo+Mt6hGPDjhNgs3UPOSYgkX
K6BUXVIHSNHAABg4TSpZgb9WF2dYeonUvSpS20Fg/CwXP3J0582W164myvxQ18T /7
N71eAvIiWwD10J)9mSEkwqbVVTVv31zKZqqplcOeHMpGhJ ) pwSuAGUZhTGbVFUPBE?
IfrVN20igdisKEBRqQfW5Ccd30vUineB+1BulubPbObINi2birB3CFfxatFYGYStHE
HKKVEtt /Q44ZPAOATNW2UUNKkXHQ7wWwKCMUa 4003 CNPbmvdOuBCsYDVHVXsKzPgcER
BaNT9dK3czuS+1GFeaUCAWEAAANCMEAWDGYDVROPAQH /BAQDAgKKMABGALIUCEWESB
/wQFMAMBA fBwHQYDVROOBBYEFGGzTowaWSqlBVUwiAlGddzqltuPMABGCSQGSIbL
DQEBCWUAALIBAQA3SNPGab61ZRQGWS4Q6I /c2kuyctdWIvBl3VkSymXZbowD+8zF8)
bfg5Bebvpqar28vz]OAIQheMILII9KN1Zqd260mze)YGZr TWhIKTCaRK30ANTIDUAFM
Q/LCNcOOWCIhX7xIKI9yPEK+BU2DJ0/UrwFS44AXZUINm70/BilHybn+TaCowNvW5+
mYVS4BALPHFyhPaVsOWVRX7/m/nrtiIWItSF90CaZ14+11CB8BeAEBuBgt9z+yWNegwR
eByQXFRtv7elD9KNSZLY 7T /51uzPtwzS5kLnNSNIBzss6QQEMXan@lrqFbkHvvYH)
JPr2Hhap7rfScKCIM? iNOyFCSeimnIWokxIS




B ETCD B 3alungppoBaHHOM BUAE

root@cka-master: # ETCDCTL_API=3 etcdctl --cert /etc/kubernetes/pki/apiserver-etcd-client.crt —--key /etc/kub
ernetes/pki/apiserver-etcd-client.key —-cacert /etc/kubernetes/pki/etcd/ca.crt get /registry/secrets/default

/very-secure
/registry/secrets/default/very-secure
k8s:enc:aescbc:vl:keyl:
?2?78E?7?2w\V?77d?
f2d?2uw?8?2?2[?2-8(}?224yN??2u???|?;?
?2YiQ_t8272?2f¢C?22(22"2?
?
w?0??
?7=B?;?yVz?.,74727a?,h%??B???27??72'?27-(?

C?W6?A? ' 274N?272L2) 2222 2A7L22%<?2?m?h?67sq?N??2K??2?M" 2?2yG??

o



LLindppoBaHme ETCD B obnakax «n3 KOpoOKn»

dWs
Yandex @ Cloud

Secrets encryption info

Knioy wudpoBaHua Co3paTtb Koy
@ Enable envelope encryption of Kubernetes secrets using KMS
Enable envelope encryption to provide an additional layer of encryption for Koy Yandex Key Management Service ansa JULAR
WdposaHMUa BaXXHOW MHdopMaL M, TaKon
KMS Key [2 xak naponu, OAuth-TokeHs! ¥ SSH-kno4u (Tak
Select a KMS Key to use for envelope encryption of Kubernetes secrets Ha3blBaeMbie secrets).

k8s-master-key

L
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Hashicorp Vault B obnakax

® Unseal: npouecc nogrotoBkn Vault kK pabore
(mony4vyeHne mactep-knwoya)®

Auto Unseadl

Automatically unsealing Vault reduces the operational complexity of keeping the Vault
unseal keys secure.

Start 5 TUTORIALS

6 MIN 8 MIN 8 MIN

Auto-unseal using AWS KMS Auto-unseal using Auto-unseal using

In this tutorial, we'll show an Azure Key Vault GCP Cloud KMS

example of how to use Terraform This tutorial demonstrates an This tutorial demonstrates an
to provision an instance that can example for enabling Auto- example for enabling Auto-
utilize an encryption key... unseal with Azure Key Vault. unseal with GCP Cloud KMS.

Yy % D Yy % Yy %



/130bITOYHbIE MPaBa
/NN CeTeBble AOCTVMbI



Pa3sBepHyTb
B Kubernetes

N30bITOYHbIE CeTeBble
OOCTYnbl

Security Groups

N30bITOYHbIE NpaBa
|IAM service account




N30bITOYHbIE NpaBa U CETEBbLIE AOCTYMNbI

>@

3NOYyMbILUSTIEHHUK

v

Internet

( Cloud

O©

Yas3Bumbln  Container
obpas Registry

<

Ol o000 @

Ya3BnmbIn
KOHTENHEP

\4

|
Reverse shell
|

Security Groups

o

Network Load Balancer

!

A

Managed Service for Kubernetes® |AM SA

N30bIToYHbIE NpaBa |IAM service account
k8s service account

N30bITOUHbIE CETEBbLIE OOCTYMbI

CeTeBON OOCTYN
K CepBUCY MeTadaHHbIX:

http://169.254.169.254/latest/meta-data/<anemeHT>

J

ceTeBOW O0CTyn B Apyrue pods,
namespaces, B UHTEPHET U T. .

42


http://169.254.169.254/latest/meta-data/%253c%D1%8D%D0%BB%D0%B5%D0%BC%D0%B5%D0%BD%D1%82

= Yandex Cloud

¢ Cloud

mirtov-scale-folder
Folder

[*a] Folder dashboard
€5 Service accounts
4> Federations

K4 Incident notifications

= Operations

Folder dashboard

Compute Cloud

2 2

VM Disks

Cloud DNS PREVIEW

2 11
Zones Records
Services

O Compute Cloud

#' Managed Service for ClickHouse

. Managed Service for Kafka

B® Managed Service for Greenplum PREVIEW
+£ Network Load Balancer

39- Data Proc

'i Message Queue

2= Key Management Service

0

o
> B
> =8
> &
> B
> K
> O

Virtual Private Cloud

1 5 2

Network Subnets Addresses

Managed Service for PostgreSQL
Managed Service for Redis

Managed Service for Elasticsearch New
Object Storage

Application Load Balancer PREVIEW
Managed Service for Kubernetes

Cloud Functions

DataSphere

pc g?icf:ov-scale-folder » @ O Q e

Create resource “es

0 Managed Service for Kubernetes e
1
Cluster
> [ Managed Service for MongoDB >
> [ Managed Service for MySQL >
> E" Managed Service for SQL Server New )
> Y Virtual Private Cloud >
> 2 Container Registry
> % Yandex Database
> &1 Serverless Containers PREVIEW
. flk loT Core




N30bITOYHbIE NpaBa U CETEBbLIE AOCTYMNbI

’@

3IT0YMbILLITEHHUK

v

Internet

/‘ Cloud l N

|
Reverse shell
|

Security Groups
O 0 . o
Yassumbin - Container

obpas Registry

Network Load Balancer +

} }
O 000 @

YA3BUMBIN. Managed Service for Kubernetes® |AM SA
KOHTENHED

\_ J




® 0
X root@k8s-hack: /home/alex (ssh)

root@nyapp-5bcf84ff5f-f1ros: /tmp# [

mirtovB8@mirtov8-osx;~
= X ~(-zsh)

nt 27 asr - 19:41

~
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Cloud

3IT0YMbILLSTEHHUK

v

Interne

N30bITOYHbIE NpaBa U CETEBbLIE AOCTYMNbI

ter
|

;
i

t
Security Groups

o

Network Load Balancer

Managed Service for Kubernetes®

J
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Cilium

{} {} {} ' S {}) |
s i i ,.?eﬁd@'o.‘ Q@G

Network Services & Bandwidth . . .
Policy Load Balancing Management Flow & Policy Logging Ops & Sec Metrics
{ | | | ,l
Cluster Node
fFEmD 7 7, O
User Container Pod Pod Process
Space
J ‘ | ‘
o WeBPF < . J y
Kernel

&
Network



CeTteBble nonntukun. Cilium

©

=3 default v from < to label = reserved:world X _ : 3.6K flows/s
Any verdict Visual
@ world
© - 1337 - TCP
o © = 443 - 1CP
® - 13372 - TCP
® >80 TCP
A
<
default
A
% myapp
world A
o) ® > 80 TCP
Columns v
Source Service Destination Service Destination Port Verdict Timestamp
Illydpp ucTiaurt WUIIA 701N LLL1L0O o Iviwairucu O HimnmnuLwes
myapp default world 173.194.222.128 443 forwarded 6 minutes
myapp default world 84.201.159.28 13372 forwarded 6 minutes
world myapp default 80 forwarded 6 minutes
myapp default world 169.254.169.254 80 forwarded 7 minutes
myapp default world 7169.254.169.254 80 forwarded 7 minutes
myapp default world 7169.254.169.254 80 forwarded 7 minutes



AHOMabHOE
oBeOEHNE
A OTCVYTCTBYIE
KOHTPOS4



Pa3sBepHyTb

B Kubernetes

N30bITOYHbIE \
npasa y noaa ‘ Policy Agent J Falco




K8s cloud audit logs

Ayaut norun k8s B obnake

® Admin Activity audit logs - noru pabotel ¢ AP| obrnaka
yepe3 Ul/CLI/Terraform (npumep: cosgaH knacrep,
M3MEHEH KnacTtep, AencTtems ¢ nodes 1 ap.)

OO

® Data audit logs — noru BctpoeHHble B k8s (k8 native audit

logs) (npumep: co3gaH pod, HasHa4YeHbl NpaBa BHYTPU k8s
nap.)
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managed k8s
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» Data Audit logs

&

O6nako
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Admin Activity

Cloud API

)

UI/CLI/Terraform

> Audit logs
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Cloud Audit
System/
Cloud Logging
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Yandex Managed Service for Kubernetes®

& kubernetes

Documentation KubernetesBlog Training

Q Search

Home

Getting started

Concepts
Tasks
Monitoring, Logging, and
Debugging
Application
Introspection and

Debugging

Auditing

Debug a StatefulSet
Debug Init Containers
Debug Pods and
ReplicationControllers
Debug Running Pods
Debug Services

Debugging Kubernetes

Kubernetes Documentation / Tasks / Monitoring, Logging, and Debugging / Auditing

Auditing

Kubernetes auditing provides a security-relevant, chronological set of records documenting the sequence of
actions in a cluster. The cluster audits the activities generated by users, by applications that use the
Kubernetes API, and by the control plane itself.

Auditing allows cluster administrators to answer the following questions:

* what happened?

* when did it happen?

* who initiated it?

* on what did it happen?

* where was it observed?

* from where was it initiated?

* to where was it going?

Audit records begin their lifecycle inside the kube-apiserver component. Each request on each stage of its
execution generates an audit event, which is then pre-processed according to a certain policy and written to a
backend. The policy determines what's recorded and the backends persist the records. The current backend
implementations include logs files and webhooks.



Ol

"kind" : "Event",

"apiVersion" : "audit.k8s.io/v1",

"level”™ : "RequestResponse”,

"auditID" : "c8£ffdc9£-7231-4919-9d5b-32fb9%5458£84",

"stage" : "RequestReceived”,

"requestURI"™ : “/apis/constraints.gatekeeper.sh/vlbetal/k8spspallow,
rivilegeescalationcontainer/psp-allow-privilege-escalation-containe
=

"verb" : "delete",

"user" : B

"username” : "kubernetes-admin",
"groups®™ : O
"aystem:masters",

"system:authenticated"

be

"sourcelIPs" : (O]

10.129.0.19"

|
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AHann3 aHomMasribHOro nNoBeaeHus,
runtime security

y F 3 l co Documentation
Falco

Getting Started What does Falco do?

Download

Falco uses system calls to secure and monitor a system, by:
Install

Upgrade e Parsing the Linux system calls from the kernel at runtime M H O rl/l e 3 H a I-OT, yCTa H a Bn I/I Ban I/I ; Te CTI/I po Ban M ;

. e Asserting the stream against a powerful rules engine
Running & & P &

Build Falco from source * Alerting when a rule s violated HO H e M H O rl/l e B bl rpy>|<a I'OT, a H an I/I3 M pyI'OT,

Third Party For more information, see Falco Rules.

paboTaloT C ero anepramMmu (3T0 HEMPOCTO)

Installation Tools
learning Erirormznt What does Falco check for? «

Production

. Falco ships with a default set of rules that check the kernel for unusual behavior such as:
Environment

Rules * Privilege escalation using privileged containers
Default and Local Rules * Namespace changes using tools like setns
Files * Read/Writes to well-known directories such as /etc, /usr/bin, /usr/sbin, etc
Default Macros * Creating symlinks
How fd.sip.name and * Ownership and Mode changes
Related Fields Work in * Unexpected network connections or socket mutations
Falco rules e Spawned processes using execve
Rule Exceptions * Executing shell binaries such as sh, bash, csh, zsh,etc
Supported Fields for e Executing SSH binaries such as ssh, scp, sftp, etc
Conditions and Outputs e Mutating Linux coreutils executables

e Mutating login binaries
e Mutating shadowutil or passwd executables such as shadowconfig, pwck, chpasswd, getpasswd,
change , useradd , etc,and others.
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AHann3 aHomarnbHoOro nosegeHus (runtime security)

:= README.md

Alerting

Falcosidekick

e AlertManager
e Opsgenie
e PagerDuty

Logs

e Elasticsearch

e Loki

o AWS CloudWatchlLogs
e Grafana (annotations)

o5 commi. |15 days 3o | icnse T | & docker pls 1.04M | crcea passing

- Object Storage
Description
. _ e AWSS3
A simple daemon for connecting Falco to your ecossytem. It takes a Falco 's events and forward them to
different outputs in a fan-out way. o GCP Storage
It works as a single endpoint for as many as you want Falce instances : e Yandex S3 Storage

\O \O \O
P/ Y/ W

ENS




Policy Engine

PodSecurity Policies PodSecurity admission controller
(Kubernetes v1.22 ) (Kubernetes v1.22 )
[Mpobrnembl ¢ aBTOpU3aLMEN Dry-run mode (audit mode)
BCTpoeHHble HeTt dry-run mode (audit mode) HatnBHbI MexaHu3m k8s
HeynobcTBO MCMnosib30BaHUM YnobeH B ncnonb3osaHuu (ns labels)
Hp. Cbipon n HeobkaTaH

OTcyTCcTBME rPaHyNsiPHOCTU U MTMOKOCTU

|
, OPA Gatekeeper ¥ Kyverno
cnonb3yeT rego Kak A3blK NONUTUK (He yao0eH) [TIpocTon k8s-like A3bIK NONUTUK
BHeLUHV'e Mooaepxka community (Google, Microsoft) UacTble updates n nogaepxka KOHTEHTA
cnonb3yeT 2 pecypca NofmmTuk PacLunpeHHble BO3MOXHOCTU ariepta B pexxmme ayaut

(CNOXXHO Ans ynpasneHus) Moromo npoayKT

Bo3MOXHOCTb 1Cnonb3oBaHUA 3a npegenamm k8s



Kyverno

Policy Reporter

Cl 'passing

Motivation

Qo report [A%

Kyverno ships with two types of validation. You can either enforce a rule or audit it. If you don't want to
block developers or if you want to try out a new rule, you can use the audit functionality. The audit
configuration creates PolicyReports which you can access with kubectl . Because | can't find a simple
solution to get a general overview of this PolicyReports and PolicyReportResults, | created this tool to send
information about PolicyReports to different targets like Grafana Loki, Elasticsearch or Slack.

Targets

Policy Reporter supports the following Targets to send new (Cluster)PolicyReport Results too:

Grafana Loki
Elasticsearch
Slack

Discord

MS Teams

Policy Reporter Ul

v Yandex S3 target output (#65)
* Yandex S3 target

Signed-off-by: nar3k <nrkk@yandex-team.ru>

¥ main (#65)
© v1.101 .- policy-reporter-1.11.0

nar3k committed 22 days ago Verified
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PeweHne no aHanunay noroB VIb Kubernetes

Yandex Cloud: AHanu3 noroB 6e3onacHocTtu k8s B ELK: ayauTt-noru, policy engine, falco

-

.. IS
\ 7 N _
Q Z Falco ; D © ¢ GitHub
Falco Sidekick Kyverno Yandex Managed Service

Yandex Managed Service
for Kubernetes®

for Elasticsearch®

‘ swk

(Manual) OPA Gatekeer

......

ServiceAccounts



Kubernetes:
onMcaHue
pELLEHNS

G + Y Falco +

Managed Service
for Kubernetes®

S A Suk
. @ 0 00
=k ’ == Kyverno =6

Falco
Sidekick

Managed Service
for Elasticsearch

¢

//

\_

yc-solution-library-for-security

ﬂ 0 ( Security Content ) e
i
/) Yandex.Cloud
@ Managed k8s
k8s audit logs < f‘fﬁ Eﬁgci:rzle
$ < Y Falco —

]

-
©
F

\_ J

-

\_

yandex-image-registry

( / k8$-events-siem-worker:IatesD

~N

J

YMQ

Object
Storage < g
Function
N [¢h
JSON JSON JSON Pusher

-

~

Container
Optimizes Image

C

Security Content ) <

Worker container

Pyt{on
Function

J

~

Managed Service
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YnoB Falco no pesynsratam ataku

e QOOHapyxun 3anyck reverse shell B noge
(Tak Mbl nonanun BHYTPb KOHTEWHEpPA
Yyepes ya3BnuMocCTb shellshock)

® QOOHapyxun 3anyck NakeTHOro MeHemxepa
apt-get install n3 noaa

® QOO6Hapyxun 3anyck kubectl n3 noga
(Takke otcnexusaeT 3anyck Docker)

® QOOHapy:xun 3arnyck NpuBUNErMpoOBaHHOIO
KoHTenHepa “securityContext™.{"privileged”:true}

rrrrrrrrrr

Warning

ppppppppppppppppppppp

eeeeeeeeeeeeeeeeeeeeee

|||||||||||||||

Error 51.47%

i|>'“"1|“|“|i'|'i!il\l'|\‘||h|‘vls|»'m|slmn .

@timestamp per minute

Notice 21.1%

23
%

Warning 8
23.4% Notice H

Read sensitive file untru... Debug H



Ynos Policy Engine no pe3synstatamMm ataku

Policy ooo  Kyverno-Alerts-By-Priority Kyverno-Alerts-By-Category Kyver...

require-run-as-non-root
disallow-host-namespa...

disallow-privileged-cont... &

4 default

Pod Pod O
Security Security
Standards Standards
(Default) (Restricted)
Kyverno-
Failing- :
: warnin
Policy_Results 100% o Count
0 05 1 1.5 2 2.5 3 36 4
Failing Policy Results per Namespace
Kyverno detections Alerts
disallow:privilegedzcont:... Namespac v Kind v Name v Policy v Rule v Severity v Status v Categol
disallow-host-namespa...
require-run-as-non-root g default Pod root disallow-h... host-name... medium fail Pod Sec
default Pod root disallow-pr... priviledged... medium fail Pod Sec
default Pod root require-run... check-cont... medium fail Pod Sec
default Pod test require-run... check-cont... medium fail Pod Sec
15:156 15:30 15:45 16:00 16:15 16:30 16:45 17:00

® Detect/Prevent: 3anyck npusunermposaHHoro koHtenHepa "securityContext":{"privileged":.true}

® Detect/Prevent: 3anyck koHTenHepa ¢ shared host namespace "securityContext".{"hostPID":true}




& elastic

Discover Search:Yandexcloud:k8s:kyverno:Interesting fields ./

T @

BHE% verb : create

Options New Save Ope

K
=) ol verb : create
o/
k8s-audit* °°® < 3 hits C Reset search Sep 18, 2021 @ 14:55:47.887 - Sep 18, 2021 @ 15:55:47.887 Auto v
() Search field names :
Filter by type ©O v -
= 1
o
- (&)
v Selected fields 5
t cloud_id 0
_ 15:00 15:05 15:10 15:15 15:20 15:25 15:30 15:35 15:40 15:45 1
t cluster_id
_ stageTimestamp per minute
t folder_id
t objectRef.namespace Time cloud_id cluster_id folder_id objectRef.namespace cluster_url
t cluster_url . : :
> Sep 18, 20621 @ 15:36:17.634 b1gq9jd4sbpge cath4iqmpib95 bigh4nansvd4e default https://console.cloud.yandex.ru/folders/b1gh4na
Thdasvtp 7g707ko bqgmeu7b naged-kubernetes/cluster/cath4igmpib957g707ko
v Available fields 100
> Sep 18, 20621 @ 15:35:32.741 b1gq9jd4sbpge cath4igmpib95 bl1gh4nansvd4e default https://console.cloud.yandex.ru/folders/b1gh4na
Popular Thdasvtp 7g9707ko bqgmeu7b naged-kubernetes/cluster/cath4igmpib957g707ko
t objectRef.name
. v Sep 18, 2021 @ 15:35:27.364 b1gq9j4sbpge cath4igmpib95 b1lgh4nansvd4e default https://console.cloud.yandex.ru/folders/b1gh4na
t -id Thdasvtp 7g707ko bqgmeu7b naged-kubernetes/cluster/cath4igmpib957g707ko
t _index
# -Score 7 Expanded document View surrounding documents  View s
t _type
| Table JSON
] @timestamp
t annotations.authentication.k8s. t _id 4wDn-HsBRvsVEEJFroL-

io/legacy-token
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OoHoBNeHne k8s B obnakax

OOGHOBNEHNE HYXXHO KaKk ansa nodes, Tak n ana master

[MpoBangep npegocTaBnsaeT UHCTPYMEHTbI OOHOBMNEHUS, HO HE MOXET 3aCTaBUTb UMW
NoNfib30BaTbCA

MOXXHO ckaHMpoBaTb BUPTYalibHble MaLUMHBbI
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BbiBOObI

,1€CTUPOBaHNE MporpamMmmbl MOXXET BeCbMa

9P PEKTUBHO NPOOAEMOHCTPUPOBATL HanNM4ne ownook,
HO Oe3HadeXXHO HeageKBaTHO ANA AeMOHCTpaLnmn nx
OTCYTCTBUA."

oacrep Bmnbe [lenkctpa
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BbiBOObI

[TocTponTe gmnanor ¢ 6e3onacHNUKOM, y3HauUTe Modesb Yyrpo3
BctpouTte ctatnyeckne nposepku B Cl
[1ob6aBbTE anepTbl HA CTPAHHbIE AEUCTBUSA B BalLEM KracTepe

[TocmoTpuTe, Kakne BCTPOEHHbLIE CPeACTBa eCThb Y Ballero nposanaepa (U Kakne pekomeHagaumm
OH Ja€erT)
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Cnacunbo!
BOMPOCHI?

Cnukepsil:
Anekcen Muptos, Yandex.Cloud
JTioboBb 'pmnHkeBnY, Yandex.Cloud



