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AHTpPONOMOPQHbLIV

no ¢opme, YCTPOUCTBY CXOXUN C
YyesloBeKOM, ero TesioM;
yenioBeKoobpasHbii; TaKxke
OCHOBaHHbIN HAa TaKOM CXOACTBe.
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Uto 6bin0 go (2017 rop)

*[lepee3n Ha prometheus
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Uto 6bin0 go (2017 rop)

*[lepee3n Ha prometheus

*b WHKEeHepoB WHPPACTPYKTYPb
*24 npaBuna gnsg yBeOoMIeHW
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Uto 6bin0 go (2017 rop)

*[lepee3n Ha prometheus

*b WHKEeHepoB WHPPACTPYKTYPb
*24 npaBuna gnsg yBeOoMIeHW
*10 npaBwun 3anucu

*21 pawboapp grafana
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Uto 6bin0 go (2017 rop)

*[lepee3n Ha prometheus

*b WHKEeHepoB WHPPACTPYKTYPb

*24 npaBuna Ong yBeQOMAEHWU

*10 npaBwun 3anucu

*21 pawboapp grafana

* 0K0Nno 2000 pasnnyHbiXx MeTpPUK

DevOops Moscow, 2020
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Uto 6bin0 go (2017 rop)

*[lepee3n Ha prometheus

*b WHKEeHepoB WHPPACTPYKTYPb
*24 npaBuna gnsg yBeOoMIeHW
*10 npaBwun 3anucu

*21 pawboapp grafana

* 0K0Nno 2000 pasnnyHbiXx MeTpPUK
*~100K cemnnoB B CeKyHAOy

DevOops Moscow, 2020
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UTo ecTb cenvac
(MapT 2020)

oooooooooooooooooo



UTto ecTb ceityac (MapT 2020)

*Prometheus pgo cux nop ¢ Hamwm

DevOops Moscow, 2020
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UTto ecTb ceityac (MapT 2020)

*Prometheus pgo cux nop ¢ Hamwm

* Kaxnoe OKpyxeHWe cofepwuT cBOM COBCTBEHHble cepBepsl
Prometheus

DevOops Moscow, 2020
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UTto ecTb ceityac (MapT 2020)

*Prometheus pgo cux nop ¢ Hamwm

* Kaxnoe OKpyxeHWe cofepwuT cBOM COBCTBEHHble cepBepsl
Prometheus

*0T1pen nHPpacTpyKTypbl ¢ 40 nHKeHepamu

DevOops Moscow, 2020
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UTto ecTb ceityac (MapT 2020)

*Prometheus pgo cux nop ¢ Hamwm

* Kaxnoe OKpyxeHWe cofepwuT cBOM COBCTBEHHble cepBepsl
Prometheus

*0T1pen nHPpacTpyKTypbl ¢ 40 nHKeHepamu
* 280 npaBun onsg yBeOoMIeHWi

DevOops Moscow, 2020
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UTto ecTb ceityac (MapT 2020)

* 300 npaBun cbopa AaHHbIX

DevOops Moscow, 2020
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UTto ecTb ceityac (MapT 2020)

* 300 npaBun cbopa AaHHbIX
* 0K0N0 80K pasnnyHbiXx MeTpuk

DevOops Moscow, 2020
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UTto ecTb ceityac (MapT 2020)

* 300 npaBun cbopa AaHHbIX
* 0K0N0 80K pasnnyHbiXx MeTpuk
*431 pawboappn Grafana

DevOops Moscow, 2020
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UTto ecTb ceityac (MapT 2020)

* 300 npaBun cbopa AaHHbIX

* 0K0N0 80K pasnnyHbiXx MeTpuk
*431 pawboappn Grafana

*10 MUNNNOHOB [aHHbIX B CEKYHAY

DevOops Moscow, 2020
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Kak Mbl npuwnn K aTtomy?

oooooooooooooooooo



DevOops Moscow, 2020
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HUYTO He BeYHOo
(kpome PHP)

oooooooooooooooooo



OnTumMnsauyusa aTo
NOCTOSIHHbIN npoLecc.

oooooooooooooooooo



DevOops Moscow, 2020

3ayem?

MacuTtabuposaHue npunoxenus (- |)
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3ayem?

CuctemMma MOHUTOpPUHra He AONKHA ObiITb MewaTb paboTe

DevOops Moscow, 2020
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3ayem?

Cuctema MOHUTOPWUHI'A AOJIXHa bbITb NMOMOWHMKOM

DevOops Moscow, 2020

28



Kak Mbl npuwnn K aTtomy?

oooooooooooooooooo
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NOCTOSIHHO
ABUranacb
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NOCTOSHHO
ABUranacb

* Kawgblil MHUMAEHT MMen HOBYH
NPUYMHY
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ABUranacb

* Kawgblil MHUMAEHT MMen HOBYH
NPUYMHY

* Kawpgblh gennoil - HoBble MecTa
0TKa3a
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DevOops Moscow, 2020

[lpobnema: uenb
NOCTOSHHO
ABUranacb

* Kawgblil MHUMAEHT MMen HOBYH
NPUYMHY

* Kawpgblh gennoil - HoBble MecTa
0TKa3a

* WHpacTpyKTypa MEHSETCH TOMe
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Cuctema yBegoMneHUMU Ha
nonb30BaTensax

oooooooooooooooooo



. ), Guilherme Domingues @dominguesgg - Aug 17, 2018
" Is @gitlab down? I'm gettin’ 503 Service Unavailable Error. But

@gitlabstatus says that everything is fine!
Q (W QO 1 0

)

DevOops Moscow, 2028 40



Cuctema yBegoMneHUn Ha
nonb3oBaTensax

* UCNoNb3ynTe Nonb30BaTeneil BMECTO CUCTEMbl MOHUTOPUHIE
* coobweHns konner B Slack

* TBUTTEP

* MHCTarpamm

DevOops Moscow, 2020
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Cuctema yBefoMneHMn Ha nonb30BaTensAX

DevOops Moscow, 2020

42



Halla cucrtema
yBeOM/IeHUn He
MaclwTabupyeTcs BMecTe

c 6busHecom

oooooooooooooooooo



DevOops Moscow, 20620




YcTapeBawlue curHasnbl

* HUKOrQa He cpabaTbiBawT

DevOops Moscow, 2020
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YcTapeBawlue curHasnbl

* HUKOrQa He cpabaTbiBawT
*paboTawT Ha MeTpuKax, KOTOPbIX YKe [JaBHO HEeT

DevOops Moscow, 2020
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YcTapeBawlue curHasnbl

* HUKOrQa He cpabaTbiBawT
*paboTawT Ha MeTpuKax, KOTOPbIX YKe [JaBHO HEeT
* TexXnonr

DevOops Moscow, 2020
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CnomaHHble pawboappbl

v Connections
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No data points

DevOops Moscow, 20620

Sidekiq TCP Connections
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No data points
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v Connections

14:20 14:30 14:40 14:50

v Jobs completion time - p99

Best-effort jobs completion time - p99® Last 1 hour

No data points

Sidekiq TCP Connections

15:10 15:20

ASAP jobs completion time - p99 @ Last 1 hour

No data points

DevOops Moscow, 20620

16:10 16:20 16:30 16:40

Real-time jobs completion time - p99® Last 1 hour

No data points

17:.00

Elasticsearch jobs completion time - p99 Last 1 hour

No data points

CnomMaHHbIe
fawbéoapabl

* METPUKN MOMEHSANNCH
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CnomMaHHbIe
fawbéoapabl

* METPUKN MOMEHSANNCH
* 3abbinn 06HOBUTH
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v Connections

14:20 14:30 14:40 14:50

v Jobs completion time - p99

Best-effort jobs completion time - p99® Last 1 hour

No data points

Sidekiq TCP Connections

No data

15:10 15:20 15:40 15:50

ASAP jobs completion time - p99 @ Last 1 hour

No data points

DevOops Moscow, 20620

16:00 16:10 16:20 16:30 16:40

Real-time jobs completion time - p99® Last 1 hour

No data points

Elasticsearch jobs completion time - p99 Last 1 hour

No data points

CnomMaHHbIe
awboapab!

* METPUKN MOMEHSANNCH
* 3abbinn 06HOBUTH
* 0BHapyXunu BO BPEMS WHLMAEHTA
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DevOops Moscow, 2620
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Bce nnoxo?

b2



No! Mbl 3HaeM Hawwu
npobnembl

oooooooooooooooooo



No! Mbl 3HaeM Hawu npobnembl

* METPUKW NPUIOKEHUS N NNATPOPMb

DevOops Moscow, 2020
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No! Mbl 3HaeM Hawu npobnembl

* METPUKW NPUIOKEHUS N NNATPOPMb
* CUrHambl U yBeaoOM/IeHNS

DevOops Moscow, 2020
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No! Mbl 3HaeM Hawu npobnembl

* METPUKWN NPUIOKEHUS 1 nAaTopMbl
* CUrHanMbl U yYBEAOMAEHUS
* nawboapp!

DevOops Moscow, 2020
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BcnoMHUM uenu

* MacutabupoBaHue npunoxenus (- |)
*CucTemMa MOHUTOPWHIa He [ONMKHa MewaTb paboTe
* CucTemMa MOHUTOPWHIa AO/MKHA GblTb MOMOLWHVIKOM

DevOops Moscow, 2020
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MeTpuku
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4 30n0TbIX CUrHana
Google’

>https://landing.google.com/sre/sre-book/chapters/monitoring-distributed-systems

DevOops Moscow, 2020
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4 3onoTbix curHana Google®

* latency

>https://landing.google.com/sre/sre-book/chapters/monitoring-distributed-systems

DevOops Moscow, 2020
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4 3onoTbix curHana Google®

* latency
* Tpaduk

>https://landing.google.com/sre/sre-book/chapters/monitoring-distributed-systems

DevOops Moscow, 2020
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4 3onoTbix curHana Google®

* latency
* Tpaduk
* OWnbKY

>https://landing.google.com/sre/sre-book/chapters/monitoring-distributed-systems

DevOops Moscow, 2020
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4 3onoTbix curHana Google®

* latency

* Tpaduk

* ownbK®

* HaCbIlEHHOCTb

>https://landing.google.com/sre/sre-book/chapters/monitoring-distributed-systems

DevOops Moscow, 2020
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GitLab.com's "ARES"™

* Apdex (%
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GitLab.com's "ARES"™

* Apdex (%
* RPS
*Errors (%



GitLab.com's "ARES"™

* Apdex (%)
* RPS
*Errors (%

*Saturation (%

DevOops Moscow, 2020
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DevOops Moscow, 2020

satisfied

tolerating

frustrated
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satisfied tolerating

DevOops Moscow, 2020

frustrated

Apdex

* 2 nopora, 3 3HayeHud
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satisfied tolerating

DevOops Moscow, 2020

frustrated

Apdex

* 2 nopora, 3 3HayeHud

* CpeaoHee 3HayeHWe 3a 0TPe30K
BPEMEHM

/8



Apdex

* 2 nopora, 3 3HayeHud

* CpeaoHee 3HayeHWe 3a 0TPe30K
BPEMEHM

* [loporoBble 3Ha4YeHWss MOryT OblTb
nnga cepsuca wnun end point

satisfied tolerating frustrated

DevOops Moscow, 2020 71



KaKk ynyuywuTb KayecTBO
yBeoMneHun?

oooooooooooooooooo



ARES paet Ham 4
rnaBHbIX CUrHana

oooooooooooooooooo



ARES paet Ham 4
rnaBHbIX CUrHana

nga - CMMNTOMbI

ABa - NPUYMHa

oooooooooooooooooo
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Apdex HuXe nopora

Apdex ogHoro Beb-cepBuca Huxe
99.9% B TeyeHue 5 MUHYT

oooooooooooooooooo



Apdex HuXe nopora

Apdex opHoro Beb-cepBuca Huxe
99.9% B TeuyeHue 5 MUHYT

3TO CUMNTOM

oooooooooooooooooo
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RPS Bbile cTaHgapTHOro
OTK/IOHEeHUS

Kon-Bo 3anpocoB BHE 30Hbl
TPOWHOr0 CTaAHAAPTHOr0 OTK/IOHEeHUS

(30)
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RPS Bbille cTaHAapTHOro
OTK/IOHEeHUS

Kon-Bo 3anpocoB BHE 30Hbl
TPOWHOr0 CTaHAAPTHOr0 OTK/IOHEeHUSA

(30)

3TO0 npuyuHa

oooooooooooooooooo
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Ownbok Bbie Kpbiwy

Kon-Bo ownbok Bbite nopora 6.1% B
TeyeHne 5 MUHYT

oooooooooooooooooo



Ownbok Bbile KpbiWy

Kon-Bo ownbok Bbite nopora 6.1% B
TeyeHne 5 MUHYT

JTO NpuYMHa

oooooooooooooooooo
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HacbllleHHOCTb Bbllle
nopora

J3TO NpUYMHa

oooooooooooooooooo



ARES paeT 2 curHana-cuMntToMa

* Apdex
*Error rate

DevOops Moscow, 2020
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ARES paeT 2 curHana-
CUMINTOMA

UTo y nonb3oBaTens npobnembl

oooooooooooooooooo



ARES paeT 2 curHana-npuymnHbI

* RPS
* Saturation

DevOops Moscow, 2020
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ARES paeT 2 curHana-
NPUYUHDI

Y nonb3oBatenss MoryTt ObiTb
npobnemb!

oooooooooooooooooo



[lepBblii nogxoa Ans ynyudweHus
CUrHanoB

— alert: ApdexOutOfBounds
expr: |
gitlab_component_apdex:ratio_1m < 0.999
for: 5m
labels:
alerttype: symptom
annotations:
description: |

The “{{ $labels.service }}' service is not meeting its lat
ency SLOs

DevOops Moscow, 2020
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— alert: ApdexOutOfBounds
expr: |
gitlab_component_apdex:ratio_1m < 0.999
for: 5m
labels:
alerttype: symptom
annotations:
description: |

The “{{ $labels.service }} service is not meeting its lat
ency SLOs
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HOUSTON
Ho ecTb npobnema

*
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MeTpukn MoryTt 6biTb
"XUTpble"

oooooooooooooooooo



MeTpuku MoryTt ObiTb "XUTpble"

* double dipper
* lurker
*flappy bird
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Alert Threshold ‘ ‘

Alert Fires



Alert Threshold ‘ ‘

Alert Fires
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Alert Fires A|€FT_FIFGS A‘ZR_FHE(‘)—

DevOops Moscow, 2020 106



Multiwindow + Multi-
burn-rate

https://landing.google.com/sre/workbook/chapters/
alerting-on-slos/

oooooooooooooooooo



CucteMa MOHMTOPUHIra He
[OMKHa MewaTb paboTe

oooooooooooooooooo






SSOT anga curHanos u
fawéoapp

oooooooooooooooooo



Front-end!

oooooooooooooooooo



Static Site Generator

% L1

Markup
Template Static Site Generator Static Site
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Jsonnet

sours.jsonnet

t, garnish='Lemon twist’)

ingredients: [

{ kind: spirit, qgqty: 2 },

{ kind: 'Egg white', qty: 1 },

{ kind: 'Lemon Juice', qty: 1 },

{ kind: 'Simple Syrup', gqty: 1 },
)
garnish: garnish,
served: 'Straight Up',

}i
{

'Whiskey Sour': Sour('Bulleit Bourbon'’,
'Orange bitters'),

'Pisco Sour': Sour('Machu Pisco',
'Angostura bitters'),

DevOops Moscow, 20620

generates

output.json

{

"Pisco Sour": {

"garnish": "Angostura bitters”,

"ingredients": |

{
"kind": "Machu Pisco",
"qty": 2

}e

{
"kind": "Egg white",
"gty": 1

"kind": "Lemon Juice",
1

"Simple Syrup”,

|
"served": "Straight Up"

JSON (or YAML,

114



Jsonnet

OYHKLMOHaNbHLIN A3bIK
wabnoHoB

JSON ¢ kKomMMeHTapuammu, UMKNamu,
OYHKLUNSAMU.

oooooooooooooooooo



Workflow

oooooooooooooooooo



Merge request ‘ Metrics Catalog GitLab CI - Grafana API

Prometheus GitLab Dashboard
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Metric catalog

* KMYeBble METPUKNA
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Metric catalog

* KMYeBble METPUKNA
*SLO png kaxpgoro cepBuca
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Hdefine

* KMYeBble METPUKNA
*SLO png kaxpgoro cepBuca
* MEXCEPBUCHbIE 3aBUCUMOCTIA
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figenerate

* KoHpurypaumsa Prometheus
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figenerate

* KoHpurypaumsa Prometheus
* Grafana
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figenerate

* KoHpurypaumsa Prometheus
* Grafana

* G1itLab Dashboard
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type: 'web',

monitoringThresholds:
apdexRatio: 0.95,
errorRatio: 0.005,

},
eventBasedSLOTargets: {
apdexScore: 0.999,
errorRatio: 0.9999,

},
components: {
workhorse: {
ap hi‘ogramApdex(

‘g . rse httgmre I . S O
j rkhorseM I

requestRate: rateMetric(
counter="'gitlab_workhorse_http_requests_total',
selector="'job="gitlab-workhorse-web", type="web"'

)5

errorRate: rateMetric(
counter="'gitlab_workhorse_http_requests_total',
selector="'job="gitlab-workhorse-web"'

)

significantLabels: ['fgdn', 'route'],
}s
by
}
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-~

type: 'web',
monitoringThresholds: {
apdexRatio: 0.95,
errorRatio: 0.005,
},
eventBasedSLOTargets: {
apdexScore: 0.999,
errorRatio: 0.9999,
}s
components: {
workhorse: {
apdex: histogramApdex(
histogram='gitlab_workhorse_http_request_duration_seconds_bucket',
selector="'job="gitlab-workhorse-web" "',
satisfiedThreshold=1,
toleratedThreshold=10

)

oo B WN =

requestRate: rateMetric(
counter="'gitlab_workhorse_http_requests_total',
selector="'job="gitlab-workhorse-web", type="web"'

)

errorRate: rateMetric(
counter="'gitlab_workhorse_http_requests_total',
selector="'job="gitlab-workhorse-web"'

)5

significantLabels: ['fqdn', 'route'],
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type: 'web',
monitoringThresholds: {
apdexRatio: 0.95,
errorRatio: 0.005,
},
eventBasedSLOTargets: {
apdexScore: 0.999,
errorRatio: 0.9999,
}s
components: {
workhorse: {
apdex: histogramApdex(
histogram='gitlab_workhorse_http_request_duration_seconds_bucket',
selector="'job="gitlab-workhorse-web""',
satisfiedThreshold=1,
toleratedThreshold=10

)

requestRate: rateMetric(
counter="giltlab_workhorse_http_requests_total',
selector="'job="gitlab-workhorse-web", type="web"'

)

errorRate: rateMetric(
counter="giltlab_workhorse_http_requests_total',
selector="'job="gitlab-workhorse-web""'

)

significantLabels: ['fqdn', 'route'],

}

b
}
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type: 'web',
monitoringThresholds: {
apdexRatio: 0.95,
errorRatio: 0.005,
},
eventBasedSLOTargets: {
apdexScore: 0.999,
errorRatio: 0.9999,
s
components: {
workhorse: {
apdex: histogramApdex(
histogram='gitlab_workhorse_http_request_duration_seconds_bucket',
selector="'job="gitlab-workhorse-web" "',
satisfiedThreshold=1,
toleratedThreshold=10

)5

requestRate: rateMetric(
counter="giltlab_workhorse_http_requests_total',
selector="'job="gitlab-workhorse-web", type="web"'

)

errorRate: rateMetric(
counter="giltlab_workhorse_http_requests_total',
selector="'job="gitlab-workhorse-web""'

)

significantLabels: ['fqdn', 'route'],

}

b
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type: 'web',
monitoringThresholds: {
apdexRatio: 0.95,
errorRatio: 0.005,
},
eventBasedSLOTargets: {
apdexScore: 0.999,
errorRatio: 0.9999,
},
components: {
workhorse: {
apdex: histogramApdex(
histogram='gitlab_workhorse_http_request_duration_seconds_bucket',
selector="'job="gitlab-workhorse-web""',
satisfiedThreshold=1,
toleratedThreshold=10

)

requestRate: rateMetric(
counter="'gitlab_workhorse_http_requests_total',
selector="'job="gitlab-workhorse-web", type="web"'
)

errorRate: rateMetric(
counter="giltlab_workhorse_http_requests_total',
selector="'job="gitlab-workhorse-web""'

)

significantLabels: ['fqdn', 'route'],

}
b
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- record: gitlab_component_ops:rate_5m

labels:
component: puma
tier: sv
type: web

expr: |
sum by (environment,stage) (

rate(http_request_duration_seconds_count{job="gitlab-rails",type="web"}[5m])

)

record: gitlab_compo _ops:rate_30m
labels:

component puma

tier:

type: web
expr: |
sum by (environment,stage) (
rate(http_request_duration_seconds_count{job="gitlab-rails",type="web"}[30m])
)
record: gitlab_component_ops:rate_1lh
labels:
component: workhorse
tier: sv
type: web
expr: |
sum by (environment,stage) (
rate(gitlab_workhorse_http_requests_total{job="gitlab-workhorse-web", type="web"}[1lh])

)
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- record: gitlab_component_ops:rate_b5m
labels:
component: puma
tier: sv
type: web
expr: |
sum by (environment,stage) (
rate(http_request_duration_seconds_count{job="gitlab-rails",type="web"}[5m])
)
record: gitlab_component_ops:rate_30m
labels:
component: puma
tier: sv
type: web
expr: |
sum by (environment,stage) (
rate(http_request_duration_seconds_count{job="gitlab-rails",type="web"}[30m])
)
record: gitlab_component_ops:rate_1lh
labels:
component: workhorse
tier: sv
type: web
expr: |
sum by (environment,stage) (
rate(gitlab_workhorse_http_requests_total{job="gitlab-workhorse-web", type="web"}[1h])

)
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MOHMTOPUHI ele oAuH
NHXeHep?

oooooooooooooooooo



MOHMTOPUHI elle oAuH
NHXeHep?

\[o

oooooooooooooooooo



Ho OH cTtan 6nuxe K

oooooooooooooooooo



Ho oH cTan 6nuxe K nogsm

* [JoHATHbIE K/0YEeBble METPUKN
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Ho oH cTan 6nuxe K nogsm

* [loHATHbIE KIYEeBble METPUKMU
*Pokyc Ha cumnToMax (MeHble npobneM y MHKEeHepoB)
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Ho oH cTan 6nuxe K nogsm

* [loHATHbIE KIYEeBble METPUKMU
*Pokyc Ha cumnToMax (MeHble npobneM y MHKEHepoB)-
*Metrics Catalog as SSOT
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Ho oH cTan 6nuxe K nogsm

* [loHATHbIE KIYEeBble METPUKMU
*Pokyc Ha cumnToMax (MeHble npobneM y MHKEHepoB)-

*Metrics Catalog as SSOT
* [eHepaunsa dashboards
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Cnacunéo!
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