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The Crash Example



hs_err_pid4631.log - Summary



hs_err_pid4631.log - Native/Mixed Stack Trace



hs_err_pid4631.log - Java Stack Trace



hs_err_pid4631.log - Register Mapping



hs_err_pid4631.log - Registers



hs_err_pid4631.log - Stack/Instructions

Using gdb, objdump or https://onlinedisassembler.com



Generating hs_err.log Files
<signal handler>
  signalHandler(sig=11, info=0x7ffff7fda070, uc=0x7ffff7fd9f40)

  JVM_handle_linux_signal(sig=11, info=0x7ffff7fda070,
abort_if_unrecognized=1)
  VMError::report_and_die(sig=11, pc=0x7ffff668a17a <MemoryAccess::put>)

  VMError::report(stream=0x7ffff71aa9e0 <VMError::log>, _verbose=true)
  print_native_stack(...)

print_stack_trace(...)
os::print_register_info(...)
...



Whenever the HotSpot VM encounters an irrevocable error like:

an unexpected signal
a guarantee or assertion
a native "out of memory" situation

it calls VMError::report()  which does the job!



Generating hs_err Files
Creating the hs_err file is not trivial:

the VM is in an inconsistent state
the VM may run out of native memory / stack space
the internal data structures may be corrupted
have to gracefully handle subsequent signals/assertions/guarantees and timeouts!

use  (see  from )SafeFetch "HotSpot Internals" Joker 2016

https://rawgit.com/simonis/hotspot_internals/master/hotspot_internals.xhtml#/1/8
https://rawgit.com/simonis/hotspot_internals/master/hotspot_internals.xhtml
http://2016.jokerconf.com/


Triggering hs_err.log from jcmd
Prints VM information without crash and thread details:



Where did we crash?



Crash in the Interpreter
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Crash Location and Crash Reason
Crash location and crash reason can different
E.g. an error in the JIT can trigger an error in GC
E.g. an error in native code can trigger an error in the interpreter
Carefully analyzing the hs_err file can give hints to the root cause
Look for well known byte patterns and recent events like: 
GC, deoptimization, class loading/redefinition, JIT compilation, exceptions, etc.



Out of Memory



Out of Memory - Let it Crash!



Out of Memory - hs_err_pid23919.log



Out of Memory - hs_err_pid23919.log



Serviceability Agent - core.23919



Out of Memory - hs_err_pid23919.log



Out of Memory - Serviceability Agent



Out of Memory - hs_err_pid23919.log



Out of Memory



https://bugs.openjdk.java.net/browse/JDK-8173743

https://bugs.openjdk.java.net/browse/JDK-8173743




org.simonis.Crash5



hs_err_pid31451.log



-XX:+ReplayCompiles



Debugging the Crash



org.simonis.Crash5



org.simonis.Crash6



-XX:+ReplayCompiles



-XX:+ReplayCompiles



hs_err_pid480.log



org.simonis.Crash6



Serviceability Agent - Dump Classes from Core



Further reading
, RigaDevDay 2015

, JPoint 2014
, Joker 2014

, Addison-Wesley, 2016
, Java Magazine, Jul/Aug 2012

, Java Magazine, Jan/Feb 2017
, 

JVM Research and Technology Symposium, 2001, Monterey

Andrei Pangin, JVM crash dump analysis
Андрей Паньгин — Аварийный дамп — «черный ящик» JVM
Андрей Паньгин — Лучший отладчик — сделанный своими руками
Java SE 8 Troubleshooting Guide
Hunt, Beckwith, Parhar, Rutisson - "Java Performance Companion"
Poonam Bajaj, "HotSpot’s Hidden Treasure"
Andrei Pangin, "Build yout own JVM debugging tools"
Kenneth Russell, Lars Bak, "The HotSpot™ Serviceability Agent"

https://www.youtube.com/watch?v=jd6dJa7tSNU
https://www.youtube.com/watch?v=CTqwPLUIAsY
https://www.youtube.com/watch?v=pH_NdoKd6Oc&t=1849s
https://docs.oracle.com/javase/8/docs/technotes/guides/troubleshoot/
http://www.informit.com/store/java-performance-companion-9780133796827
http://docslide.us/documents/javamagazine20120708-dl.html
http://www.javamagazine.mozaicreader.com/JanFeb2017#&pageSet=0&page=0&contentItem=0
https://www.usenix.org/legacy/events/jvm01/full_papers/russell/russell_html/index.html


https://github.com/simonis/AnalyzingHotSpotCrashes
https://rawgit.com/simonis/AnalyzingHotSpotCrashes/master/analyzing

HotSpotCrashes.xhtml

https://github.com/simonis/AnalyzingHotSpotCrashes
https://rawgit.com/simonis/AnalyzingHotSpotCrashes/master/analyzingHotSpotCrashes.xhtml#/

