Secure interactive big data: Business
intelligence on Clickhouse
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Outline

Data in Investment Bank business
Data warehouse
 Why?
« Why ClickHouse?
« Data driven access control: ABAC & SQL Hardening
Costly errors to be avoided
A couple of epic wins
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Data in Investment Bank

CRM
Interactions and
relaionships

Risk and Finance
systems:
KYC, allocations,
settlement,
reporting, regional
specific and more

i
Salesperson

e

Client

== Trading systems -
API, aggregators, ... Trader \
Market Data
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The Need

S - Sales People
T - Traders
M - Management
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Requirements and Constraints

« All data in one place
« Compliant
« With free-hand SQL written by analysts
« Over Big Data
« Fast time to market
« Fast prototyping
« Path to prod for successful reports

KDB? Hadoop? Vertica? Teradata? Greenplum?
Nope. Clickhouse!
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Hadoop / Classic data lake

System 1

System 2

System 3

HDFS

fx/trades/20200101/trades_part 0_100500.csv
fx/trades/......

System 4

System n
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Data quality is poor
Hard for analysts
SME’s/owners are forced to work with hadoop



KDB

1. Steep learning curve
2. Single-threaded, requires infrastructure.
3. Easy to overload

Problem statement: count number of open trades in a specified book.
KDB query:

select count i from trades where date=2016.12.01, version =
(max;version) fby systemid, status="Open, book="LNFEUUS
165

select count i from trades where date=2016.12.01, status= Open,
book="LNFEUUS, version = (max;version) fby systemid

327
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Clickhouse is on par with KDB

Table size 75 MIn rows

Simple average 64 370 300
Vector calculations 143 2222 677
Simple group by 136 451 297
Group by partition / index 41 74 108
Group by with where 144 740 548
foy 1109 14765 2185




The Users

Interactive personalized reports
Apps /\w w

‘ Daily/on-demand
Reports \w 'I' reports

. of o0 Custom interactive queries
Flat views / @ \w w Sandboxes

Data / \ ,n.”
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DWH on ClickHouse — first version

Exadata

trades

pre-joined
batch upload

Tabix or

" Tableau extract

N

Clickhouse
—> view1
> view?2
trades
> view3
—> viewd
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Access Control

Sales Person

-
-~ -
\ -
-
-
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Sales Manager .

O
- Trader

Trader
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Attribute based access control

Business
domain

Function Product

Team
membership

Passed
trainings

( Client details)

Regulatory
rules

Hierarchies
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policyset Fx { G
target clause resource.domain == "FX" and

action == "read"

policy trades {
target clause resource.type == "trade"

permit condition
(resource.trade.sales in user.team.teammembers)
>
>

https://en.wikipedia.org/wiki/ALFA (XACML)
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- +

User is Sales

User is Supervisor

- trade team +

user team

trade is
internal
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User is Sales

trade.country = RU
AND
trade.salesTeam
in [team1, team?2]
OR
trade.isInternal

trade is
internal
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SQL AST transformation

select salesperson, sum(profit)
from tradedb.trades
group by salesperson

v

trade.country = RU

trade.salesTeam
in [user.teams]
OR
trade.isInternal

AND
—

select salesperson, sum(profit)

from tradedb.trades

where (team in (

select team from salesdb.sales
where person = 'john.smith@db.com’
) and

country = 'RU") or isInternal

group by salesperson

https://qgithub.com/yandex/ClickHouse/issues/523
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Scalable DWH on Clickhouse

Systems ...

!

Systems ...

trade.country = RU

AND

OR

trade.salesTeam
in [user.teams]

trade.isInternal

ClickHouse

Denormalized prepared

data

T T

" Filtered
sQL

Proxy

-obBC—> ODBC > Tableau
saL
RShiny
< SQL » R/Python
sqL Intellij
DBeaver
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The ETLLIb

val
val
val

clients = ds.readTable( table= "360t_clients")
clientsTableEngine = Log()
clientsTable = createClickhouseTable(clients, tableName = "mbp3é@tclients"”, engine = client:

writeToClickhouse(clientsTable, clients)

val
val
val
val

val

val

partitioningColumn = "reference_number"

bounds = ds.getBounds(tradesTableName, partitioningColumn)

trades = ds.readPartitionedTable(tradesTableName, partitioningColumn, bounds, partitions= 2580)
withDate = trades.withColumn( colName= "date", trades("start_date_gmt").cast(DateType))

tradesTableEngine =
MergeTree("date", List("date", "customer_id", "currencyl", "currency2"))
tradesTable = createClickhouseTable(withDate, tableName = "mbp3é@ttrades", engine = tradesT:

writeToClickhouse(tradesTable, withDate)
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The ETLLIb

proxy —> clickhouse

Yarn / Desktop

|__Duplicate stream
for non-replicated

The Script > proxy clickhouse

But then, an outage happens...
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Consequences

« Extremely fast time to market

Datasource access -> report in 30 minutes, no effort from
T

« we’'ve closed a number of urgent reporting tasks with it
 Enourmous support cost.

Deutsche Bank

>100 ETL jobs in a year after release
Unpredictable dependencies between the jobs
Unclear criticality

Lack of data quality

Substandard clickhouse performance, OOM Killer,
segfaults

Chronic outages

Technology Centre 19



ETL rebirth

« No self-service

 Data Engineers make
the feeds

« Dataset is the product

 Clickhouse is not an ETL
engine!
« AIl ETL is done with
spark

 Protot+Kafka for external
system feeds

« But not Kafka Engine

Sources

l

protobuf 'nagrebator’

kafka
\ 4
ETL
protobuf 'razg rebator’ - truncate/insert to each CH host
- just insert to replicated tables
clickhouse
proxy

v

clients
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The views curse

View is an API!

But analysts do not know who depends on them and break
stuff

Solution
Only sandbox views for analysts, no access to he
neighbor’s sandbox
No persistent reports from the sandbox
Common views under data engineer’s control

Deutsche Bank
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Current usage

« Tracking of changes/migrations/projects
* Investment planning

« Client interaction quality

 Research

Mostly small/medium heterogeneous data

e 72 datasources/systems

« 2Rps

* 8 boxes 256-1500Gb RAM/26Tb

« 15Tb or 6Tb compressed largest table

Deutsche Bank
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Couple of epic wins

« Trading regulation

« Delivered in 3 months, daily interactive analysis by risks
department over 6TB (compressed, and growing) data

» Client regulation

* In 1.5 months, holistic view on 5 trading systems activity,
thanks to ETLLIb
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Thanks!
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Disclaimer

[laHHbIN MaTepuan He aBNAeTCs NpeanoXXeHnem nnu npegocraBfieHNEM Kakom-
nnoo ycnyrn. [laHHbIn MaTepuan npegHasHayveH UCKNIYNTENbLHO ASS
NHPOPMALIMOHHBIX U UNTKOCTPATUBHLIX LiENen 1 He npegHasHadeH ang
pacrnpocTpaHeHUs1 B peknamHbIX Lensix. J1tobon aHanns TpeTbnX CTOPOH HE
npegnonaraeTt Kakoro-nmbo ogodbpenHusa nnm pekomeHgaumn. MHeHus,
Bblpa)XeHHble B JaHHOM MaTepuare, SBnsTCs akTyanbHbIMW HA TEKYLLNN
MOMEHT, NOABMAITCA TOSIbKO B 9TOM MaTepuarne u MoryT ObiTb n3MeHeHbl 6e3
npeaBapuUTeNbHOro yBeaOMMNEHUs. OTa MHpopMauns NpegocTaBnaeTcs C
NOHUMAHWUEM TOro, YTO B OTHOLLEHUMN MaTepuana, NnpegocTaBfieHHOro 34ech, Bbl
byoeTe npuHMMaTb CaMOCTOSATENbHOE peLleHNne B OTHOLLIEHUN NHOObIX
OENCTBUA B CBA3M C HACTOALLMM MaTepuarom, n 3To peLleHne sBMseTCs
OCHOBaHHbLIM Ha BalleM COOCTBEHHOM CYXOEHUN, U YTO Bbl CNOCOOHbLI NOHATL U
oueHnTb nocneacteus atux gencrenn. OO0 "HNonuye baHk TexLleHTp" He HeceT
HWKaKoOW OTBETCTBEHHOCTIN 3a NtoOble YyObITKM N0O0ro poaa, OTHOCSALLMXCS K
9TOMYy MaTtepwuany.
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