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In 1992 the Committee of Sponsoring Organizations of

the Treadway Commission (COSO) released its Internal
Control — Integrated Framework (the original framework).
The original framework gained broad acceptance and was
widely recognized as a leading framework for designing,
implementing, and conducting internal control and
assessing the effectiveness of internal control.

COSO revised the original framework in 2013 (COS0 2013 IC
Framework). The COS0 2013 IC Framework incorporated 17
principles. These 17 principles are associated with the five
internal control components, and provide clarity for the user
in designing and implementing systems of internal control
and for understanding requirements for effective internal
control. COSO makes clear that for a system of internal
control to be effective, each of the 17 principles is present,
functioning, and operating together in an integrated manner.
One important principle focused on fraud risk.

Principle 8, one of the risk assessment
component principles, states:
The organization considers the potential

for fraud in assessing risks to the
achievement of objectives.

The Fraud Risk Management Guide, originally published in
2016, was intended to be supportive of and consistent with
the COS0 2013 IC Framework and to serve as guidance for
organizations to follow in addressing this specific fraud risk
assessment principle.

However, fraud is not static. Accordingly, COSO and ACFE
initiated an update process thatincluded reaching outto a
broad range of users for recommendations on where the
Fraud Risk Management Guide could be improved; and
assembled a team to take a refreshed look at the Guide and
assess how and where it should be updated.

Performing periodic fraud risk assessments is an important
element of good governance. Additionally, itis also a COSO
2013 IC Framework requirement.

For organizations desiring a more comprehensive approach
to managing fraud risk, the Fraud Risk Management Guide
includes the information needed to perform a fraud risk
assessment, as well as guidance on establishing an overall
Fraud Risk Management Program including:

Establishing fraud risk governance policies
» Performing a fraud risk assessment

» Designing and deploying fraud preventive and detective
control activities

 Conducting investigations, and

* Monitoring and evaluating the total Fraud Risk
Management Program

This Guide is designed to be familiar to COSO Framework
users. It contains principles and points of focus. This Guide’s
five principles are consistent with the five COSO Internal
Control Components and the 17 COSO principles.

This Guide updates the first edition of the Fraud Risk
Management Guide published in 2016. It also draws from a
2008 publication published and sponsored by the American
Institute of CPAs (AICPA), Institute of Internal Auditors (I1A),
and Association of Certified Fraud Examiners (ACFE). This
prior publication, Managing the Business Risk of Fraud: A
Practical Guide, contained similar guidance for establishing
a comprehensive Fraud Risk Management Program and has
been used by many organizations to manage fraud risk. The
COSO0 sponsors and ACFE are appreciative of the work done
by the task forces that produced these prior publications.
This updated Guide builds on them by addressing more
recent anti-fraud developments, revising terminology to

be consistent with newer COSO terminology, and adding
important information related to technology developments
— specifically data analytics.
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The Guide’s executive summary provides a high-level
overview intended for the board of directors, senior
management, and chief audit executives. It is designed to
explain the benefits of establishing strong anti-fraud policies
and controls. The updated Guide's appendices contain
valuable information:
A. Glossary
B. Fraud Risk Management Roles and Responsibilities
C. Fraud Risk Management Considerations for
Smaller Entities
. Data Analytics and FRM
Fraud Risk Assessment Example
Fraud Risk Management Tools
. Managing the Risk of Fraud, Waste,
and Abuse in the Government Environment

oOmMmo

The updated Guide also contains links to several
valuable tools and templates that can be used to make
implementation and documentation of a comprehensive
Fraud Risk Management Program more effective.

COSO has also published Enterprise Risk Management
— Integrating with Strategy and Performance (COSO 2017
ERM Framework). This Guide, the COS0 2013 IC Framework,
and the COSO 2017 ERM Framework, are intended to

be complementary. Depending on how an organization
implements the Internal Control Framework, the ERM
Framework, and this Guide, there may be overlapping and
interconnecting areas. Fraud risk can affect areas beyond
accounting and financial management activities.

Indeed, an organization seeking to minimize the adverse
impacts of fraud needs to consider fraud risk in all areas of
the enterprise and its operations.

The COSO Board would like to thank members of the
Task Force that updated this Guide, the other anti-fraud
professionals who provided recommendations for this
Update, the original Task Force and Advisory Panel
members, and the COSO member organizations for their
contributions in reviewing the Guide (see pages vii to ix).

Finally, the COSO Board gratefully acknowledges David

L. Cotton and Sandra K. Johnigan, co-chairs of the Update
Task Force, for their outstanding leadership and efforts
toward the completion of this update.

Pk B

Paul J. Sobel
C0OSO Chair

P

Bruce Dorris
ACFE President and CEO
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The Ever-Present Risk of Fraud and its Costs
All organizations are subject to fraud risks. Some
organizational leaders may question whether the benefits
derived from implementing and maintaining a Fraud Risk
Management Program outweigh the costs. This Guide
demonstrates why the answer to that question is Yes, and
provides help in implementing such a program.

Publicized fraudulent behavior by key executives, other
employees, and outsiders repeatedly demonstrates the
reality of this ever-present risk and how it negatively
impacts reputations, brands, and images of many
organizations around the globe. Large frauds have led to
the collapse of entire organizations, massive asset losses,
significant legal costs, incarceration of key individuals, and
erosion of confidence in capital markets, government, and
not-for-profit entities. Even relatively small frauds can be
devastating to an organization, resulting in:

* Loss of trust in management and the breakdown of
teamwork and organizational cohesion

* Increased scrutiny from law enforcement and
regulatory bodies

* Loss of trust by stakeholders' (shareholders, donors,
customers, taxpayers, and the public)

* Increased employee and management turnover

Reputational damage
* Loss of competitive advantage

Itis impossible and impractical to eliminate all fraud in all
organizations. However, effective leaders address fraud
risk as they do any risk — they manage it. The Fraud Risk
Management Guide provides a blueprint to do just that.
Itis based on the proven principles of enterprise risk
management as published by COSO, most recently in 2017.
This Guide gives organizations, whether large or small,
government or private, profit or non-profit, the information
necessary to design a plan specific to the risks for that
entity. There is no “one-size-fits-all approach” to managing
fraud risk. But with the right approach, an organization can

create a custom-fitted program tailored to its specific needs.

A Growing Area of Fraud Risk

Organizations committed to fraud prevention, detection,
and deterrence will address not just internal fraud risks
— frauds perpetrated by parties within the organization,
but also externalfraud risks — fraud perpetrated on the
organization by outside parties such as ransomware, data
breaches, identity theft, and a wide range of corruption
schemes that continue to evolve.

Fraud Deterrence Now and in the Future
Implementation of the principles in this Guide will maximize the
likelihood that fraud will be prevented or detected in a timely
manner and can create a strong fraud deterrence effect.

COSO’s mission is to help organizations improve performance
by developing thought leadership that enhances internal
control, risk management, governance and fraud deterrence.
The Fraud Risk Management Guide is a key tool for furthering
this mission, particularly with respect to fraud deterrence.

As a first step in discussing fraud deterrence, the following
practical definition of fraud? is used in this Guide:

Fraud is any intentional act or omission
designed to deceive others, resulting in the

victim suffering a loss and/or the perpetrator
achieving a gain.

Therefore, to successfully achieve fraud deterrence,
organizations will implement policies and procedures that
target the prevention and detection of fraud. Organizations
that implement a rigorous Fraud Risk Management Program
will further strengthen fraud deterrence by making it known
that potential fraud perpetrators face a significant likelihood
of getting caught and being punished.

Deterrence is also supported and enhanced by the
knowledge throughout the organization that:

* Those charged with governance have made a
commitment to comprehensive fraud risk management

' Throughout this Guide, words or terms shown in bold font indicate that these words or terms are defined in the Glossary, Appendix A.

2 The authors recognize that many other definitions of fraud exist, including those developed by the Auditing Standards Board of the American
Institute of Certified Public Accountants, the Public Company Accounting Oversight Board, and the Government Accountability Office. Some

legal definitions of fraud do not include scienter, or intent.
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* Periodic fraud risk assessments are being conducted
and updated as risks change or new information
becomes known

* Fraud preventive and detective control activities,
including data analytics — overt and covert — are
being conducted

 Suspected frauds are investigated quickly

* Fraud reporting mechanisms are in place

* Discovered frauds are remediated thoroughly

* Wrongdoing has been appropriately disciplined

 The entire Fraud Risk Management Program is being
constantly monitored

Roles and Responsibilities

The board of directors® and top management have
responsibility for managing fraud risk. In particular, they
are expected to understand how the organization is
responding to heightened risks and emerging exposures,
as well as public and stakeholder scrutiny; what form of
Fraud Risk Management Program the organization has

in place; how it identifies fraud risks; what it is doing to
better prevent fraud, or at least detect it sooner; and

what processes are in place to investigate fraud and take
corrective action. Further, personnel at all levels of the
organization have a responsibility to understand the effects
of fraud and the importance of preventing fraud. This Guide
is designed to help address these complex issues.

How it Works

This Guide provides implementation guidance for a Fraud
Risk Management Program that defines principles and
points of focus for fraud risk management and describes
how organizations of various sizes and types can establish
their own Fraud Risk Management Programs. The Guide
includes examples of key program components and
resources that organizations can use as a starting place
to develop a Fraud Risk Management Program effectively
and efficiently. In addition, and recognizing that no two
organizations are the same, the Guide contains references
to other sources of guidance to allow for tailoring a

Fraud Risk Management Program to a particular industry
or to government or not-for-profit organizations. Each
organization will assess the degree of emphasis to

place on fraud risk management based on its size and
circumstances.

The Guide also contains valuable information for users
who are implementing a Fraud Risk Management Program.
This includes addressing fraud risk management roles and
responsibilities, fraud risk management considerations for
smaller organizations, data analytics, and managing fraud
risk in the government environment.

What’s New in the 2023 Fraud Risk
Management Guide?

Following publication of the Fraud Risk Management
Guide in 2016, it became recognized as containing a
widely accepted set of leading practices for anti-fraud
professionals and organizations intent on deterring fraud.
But, fraud is not static. Accordingly, COSO and ACFE
initiated an update process that included reaching out to
a broad range of users for recommendations on where the
Guide can be improved; and assembled a team to take a
refreshed look at the Guide and assess how and where it
should be updated. Following are the key changes to this
2023 edition:

¢ Fraud risk management and deterrence. This edition
explains how fraud risk management relates to and
supports fraud deterrence — a key theme in COSO’s
missions.

* Relationships among COS0’s two frameworks and
fraud risk management. This edition explains how the
COSO0 2013 Internal Control — Integrated Framework,
the COSO 2017 Enterprise Risk Management —
Integrating with Strategy and Performance Framework,
and the Fraud Risk Management Guide are related and
support each other.

* Expanded information on data analytics. Data analytics
continues to grow in importance as a key tool for the
prevention and early detection of fraud. Advanced
applications of data analytics may be less familiar to
some users than standard tools, such as interviewing
and whistleblower systems. Accordingly, this edition
includes expanded and updated information on
data analytics, while continuing to emphasize the
importance of interviewing and whistleblower systems.
A data analytics Point of Focus has been added to
each of the five fraud risk management principles
to demonstrate how the use of data analytics is
an integral part of each principle. Further, the data
analytics appendix has been updated and expanded.
This approach is not meant to downplay the importance
of other tools, but rather, to highlight the increasing
power of data analytics in managing fraud risk.

3 Throughout this Guide the terms board and board of directors refer to the governing or oversight body or those charged with governance of
the organization. The terms chief executive officer (CEQ) and chief financial officer (CFO) refer to the senior-level management individuals

responsible for overall organization performance and financial reporting.
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* Internal control and fraud risk management. This
edition explains how internal control and fraud risk
management are related and support each other, but
are different in some important respects. Examples are
provided to show that many “go-to” internal control
processes and procedures may be adequate for
ensuring accuracy in accounting and financial reporting
but may not provide sufficient fraud protection.

Assessing the effectiveness of existing control
procedures as related to fraud risk. Chapter 2 (Fraud
Risk Assessment) provides additional information

on this important step in the fraud risk assessment
process. It clarifies and emphasizes that assessing
control effectiveness involves (a) identifying existing
control procedures related to each identified inherent
fraud risk, (b) assuring that the controls have been
implemented and are working as designed, and (c)
assessing whether the controls are adequate to
address the fraud risks that have been identified. That
last step is in addition to an assessment of the design
and operating effectiveness of controls from an internal
control over financial reporting perspective. Further,
it is the key to identifying residual fraud risk so that
additional fraud control activities such as additional
data analytics can be applied.

Changes in the legal and regulatory environment.

This edition includes updated information with respect

to recent legal and regulatory developments in the

U.S. pertaining to fraud and fraud risk management,

including:

- The Department of Justice’s Evaluation of Corporate
Compliance Programs

- The Government Accountability Office’s A Framework
for Managing Fraud Risks in Federal Programs

- U.S. Securities and Exchange Commission’s Climate
and Environmental, Social, and Governance (ESG)
Task Force Reports

Fraud reporting systems or hotlines. ACFE research
consistently shows that the majority of frauds are
discovered through tips, often from employees in

an organization. This edition includes updated and
expanded information related to the importance of
fraud reporting systems in detecting, preventing, and
deterring fraud.
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¢ Changes in the external environment and fraud

landscape. The fraud landscape is changing rapidly.

This edition includes information on this changing

environment, including:

- Environmental, Social, and Governance (ESG)
initiatives and reporting

- Cyber fraud

- Blockchain, crypto-currency, and digital assets

- Ransomware

- COVID-19 response efforts, the CARES Act (Public
Law 116-136), and other related programs

- Remote working and hybrid working environments

- Innovative and virtual management tools and
accounting procedures

* Appendices changes. The 2016 Guide had 19 appendices.
This 2023 edition has 7. Several of the 2016 appendices
have been moved to ACFE’s Fraud Risk Management
Tools web site so that they can be updated as needed.
The appendices moved are:

- Sample Fraud Control Policy Framework
(2016 Appendix F-1)

- Fraud Risk Management High-Level Assessment
(2016 Appendix F-2)

- Sample Fraud Policy Responsibility Matrix
(2016 Appendix F-3)

- Sample Fraud Risk Management Policy
(2016 Appendix F-4)

- Sample Fraud Risk Management Survey
(2016 Appendix F-5)

- Fraud Risk Exposures (2016 Appendix G)

- The five Fraud Risk Management Scorecards
(2016 Appendices I-1 through I-5)

The Appendix, Managing the Risk of Fraud, Waste, and
Abuse in the Government Environment, has been updated
and expanded, and remains in the Guide as a valuable
resource.

Finally, and significantly, the ACFE Toals site includes a
greatly-expanded list of fraud risk exposures and fraud
schemes. Each scheme in the expanded list is hyperlinked
to an underlying description of the scheme and how it

is carried out. This list contains generic schemes —
schemes that can victimize any organization — but also
industry-specific schemes (healthcare, financial services,
manufacturing, and so forth). Again, through input from
users, this resource will continue to expand. These dynamic
resources are readily accessible to anti-fraud professionals
implementing Fraud Risk Management Programs.

COSO0 and ACFE are confident that this updated Fraud Risk
Management Guide will continue to grow in importance as
the set of leading practices for preventing, detecting, and
deterring fraud.
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Fraud Risk Management and the COSO Internal Control Framework

COSO revised its Internal Control — Integrated Framework
in 2013 to incorporate 17 principles. These 17 principles are
associated with the five internal control components COSO
established in 1992. The principles provide clarity for the user
in designing and implementing systems of internal control
and for understanding requirements for effective internal
control. COSO clarifies that for a system of internal control to
be effective, each of the 17 principles is present, functioning,
and operating in an integrated manner. Throughout this Guide
the COS0 2013 IC Framework has been used as a source for
describing aspects of internal control.

Principle 8, one of the risk assessment
component principles, states:
The organization considers the potential

for fraud in assessing risks to the
achievement of objectives.

This Guide is intended to be supportive of and consistent
with the COSO 2013 IC Framework and can serve as
guidance for organizations to follow in performing a fraud
risk assessment.

For organizations desiring to establish a more
comprehensive approach to managing fraud risk, however,
this Guide includes more than just the information needed
to perform a fraud risk assessment. It also provides
guidance on establishing the other components of an
overall Fraud Risk Management Program, including:

e Establishing fraud risk governance policies

¢ Designing and deploying fraud preventive and detective
control activities

e Conducting investigations and taking corrective actions

¢ Monitoring and evaluating the total Fraud Risk
Management Program

The Guide also defines important terminology (see
Appendix A), explains key roles and responsibilities (see
Appendix B), and describes how it can be applied to
smaller organizations (see Appendix C).

Consequently, organizations applying the COS0 2013 IC
Framework can choose from the following two approaches
in addressing this important fraud risk assessment
principle:

* First Approach: They can use this Guide's second
fraud risk management principle (The organization
performs comprehensive fraud risk assessments to
identify specific fraud schemes and risks, assess their
likelihood and significance, evaluate existing fraud
control activities, and implement actions to mitigate
residual fraud risks) on a stand-alone basis to conduct
a fraud risk assessment that is compliant with COSO
2013 IC Framework Principle 8. Under this approach, an
organization would overlay this fraud risk assessment
process on its existing internal control structure by
revisiting each component of internal control and
assessing vulnerabilities to fraud.

* Second Approach: They canimplement this Guide as a
separate, compatible, and more comprehensive process
to not only periodically assess, but to also manage the
organization’s fraud risks as part of a broader Fraud
Risk Management Program. That approach includes a
fraud risk assessment and also encompasses fraud risk
governance, designing and implementing fraud control
activities, fraud investigation and corrective action, and
fraud risk management evaluation and monitoring. Once
the Guide is implemented, its results will support and will
be consistent with the overall COS0 2013 IC Framework.
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The second approach results in an ongoing, comprehensive Fraud Risk Management Program as follows in Figure 1.

Figure 1. Ongoing, Comprehensive Fraud Risk Management Process

Establish a fraud
risk management
policy as part of

Monitor the fraud risk
management process,
report results, and
improve the process

Establish a fraud
reporting process and
coordinated approach

to investigation and
corrective action,
including analyzing and
remediating root causes

The first approach focuses only on the second step above,
but will still assist in addressing COS0 2013 IC Framework
Principle 8.

This Guide's authors recommend the second approach
(applying all five of the above steps). The second approach
recognizes and emphasizes the fundamental difference
between internal control weaknesses resulting in errors and
weaknesses resulting in fraud. This fundamental difference
is intent. An organization that simply adds the fraud risk
assessment to the existing risk assessment may not
thoroughly examine and identify possibilities for improper
acts designed to:

* Misstate financial information
* Misstate non-financial information
* Misappropriate assets

e Perpetrate illegal acts or corruption

organizational
governance

Perform
comprehensive
fraud risk
assessments

Select, develop, and
deploy preventive
and detective fraud
control activities

Implementing a specific and more focused fraud risk
assessment as a separate fraud risk management process
provides greater assurance that the assessment's focus
remains on intentional acts.

The recommended approach is also likely to resultin a
more robust and comprehensive assessment of fraud
risk. It also provides the additional structure needed for
comprehensive fraud risk management. If organizations
use the more simplified approach (just performing the
fraud risk assessment), they can combine those results
with the COS0 2013 IC Framework’s results to yield more
robust prevention and detection mechanisms.
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This Guide’s five fraud risk management principles fully support, are entirely consistent with, and parallel the COS0 2013
IC Framework’s 17 internal control principles. The correlation between the fraud risk management principles and the
C0SO0 2013 IC Framework's internal control components and principles is as shown in Figure 2.

Figure 2. Relationship Between the COS0 2013 IC Framework’s Five Components and 17 Internal Control Principles
and this Guide’s Five Fraud Risk Management Principles

COSO Framework Components and Principles

Control
Environment

Risk
Assessment

Control
Activities
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Monitoring
Activities

1. The organization demonstrates a commitment to integrity and ethical values.

2. The board of directors demonstrates independence from management and
exercises oversight of the development and performance of internal control.

3. Management establishes, with board oversight, structures, reporting lines,
and appropriate authorities and responsibilities in the pursuit of objectives.

4. The organization demonstrates a commitment to attract, develop, and retain
competent individuals in alignment with objectives.

5. The organization holds individuals accountable for their internal control
responsibilities in the pursuit of objectives.

6. The organization specifies objectives with sufficient clarity to enable the
identification and assessment of risks relating to objectives.

1. The organization identifies risks to the achievement of its objectives
across the entity and analyzes risks as a basis for determining how the
risks should be managed.

8. The organization considers the potential for fraud in assessing risks to the
achievement of objectives.

9. The organization identifies and assesses changes that could significantly
impact the system of internal control.

10.The organization selects and develops contral activities that contribute to the
mitigation of risks to the achievement of objectives to acceptable levels.

11.The organization selects and develops general control activities over
technology to support the achievement of objectives.

12.The organization deploys control activities through policies that establish
what is expected and procedures that put policies into action.

13.The organization obtains or generates and uses relevant, quality information
to support the functioning of other components of internal control.

14.The organization internally communicates information, including
objectives and responsibilities for internal control, necessary to support
the functioning of internal control.

15.The organization communicates with external parties regarding matters
affecting the functioning of other components of internal control.

16.The organization selects, develops, and performs ongoing and/or
separate evaluations to ascertain whether the components of internal
control are present and functioning.

17.The organization evaluates and communicates internal control
deficiencies in a timely manner to those parties responsible for taking
corrective action, including senior management and the board of
directors, as appropriate.

o—

Fraud Risk Management Principles

1. The organization establishes and communicates a

Fraud Risk Management Program that demonstrates
the expectations of the board of directors and senior
management and their commitment to high integrity
and ethical values regarding managing fraud risk.

. The organization performs comprehensive fraud

risk assessments to identify specific fraud schemes
and risks, assess their likelihood and significance,
evaluate existing fraud control activities, and
implement actions to mitigate residual fraud risks.

. The organization selects, develops, and deploys

preventive and detective fraud control activities to
mitigate the risk of fraud events occurring or not
being detected in a timely manner.

. The organization establishes a communication

process to obtain information about potential fraud
and deploys a coordinated approach to investigation
and corrective action to address fraud appropriately
and in a timely manner.

. The organization selects, develops, and performs

ongoing evaluations to ascertain whether each

of the five principles of fraud risk management is
present and functioning and communicates Fraud
Risk Management Program deficiencies in a timely
manner to parties responsible for taking corrective
action, including senior management and the board
of directors.

The most obvious correlation between these two sets of principles is COS0 2013 IC Framework Principle 8 and Fraud
Risk Management Principle 2. But, as Figure 2 displays, all of the COS0 2013 IC Framework and fraud risk management
principles correlate with and support each other.
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Relationships Among COSO’s Two Frameworks and this Fraud Risk Management Guide

COSO0 published Internal Control — Integrated Framework
in 2013 (COS0 2013 IC Framework) and published
Enterprise Risk Management — Integrating with Strategy
and Performance in 2017 (COS0O 2017 ERM Framework).
This Fraud Risk Management Guide, the COS0O 2013 IC
Framework, and the COSO 2017 ERM Framework, are
intended to be complementary.

Depending on how an organization implements the /nternal
Control Framework, the ERM Framework, and this Guide,
there may be overlapping and interconnecting areas. Fraud
risk can affect all areas of accounting functions, financial
management and reporting activities, and non-financial
management and reporting activities. Indeed, an organization
seeking to minimize the adverse impacts of fraud will consider
fraud risk in all areas of the enterprise and its operations.

Enterprise risk management is broader than internal control
in that it focuses on a variety of risk responses to manage
risk in all aspects of business. Internal control is a subset
and integral part of enterprise risk management, while
enterprise risk management is a subset of organizational
governance. Of course, fraud risk can impact all aspects of
both enterprise risk and internal control.

This Fraud Risk Management Guide is intended to be an
important component of a holistic risk response that is

both effective and efficient in addressing wide-ranging
fraud risks, including those originating from internal sources
(e.g., management, employees, consultants), external
sources (e.g., cyber/hacking risk), or both (e.g., conspiracy,
corruption, money laundering, drug trafficking/terrorism
financing).

This Guide contains five chapters that correspond to the five fraud risk management principles:

Chapter
introduces
Principle

Control
Environment

Chapter
introduces
Principle

3t

Risk
Assessment

The organization establishes and communicates a Fraud Risk
Management Program that demonstrates the expectations of the
board of directors and senior management and their commitment to
high integrity and ethical values regarding managing fraud risk.

The organization performs comprehensive fraud risk assessments
to identify specific fraud schemes and risks, assess their likelihood
and significance, evaluate existing fraud control activities, and
implement actions to mitigate residual fraud risks.

The organization selects, develops, and deploys
preventive and detective fraud control activities to
mitigate the risk of fraud events occurring or not being

Chapter
introduces
Principle
Control detected in a timely manner.
Activities

Chapter

Principle

Information &
Communication

Chapter
introduces
Principle

Monitoring
Activities

The organization establishes a communication process to obtain

introduces information about potential fraud and deploys a coordinated
approach to investigation and corrective action to address fraud
appropriately and in a timely manner.

The organization selects, develops, and performs ongoing evaluations to
ascertain whether each of the five principles of fraud risk management is
present and functioning and communicates Fraud Risk Management Program
deficiencies in a timely manner to parties responsible for taking corrective
action, including senior management and the board of directors.
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For a fraud risk management system to be effective, each
of these fraud risk management principles is present,
functioning, and operating in an integrated manner.

Each chapter of this Guide contains a chapter summary,
explanation of how the particular fraud risk management
principle correlates with the COSO 2013 IC Framework’s
principles, and points of focus. Consistent with the COSO
2013 IC Framework’s points of focus, these fraud risk
management points of focus are important characteristics
of each fraud risk management principle. Management
may determine that some of these points of focus are not
suitable or relevant and may identify and consider others
based on specific circumstances of the entity. Points of
focus may assist management in designing, implementing,
and conducting fraud risk management activities and in
assessing whether the relevant principles are, in fact,
present and functioning. (Adapted from COSO 2013 IC
Framework.)

The Guide’s appendices and the additional resources at
the ACFE Tools site contain additional samples, prototypes,
analytics procedures, and practice aids to consider

using in fully implementing a comprehensive Fraud Risk
Management Program and its processes.
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The Guide is designed for use by any organization
regardless of its status as public, private, government,
academic, or not-for-profit; its relative size; or its industry.
Obviously, these fraud risk management principles would
be adapted to each specific implementing organization.
In particular, smaller organizations and owner-managed
organizations without governing boards can adapt the
Guide to their particular circumstances. Governments
have much different governance structures, with elected
officials, branches of government, and high-level political
appointees.

The terms identified in these chapters are generic and
are adaptable to the implementing organization. For
example, and as noted previously, the Guide uses the
terms board or governing board to refer to the body
charged with governance, overall management oversight,
and organizational governance, regardless of what such a
body is called within a particular organization.

I
}
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CHAPTER 1. FRAUD RISK GOVERNANCE

Chapter Summary

Fraud risk governance is an integral component
of corporate governance and the internal control
environment.

Corporate governance addresses the manner in which
the board of directors and management meet their
respective obligations to achieve the organization’s goals,
including its fiduciary, reporting, and legal responsibilities
to stakeholders. The internal control environment is the
discipline that addresses the assessed risks to achieving
the organization’s objectives and goals.

This chapter addresses governance and the internal
control environment as they affect managing fraud risk
and protecting the organization and its stakeholders from
asset misappropriation, fraudulent financial reporting, and
corruption.

The board of directors and senior management, within
their respective governance and oversight responsibilities,
establish the tone at the top regarding the importance

of fraud risk management based on the foundation of
expected standards of ethical conduct.

Management reinforces these expectations at each

level throughout the organization. An important step in
communicating the organization’s commitment is the
assignment of the overall responsibility for fraud risk
management to a single senior executive. While this
executive provides a central point of focus, this does not
reduce the responsibility of everyone in the organization to
be sensitive to fraud risk.

The board of directors and all levels of management work
to create a culture of compliance. They are expected to
lead by example, exhibiting integrity and ethical values
and developing a philosophy and operating style for the
organization that does not tolerate fraudulent behavior or
noncompliance with laws and regulations. To accomplish
this, they take into account the reasonable expectations
and objectives of the organization’s various stakeholders.
Achieving this type of control environment requires an
ethical lens in all managerial and operational processes
and not just in the boardroom.

As part of governance, the board and senior management
promote a strong system of internal control that supports
the achievement of the organization’s business objectives,
which is part of managing fraud risk.

Fraud risk governance is also an important aspect

of organizational compliance with laws, rules, and
regulations. Punishments of corporate offenders can be
less severe for organizations that have compliance and
ethics programs that are effective. According to the 2021
USSC Guidelines Manual (Section 8B2.1(2)), such programs
shall be reasonably designed, implemented, and enforced
so that they are generally effective in preventing and
detecting criminal conduct.
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Fraud Risk Governance Principle

This chapter addresses Principle 1 of a Fraud Risk Management Program. Principle 1 states:

Chapter The organization establishes and communicates a Fraud Risk
'FQU.OdU.CQS Management Program that demonstrates the expectations of the
rinciple . . . .
board of directors and senior management and their commitment to

Control high integrity and ethical values regarding managing fraud risk.
Environment

Relationship to the COSO 2013 Internal Control Framework

In addition to the requirement to assess fraud risk in discussed in this chapter about fraud risk governance
C0SO0 2013 IC Framework Principle 8 (The organization mirrors the COSO 2013 IC Framework’s control
considers the potential for fraud in assessing risks to environment principles. The COS0 2013 IC Framework,
the achievement of objectives), each component and when read in conjunction with this chapter on fraud risk

principle of the COS0O 2013 IC Framework is relevanttothe  governance, provides informative context regarding the
consideration of the risk of fraud. Therefore, the principle topic of this chapter.

Figure 3. Fraud Risk Management Principle 1 Correlates with the COS0 2013 IC Framework’s Control Environment

Components and Principles

COSO Framework Components and Principles Fraud Risk Management Principle

1. The organization demonstrates a commitment to integrity and ethical values.

2. The board of directors demonstrates independence from management and
exercises oversight of the development and performance of internal control.

® 1. The organization establishes and communicates a
=2 M blish ith board iah g i Fraud Risk Management Program that demonstrates
2E 3 fanagemeﬂ_t esta HS es, Wit ) oar 0".%’13'9 t,_strﬁctures, _rep?rtg]g nes, the expectations of the board of directors and senior
Eo and appropriate authorities and responsibilities in the pursuit of objectives. management and their commitment to high integrity
U'E o ) ) and ethical values regarding managing fraud risk.

w 4. The organization demonstrates a commitment to attract, develop, and retain
competent individuals in alignment with objectives.
5. The organization holds individuals accountable for their internal control
responsibilities in the pursuit of objectives.

The COS0 2013 IC Framework’s control environment objectives. Fraud Risk Management Principle 1 focuses

principles are broadly designed to help ensure that the on establishment of a governance program related

organization makes a commitment to a tone at the top specifically to fraud risk. Each of the five COSO control
that supports an effective internal control system with environment principles is consistent with and supportive of

respect to the mitigation of risks to the achievement of Fraud Risk Management Principle 1.



http://www.coso.org

Points of Focus

COSO/ACFE | Fraud Risk Management Guide | 11

The following points of focus highlight important characteristics relating to this principle:

* Makes an Organizational Commitment to
Fraud Risk Management — The board of directors and
senior management initiate the Fraud Risk Management
Program by establishing an organizational commitment
to deter, prevent, and detect fraud.

e Supports Fraud Risk Governance — The board of directors,
senior management, and middle management make an
organizational commitment to fraud risk management as a
key element of organizational governance.

e Establishes a Comprehensive Fraud Risk Management
Program — The board of directors and management
provide a solid foundation of fraud risk management by
establishing a comprehensive Fraud Risk Management
Program.

e Establishes Fraud Risk Governance Roles and
Responsibilities throughout the Organization — The
board of directors and senior management identify the

roles and responsibilities of all personnel as they relate
to fraud risk governance.

¢ Documents the Fraud Risk Management Program —
The board of directors and senior management ensure
that the Fraud Risk Management Program is thoroughly
documented and updated on a regular basis.

e Communicates Fraud Risk Management at all
Organizational Levels — The board of directors and
senior management support the ongoing effectiveness
of the Fraud Risk Management Program by maintaining
and communicating an ongoing focus on fraud
deterrence, prevention, and detection throughout the
organization.

¢ Uses Data Analytics to Support Fraud Risk
Governance — The board of directors and management
enhance effective fraud risk governance through the
use of data analytics and reporting.

Makes an Organizational Commitment to Fraud Risk Management

The fraud risk management control environment is
influenced by a variety of internal and external factors that
constitute an organization’s culture. According to the COSO
2013 IC Framework (Chapter 5):

Organizational culture supports the control environment
insofar as it sets expectations of behavior that reflects a
commitment to integrity and ethical values, oversight,
accountability, and performance evaluation. Establishing a
strong culture considers, for example, how clearly

and consistently ethical and behavioral standards are
communicated and reinforced in practice. As such, culture
is part of an organization’s control environment, but also
encompasses elements of other components of internal
control, such as policies and procedures, ease of access
to information, and responsiveness to results of monitoring
activities. Therefore, culture is influenced by the control
environment and other components of internal control, and
vice versa.

The Effect of Ethics

Effective boards and organizations address issues of ethics
and the effects of ethical behavior on business strategy,
operations, and long-term survival. The level of board and
organizational commitment to these objectives can vary,
and as a result can affect the level of fraud risk that an
organization can face.

Organizational culture is influenced by the fraud risk
management control environment, and the fraud risk
management control environment is influenced by the
organization’s culture. Successful entities have a strong
correlation between the two.

In general, ethics considerations go beyond mere
compliance programs. When entities make ethics
considerations a priority, the long-term benefits of their
actions outweigh the related costs. For instance, effective
business ethics programs can serve as the foundation

for deterring, preventing, and detecting fraudulent

and criminal acts. These ethics programs create an
environment in which making the right decision is implicit.
By contrast, compliance programs sometimes focus only
on preventing wrong decisions that can lead to legal and
regulatory violations.

Itis always best to think of legislative and regulatory
requirements as the minimum standards or floor and
not the ceiling of doing the right thing, and to instill that
philosophy in the fiber of the organization’s culture.
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Both ethics considerations and well-directed compliance
programs are important foundational components of
effective fraud risk management. The inclusion of fraud risk
management is also key to corporate governance.

Application of ERM Concepts

Risk appetite and risk tolerance are fundamental risk
management concepts. The concepts were introduced in
the 2004 ERM Framework. The COS0 2017 ERM Framework
continues to use the term risk appetite. However, the term
risk tolerance was changed to tolerance. In applying the
ERM, it is important to be aware that addressing fraud risk is
an appropriate component of these ERM concepts.

Risk appetite and tolerance are established at the broader
enterprise risk management level. Principle 7 of the COSO
2017 ERM Framework states, “The organization defines risk
appetite in the context of creating, preserving, and realizing
value.” That principle makes clear that:

There is no standard or “right” risk appetite
that applies to all entities. Management and the
board of directors choose a risk appetite with
an informed understanding of the trade-offs
involved. Risk appetite may encompass a single
depiction or several depictions that align and
collectively specify the acceptable types and
amount of risk.

The COS0 2017 ERM Framework describes tolerance for risk
as compared to risk appetite as tactical and focused and
notes thatit is intended to be evaluated as such throughout
the entity. Therefore, an effective Fraud Risk Management
Program is designed to incorporate the entity’s defined
tolerance for the risk of fraud at various levels throughout
the entity.

Fraud risk tolerance is a subset of an organization’s

overall risk tolerance. Itis the level of residual fraud

risk that an organization is willing to accept, i.e., the risk
that a fraudulent event or transaction will occur and

not be detected in a timely manner. Fraud risk tolerance
recognizes that it is not possible to eliminate all fraud risk
in organizations. A company's decision to tolerate that its
systems are not designed to prevent or detect all frauds, no
matter how small, is not inconsistent with an announced
policy of a zero tolerance for fraud that is detected.

Fraud risk tolerance provides the framework for the
organization to appropriately address fraud risk mitigation
as described in Chapter 2. Such a commitment to managing
fraud risk within the entity’s risk parameters supports the
organization’s objectives, mission, and values.

Tone at and Conduct from the Top

One of the most important elements of effective fraud risk
management is the tone at and conduct from the top of the
organization. Organization leadership has a responsibility to
lead by example to ensure that all personnel and all business
partners understand that the organization is serious about
promoting ethical behavior and is committed to deterring,
preventing, and detecting fraud. Further, how management
reacts to instances of fraud can send a powerful message
inside and outside the organization and act as a strong
deterrent to fraudulent behavior.

A primary step in setting the tone from the top is to have a
policy regarding the organization’s standards of business
conduct that reflects the commitment of the organization
and its board of directors, officers, executives, and all
personnel to conduct business according to the highest
standards of integrity and ethics.

Making business partners, including affiliates, contractors,
subcontractors, vendors, and others who come into contact
with the organization aware of the organization’s standards
of business conduct strengthens the commitment to integrity
and ethics. Emphasizing these efforts in stakeholder
communications is an important part of such a program.

Other factors that demonstrate a strong culture of
honesty, high integrity, and ethics in organizations include
creating positive work environments for employees,
hiring and promoting the appropriate employees, training
their employees, requiring employees to confirm their
understanding of the organization’s code of conduct, and
disciplining employees appropriately and consistently
regardless of their positions within the organization.

In terms of controls, the organization’s commitment to a
strong tone at and conduct from the top can be considered
part of the entity’s informal or soft controls, whereas internal
controls implemented at the operational and transaction
levels (such as segregation of duties, reconciliations,

and documentation) are formal or hard controls. The key
importance of soft controls is that hard controls cannot
anticipate and cover every eventuality. Hence, the existence
of well-established soft controls — such as the tone at

and conduct from the top — can lead to ethical decisions
and actions in cases where hard controls are lacking for a
particular situation.
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Supports Fraud Risk Governance

To set the appropriate fraud risk management tone, the board
of directors first ensures that the board itself is governed
properly. This encompasses all aspects of governance,
including independent-minded board members who:

 Exercise control over board information, agendas, and
access to management and outside advisers

* Independently and objectively carry out the responsibilities
of the governance, compensation, and audit committees,
and any other specific board-directed committees

The board is responsible for ensuring that management
designs effective fraud risk management policies
enterprise-wide, including policies that encourage ethical
behavior and empower employees, customers, and
vendors to insist that those standards are met every day. In
addition to being independent and objective, the board:

* Has a thorough understanding of what constitutes fraud
and corruption

« Sets the appropriate tone at the top in its own independent
practices and through the chief executive officer’s (CEQ's) job
description, evaluation, and succession-planning processes
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Supports internal audit's approved annual plan and
ensures that internal audit has adequate skills and
resources, fraud-knowledgeable employees, as well as
unfettered access to information, data, and employees,
taking into consideration certain country or industry
regulations about data privacy

Ensures that internal audit has unrestricted access to
the board or a committee of the board (usually the audit
committee)

Receives and considers reports from internal audit,
including its assessment of the fraud risk program and
residual fraud risk exposures

Maintains oversight of adequate cybersecurity and data
governance (the implications of which could impact
reputational risk and compliance in addition to impeding
overall strategic goals)

Ensures that employees have access to the board, audit
committee, and internal audit

Empowers a committee of the board (usually the audit
committee) to focus on fraud deterrence, prevention, and

° Maintains oversight of the fraud risk assessment and
compliance process

 Evaluates management's identification of fraud risks,
including overseeing the internal controls over financial
reporting established by management

* Assesses the risk of fraud by management, including the

risk of management’s override of controls

 Ensures that controls are designed and functioning to
deter, prevent, and detect fraud by management

« Establishes and ensures effective oversight of a competent,

independent, and objective internal audit function

detection

* Is fully informed about and takes appropriate action
regarding instances of fraud that occur within the
organization, in particular, regarding instances involving
senior-level employees or instances in which significant
internal control issues are uncovered

The board also documents these responsibilities and
communicates them appropriately throughout the
organization. It also ensures that the organization

has sufficient resources, including those required for
implementing and maintaining a Fraud Risk Management
Program and for retaining outside advisors and counsel, as
necessary.

Establishes a Comprehensive Fraud Risk Management Program

An organization’s Fraud Risk Management Program includes

broad principles that guide personal conduct and does

not attempt to catalog every law or policy that may apply.
Not all employees encounter all aspects of the Fraud Risk
Management Program in their everyday duties. However, it
is vital that everyone knows and understands the program
and complies with both its legal aspects as well as its

intents. It is also important that the fraud risk management
policy that documents the Fraud Risk Management Program
be in a format that is searchable and formatted for easy
reference, including being translated in local languages
when applicable. A key concept to engender is substance
over form in always doing the right thing.
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Organizations with the appropriate focus on fraud deterrence
and fraud prevention ensure that their fraud risk management
policies emphasize that ethics and honesty are taken very
seriously, especially at the highest levels of the organization.

A fundamental tenet of any Fraud Risk Management
Program is for employees to understand that the
organization does not tolerate fraudulent behavior in any
form (regardless of an individual's position within the
company), whether it is at the level of bribing foreign officials
(violation of federal laws), “cooking the books” (fraudulent
financial reporting), falsifying travel and expense statements
(misappropriation of assets), or any other fraudulent act.

No matter how talented individuals are or how high their
positions are in the organization, if they are detected
committing fraud, but avoid any serious consequences,

the organization is taking on an unacceptable risk. Note

that such a zero-tolerance policy for detected fraud does
not mean the organization needs to design a fraud risk
management approach that attempts to prevent or detect all
frauds regardless of significance. That will be affected by its
risk tolerance.

One Size Does Not Fit All

There is no “one-size-fits-all” Fraud Risk Management
Program. Different organizations have different objectives,
operate in different environments and conditions, and have
varied fraud risk profiles. Every organization will perform a
tailored fraud risk assessment that is structured to relevant
fraud risk scenarios for that particular organization. For
each organization, anti-fraud activities will be proportional
to the risks.

Identification of the Process to Address
Violations or Potential Violations
An effective Fraud Risk Management Program clearly

identifies the process that occurs when violations or potential
violations surface. The Fraud Risk Management Program
includes the development of reporting mechanisms to address
identified potential or actual fraud, as well as the method to
disclose the existence of such reporting mechanisms.*

Individuals or committees at the appropriate level uniformly
evaluate violations and potential violations of the Fraud
Risk Management Program. Once violations or potential
violations are disclosed through the reporting mechanism,
there are several available decision paths, including:

* Management may determine that there is no conflict with
the organization'’s policies in the situation described

° Management may decide that there is a potential for
conflict with the organization’s policies and may impose
certain constraints on the party involved to manage
the identified risk and to ensure there is no significant
opportunity for a policy violation to arise

* Management may assert that there is a conflict with the
organization’s policies and require the involved party to
terminate the activity or leave the organization

* Management may decide that civil or criminal legal
actions should be initiated

The organization will also have a process for addressing
potential violations by members of senior management

or board members. In such cases, oversight by the board
or a subset or special committee of the board may be
appropriate. In some circumstances, it might be necessary
to notify outside parties, including law enforcement and
regulators, of actual or suspected improper activity. Prior to
notifying anyone, consult with competent legal counsel.

Establishes Fraud Risk Governance Roles and Responsibilities throughout the Organization

Personnel at all levels of the organization have roles
and responsibilities with respect to fraud deterrence,
prevention, and detection. Board members, internal
auditors, compliance professionals, investigators,
managers, specialists, and other team members are all
important when it comes to fraud risk management.

Itis critical to the success of a Fraud Risk Management
Program for one executive-level member of management to
be assigned overall responsibility for fraud risk management
and to report to the board periodically. He or she is at a high
enough organizational level to ensure that the Fraud Risk

Management Program is taken seriously and implemented
fully. This executive-level person is familiar with the
organization’s fraud risks and process-level controls and is
held responsible for the design and implementation of the
processes used to help ensure compliance, reporting, and
investigation of alleged violations. It is also appropriate to
designate a board member or committee that has overall
responsibility for investigating allegations of wrongdoing by
members of management.

Those charged with governance, including the audit
committee of the board, oversee the Fraud Risk

4 See AICPA Guide to Investigating Business Fraud Chapter 5, The First 48 Hours of an Investigation, Box 5-2: Company Playbook Response

Attribute Drivers.
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Management Program, address the risk of management
override of controls, and respond to allegations of
wrongdoing by management.

At a minimum, the roles and responsibilities of all
personnel are formally documented as part of the
organization’s Fraud Risk Management Program.

A formalized Fraud Risk Management Program is part of
the framework that enhances the likelihood that the fraud
risk management policy is more than just a documentation
of compliance activities. Rather it serves as a guidepost
about the expectations of the board, senior management,
and everyone in the organization regarding fraud-related
matters.

Fraud risk management policies include communicating

Who Owns Fraud Risk Management?
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and documenting ethical expectations for executives, i.e.,
those setting the tone at the top.

In many organizations, internal audit may take the lead

on fraud risk assessments due to their understanding of
relevant risks, knowledge of process flows, understanding

of key control frameworks, and professional skepticism.
Management, however, retains the responsibility for assuring
that the Fraud Risk Management Program is carried out
under the oversight of those charged with governance. Open,
thorough, and timely communications among all parties with
key roles in fraud risk management are critical.

Appendix B contains a more detailed discussion of fraud
risk management roles and responsibilities. Appendix

C discusses fraud risk management considerations for
smaller organizations.

Beyond the importance of assigning the overall responsibility for fraud risk management to an executive-
level member of management, the front-line responsibility for implementing fraud risk management can

vary from organization to organization.

Considering the Institute of Internal Auditors’ Three Lines Model can be helpful. Under that model, there are

three lines related to risk management and control:

« 1¢t line roles involve the provision of products/services to client, including managing risk.
« 2" Jine roles involve expertise, support, monitoring, and challenge on risk-related matters.
» 3 line roles are with internal audit, providing objective assurance and advice, independent of the

management lines.

Although all three lines report administratively to an appropriate member of senior management, a

best practice is for the 3 line, internal audit, to also have a direct, functional reporting line to those
charged with governance (e.g., the audit committee in publicly-traded companies). Regardless of where
the implementation responsibility is assigned, it is clear that all three lines will be involved in fraud risk
management. It is important to note, however, that fraud risk management is, by its nature, intended to

be preventive and detective. Thus, the 1st and 2nd lines will have more of a role, because they implement
preventive and detective controls, whereas the 3rd line’s role is providing independent and objective
assurance and advice to senior management and the board on the adequacy and effectiveness of controls,

including those related to fraud.

There is no single best answer. An organization’s Fraud Risk Management Program will make clear
who has overall responsibility and who has implementation responsibility and will clearly delineate the

responsibilities and authorities assigned.

Documents the Fraud Risk Management Program

The Fraud Risk Management Program supports the design
and implementation of a comprehensive and coordinated
approach to fraud risk management. This policy is
documented and updated based on an organization’s current
risk profile and current experiences.

Although an organization’s standards of business conduct
provide the necessary backdrop for the importance of
conducting business in an ethical manner, they are not

expected to contain the complete range of subjects
necessary for an effective Fraud Risk Management Program.
Consequently, a separate Fraud Risk Management Program
includes documentation of all aspects of the organization’s
Fraud Risk Management Program.

It is the organization’s prerogative, with oversight from the
board, to determine the type and format of documentation for
its Fraud Risk Management Program. Considerations include:
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* Providing a stand-alone comprehensive document
addressing in detail all aspects of fraud control
activities vs. an integrated document that incorporates
other policies or procedures based on the individual
components of a Fraud Risk Management Program

* Developing a brief strategy outline emphasizing the
attributes of fraud control activities and leaving the design
of specific policies and procedures to those responsible
for business functions within the organization

* Providing defined, proactive processes and control
activities to deter, prevent, and detect fraud and
identifying the personnel who will execute the activities
and maintain the records that verify that those processes
and controls have been properly executed

 Providing a strategy for proactively using data analysis
activities to assess areas of high fraud risk and to
monitor fraud mitigation activities and controls

* Providing a compilation of plans developed by divisions
or subsidiaries

While each organization considers its size and complexity
when determining what type of documentation is most
appropriate, a best practice is to have a formal Fraud Risk
Management Program that contains components of all of
the chapters in this document.

The Importance of Fraud Awareness Training

Fraud awareness is key to the effectiveness

of a Fraud Risk Management Program. If
employees, management, and those charged
with governance do not understand fraud, it will
be difficult for them to:

* ldentify potential fraud risks in the
organization

* Report potential fraudulent concerns through

the organization’s reporting mechanisms

Establish adequate mitigating measures for

fraud risks

Effectively investigate fraud allegations and

implement necessary corrective measures

Heightened fraud awareness throughout the
organization will ensure that employees:

¢ Remain vigilant for signs of fraud and respond
appropriately

e Understand their duty to report indications of
potential fraud (In some countries, it is illegal
to knowingly facilitate fraudulent activities or
permit them to continue)

¢ Do not attempt to confront or investigate
suspected perpetrators

The board of directors and members of management at
appropriate levels summarize their commitments to a
Fraud Risk Management Program in a short document
(such as an email or letter) that they make available to all
employees, vendors, and customers and, in the case of
governmental organizations, to the public and legislative
bodies. This summary document stresses the importance
of fraud risk mitigation, acknowledges the organization’s
vulnerability to fraud, and establishes the responsibility

for each person within the organization to support fraud
deterrence, prevention, and detection activities. The
document is endorsed or authored by a senior executive or
board member and reissued periodically. The organization
ensures that all employees receive this important document
by tracking employee acknowledgements of their receipt
and their understanding of this information.

Although this type of communication is important, many
organizations will augment this written communication by
providing a focused fraud training course that is required
for all employees because it provides more sustainable
results. This enterprise-wide type of training provides

a consistent basis for fraud awareness throughout the
organization, which is a fundamental pillar of any fraud
management effort.

The Fraud Risk Management Program and training define
fraud, including the risk of fraudulent financial reporting,
misappropriation of assets, and corruption. The policy
and training identify potential perpetrators of fraud,
provide actual organization-based examples of the types
of fraud that could occur (and have occurred), and raise
awareness that fraud may be perpetrated by internal or
external parties, including members of management.

All personnel and vendors are expected to understand
their individual responsibilities related to the Fraud Risk
Management Program. The policy and training start by
articulating the governance oversight of fraud control (i.e.,
the role and responsibility of the board of directors and
audit committee) as reflected in the board and audit
committee charters, where applicable.

The following sample materials related to fraud risk
governance can be found at ACFE's Fraud Risk Management
Tools web site (ACFE.com/fraudrisktools):

¢ Fraud Control Policy Framework

* Fraud Policy Decision and Responsibility Matrix

* Combined Code of Business Conduct and Fraud Policy
« Stand-alone Fraud Policy

* Annual Employee Survey


http://www.coso.org
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Communicates Fraud Risk Management at all Organizational Levels

The board of directors ultimately holds the CEO
accountable for understanding the fraud risks faced by
the organization and establishing the requisite system of
internal control to help support the achievement of the
organization’s fraud risk management objectives. The
board has a particularly important role in addressing the
risk of management override of controls and in responding
to allegations of wrong doing by members of senior
management.

The board is also responsible for monitoring the
effectiveness of the programs — a responsibility that is
addressed under a periodic agenda item at board meetings
when considering the general risks of the organization.
(See Chapter 5 of this Guide for discussion about Fraud
Risk Management Program monitoring.)

The board establishes mechanisms to ensure that it is
receiving accurate and timely data and information from
management, employees, internal auditors, external
auditors, and other stakeholders regarding potential fraud
occurrences. In its communications with relevant parties,
the board assesses the degree to which these parties
believe the organization’s fraud practices and policies are
adequate.

Fraud-aware organizations make the identification,
assessment, and implementation of measures to prevent
or detect fraud a standing agenda item for boards and key
committees, with specific emphasis on emerging threats
and areas where current risks may be heightened.

The CEO and senior management are responsible for
designing, implementing, conducting, and periodically
assessing the structures, authorities, and responsibilities
needed to establish accountability for internal control,
including fraud risk management and fraud prevention and
detection at all levels in the organization.

The Fraud Risk Management Program communicates

the organization’s risk tolerance considerations and
establishes the expectation that suspected fraud will be
reported immediately. The organization conveys that it has
the right to institute civil or criminal action against anyone
who commits fraud. The channels to report suspected
fraud issues are clearly defined and may be the same or
different for other code of conduct violations.

To encourage timely reporting of suspected issues, the
organization communicates the protections afforded to
the individual reporting the issue — often referred to

as whistleblower protection. It is essential that those
reporting misconduct do not subsequently face any

form of retaliation. Retaliation or even a perception of
retaliation has a chilling impact on whistleblower systems.
Retaliation is a serious violation of organizational fraud
risk requirements and should be handled accordingly. (See
Chapter 4 of this Guide for a more complete description of
the whistleblower process.)

A whistleblower system (both a formal “hotline” system as
well as other related processes) is an essential component
of a Fraud Risk Management Program. An effective

Fraud Risk Management Program includes a thorough
explanation of this process, which is especially important
from the perspective of the board (typically the audit
committee) about what types of fraud get reported to the
board.

In many organizations, allegations of fraud and ethical
violations arise through a variety of sources, including
human resources, the whistleblower reporting system,
data analytics, corporate security, vendors, auditors, and
regulators. The Fraud Risk Management Program clarifies
the types of events requiring a detailed explanation to

the board and the types of violations to be tracked and
reported in aggregate (for monitoring purposes and trend
identification). All of those events and violations are not
necessarily communicated to the audit committee in detail.
Given the importance of the processes associated

with gathering and reporting various statistics to the
audit committee, many organizations have asked their
internal audit group to provide assurance and advice

on the reliability of data gathering and reporting for
completeness, accuracy, and follow through.

When fraud allegations arise or when an investigation
uncovers improper behavior or transactions, the Fraud
Risk Management Program reflects the need to conduct a
remediation analysis to identify the control weakness that
failed to prevent or timely detect the fraudulent act. The
remediation analysis leads to correction and strengthening
of any identified control deficiencies. As a deterrent,

the policy reflects the consequences for fraudulent
activity. These consequences may include termination of
employment or of a contract and reporting to legal and
regulatory authorities.
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Senior management also considers sharing, on an
organization-wide basis, the results of some key frauds
that have taken place in the organization, including the
ultimate consequences to the perpetrators (termination/
criminal prosecution) to further establish the fraud risk
tolerance policy that exists. This action may increase

awareness that fraud can, and does, occur in the
organization, that there are negative repercussions to the
organization and all employees, that fraud is not tolerated
in the organization, and that everyone is to be cognizant
of fraud indicators and willing to come forward when they
first become aware of problems.

Uses Data Analytics to Support Fraud Risk Governance

Demonstrating and strengthening effective fraud risk
governance in an organization can be significantly
enhanced through the use of data analytics and reporting
focused on efficiency and effectiveness of key governance
activities. For example, data analytics might address the
following questions related to the effectiveness of the
organization’s governance activities:

What issues are trending? Mobile “compliance”
apps have become a popular element of anti-fraud
and compliance policies due to their ease of use and
searchability by topic. Data from these apps can be
anonymously mined to identify risks and employee
training needs. For example, one company found the

phrase “What is a conflict of interest?” searched over
5,000 times on its mobile app. Consequently, the company
was able to update its policies and training to address
company-specific scenarios.

Are anti-fraud efforts updated based on lessons learned?
Data analytics can identify new risks, trends, or policy
gaps. Taking a data-driven approach to continuously
updating and improving policies and procedures, while
also keeping it simple and practical, is a good way to
demonstrate effective fraud risk governance.

These examples are consistent with Fraud Risk
Management Program Principle 5, explained in Chapter 5.

Once the organization establishes and implements the key elements of fraud risk governance, the next phase of the
Fraud Risk Management Program is performance of comprehensive fraud risk assessments. Chapter 2 explains how
organizations plan and carry out this next phase.
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CHAPTER 2. FRAUD RISK ASSESSMENT

Chapter Summary

Chapter 1 addressed how the organization establishes and
implements fraud risk governance. This chapter explains
the next important phase of fraud risk management:
performing comprehensive fraud risk assessments. With
the ever-increasing degree of organizational information
being digitized, this chapter will also include examples of
how data analytics can be considered when performing
fraud risk assessments.

Every organization faces a variety of fraud risks from internal
and external sources. Organizations have operating, reporting,
and compliance objectives, and management is responsible
for identifying the internal and external fraud risks that could
prevent the organization from achieving those objectives.

A fraud risk assessment is a dynamic and iterative process
for identifying and assessing fraud risks relevant to the
organization. This assessment addresses the risk of
fraudulent financial reporting, fraudulent non-financial
reporting, asset misappropriation, and other illegal acts
(including corruption). Organizations can tailor this approach
to meet their individual needs, complexities, and goals.

The initial fraud risk assessment forms the basis for how the
organization manages its fraud risks. Subsequent fraud risk
assessments address environmental, operational,

and organizational changes and refine and improve the
management of fraud risks.

Regulators, professional standard-setters, and law
enforcement authorities have emphasized the crucial role
that fraud risk assessment plays in developing and
maintaining effective Fraud Risk Management Programs and
controls.’ This chapter provides guidance for conducting a
fraud risk assessment.

Fraud risk management control activities consider both

the potential fraud schemes and the individuals within and
outside the organization who could be the perpetrators

of each scheme. If a potential fraud scheme is collusive,
i.e., if itinvolves more than one person, it is important for
preventive controls to be augmented by detective controls
because collusion may negate the control effectiveness of
the segregation of duties in an organization. (Chapter

3 discusses designing effective preventive and detective

controls in more detail and explains how the development
of these control activities is driven by and linked to the risk
assessment.)

Fraud entails intentional misconduct that is designed to
evade detection. As such, the fraud risk assessment team
engages in strategic reasoning to anticipate the behavior of
a potential fraud perpetrator.® Strategic reasoning requires a
skeptical mind-set and involves asking questions such as:

* How might a fraud perpetrator exploit weaknesses in the
system of controls?

* How could a perpetrator override or circumvent controls?
* Who might have a motive or incentive to commit fraud?

 Given identified fraud risks, which controls are critical to
preventing fraud?

* What controls might be subject to fraudulent attacks?

* What are the risks of management override of controls,
conflicts of interest, or wrongdoing by members of
management or governance?

* What new types of fraud trending in the media might
affect the organization?

Such questions are also considered in the context of
individuals and organizations external to the organization.
What are the opportunities within the organization that could
allow such fraud?

Additionally, fraud risks evolve as organizations grow and
change and as technology and the operating environment
change. Therefore, it is important for a fraud risk assessment
to evolve and to be updated periodically to reflect both
internal changes, such as expansion of the organization’s
mission, newer data analytics capabilities to identify risk,
changes in personnel, changes in processes (such as
receiving inventory in offsite warehouses), or updates to
information systems and controls, and external changes in
the environment in which the organization operates, such as
new cybersecurity risks.

> SEC, 17 CFR 241, Commission Guidance Regarding Management’s Report on Internal Control over Financial Reporting under Section 13(b) or
15(d) of the Securities and Exchange Act of 1934, PCAOB AS 2201, An Audiit of Internal Control over Financial Reporting That is Integrated with
an Audit of Financial Statements, II1A, Practice Advisory 1210-A2-1: Auditor’s Responsibilities Related to Fraud Risk Assessment, Prevention,
and Detection, AICPA, AU-C sec. 240, Consideration of Fraud in a Financial Statement Audit [See aicpa.org/Research/Standards/AuditAttest/
DownloadableDocuments/AU-C-00240.pdf.]; and International Standards on Auditing (ISA) No. 240, The Auditor’s Responsibility Related to
Fraud in an Audit of Financial Statements [See ifac.org/system/files/downloads/a012-2010-iaasb-handbook-isa-240.pdf]

6 T. Jeffrey Wilks and M. F. Zimmerman, Using Game Theory and Strategic Reasoning Concepts to Prevent and Detect Fraud, Accounting

Horizons, 18 3 (September 2004)
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The graphic below illustrates the fraud risk assessment explained in this chapter.

Figure 4. Fraud Risk Assessment Process

Establish the fraud risk
assessment team, considering:
- Appropriate management levels
- All organizational components

Identify all fraud schemes
and fraud risks, considering:
- Internal and external factors
- Various types of fraud
- Risk of management override

Reassess risk periodically,
considering changes:
- External to the organization
- Operational
- Leadership

Document the Assess likelihood and

risk assessment significance of each fraud
scheme and risk

Assess and respond to residual risks
that need to be mitigated:

- Strengthen existing control activities Determine all personnel and

- Add control activities departments potentially

- Consider data analytics involved, considering the
fraud triangle

Identify existing
controls and assess
their effectiveness

Fraud Risk Assessment Principle

This chapter addresses Principle 2 of a Fraud Risk Management Program. Principle 2 states:

©

Assessment

iF’,‘tEOdU.CBIS to identify specific fraud schemes and risks, assess their likelihood
rinciple and significance, evaluate existing fraud control activities, and
implement actions to mitigate residual fraud risks.

Chapter 2 The organization performs comprehensive fraud risk assessments
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Relationship to the COSO 2013 Internal Control Framework

In addition to the requirement to assess fraud risk in the COSO  IC Framework's risk assessment principles. The COS0 2013
2013 IC Framework Principle 8 (The organization considers IC Framework, when read in conjunction with this chapter
the potential for fraud in assessing risks to the achievement of ~ on performing fraud risk assessments, provides informative
objectives), each component and principle of the COS0 2013 context regarding the topic of this chapter.

IC Framework is relevant to the consideration of the risk of

fraud. Therefore, the principle discussed in this chapter about ~ Fraud risk management Principle 2 correlates to the COSO
performing fraud risk assessments mirrors the COS0 2013 2013 IC Framework’s components and principles as follows:

Figure 5. Fraud Risk Management Principle 2 Correlates to the COS0 2013 IC Framework’s Control

Environment Components and Principles

COSO Framework Components and Principles Fraud Risk Management Principle

6. The organization specifies objectives with sufficient clarity to enable the
identification and assessment of risks relating to objectives.

1. The organization identifies risks to the achievement of its objectives o )
across the entity and analyzes risks as a basis for determining how the 2. The organization performs comprehensive fraud
risks should be managed. risk assessments to identify specific fraud schemes

and risks, assess their likelihood and significance,
evaluate existing fraud control activities, and
implement actions to mitigate residual fraud risks.

Risk
Assessment

8. The organization considers the potential for fraud in assessing risks to the
achievement of objectives.

9. The organization identifies and assesses changes that could significantly
impact the system of internal control.

While the COS0 2013 IC Framework's risk assessment important considerations when conducting an effective
Principle 8 specifically emphasizes the need for a fraud risk ~ fraud risk assessment. This chapter provides insight into
assessment, the points of focus included within all of the how to leverage the relevant points of focus within the risk
C0OSO0 2013 IC Framework's risk assessment principles are assessment principles to address fraud risks.

Points of Focus

The following points of focus highlight important characteristics relating to this principle:

* Involves Appropriate Levels of Management — e Specifically Considers the Risk of Management
The fraud risk assessment team includes appropriate Override of Controls — The fraud risk assessment
levels of management. team understands that catastrophic frauds have been
perpetrated by senior members of management overriding
e Includes Entity, Subsidiary, Division, Operating Unit, existing and otherwise effective controls and focuses on
and Functional Levels — The fraud risk assessment these risks.

team recognizes that frauds can happen at any level or
component of the organization.

Assesses the Likelihood and Significance of Risks
Identified — The fraud risk assessment team carefully

¢ Analyzes Internal and External Factors — The fraud risk evaluates the probability that each particular fraud could
assessment team considers both internal and external occur and the potential effects on the organization if that
factors and their impact on the achievement of objectives. particular fraud occurs.

e Considers Various Types of Fraud — The fraud risk Considers the Fraud Triangle and Other Models to Evaluate
assessment team considers a wide range of possible the Landscape — The fraud risk assessment team
fraud schemes and exposures. considers hoth traditional and current models of fraud.
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¢ |dentifies Existing Fraud Control Activities and Assesses
Their Effectiveness — The fraud risk assessment
team identifies and evaluates existing controls for
effectiveness to determine residual fraud risks that
require mitigation.

¢ Determines How to Respond to Risks — The fraud risk
assessment team’s ultimate goal is to formulate effective
and appropriate responses to specifically identified fraud
risks.

Uses Data Analytics Techniques for Fraud Risk
Assessment and Fraud Risk Responses — The
organization uses data analytics to improve the
effectiveness and reliability of the fraud risk assessment.

Involves Appropriate Levels of Management

The fraud risk assessment team includes the appropriate
levels of management and internal and external sources to
assess fraud throughout the organization. A risk assessment
process requires input from various sources.

Before conducting a risk assessment, senior management
identifies a risk assessment team. This team includes
individuals from throughout the organization with different
knowledge, skills, and perspectives. In addition, the risk
assessment relies on a combination of internal and external
resources, such as:

* Accounting/finance personnel who are familiar with the
financial reporting process and internal controls

* Non-financial business unit and operations personnel
who leverage their knowledge of day-to-day operations,
customer and vendor interactions, and general awareness
of issues within the industry

¢ Information technology (IT) personnel who understand the
strengths and weakness of the various systems utilized by
the organization

 Risk management personnel who ensure that the fraud
risk assessment process integrates with the organization's
enterprise risk management program

 Legal and compliance personnel, in the event the fraud
risk assessment identifies risks that give rise to potential
criminal, civil, and regulatory liability if the fraud or
misconduct occurs

* Documents the Risk Assessment — The organization
understands that the risk assessment serves as the
central element of the fraud risk management process and
ensures that it is carefully and thoroughly documented.

¢ Performs Reassessments and Assesses Changes to Fraud
Rislk — The organization keeps its fraud risk assessment
relevant and effective through periodic updates and by
responding to new information and feedback, such as
the results of investigations, internal audits, compliance
reviews, and regulatory guidance. The fraud risk
assessment is updated when business operations and
conditions change, such as changes in the external
environment, operating models, personnel, leadership, and
emerging fraud risks.

° Members of the internal audit function since they are
familiar with the organization’s internal controls and
monitoring functions and routinely assess fraud risk and
provide assurance and advice on significant fraud risks
and controls

* Security or other personnel with experience investigating
suspected or alleged fraud

 Technical experts in topics such as data analytics and
cybersecurity

* If expertise is not available internally, external consultants
with expertise in applicable standards, key risk indicators,
anti-fraud methodology, control activities, and detection
procedures

Management, including senior management, business unit
leaders, and significant process owners (e.g., accounting,
sales, procurement, and operations), participate in the
assessment because they are ultimately accountable

for the effectiveness of the organization’s fraud risk
management efforts and because they have a high-level
view and understanding of the organization's operations,
strategies, and risks.

The fraud risk assessment team reviews the organization’s
strategic plan, process maps, and control matrices to
understand the population of activities that are potentially
exposed to fraud risk. Even when a robust fraud risk
assessment was performed in the recent past and there
have been no significant known changes to the organization
or its internal or external operating environments since then,
updating that prior risk assessment is appropriate, because
the fraud threat environment is constantly changing.


http://www.coso.org

The risk assessment teams engage in a brainstorming
activity to identify the organization’s fraud risks. Effective
brainstorming involves preparation in advance of the
meeting, a leader to set the agenda and facilitate the
session, and an attitude that includes openness to ideas
regarding potential risks and controls. It can be beneficial
to include data analytics personnel in this process, because
they can contemplate how data analytics can be applied to
mitigate identified fraud risks.

Brainstorming enables discussions of the incentives,
pressures, and opportunities to commit fraud; the risks of
management override of controls; and the population of
fraud risks relevant to the organization. Other risks, such as
regulatory and legal misconduct, the effect of IT on fraud
risks, and reputation risk, are also considerations in the
fraud risk identification process. The fraud risk assessment
team identifies the areas of the organization that require
more detailed fraud brainstorming sessions to properly
assess all relevant fraud risks.
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For example, an organization with a large manufacturing
and distribution component may wish to convene

a separate manufacturing and inventory fraud risk
assessment team. This team comprises individuals

who work in manufacturing and inventory management
and in the supporting operations (accounting, IT, and
procurement). This focused team is better able to
identify and address the specific fraud schemes because
personnel that execute processes and controls every
day are likely to know the ways in which processes and
controls can be overridden or circumvented.

The fraud risk assessment team shares the organization's
fraud risk identification information with the board or audit
committee and solicits feedback from them. The board also
assesses the implications of its own processes with respect
to its contribution to fraud risk, including incentives and
other pressures that its policies create.

Includes Entity, Subsidiary, Division, Operating Unit, and Functional Levels

The organization identifies and assesses risk at the entity,
subsidiary, division, operating unit, and functional levels
relevant to the achievement of its objectives. Depending on
the size and organizational complexity of the organization,

it may need to assemble multiple fraud risk assessment
teams to ensure consideration of possible fraud schemes or
potential fraud risk exposures throughout the organization.

Analyzes Internal and External Factors

Risk identification considers both internal and external
factors and their impact on the achievement of objectives.

Internal factors include the types of activities the
organization normally performs and the processes and
controls in place to process and account for those actions.
Organizations may carry out similar activities in all the
geographies in which they operate, but have vastly different
processes or controls in place in different locations. For
example, the organization may not have a high-quality IT
infrastructure at certain locations, or certain locations

may not have enough personnel in place to ensure proper
segregation of incompatible duties. Internal factors also
include organizational incentives and pressures such as the
desire to meet stock price expectations, meet revenue and
profit goals, or adhere to budgets.

External factors include the customers and vendors with
whom the organization interacts, as well as the business

Each team includes personnel with a detailed working
knowledge and understanding of how the organizational
unit operates and how it interacts with other organizational
units. In a large or complex organization, the overall risk
assessment may be the product of many smaller risk
assessments under the guidance and direction of a
higher-level team of fraud risk management specialists.

environment in which the organization operates. Examples
of external factors to consider are the perceived prevalence
of corruption in the different geographies in which the
organization operates. The organization may have more
specific anti-corruption controls and more frequent
monitoring of those controls in countries that have a higher
corruption risk. External factors also can include the extent
to which individuals or groups may be inclined to disrupt

or otherwise interfere with the organization’s business,
including organized criminal groups that may target the
organization.

To be clear, the fraud risk assessment will address not just
internal fraud risks — frauds perpetrated by parties within
the organization, but also external fraud risks — fraud
perpetrated on the organization by outside parties such as
ransomware, account takeover, social engineering, data
breaches, identity theft, and a wide range of corruption
schemes.
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Considers Various Types of Fraud

To ensure a comprehensive assessment of potential fraud
risks impeding an organization based on its identified
objectives, management considers various types of fraud
that can be committed against or by the organization. These
types include fraudulent financial reporting, fraudulent
non-financial reporting, misappropriation of assets, and
other illegal acts, which include corruption, false claims, and
tax and entitlement program fraud.

The fraud risk identification process requires understanding
the universe of known fraud risks and the subset of risks
specific to the organization. ACFE's Fraud Risk Management
Tools webh site (ACFE.com/fraudrisktools) has a list of the
types of fraud schemes and fraud exposures an organization
might encounter. It can serve as a starting point in the

risk identification process. This process may also involve
obtaining information from external sources, such

as industry news; criminal, civil, and regulatory complaints
and settlements; as well as organizations, such as the
Institute of Internal Auditors, the American Institute of CPAs,
AGA (formerly the Association of Government Accountants),
the Association of Government Accountants, and the
Institute for Internal Controls; and governmental agencies,
such the Federal Bureau of Investigation, the Government
Accountability Office, the federal inspectors general, the
United States Department of Justice, and comparable state-
level agencies and international counterparts.

This fraud risk identification process also involves gathering
information about potential fraud from internal sources

by interviewing personnel and brainstorming with them,
reviewing information received from the whistleblower
reporting system, and performing analytical procedures. The
approach to fraud risk identification needs to be systematic
and comprehensive to ensure that no potentially significant
areas are overlooked.

The fraud risk identification process includes recognizing
that new fraud schemes, and thus new fraud risks, are
continually emerging as technologies and business
environments evolve and change. An effective approach to
fraud risk identification will include monitoring media and
other reports about fraud — particularly in the organization’s
operating arena — to identify new types of fraud and fraud
risks. Deep and dark web monitoring is also an effective
information channel. Organizations can partner with a cyber
threat intelligence provider who specializes in infiltrating
deep and dark web forums and collecting information on
ways fraud actors are using stolen information to attack the
organization.

Fraud risks can be classified in several different ways.

The AICPA Forensic and Litigation Services Fraud Task
Force has published three Fraud Risk Frameworks (one

for business, one for consumers, and one for government
aicpa.org/resources/download/fraud-risk-frameworks).
Additionally, the ACFE classifies occupational fraud risks
into three primary categories: (a) financial statement fraud,
(b) asset misappropriation, and (c) corruption. The COSO
2013 IC Framework classifies the types of fraud into three
general categories: (a) fraudulent reporting (which includes
fraudulent financial reporting, fraudulent non-financial
reporting, misappropriation of assets that are material

to financial reports, and illegal acts), (b) safeguarding of
assets, and (c) corruption.

For fraud risk management purposes, this chapter classifies
fraud risk types as follows:

* Fraudulent financial reporting
* Fraudulent non-financial reporting
* Misappropriation of assets

¢ Other illegal acts and corruption

Organizations can tailor these categories to produce an
organization-specific fraud risk assessment. In addition,
most organizations also consider IT and reputation risk as
important parts of their assessments, as discussed below.

Fraudulent Financial Reporting

Any intentional misstatement of accounting information
represents fraudulent financial reporting. The types of
fraudulent financial reporting typically focus on improving
the organization’s financial picture by overstating income,
understating losses and expenses, or using misleading
disclosures. Conversely, some organizations understate
income to smooth earnings or avoid taxes.

Each broad category of fraudulent financial reporting
includes several potential fraud risks, such as:

* Inappropriately reported revenues, expenses, and balance
sheet amounts and inappropriately exaggerated or omitted
disclosures

* Concealment of misappropriation of assets, including
unauthorized acquisition, disposition, and use of assets

* Concealment of unauthorized receipts and expenditures,
e.g., facilitation payments or bribes
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Some fraudulent financial reporting fraud risks, e.g.,
improper revenue recognition, can be achieved via
numerous schemes, including backdating agreements,
recognizing revenue on product not shipped by period-end,
side agreements, or channel stuffing. Other fraudulent
financial reporting schemes are common across all
organizations (e.g., setting aside unsupported reserves

for use in future periods and fraudulent top-side entries/
adjustments. Some schemes are more industry-specific
(e.g., backdating agreements at software companies or
manipulating percentage of completion computations for
organizations that work on long-term construction projects).
Consequently, the fraud risk assessment considers each
scheme that could be relevant to the organization.

Organizations can use a fraud risk assessment matrix (see
the example shown in Figure 11 at the end of this chapter) to
identify and document specific areas of fraud risk and to serve
as a foundation for customizing the assessment process for
their specific needs. For example, starting with the revenue
recognition component of fraudulent financial reporting, the
fraud risk assessment considers the following questions:

» What are the main drivers of revenue at the organization?

 Are revenues primarily from volume sales of relatively
homogeneous products, or are they driven by a relatively
few individual transactions?

 Are revenues recorded automatically or manually?

 Are there any revenue recognition fraud risks specific to
the organization’s industry?

* What are the incentives and pressures present in the
organization (e.g., what personnel receive incentive
compensation based on revenue growth)?

» What financial statement metrics do external stakeholders
consider to be important?

To address significant marketplace disclosures (e.g., loan
delinquency percentages), the following questions are
worthy of consideration:

* What controls are in place to monitor internal gathering
and reporting of data underlying these disclosures?

* |s there oversight from someone whose compensation is
not directly affected by the disclosure?

* Does someone monitor the organization’s disclosures in
relation to other organizations and ask hard questions
about whether the organization’s disclosures are adequate
or could be improved?
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Fraudulent Non-Financial Reporting
Organizations consider the fraud risks that could affect non-
financial reporting within their operations. Just as there are
common fraudulent financial reporting risks and schemes
within industries, there are also common fraudulent non-
financial reporting risks and schemes that can lead to:

* Manipulation of environmental, health, and safety records
and reports

* Intentional misreporting of key performance indicators
and productivity measures

* Falsification of quality-assurance reports

* Falsification of customer metrics or other operational
metrics

* Intentional misreporting of Environmental, Social, and
Governance (ESG) goals and metrics

When unattainable goals are set, management and other
employees may fear the repercussions of not meeting these
goals.

Some examples of such fraudulent non-financial reporting
include manipulation of safety records that might involve
personnel, such as refiners and pipeline operators who
maintain detailed safety and repair information, to ensure
the optimal and safe operation of their equipment. If
personnel perceive excessive budget or time pressure, they
may intentionally misreport their labor, e.g., reporting that
repairs were made when, in fact, they were not. Similarly,
employees and senior management in governmental
organizations may feel pressure to misreport program
results and outcomes to ensure continued funding at what
they consider adequate levels.

Also, intentional false reporting of quality-control metrics

can occur when organizations that produce products for the
public or other manufacturers have quality control standards
with which the organization must comply. Employees may
perceive pressure to make timely deliveries of poor-quality
products or to avoid the cost of reworking defective products.

Another example is false reporting of educational and
professional credentials. Individuals employed by
organizations that require certain professional credentials
may falsify credentials in order to be hired or retained by
the organization. The subsequent discovery of fraudulent
credentials can produce reputational and financial damage
to organizations.
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Assessing and addressing the risk of fraudulent non-
financial reporting can be more difficult than addressing
fraudulent financial reporting. There is an accepted
framework for financial reporting (double entry accounting
and generally accepted accounting principles) and checks
and balances built within standard accounting processes
and controls. However, there may not be an established
framework for processing non-financial data and no
generalized listing of controls over non-financial data and
reports in some industries. Thus, each organization develops
its own protocols and controls over the processing of non-
financial data relevant to their operations.

Organizations have an inventory of the key non-financial
reports on which management relies. Key reports and
information are assessed for the risk of fraud in the same
manner in which financial reports are assessed. Specifically,
organizations consider the incentives and pressures

related to the reports, the opportunities personnel have to
fraudulently manipulate data, and how the individuals could
rationalize their actions.

An organization assessing fraudulent non-financial reporting
considers the following questions:

* What are the key reports on which the organization relies
to operate effectively?

* What are the key reports or certifications the organization
is required to provide by law, rule, regulation, or
contractual requirements?

* |s the data contained within those reports from controlled
sources, or is it subject to manual intervention and bias?

* Are there non-financial metrics that are important to the
organization's stakeholders, including regulators?

* Are there non-financial reports or metrics that can have
a direct or indirect impact on personnel compensation or
bonuses?

* Who can manipulate or affect these reports or metrics
and what controls are in place to prevent the reports and
metrics from being altered?

* Are there industry-specific issues the organization needs
to consider?

Misappropriation of Assets

Misappropriation of assets by employees, customers,
or vendors, criminal organizations, or others affects the
following assets:

* Tangible assets, such as cash, inventory, or equipment

* Intangible assets, such as proprietary or confidential
product or customer information (such as customer lists
or trade secrets), protected national security information,
personal identifying information (such as Social Security
numbers), or credit card numbers

* Proprietary business opportunities

The organization ensures that controls are in place to
protect tangible and intangible assets and proprietary
business opportunities. Considerations in the fraud risk
assessment process include gaining an understanding of
what assets are subject to misappropriation, the locations
where the assets are maintained, and which personnel have
control over or access to tangible or intangible assets.

Common misappropriation schemes are committed by:

* Employees, who might engage in

- Creation of, and payments to, fictitious vendors

- Payment of inflated or fictitious invoices

- Preparation of invoices for goods not received or
services not performed

- Theft of inventory or use of business assets for
personal gain

- Preparation of false or inflated expense claims

- Theft or use of customer lists and proprietary
information

* Employees, who might engage in collusion with vendors,

customers, or third parties and

- Pay for inflated or fictitious invoices

- Issue inflated or fictitious credit notes

- Pay invoices for goods not received or services
not performed

- Provide unauthorized preferred pricing or delivery

- Rig contract bids

- Engage in theft or use of customer lists and
proprietary information

* Vendors, who might create
- Inflated or fictitious invoices
- Short shipments or substitution of lower quality goods
- Invoices for goods not received or services
not performed
- Theft of product in the supply chain

¢ Customers, who might
- Make false claims for damaged or returned goods or
short shipments
- Engage in shoplifting
- Use fraudulent credit cards
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¢ Individuals or groups, who might Protecting against these risks requires not only preventive
- Make fraudulent claims for government benefits physical and technology-supported analytical safeguarding
- Make fraudulent claims for reimbursements by controls, but also detective controls, such as periodic
Medicare or Medicaid physical counts of inventory with reconciliations to the
- File fraudulent tax returns general ledger, and the use of data-mining tools. A smart

perpetrator may be aware of such controls and design a
* Computer hackers, who might steal sensitive information fraud to circumvent or be concealed from those controls.
Personnel conducting the risk assessment keep this risk in
* Unknown third parties, e.g., cyber-hackers of unknown mind when considering misappropriation of asset schemes
affiliation and their effects on the organization.

Know Your Vendors

Any organization that buys goods or services can be victimized by a multitude of vendor and procurement
frauds. Consequently, organizations need control activities focused on preventing or early detecting
vendor-related frauds. These controls can include:
* Mandating use of competitive procurements
» Careful vetting and credentialing of both new and existing vendors. This includes ensuring they are not
on sanction lists, FEIN’s have been verified, officers are not criminals, and no conflicts of interests or
undisclosed relationships exists
» Enforcing a policy of only doing business with approved vendors
» Closely controlling access to and monitoring of the approved vendor data-base
* Enforcing a policy of non-fraternization between employees and vendors

Fraud risk assessments consider various vendor and procurement fraud schemes (see Fraud Risk
Exposures, Appendix F). For each scheme, the risk assessment team will focus on controls such as the
above and assess (a) whether the controls are in place and working as intended and (b) whether the
controls are sufficient to prevent or detect the relevant scheme. For any residual fraud risks identified, the
risk assessment team will consider and apply additional control activities, such as:
* Ensuring that the competitive bidding process is in place and being adhered to
* Requiring frequent rotation of vendors and purchasing and procurement personnel assignments so that
inappropriate employee-vendor relationships are difficult to establish
Using automated vendor credentialing software tools to vet vendors to identify undisclosed
relationships and overlapping or interconnected ownerships
Using data analysis software to compare fields in the vendor data-base with fields in the employee
data-base to find matching addresses, phone numbers, bank routing information, or other indications
of employee relationships with vendors, including employee-created or employee-controlled vendors
* Employing covert data analytic tests to identify any unusual changes in prices paid, quantities ordered,
or delivery addresses
» Using periodic disbursement analyses to review which vendors are being paid and the corresponding
amounts
Looking for anomalies in vendors billing and payment patterns, such as sequential invoicing and
rounded total payments to a particular vendor

Control activities for preventing or detecting vendor fraud do not need to be resource-intensive. Simply
including a statement such as the following on purchase orders and contracts can serve as a strong deterrent.

[ABC Corp/Agency] is committed to fair and open competition. If any employee or agent of [ABC Corp/Agency] asks for
or solicits anything of value in connection with this purchase order/contract, or if you suspect any impropriety regarding
this purchase order/contract, please report this immediately and confidentially to our Director of Compliance and Risk
Management, Jane Honest, at 555.555.5555 or at J.Honest@abccorp.com.

Other lllegal Acts and Corruption statements and other laws, regulations and matters that
Fraud risk assessments also include consideration of illegal may be fundamental to business operations or may involve
acts, including actual or suspected noncompliance with material penalties. Corruption can include a wide variety of
laws and regulations and other corrupt behaviors. These misuses of entrusted power for private gain.

can include matters that have a direct effect on financial
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These risks may include:

* Violations of anti-bribery regulations, including payment
or receipt of bribes and improper gratuities by companies,
private individuals, and public officials

* Bid-rigging or other manipulation of purchasing activities
for private gain

* Violation of the U.S. False Claims Act or other relevant
national or local laws or regulations

* Failure to comply with banking and financial services
regulations, including the U.S. Bank Secrecy Act, and
anti-money laundering and anti-terrorist financing
requirements

* Compliance with regulations relating to securities market
manipulation and insider trading

* Violations of data protection laws, including theft and illicit
use of personal and other sensitive information, such as
government identification and bank account numbers,
trade secrets, and national security information

* Compliance with tax and pension obligations and
payments

* Violations of labor, technology export, or consumer
protection laws, such as price fixing, human trafficking, or
willful sale of unsafe products

* Violations of environmental protection, public health, and
safety laws

* Industry-specific laws and regulations, such as those
pertaining to the healthcare industry or government
contractors

Anti-bribery regulations have global reach. In the United
States, for example, the FCPA prohibits U.S. entities, their
foreign subsidiaries, and others from bribing foreign
government officials, either directly or indirectly, to obtain
or retain business.” There are similar anti-corruption laws in
the United Kingdom (Bribery Act 2010) and other countries,
as well as guidelines established by the United Nations
Convention Against Corruption, to which many countries are
either signatories or parties.

Organizations that have operations outside their home
country may leverage additional resources. Transparency
International is a non-profit, non-governmental, multinational
organization focused on anti-corruption and transparency

in business and government. The Corruption Perceptions
Index (CPI), annually ranks countries and territories based
on their perceived levels of corruption. The CPI can assist
organizations in prioritizing their anti-corruption efforts in
areas of the world where their operations are at greatest
risk as well as in the organization’s home country.

Another form of corruption is aiding and abetting. Law
enforcement authorities worldwide have prosecuted
numerous cases in which organizations were knowingly
structuring transactions or making representations that
enabled other organizations to fraudulently misstate their
financial statements. A thorough risk assessment considers
the risk that someone may be engaging in such behavior as
well as other types of corruption that may be applicable to
the organization.

Regulatory and legal misconduct includes a wide range

of risks, such as conflicts of interest, insider trading, theft

of competitor trade secrets, anti-competitive practices,
environmental violations, and trade and customs regulations
in areas of import/export. Depending on the particular
organization and the nature of its business, some or all of
these risks may be applicable and, therefore, are considered
in the risk assessment process.

Reputation Risk

Reputation risk is evaluated differently by organizations,
either as a separate risk or the end result of other risks
(e.g., operational, regulatory, or financial reporting).
Fraudulent acts can damage an organization’s reputation
with customers, suppliers, other stakeholders, the public in
general, and the capital markets.

For example, fraud leading to a financial restatement
damages an organization’s reputation in the capital markets,
which could increase the organization’s cost of borrowing
and depress its market capitalization. In government,
reports of fraud diminish public confidence, which can
bring a confluence of adverse impacts. Because the board
is responsible for the longevity of the organization and has
responsibilities to multiple stakeholders, it will evaluate its
performance regularly with respect to reputation risks and
ensure that consideration of reputation risk is part of the
organization'’s risk assessment process.

Information Technology Cybersecurity and
Fraud Risk

Organizations rely on IT to conduct business, communicate,
and process information. Many consider cyber risks the

#1 national security risk. Cyber risk has been on the U.S.
Government Accountability Office’s high-risk list since 1997.

7 The Foreign Corrupt Practices Act of 1977, as amended, 15 U.S.C. §§ 78dd-1, et seq. was enacted for the purpose of making it unlawful for
certain classes of persons and entities to make payments to foreign government officials to assist in obtaining or retaining business.

[See justice.gov/criminal-fraud/foreign-corrupt-practices-act.]
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A poorly designed or inadequately controlled IT environment
can expose an organization to internal and external fraud.

Computer systems linked by national and global networks
face an ongoing threat of cyber fraud and a variety of threats
that can result in significant financial and information
losses. Information technology risks include threats to data
integrity, threats from hackers to system security, and theft
of financial and sensitive business or personal information.

Whether in the form of hacking, economic espionage, denial
of service attacks, web site defacement, sabotage of data,
viruses, or unauthorized access to data, IT fraud risks can
affect everyone. Information included in COSO in the Cyber
Age can provide organizations with relevant information
about the ever-changing cyber risks organizations face.

People who intend to commit fraud can use IT in any of the
fraud risk categories. Examples of those risks
by category include:

¢ Fraudulent financial reporting
- Unauthorized access to accounting applications —
Personnel with inappropriate access to the general
ledger, subsystems, or the financial reporting tool can
post fraudulent entries.

- Override of system controls — General computer
controls include restricted system access, restricted
application access, and program change controls.
Information technology personnel may be able to
access restricted data or adjust records fraudulently.

* Fraudulent non-financial reporting
- Intentional false reporting of health and safety

metrics — Qrganizations that operate in heavy
manufacturing industries or natural resource
extraction industries normally have established
health and safety guidelines that are supported
by measurement and reporting mechanisms.
Individuals may perceive pressure to provide the
appearance that the operation is meeting standards
or to avoid the cost of necessary repairs and
maintenance that would be required to improve the
metrics. Individuals may have access to key reports
within the IT system and may change data to
commit the fraud.

Intentional false reporting of key performance
indicators and business metrics — In many industries,
business metrics or performance indicators are
important for management decision-making. Some,
like contract bookings or operating metrics, may be
publicly reported to investors. Sources of information
for such metrics are considered and governed by the
organization’s anti-fraud controls.
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- Intentional false reporting on Environmental, Social
and Governance (ESG) and sustainability initiatives
and metrics — Investors increasingly focus on ESG
and sustainability reporting to assess financial risks
due to these factors. False, unrealistic, or deliberately
misleading ESG reporting can result in costly litigation
and financial and reputational damage. For more
on ESG and fraud, see Managing Fraud Risks in an
Evolving ESG Environment by ACFE and Grant Thornton.

¢ Misappropriation of assets

- Theft of tangible assets — Individuals who have access
to tangible assets (e.g., cash, inventory, and fixed
assets) and to the accounting systems that track and
record activity related to those assets can use IT to
conceal their theft of assets. For example, an individual
may establish a fictitious vendor in the vendor master
file to facilitate the payment of false invoices, or
someone may steal inventory and charge the cost of
sales account for the stolen items, thus removing the
asset from the balance sheet.

Theft of intangible assets — Given the transition to a
services-based, knowledge economy, intangible assets
are increasing in value, e.g., customer lists, business
practices, patents, and copyrighted material. Examples
of theft of intangible assets include piracy of software
or other copyrighted material by individuals either
inside or outside of the organization.

¢ Other lllegal acts and corruption
- Misuse of employee or customer data — Personnel
within or outside the organization can obtain employee
or customer data and use such information to obtain
credit or to commit other frauds.

- Theft of confidential data — Confidential data theft
continues to be a risk to all organizations. Ransomware
attacks (where the organization’s data is encrypted
and held hostage), cyber-attacks by foreign
governments, and theft of Pll (personally identifiable
information) by employees and computer hackers are
just some of the threats governments and the private
sector face every day.

Cyber fraud perpetrators do not even have to leave their
homes to commit fraud, as they can route communications
through internet service providers and wireless and satellite
networks. They may go through computers located in
several countries before attacking targeted systems

around the globe. Any information — not just financial
information — is at risk, and the stakes are very high and
rising as technology continues to evolve.
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To manage the ever-growing risks of operating in the
information age, it is important for an organization to know
its vulnerabilities and be able to mitigate risk in a cost-
effective manner. Therefore, IT risk is incorporated into an
organization’s overall fraud risk assessment.

Blockchain Asset Considerations

Adoption of digital assets is emerging across not just
financial institutions, but also the manufacturing, logistics,
retail, commodities, and global trade sectors. Organizations
are cautioned to understand digital-asset risk exposures
inside their businesses, across value chains, and with third-
party partners.

Digital assets (cryptocurrency or virtual currency) and their
underlying blockchain technology provide the capability

to tokenize any asset or medium of value. Everything from
real estate to intellectual property to sneakers to money
can be tokenized. Tokenization enables faster and cheaper
transactions through automation and smart contracts,
providing (potentially) more transparency and accessibility.

Non-Fungible Tokens

A popular form of tokenization, known as non-
fungible tokens or NFTs, are unique items verified
and secured by a blockchain, the same technology
used for cryptocurrencies. An NFT provides
information around authenticity, ownership and
unigqueness of the item. Digital collectables that
have been tokenized such as artwork, digital
sports trading cards, media clips, and even digital
real-estate, are considered NFTs.

Digital assets are notimmune to fraud risks. The rapidly
evolving nature of the digital-asset ecosystem warrants
strong compliance, legal, and consumer protection
controls. In the context of assessing fraud risk, the following
considerations are important:

* Prior to any strategic pivot to a digital asset-hased model or
incorporation of cryptocurrencies for payment facilitation,
fraud risks warrant careful and specific consideration.

» Committing appropriate resources with sufficient digital
asset-specific experience and qualifications is key
in implementing and monitoring fraud-related control
activities.

* QOrganizations need to understand both the common
and unique fraud-related risks digital assets present.
In October 2018, the National Institute of Standards
and Technology published NISTIR 8202: Blockchain
Technology Overview that may be synchronized with any

organization’s technical evaluation of blockchain-related
fraud risks. Such risks include:

- Technical stability and structure: Is the blockchain
permissioned? Does it employ proof-of-work, proof-of-
stake, or some other consensus mechanism? What is the
node-diversity of the blockchain? How are we securing
and granting access to keys or signatures?

- Digital-asset utility: Does the utility of the digital asset
sufficiently reduce fraud risks? Is the specific digital asset
appropriate to the use case as an exchange of value or
information?

- Auditability: How does the blockchain enable auditing the
value chain and financial information? How transparent
and accessible will that be within the organization?

- Hacking and theft: How secure is the network and
who controls it? Is it vulnerable to coordinated attack or
excessive downtime?

- Cyber attacks: How do we mitigate the risk of malicious
users both internally and externally? How do we address
altered chains, spoofing, and diversion (theft)?

- Resource usage: Is the blockchain resource-intensive,
requiring excessive participants and potentially more
oversight.

- Financial reporting: How will tokenization affect the ability
to appropriately report business income, financial health,
and asset values?

* Digital-asset control activities related to internal fraud,
consumer protection, and retail payment mechanisms will
specifically address:

- Compromised user credentials (internal and external)

- Recoverability of fraudulent digital-asset payments

- Traditional fraud schemes including counterfeiting,
elder fraud, Ponzi and pyramid schemes, and identity
theft

- Unauthorized cryptographic changes and forks

- Altered underlying smart-contract terms

- Use of material non-public information depending on
the transparency and accessibility of the blockchain
used

- Risks related to system degradation or downtime

* Even if not utilizing digital assets themselves, assessing
secondary exposure to digital-asset risks will be included
in product, customer, service provider, and vendor
assessments.

Understanding digital-asset technology and how it affects
the organization is important and is indeed representative
of fraud risk management challenges; however, the
fundamentals of combatting fraud remain the same. For
more information on digital-asset considerations, see
Blockchain and Internal Control — The COSO Perspective.
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Specifically Considers the Risk of Management Override of Controls

An important part of the fraud risk identification process
involves specific consideration of the potential for
wrongdoing by management and the risk of management
override of internal controls, including the controls that are
established to prevent or detect fraud.

Fraud and wrongdoing perpetrated by the board and
management are among the most damaging to organizations,
because the trust and authority given provides greater
opportunity for fraud. Leaders can also direct others to
wittingly or unwittingly participate in improper conduct.

Members of management sometimes use their knowledge
of the organization’s controls to conceal their actions. For
example, a manager who has the authority to approve new
vendors may create and approve a fictitious vendor and then
submit invoices for payment, rather than only submitting

false invoices for payment. Members of management can
also abuse their organizational influence to stifle attempts to
report wrongdoing.

Employees may find it difficult to raise the risk of management
override or wrongdoing during a fraud risk assessment
because of the appearance of criticizing a superior in the
organization. Making such risks a standard part of any fraud
risk assessment can help diffuse such tension.

Itis also important to keep the risk of management override
of controls in mind when evaluating the effectiveness of
controls. A fraud risk management control is not effective if
it can be overridden easily. (See Chapter 3, which includes
additional information on considering management'’s ability
to override controls, and Management Override of Internal
Control: The Achilles’ Heel of Fraud Prevention.)

Assesses the Likelihood and Significance of Risks Identified

The fraud risk assessment team analyzes identified risks
through a process that includes estimating the potential
likelihood of the fraud occurring as well as the potential
significance of the fraud if it occurs. The risk assessment
team carefully evaluates the likelihood and significance
of identified fraud risks based on historical information,
known fraud schemes, and interviews with business-
process owners.

Assessing the likelihood and significance of each potential
fraud risk is a subjective process. All fraud risks are not
equally likely, nor will all frauds have a significant effect
on every organization. Also, assessing the likelihood

and significance of identified inherent risks allows the
organization to manage its fraud risks and apply preventive
and detective procedures rationally.

Itis important to first consider fraud risks to the
organization on an inherent basis, i.e., without
consideration of known controls. This approach allows
management to consider all relevant fraud risks and then
to design controls to address those risks.

Likelihood

Management's assessment of the likelihood of a fraud risk
occurring is informed by instances of that particular fraud’s
occurrence in the past at the organization, the prevalence
of the fraud risk in the organization’s industry, and other
factors. Those factors include the number of individual
transactions, the complexity of the risk, the number of
people involved in reviewing or approving the process, and
the results of past audits.

Inherent vs. Residual Risk

Inherent risk is the amount of risk that exists
absent control activities. With no controls in place,
a warehouse of gold bullion has a high degree

of inherent risk. A warehouse of topsoil, has a
relatively lower degree of inherent risk.

A specific fraud vulnerability with high degrees of
both likelihood and significance, therefore, has high
inherent risk. It warrants more fraud controls.

Residual risk is the amount of risk that remains after
control activities are successfully implemented.
These include both the inherent risks that are either
not controlled, or are controlled but the control
activities are defeated or rendered ineffective.

For example, if an organization periodically conducts
a random inventory audit, an item outside the
sample set could still be misappropriated, which
would represent residual risk. Likewise, fraud actors
could subvert this control activity if they were to
gain foreknowledge of the audit or collude with a
third party to falsify inventory records.

By assessing the likelihood and significance of both
inherent and residual risks, an organization can
gain a better understanding of its vulnerability to

a particular fraud scheme. When no residual risk
can be identified, additional fraud control activities
are not considered. When residual risk is identified,
additional fraud control activities are considered.

Organizations categorize the likelihood of potential frauds
occurring in as many gradations as deemed reasonable.
However, three categories are generally adequate: remote,
reasonably possible, and probable.
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Significance

Management's assessment of the significance of a fraud
risk includes not only the financial statement and monetary
significance, but also the significance to an organization’s
operations, brand value, and reputation, as well as criminal,
civil, and regulatory liability. Consider, for example, two
different organizations with similar amounts of expenses
charged via employee expense reports. One of those
organizations is a professional services firm that charges
those expenses to clients. Although the likelihood of the risk

of fraudulent expense reports and the monetary exposure
may be similar at both organizations, the relative significance
of fraudulent expense reports to the professional services
firm may be greater given the impact that fraudulent expense
reports can have on customer and contractual relationships.

Organizations can categorize the significance of potential
frauds in as many gradations as deemed reasonable.
However, these three categories are generally adequate —
inconsequential, more than inconsequential, and material.

Considers the Fraud Triangle and Other Models to Evaluate the Risk Landscape

Figure 7. The Fraud Pentagon

Arigorous fraud risk assessment process incorporates

the current academic and practitioner research on fraud
attributes and characteristics. Risk assessments frequently
reference and consider various models of fraud.

One traditional and well-adopted model is the Fraud
Triangle, developed by Donald Cressey and others starting
in the 1950s. This model recognizes that most frauds include
three important elements:

* Incentives and pressures that motivate an individual to
commit a fraudulent act

¢ Opportunities or perceived opportunities that provide an
individual with some assurance that a fraudulent act can
be committed without being detected

e Attitudes or rationalizations that enable an individual to
internally justify the performance of a fraudulent act

Figure 6. The Traditional Fraud Triangle

Rationalization

Other researchers and practitioners have expanded or
enhanced the Fraud Triangle to include the attributes of
Arrogance and Competence. This model is sometimes
referred to as the Fraud Pentagon.?

* Arrogance, or lack of conscience, is an attitude of
superiority or entitlement or greed on the partof a
person who believes that anti-fraud measures do not
personally apply

* Competence is an individual’s expertise to execute
the scheme; access to assets, people, or systems; an
ability to override controls; concealment of wrongdoing;
and the ability to control the social situation through
rationalization, persuasion, lies, or coercion and to
manage the related stress

These models focus primarily on the attributes of potential
perpetrators. While the investigation and analysis of
identified frauds typically finds the elements and attributes
of either the Fraud Triangle or the Fraud Pentagon, they are
not perfect predictors. For example, it can be difficult to fully
assess individual incentives, motivations, rationalizations,
pressures, arrogance, and competence of fellow employees
and individuals. The inner thoughts and motivations of
individuals are often revealed by their actions, but no
organizational assessment can presume to know them

all. Also, these attributes may be readily observed among
employees, managers, and business leaders who are not
perpetrators, blunting their usefulness in assessing risk.

8 See Improving fraud risk management with an enhanced Fraud Triangle; Boyle, DeZoot, Hermanson, and Wolfe; ACFE Fraud Magazine, March/
April 2018. See also, Fraud Pentagon - Enhancements to the Three Conditions Under Which Fraud May Occur, by Jonathan T. Marks, CPA, CFE.
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Ultimately, the element of the Fraud Triangle over which an
organization can exert the most control is opportunity.

Some risk assessments leverage other models that focus on
attributes of the underlying schemes or the interaction between
risks and controls. For example, the Fraud Triangle of Action model
considers three essential elements of a fraudulent scheme,
all of which can be addressed through anti-fraud controls.?

Recent academic and practitioner researchers have
attempted to integrate these models into an Advanced
Meta-Model of Fraud.”
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Figure 8. The Triangle of Fraud Action

Figure 9. The Advanced Meta-Model of Fraud
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Comprehensive risk assessments consider both traditional
and current thinking on fraud risks to inform the assessment
process. Leveraging one or more of these models to

inform the risk assessment allows for fulsome and detailed
discussion of potential perpetrators, schemes, and risks.

Incentives and Pressures

The assessment of fraud risk considers the incentives or
pressures that might induce a perpetrator to commit fraud.
Organizations have a range of incentives in place to motivate
employees to achieve objectives. Some individuals may
resort to fraud in order to obtain incentive compensation.
Pressures, both real and imagined, exist within organizations
to achieve their objectives. The fraud risk assessment team
gains an understanding of the factors causing pressure to
achieve the organization’s objectives.

Motives for committing fraud are numerous and diverse.
One executive may believe that the organization’s business
strategy will ultimately be successful, and, if there are
interim negative results, decide to conceal them to give the
strategy time. Another executive might need just a few more

Anti-fraud
mechanisms

P (Fraud) given The Triangle
anti-fraud mesaures of Fraud Action

pennies per share of income to qualify for a bonus or to meet
analysts’ estimates. A third executive might purposefully
understate income to save for a rainy day or avoid taxes.
The fraud risk identification process includes an assessment
of the incentives, pressures, and opportunities to commit
fraud. The board evaluates incentive programs for senior
executives and management evaluates these programs for
others in the organization. The evaluation addresses how
those executives and managers may affect employees’
behavior when conducting business or applying professional
judgment (e.g., estimating bad debt allowances or revenue
recognition).

Incentive compensation and the metrics on which they are
based can provide a map to where fraud is most likely to
occur. There also may be non-financial incentives, such as
an individual who decides to record a fictitious transaction
to avoid explaining an otherwise unplanned variance. Even
maintaining the status quo is sometimes a powerful enough
incentive for personnel to commit fraud. Personnel at an
operating unit or location vulnerable to closure may collude to
misstate operating results to avoid closure and keep their jobs.

2 Mary-Jo Kranacher and Richard Riley, Forensic Accounting and Fraud Examination, 2nd Edition, John Wiley & Sons, p. 24.

© Richard Riley, Scott Flemming, and Jonathan T. Marks, Meta-model of fraud, ACFE Fraud Magazine, July/August 2018. See also (Advanced)
Meta-model of Fraud - Two triangles combine for better fraud case comprehension, by Jonathan T. Marks, CPA, CFE.
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Also important and often harder to recognize are the pressures
on individuals to achieve performance or other targets.
Some organizations are transparent, setting specific
targets and metrics by which personnel will be measured.
Other organizations are more indirect and subtle, relying
on the corporate culture to influence behavior.

Although individuals may not have any incremental
monetary incentive to fraudulently adjust a transaction, for
example, there may be ample pressure on an employee,
either real or perceived, to act fraudulently.

Data analytics can identify management practices and
business processes that encourage employees to bypass
controls and can highlight risk factors that could identify
rogue behavior, excessive spending, or other anomalies.

Pressure to Meet Aggressive Goals

One of the most underrated fraud risk drivers is
the pressure for staff to meet aggressive goals

set by management. One high-profile example

is the Wells Fargo Fake Account Scandal. From
2002-2016, managers at Wells Fargo Bank applied
pressure on branch employees, encouraging them
to market and sell different financial products and
services, such as bank accounts, credit cards, and
so forth. The sales goals became unachievable
and with the job-threatening consequences put in
place, employees began signing customers up for
services they did not need and opening accounts
for clients without their knowledge or permission.
When the extensive fraud finally came to light,
Wells Fargo agreed to pay a $3 billion settlement."

Attitudes and Rationalizations

The assessment of fraud risk considers how management
and other personnel might engage in or justify inappropriate
actions. Attitudes about fraud and rationalizations for
committing fraud are characteristics of individual
employees, vendors, customers, and others outside of the
organization. Therefore, they vary by individual. An organization
can influence, but not completely control, the attitudes of
its employees through its hiring and evaluation processes
and in the tone established by leadership and senior
management. An organization can exercise some control

over its vendors through the criteria included in the vendor
selection process, ongoing monitoring of its activities

with vendors, and ensuring that vendors understand that
fraud will not be tolerated. Government can exercise some
control over members of the public who may fraudulently
claim benefits through leading-edge data analytic and other
prevention controls before a payment is made and rigorous
prosecution when fraud is uncovered.

Rationalizations for committing fraud vary by individual and
thus are outside an organization’s control. For example, one
person might rationalize a fraud act by comparing it to an
even more egregious act that he or she did not commit ("I
only stole $10,000 and | could have stolen much more”) or by
justifying the action in relation to his or her personal life (“I
did it to provide for my family”).

Data analytics can be an effective fraud deterrent. If people
know that overt and covert analytics are being employed,
they will be less likely to commit fraud.

Opportunities

The assessment of fraud risk considers opportunities

for unauthorized acquisition, use, or disposal of assets;
altering of the entity’s reporting records; or committing
other inappropriate acts. Weak internal controls and poor
segregation of duties can provide opportunities to those who
wish to commit fraud.

Opportunities to commit fraud exist throughout organizations
and may be reason enough to commit fraud. These
opportunities are greatest in areas with weak internal
controls and a lack of segregation of duties. However, some
frauds, especially those committed by management, may

be more difficult to detect because management often can
override internal controls. Therefore, appropriate monitoring
of senior management by a strong board and audit committee,
supported by internal auditing, is critical to fraud risk
management. In addition, fraud by external parties, such as
a criminal ring posing as a physician to defraud Medicare
and Medicaid, continue to be a problem.

Data analytics can help to prevent the occurrence of fraud
by verifying that key controls are in place and working

properly.

Identifies Existing Fraud Control Activities and Assesses Their Effectiveness

Organizations usually have existing controls in place
that can serve as preventive or detective fraud control
activities. As part of the fraud risk assessment process,

the risk assessment team examines each specific
fraud scheme or risk and identifies the relevant existing

preventive and detective control activities.

T See Wells Fargo Agrees to Pay $3 Billion to Resolve Criminal and Civil Investigations into Sales Practices Involving the Opening of Millions of

Accounts without Customer Authorization.
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For some fraud schemes, there may be several existing
controls. For other fraud schemes, the risk assessment
team may conclude that no controls exist. After identifying
existing control activities, the risk assessment team
evaluates how effective these existing fraud control
activities are in terms of mitigating fraud risk.

This control effectiveness assessment process requires
two steps. First, a determination will be made as to whether
the control is in place and functioning as designed. Once
that determination is made, the control will be reassessed
in terms of its effectiveness for preventing and detecting
fraud.

This first step will be relatively straightforward for
organizations that have implemented the COSO Internal
Control — Integrated Framework. Under the COSO
Framework’s Monitoring Component, the organization
will know, through regular control testing, whether a
particular control is in place and working as designed.
(An organization that has not implemented the COSO
Framework will need to test the controls to complete the
first step.)

If an organization only focused on accuracy in accounting
and financial reporting when it designed its internal
controls, their effectiveness in terms of fraud prevention
and detection may be inadequate.

In designing internal control processes and procedures,
organizations often start with accounting processes
and cycles and design controls accordingly. Fraud risk
management, however, follows a fraud-scheme-specific
approach:

e |dentify all possible fraud schemes (not just those related
to accounting and financial reporting)

* Assess the existence and effectiveness of controls that
would prevent or detect those schemes

* Design and implement additional, fraud-focused control
activities in order to address residual fraud risk

Some examples will help illustrate how internal control and
fraud risk management intersect and support each other.

e Segregation of Duties — Duties segregationis a
standard (and usually effective) control procedure that is
designed to prevent a single individual from controlling
all transaction steps. In a fraud risk assessment, this
control would likely be identified as an existing control
when looking at employee embezzlement fraud schemes.
In specific circumstances, the fraud risk assessment
team might conclude that its effectiveness is limited from
a fraud risk perspective, because the employees across
which duties are segregated could collude to override
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that control. The fraud risk assessment team might then
conclude that the residual fraud risk (that employees
might collude) needs to be addressed by adding an
additional control, such as implementing a policy of
periodically rotating new employees into the duties so
that chances of collusion are reduced.

Approved Vendor Lists — Many organizations have a
control in place that prevents doing business with any
organization that has not been vetted and placed in the
approved vendor data-base. In a fraud risk assessment,
this control would likely be identified as an existing
control when looking at purchasing fraud schemes. In
specific circumstances, the fraud risk assessment team
might conclude that its effectiveness is limited from a
fraud risk perspective (e.g., an employee with access to
the data-base can add a phony vendor and then direct
payments to that vendor). The fraud risk assessment
team might then conclude that the residual fraud risk
(that an employee might add a phony vendor) needs to
be addressed by adding an additional control, such as
periodically using data analytics to compare all fields in
the employee data-base and the approved vendor data-
base. (Such an additional fraud control activity will be
more effective if carried out covertly.)

Higher Transaction Approval Authorities — Most
organizations have a control in place that establishes
thresholds for approval of transactions — particularly
purchasing transactions — by higher levels of
management or by more senior personnel. In a fraud

risk assessment, this control would likely be identified

as an existing control when looking at purchasing fraud
schemes. In specific circumstances, the fraud risk
assessment team might conclude that its effectiveness is
limited from a fraud risk perspective, because employees
can split purchases into several smaller transactions to
avoid obtaining higher-level approvals. The fraud risk
assessment team might then conclude that the residual
fraud risk (purchase-splitting) needs to be addressed

by adding an additional control, such as performing a
Benford’s Law analysis of purchase amounts on a regular
basis. (Again, such an additional fraud control activity
will be more effective if carried out covertly.)

Asset Verification Physical Counts — Requiring periodic
physical counts of key assets is a standard control
activity designed to assure that assets recorded in

the accounting system actually exist. In a fraud risk
assessment, this control would likely be identified as an
existing control when looking at asset misappropriation
fraud schemes. In specific circumstances, the fraud risk
assessment team might conclude that its effectiveness
is limited from a fraud risk perspective, because assets
can be moved during inventory counts or empty boxes
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can be disguised to look like they contain assets. The
fraud risk assessment team then might conclude that
the residual fraud risk (altered or stolen inventory) needs
to be addressed by adding additional controls, such

as performing surprise inventory counts, performing
simultaneous counts at all inventory locations, and
changing the actual counting process and procedures.

The extent to which existing internal control processes and
procedures might be adequate to address fraud risk is a
function of whether or not those controls were designed
with possible fraud foremost in mind. Additionally, even

if existing controls were designed with possible fraud in
mind, the reality is that if such controls focused primarily
on accuracy in accounting and financial reporting, those
controls might not consider the wider range of fraud
schemes to which an organization might be vulnerable.

After assessing the effectiveness of these existing
controls, certain residual risks remain, including the risk

Determines How to Respond to Risks

Risk assessmentincludes considering how the risk is managed
and whether to accept, avoid, reduce, or share the risk.

Risk tolerance varies from organization to organization. At the
highest level, the board sets the organization’s risk tolerance,
taking into consideration its responsibilities to all shareholders/
citizens, capital providers, and other stakeholders. While some
organizations want only to address fraud risks that could have

a material financial statement impact, other organizations
want to have a more robust fraud response program. For
example, some organizations consider a zero-tolerance policy
for corruption and money-laundering an important factor in
meeting governance objectives for enterprise risk. In addition,
a desire for a more robust fraud response is generally

the case in government, where mission and program
achievement and safeguarding public assets are paramount.

Many organizations state that there is a “zero-tolerance”
policy with respect to fraud. However, fraud deterrence
almost always carries a cost, and often organizations
compare the costs of controls to the likely impacts, both
financial and non-financial, and make the determination that
certain fraud risks are too expensive and time-consuming

to address via controls. Consequently, the organization may
decide not to put control activities in place to address such
risks or to put only detective control activities in place rather
than spend resources on preventive control activities. This
would be considered “accepting” the fraud risk.

of management’s override of established controls. The risk
assessment team evaluates the potential of those residual
risks and determines the nature and extent of the fraud
preventive and detective controls and procedures required
to address such risks. The fraud risks that were deemed

to be highly likely and highly significant are a priority. In
addition, an organization also considers the array of other
risks not deemed to be highly likely and highly significant.

Thus, the final step in the risk assessment process is to
determine whether any residual fraud risk exists and
whether any existing residual fraud risk needs to be
addressed through an appropriate response. The risk
assessment team also begins to evaluate controls
optimization, noting instances of apparently unnecessary or
redundant control activities to mitigate a single risk. The
existence of too many controls can serve to introduce fraud
risk if systems become so cumbersome that personnel lose
sight of key controls in the maze of seemingly unnecessary
control activities.

An organization’s risk tolerance provides management with
support about how to respond to fraud risk. Fraud risks are
addressed by accepting the risk of a fraud based on the
perceived level of likelihood and significance, increasing the
controls over the area to mitigate the risk, transferring the risk
through a third party such as an insurance policy, or terminating
the activity or objective with which the risk is associated.

The board ensures that management has implemented the
right level of controls based on the risk tolerance it has
established for the organization. In effect, the organization
looks at its financial statements, programs, and operations
and asks, “What can be wrong in this picture?” Then,
management designs appropriate control activities. The
key is to be selective and efficient.

Many potential controls could be putin place. The goal

is a targeted and structured approach rather than an
unstructured or haphazard approach. In addition, it is
important to include efficient controls that deliver the most
benefit for the cost of resources.

In addressing fraud risks, the organization is careful to
ensure that fraud risk management controls are designed
appropriately to address the relevant risks and that those
controls also are operating effectively and efficiently.

In those situations in which an internal control might be
executed with limited skepticism (e.g., agreeing an accrual
balance to underlying support), a fraud risk management
control includes an evaluation of the underlying support
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for consistency in application from prior periods and for
potential inappropriate bias. Therefore, the design of the
fraud risk management controls is appropriate and is
executed by competent and objective individuals.

Management’s documentation of fraud control activities
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includes the description of what the control is designed

to do, who is to perform the control, who is to monitor and
assess the effectiveness of the control, and the related
segregation of duties. (The section “Integrates with the
Fraud Risk Assessment” in Chapter 3 discusses the linkage
of the fraud risk assessment to fraud controls.)

Uses Data Analytics Techniques for Fraud Risk Assessment and Fraud Risk Responses

Data analytics are vital tools in evaluating the effectiveness
of organizational control activities. Traditionally, evaluating
controls was performed manually with assistance in
varying degrees from automation, mostly with spreadsheets
and basic rules-based analytics. Rules-based analytics
examine a limited number of data sets via a simple Boolean
condition (i.e., a value that is either true or false or that can
be answered with yes or no). Today, with sophisticated data
analytics techniques, like those identified in this chapter
and in Appendix D, it is possible to identify control activities’
strengths and weaknesses, not just more effectively, but
also across greater sectors of an organization on a more
proactive basis to better assess, not just detect, fraud risks.

When considering what data elements could be most
helpful in a risk assessment, it is best to start by asking

the right fraud risk questions first, as in the context of the
Fraud Triangle, then map the data sources to those fraud
risk opportunities. For example, if fraud risks are primarily
related to sales, customers, or distributors, then looking at
order-to-cash and sales data is often the best place to start.
If the risks are related to theft of assets, either physical

or digital, then looking at employee access controls may

be best. If the top risks are related to cash disbursements
to third parties, then an examination of the procure-to-

pay, vendor-payment process could be most relevant. To
evaluate the effectiveness of controls to ensure honest, fair,
impartial, and legal contracting (i.e., procurement integrity),
data analytics techniques can identify red flags such as the
following that indicate control activity weaknesses:

¢ A pattern of awards followed by change orders that
increase the prices of the contracts

* Excessive sales discounts, returns, or their relative timing
with respect to period cut-offs

* Invoices significantly higher than the average cost of
similar services/goods

e Disparity in bid prices greater than a threshold value

e Existing financial relationships between vendors and the
procuring entity’s employees

e Suspicious keyword terms or descriptions in sales or
payment data, specifically in the comments field of a
transaction

* Prices dropping when a new or infrequent competitor
enters a competition; patterns of anti-competitive cost
submissions in bids; invoicing inconsistent with contract
terms

¢ Vendors and procurement professionals with identical
personal information (i.e., emails, bank accounts,
addresses, telephone numbers)

e Percentage of sole-source contract awards

Data analytics techniques can also help isolate transactions
or trends that represent potential fraud.

Organizations can utilize some of the concepts included in
auditing standards in their application of data analytics in
the fraud risk assessment."” Professional guidance requires
the external audit practitioner to perform disaggregated
analytics on revenue as part of the fraud risk assessment
process. That guidance also encourages the external audit
practitioner to devise appropriate data analysis strategies
for each identified risk.

Data analytics can also be used to represent some of the
more relevant risks that an organization faces with various
visualization tools. For example, organizations often utilize
employee surveys, facilitated sessions, and other data-
gathering techniques to gain a more reflective perspective
on fraud risks. They then use data analytics techniques to
compile, display, and analyze the results.

The results of data analytics can, for example, be used

as part of the fraud risk assessment process in a data
visualization of identified fraud risk likelihood and
significance in a heat map display. The following is a
hypothetical example. Different organizations could make
different judgments about the significance or likelihood of
various types of risks.

2 AU-C section 240, Consideration of Fraud in a Financial Statement Audit
[See aicpa.org/Research/Standards/AuditAttest/DownloadableDocuments/AU-C-00240.pdf.]; PCAOB AS 2110, Identifying and Assessing
Risks of Material Misstatement [See https:/pcaobus.org/oversight/standards/auditing-standards/details/AS2110]; and International Standard
on Auditing 240 [See ifac.org/system/files/downloads/a012-2010-iaasb-handbook-isa-240.pdf.] provide guidance to external auditors

regarding fraud risk assessment and response.
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Figure 10. Fraud Risk Assessment Heat Map
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Data analytics techniques, ranging from simple categorization
and stratification to sophisticated predictive and prescriptive
models, can assist organizations in focusing their fraud risk
responses on the areas in which fraud is a higher risk. Some
data analysis techniques to gather fraud risk evidence include:

¢ Data stratification — Sorting or categorizing payments,
third parties, survey data, employee information, journal
entries, and other sources by account type, over time,
by dollar amount, or by some other logical grouping can
help identify outliers and anomalies. For example, sorting
on a key field can quickly identify items that do not follow
the organization’s numbering or labeling standards.

¢ Risk scoring — Assigning weights to various fraud risks
on an objective and repeatable basis can help surface
the risk areas on which to focus.

e Trend analysis — Analyses of trends over time or across
locations can be helpful in identifying outliers that may
indicate the existence of fraud or error. Particularly

helpful in identifying fraud are trend analyses of

ratios that compare financial data to operations data.
Individuals who are intent on committing fraud may

only have the ability to manipulate financial amounts or
operational data, but not both. Examining meaningful
disaggregated ratios of financial data to operational data
can identify outliers or trends that can be investigated
for potential fraud. For example, a monthly trend analysis
of revenue per case of product sold is assessed. If

there is a month in which the revenue per case sold is
significantly higher than it is in other months, this could
be an indication of an erroneous or fraudulent journal
entry. If the revenue per case sold is significantly lower,
this could be an indication of poor pricing, billing errors,
or fraud.

¢ Fluctuation analytics — Comparing current year to
previous year statistics can highlight unusual trends or
anomalies (e.g., activity against a dormant account).

e Data visualization — When viewing such data, anomalies
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and patterns are far more likely to be spotted when
visualized in a graphical chart, heat map, or dashboard
compared to being displayed in a spreadsheet by rows
and columns.

e Statistical analysis/predictive modeling — For
organizations deploying continuous monitoring, this data
can provide valuable perspectives on emerging fraud
risks or predictive models, e.g., taking lessons learned
from past events to identify or predict future high-risk
areas in the organization.

e Using information from external data sources — In
analytics this would include news and media articles

Documents the Risk Assessment

Organizations use a fraud risk profile or matrix to document
their fraud risk assessments, as shown in the illustration

in Figure 11. This fraud risk assessment matrix example
provides an overview of a risk assessment’s sequencing
when looking at the column headings from left to right.

The first column includes the identified fraud risks and
schemes, which are then assessed for their relative
likelihood and significance of occurrence (columns 2-3).
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of emerging fraud risks, industry events, and regulatory
actions as well as index data, such as the CPI, among
other sources or industry-specific publications.

In summary, when performing a comprehensive fraud
risk assessment, data analytics can be more efficientin
identifying potential fraud risks across a broader sector
of an organization; providing tangible evidence of control
activity strengths and weaknesses; and assisting in
organizing, prioritizing, and visualizing those fraud risks
needing greater attention.

For more information on the use of data analytics, please
refer to Appendix D.

Next, the risks and schemes are mapped to the personnel
or departments involved and to existing fraud control
activities (columns 4-5). Column 6 includes assessment
of existing controls for design effectiveness and testing
of existing controls to validate operating effectiveness.
Finally, the organization identifies residual risks and
develops a fraud risk response (columns 7-8) to address
these residual risks.

Figure 11. Fraud Risk Management Assessment Matrix Example
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Column 8 provides the important linkage to the next step
in the Fraud Risk Management Program — designing
preventive and detective control activities that mitigate
residual fraud risks. In subsequent risk assessments,
the control activities included in column 8 of prior risk
assessments are moved to column 5 and assessed for

effectiveness. Through this iterative process, fraud risk
management undergoes continuing improvement and
strengthening. Appendix E shows this matrix completed for
several possible fraud risks and illustrates how to use the
matrix to document the fraud risk assessment.
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Performs Reassessments and Assesses Changes to Fraud Risk

The risk assessment process is iterative rather than a one-time
exercise. The risk assessment is conducted initially and then re-
performed periodically. Every organization experiences change,
and every change experienced has an impact on fraud risks.

The initial fraud risk assessment can be viewed as the
“baseline” assessment. The periodic reassessments can be
viewed as “maintenance” assessments.

Changes can occur due to factors over which the
organization has no control (external changes); factors the
organization can control, such as mergers and acquisitions
or changes in operations (operational changes); and
adjustments in key personnel (leadership changes).

The organization is alert for these types of changes and
recognizes that any change results in the need for a new
or updated fraud risk assessment related to areas that are
affected by the changes.

Itis important for everyone in the organization to be
cognizant of the continuing nature of this process and the
need to be aware of changes in the fraud risk environment,
including new tools and techniques for fraud prevention and
detection. Fraud risk management is best served if the focus
comes from both the top down and the bottom up. In most
organizations, this will require a cultural transformation in
how the organization thinks about both fraud risk and the

impact of fraud on the organization’s reputation and ability
to meet its objectives and goals. For employees, who may be
inclined to think that this is top management's responsibility,
fraud risks represent risks to their jobs if the organization
suffers major reputational or financial losses.

External Environment Changes

Changes in the regulatory or economic environment can
resultin changes in the items about which regulators

are most concerned and in the financial incentives and
pressures facing an organization. The fraud risk assessment
team maintains awareness of these changes and how the
changes can affect their fraud risk assessment.

For example, changes in regulations affecting financial
institutions may create new compliance requirements or
forbid certain transactions. Employees may be incentivized
or perceive pressure to hide transactions or falsify reports to
appear as if they are adhering to new regulations. Changes
in the economic environment could signal the beginning

of an economic recession, and employees may perceive
pressure to continue to meet earnings targets by reducing
necessary reserves or allowances or by paying bribes to
secure business.

The example below illustrates how an emerging external,
non-financial reporting risk poses a significant fraud risk
warranting careful focus and attention.

Example of Consideration of New and Emerging Fraud Risks: Environmental, Social, and Governance Initiatives and Reporting

Fraud and unethical behavior in Environmental, Social, and Governance (ESG) initiatives is a growing threat. For
example, Volkswagen'’s diesel engine scandal remains one of the most notable incidents of fraud in business
history. In another example, a massive Ponzi scheme was based on the fraudulent claim that biochar (waste from
tires and household garbage) would be a future source of green energy. And a vast carbon credit fraud perpetrated
on people in the UK led to the arrest and extradition of perpetrators. These high-profile incidents reveal a simple
truth: When stakes are high, people are often willing to lie. ESG is no exception.

Regulators are already addressing the fraud potential in ESG initiatives. For example, the U.S. Securities and
Exchange Commission (SEC) created a Climate and ESG Task Force to analyze data to identify potential
violations and misconduct. It also created a web site to receive ESG-related tips, referrals, and whistleblower

complaints.

When developing an ESG framework and culture, the process can be enhanced by asking these questions:
* Are my company’s ESG disclosures subject to the same rigor as our financial disclosures?
* What are our management assertions about ESG, and are controls in place to ensure that these assertions are

accurate and supported?

* What is our plan to disclose and correct ESG reporting problems?

Treating ESG with the same attention and importance as financial reporting can lead to more consistent focus
on accuracy and integrity. The principles of fraud risk management are applicable to ESG reporting as well as

to financial reporting in accomplishing these goals:

* Recognize the fraud risks associated with ESG initiatives and reporting.

» Assess the effectiveness of existing control activities.

» Devise and apply additional control activities to mitigate residual risk.

* Monitor continued adherence and compliance.

It is important to note that like accounting standards, ESG goals evolve, and companies will adapt and apply new
methods of valuation and performance that require ongoing assessment and monitoring.
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Operational Changes

Organizations regularly introduce new product lines or
services or change the manner in which they process and
report data. These changes can lead to new incentives and
pressures on employees and new activities that need to be
assessed for fraud risks.

For example, an organization may introduce a new product
line, one about which management has predicted very
promising financial results. If the new product sales are
not meeting internal forecasts and budgets, employees
may feel pressure or be incentivized to make it appear that
the product launch is achieving success by reclassifying
other product revenue as being attributable to the new
product. They may also resort to making false claims about
the product or paying bribes to retailer representatives to
feature the product in their stores.

Similarly, organizations also may systematically outsource
non-core activities. The fraud risk assessment team
considers the impact of outsourcing initiatives on current
employee morale as well as the activities being transferred
to the outsource provider. The organization considers
whether the outsource provider has adequate controls to
address the fraud risks inherent in the services they are
providing (e.g., a third-party processor of healthcare
payments with access to sensitive data has controls in place
to mitigate the related risks).

With accelerating advances in technology leading to new
and innovative businesses and ways of doing business,
organizations focused on fraud risk management will remain
alert for inherent risks associated with these changes. For
example, there could be inherent risk in interacting with
organizations that are newly legal, and are subject to
evolving legal and regulatory constraints.

Leadership Changes

Changes in leadership can bring changes in the tone at the
top, which could affect the culture of compliance within an
organization. Changes in leadership personnel throughout
the organization can change the people who execute and
approve transactions and provide oversight of the Fraud
Risk Management Program. These new leaders may not
fully understand the processes, controls, and monitoring
activities in place at the organization. Consequently,
employees, vendors, or customers may attempt to take
advantage of this perceived lack of understanding and
consider the change an opportunity to attempt to commit

a fraud.
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Changes in the Fraud Landscape
Organizations face evolving fraud schemes and risks,
including the following risks:

e Cyber fraud, including techniques like phishing, and
malware

e |dentity theft-based fraud using stolen information and
techniques like deepfake voice and video spoofing,
image manipulation, and sophisticated counterfeit
identity documents

e Ransomware and corporate extortion

e Blockchain and crypto-currencies, which open up new
avenues for fraud, such as a 51 percent attack, and
facilitate anonymous fraudulent activity

¢ Economic disruptions, business cycles, and the impact of
natural events that attract fraud perpetrators exploiting
them. Government programs designed to ameliorate these
events may compound these risks. For example, with
expanded unemployment benefits implemented as part of
COVID-19 pandemic relief efforts came massive amounts
of unemployment fraud across the United States

e Disruptive technologies and changes in business
practices that may introduce new risks or open gaps
in internal controls. For example, shifts to remote and
hybrid work environments during the COVID-19 pandemic
had fraud risk impacts that were hard to predict,
categorize, and monitor

* Increased use of innovative tools by management that
are executing accounting functionality (e.g., the use
of data automation software and robotics process
automations) is thereby changing the landscape of the
accounting function and ultimately the fraud risk profile

e Virtual accounting procedures (such as observing
inventory using remote-observation tools) and assuring
the authenticity of accounting records and audit
evidence in remote and virtual work environments

Consequently, an effective fraud risk assessment approach

includes timely monitoring to identify the relevant changing

fraud landscape. A practice of constantly monitoring media

and other sources for new and evolving frauds and then asking
the questions, “could this happen to or in our organization?”
and “if so, do we have effective controls in place to prevent
or early detect it?” will trigger updated risk assessments.

Once the organization has conducted an initial fraud risk assessment, the next phase of the Fraud Risk Management
Program is establishing fraud control activities to either prevent frauds from occurring or detect frauds that occur as quickly
as possible. Chapter 3 explains how organizations establish and implement preventive and detective control activities.
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CHAPTER 3. FRAUD CONTROL ACTIVITIES

Chapter Summary

Chapter 2 explains how an organization performs a
comprehensive fraud risk assessment. The culmination of that
assessment effort is the identification of residual fraud risk and
the resultant need for additional fraud control activities.

This chapter explains the next important phase of fraud
risk management: designing and implementing fraud
control activities designed to help prevent frauds from
occurring or result in the early detection of frauds that are
not prevented.

A fraud control activity is an action established through
policies and procedures, often with data analytics
components, that helps ensure that management'’s
directives to mitigate fraud risks are carried out. A fraud
control activity is a specific procedure or process intended
to either prevent fraud from occurring or to detect fraud
quickly in the event that it occurs.

While fraud control activities can serve multiple purposes,
they are generally classified as either:

* Preventive — designed to avoid a fraudulent event or
transaction at the time of initial occurrence, or

* Detective — designed to discover a fraudulent event or
transaction after the initial processing has occurred

The selection, development, implementation, and
monitoring of fraud preventive and fraud detective
control activities are crucial elements of managing
fraud risk. Fraud control activities are documented with
descriptions of the identified fraud risk and scheme, the
fraud control activity that is designed to mitigate the
fraud risk, and the identification of those responsible

for the fraud control activity. Fraud control activities are
integral to the ongoing fraud risk assessm