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Who dat boy?

• Twitter: @hd_421
• Pentester @Digital Security
• SynAck Red Team member
• Bug hunter (Yandex, Mail.ru, Kyivstar, QIWI, Unity)
• Sometimes a speaker (PHDays, ZeroNights, Revuln)
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Agenda

• What is Recon/OSINT
• Internal & External scope
• Discovering IP Space
• Diff between Red Team Ops and 

Penetration testers

4

• Search engines for hackers
• Good ol’ bruteforce
• Lookup popular 3rd party cloud storages
• Mitigations

Cat Food Dog Food Food for you



Conclusion

• Don’t re-invent the wheel
• Understand whole cycle of automated work
• Improve what exist
• Don’t be a script kiddie
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OSINT
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Recon

7



Why should we care about it?

8

BEFORE AFTER

Attack Vector Attack Vectors

Target Target
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Client Internet/Intranet Revers Proxy

Servers in Internal 
Network

JIRA

Confluence

Bitbucket Server

External Scope vs. Internal Scope



Adversary models

Internal adversary:

• Knows how the system works
• Experienced user
• Familiar with processes and lifecycles 

inside the company
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Adversary models

External adversary:

• Knows only things they have found
• Relies on their background skills
• Forced to spend time studying the 

system
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Lets go
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Our main target is maximum coverage of 
given asset. But what is our entry point?



Who is
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Autonomus System
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https://bgp.he.net
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Certificates
https://crt.sh

15



16

Certificates
https://crt.sh
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Certificates
https://crt.sh
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18

https://censys.io/
Search engine
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Search engine

Don’t spend your time doing monkey work
Just check whether somebody has already 
done the thing

Why does it matter?
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20

https://censys.io/
Search engine
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Search engine
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https://shodan.io/
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Search engine
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https://viz.greynoise.io/

22



Search engine
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https://app.binaryedge.io/

Hi sab0tag3d
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Search engine
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https://wigle.net/

https://wigle.net/


Search engine
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https://hunter.io/
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Subdomain discovery

Isn't it a monkey work to check those 
resources one by one when their APIs 
have been already exposed?

Take control over API
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Subdomain discovery

Why does it matter?

1
2
3

Subdomain takeovers

Any type of area-related bugs can be found, which will 
help to attack main target

New targets which may be abandoned for a long time & be 
vulnerable to known issues
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Subdomain discovery (Scraping)
SubFinder
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Subdomain discovery (Scraping)
AMASS

• Results depends on configuration
• 6600 by default launch
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Subdomain discovery (Bruteforce)
Subbrute
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Subdomain discovery (Bruteforce)
Gobuster

• Faster and flexible than subbrute
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Subdomain discovery (Bruteforce)
MassDNS

Result:
Depends on : Wordlist, Resolvers
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Subdomain discovery (Bruteforce)
AltDNS
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If we need to go deeper



Result
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A huge list of targets is ready to be tested, but are 
you sure all of them are valid?
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Identify availability

How to deal with a lot of found assets?
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11397 lines
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Identify availability
Screenshots

• https://github.com/miche
nriksen/aquatone
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• https://github.com/FortyN
orthSecurity/EyeWitness



Further Linked Resources Discovery

ZAP Burp Suite
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Further Linked Resources Discovery
Spidering/Crawling

Why does it matter?

1
2

You shouldn’t do anything you can automate

Time matters
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Further Linked Resources Discovery
Spidering/Crawling

OWASP ZAP Burp Suite
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Further Linked Resources Discovery
Ajax Spidering
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WHAT

41

Now let's narrow the focus area even more
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Discover technology
Wappalyzer

• Or WhatWeb script
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Port Scan

Why it matters?
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Tools:
Nmap & MasScan

Solution: 
https://github.com/hoodoer/Top
-Port-Slicer
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Port Scan

Problems?  =>  /8 = 16777214 hosts
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Port Scan

Tools:
Nmap & MasScan

Solution: 
https://github.com/hoodoer/Top
-Port-Slicer

Problems?  =>  /8 = 16777214 hosts
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Further lookup
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You probably found bunch of new 
services to test at this point. Good job.



Wayback Machine
Archive.org
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Wayback Machine
Burp Plugin Wayback Machine
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Enumerating JS Endpoints

Why does it matter?

1
2

3Loggers => Blind XSS

Proxy => Open redirect & SSRF

Server-side misconfigurations => RCE

Caching issues => injections4

Top cases from my practice: 
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Enumerating JS Endpoints

https://github.com/nahamsec/JSParser https://github.com/GerbenJavado/LinkFinder

JSParser

50

LinkFinder

https://github.com/nahamsec/JSParser
https://github.com/GerbenJavado/LinkFinder


Enumerating JS Endpoints

https://github.com/Lopseg/Jsdir

Js Path Extractor (Burp)
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Can I do it with burp? (Yes)



Place for your AD here
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Want to know more about SSRF? 
You may want to visit this 
speech =>



Dive into .git leaks

Bug Price: $100 - $30.000
53

$1.500 Bounty, AWS key leak via GitHub

sainaen

$30.000 or go to jail?

https://samidrif.net/index.php/2017/08/29/yo-github-could-you-find-something-for-me/
https://hackerone.com/sainaen?sort_type=latest_disclosable_activity_at&filter=type:all%20from:sainaen&page=1&range=forever
https://xakep.ru/2017/11/20/dji-leaks-and-threats/


Dive into .git leaks
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How to lost $4.900 in one dayPrivate keys on public GitHub

https://alexanderpaterson.com/posts/this-is-what-happened-when-i-leaked-my-aws-secret-key
https://www.theregister.co.uk/2017/11/14/dxc_github_aws_keys_leaked/


Explore GitHub with Dorks
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More GitHub dorks!

https://xakep.ru/2015/07/08/google-hidden-functions/

A couple of useful articles about Dorks:

https://xakep.ru/2017/09/21/google-dorks/

https://github.com/techgaun/github-dorks
https://xakep.ru/2015/07/08/google-hidden-functions/
https://xakep.ru/2017/09/21/google-dorks/


GitRob v1.1.2
https://github.com/michenriksen/gitrob

56

Good: 

• Lots of cheks
• Flexible, also dig into the company’s 

employees’ personal GitHub pages
• Well structured
• Enables Continuous Monitoring

Bad:

• Signature checks
• Slow
• Last signature update was 2 years ago
• GitHub Only

Additional info in developer blog post 
Also some new features of v. 1.0.0

http://michenriksen.com/blog/gitrob-putting-the-open-source-in-osint/
http://michenriksen.com/blog/new-version-of-gitrob-is-out/


GitMiner
https://github.com/michenriksen/gitrob
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Good:

• Easy to build, Docker is available too
• You can add your custom crafted 

GitHub Dorks

Bad:

• Small list of hardcoded checks
• Slow
• GitHub Only

GitHub Dorks Cheat Sheet

https://www.andreafortuna.org/cybersecurity/github-dorks-a-simple-cheatsheet/


GitRob v1.1.2
https://github.com/michenriksen/gitrob
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Good: 

• Easy to build
• Works with any platform ( any .git repos)
• Fast (Go lang)
• Search based on RegExp, you can add 

your own at any time

Bad:

• RegExp skill based tool
• Might be less effective with GitHub 

search than his GitHub-only analogs

RegExp CheatSheet

https://medium.com/factory-mind/regex-tutorial-a-simple-cheatsheet-by-examples-649dc1c3f285


Dive into .git leaks

Bug Price: $20 - $750
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Cloud Storages
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Bug Price: $20 - $750



Lookup

https://github.com/nahamsec/lazys3.git https://github.com/sa7mon/S3Scanner

lazyc3
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S3Scanner

Read this first

https://labs.detectify.com/2017/07/13/a-deep-dive-into-aws-s3-access-controls-taking-full-control-over-your-assets/


And what about this two?

Lookup

Google Cloud Storage Azure Blob Storage
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Google Dorks?

*bucketNameHere*.storage.googleapis.com/g
storage.googleapis.com/*bucketNameHere*

*bucketNameHere*.blob.core.windows.net

https://gbhackers.com/latest-google-dorks-list/


BucketSnoop

BucketSnoop
https://github.com/olihough86/BucketSnoop

Ez lookup way
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Launch Server Install Extension

Just surf the web

1 2
3



AWS Extender

Aws-extender
https://github.com/VirtueSecurity/aws-extender

Probably the same as BucketSnoop, but in BURP!
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Configure Surf1 2



Subdomain Takeover

Bug Price: $120 - $3000
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Subdomain Takeover
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DIG + Cheat Sheet

https://github.com/EdOverflow/can-i-take-over-xyz


Conclusion

• Don’t re-invent the wheel
• Understand whole cycle of automated work
• Improve what exist
• Don’t be a script kiddie
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Moscow, headquaters Saint Petersburg, R&D

inbox@dsec.ru

Thanks for your attention

company/dsec/ company/dsecruDSecRU


