Heisenbug

TecTnpyem mobunbHbiiA
TenedoH no-apyromy.
[TlonHoe norpy>xeHune

B HW cTeHpb!

Hoknapuuk: [laBbigpoBa Hapexxpa
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KTo paccka3biBaeT?

Hape>xpa aBbipoBa
Nadezhda.Davydova@kaspersky.com
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O yem nonper peunb

3a4vem Ham Continuous Integration (Cl)

HoBasg OC n obnacTtun eé€ npumeHeHus
TecTupoBaHme B aMynatTope 1 noyemy aToro
Hep[oCTaTOYHO

TecTnpoBaHue ¢ npnmeHeHnemMm o6opyaoBaHNS

lkaspersky



3avyem Ham CI

ABTOMaTU3NPOBAHHbIN perpecc
[TloBTOpPSiEeMOCTb

CtabunnbHOCTb TECTOB

PaclumnpeHmne TecToBOro noKpbIiTUS
OKOHOMUNS BpEMEHUN Ha AOKYMEHTUPOBaHUN

lkaspersky



KasperskyOS

 CobcTBeHHas paspaboTka

* Mwukpospapo

* WHTerpauusa c moaynem
6e3onacHoCTU

lkaspersky



TATTTCR

Kaspersky Kaspersky Kaspersky

: Oy = : ;
loT Infrastructure Security == | Secure Remote Workspace Automotive Adaptive Platform
KomnnekcHas salumTa HppacTpyKTypebl DYHKUMOHaNbHOCTL 1 YNPaBNseMoCTb MocTpoeHne HapexHbIX IT-cuctem ans
VHTepHeTa BeLlei MHPPaCTPYKTYpbl TOHKNX KIMEHTOB YMHOTro aBTOTpaHcrnopTa
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TecTnpoBaHue
MmobunbHoro
TenedoHa Ha

KasperskyOS

lkaspersky



TecTnpoBaHune B amynartope

* Y10 TecTmpytot 06bI4YHO?
* [louemy aTOro HegOCTaTOUHO?

lkaspersky



YTo TecTMPYIOT OBbIYHO?

* PaboTty npunoxxennii n cepsucos B OC
* BsanmopencTBne KOMNOHEHTOB

lkaspersky



QEMU

OMynaTop apxXuUTEKTypbl
C OTKPbITbIM NCXOAHbIM
KOAOM

lkaspersky

SDMYnaTop

Q QEMU & = B8]

Machine View
[SeaBI0S (version rel-1.12.1-0-ga5cab58e9a3f-prebuilt.gemu.org)

iPXE C(http://ipxe.org) 00:03.0 C980 PCIZ.10 PnP PMM+BFF913A0+BFEF13A0 C980

Booting from ROM...




[TpemyuiecTBa
TECTUPOBaAHUSA B IMYNATOpPE

* Jlerko nHterpuposaTtb B Cl

* Bbicokas noBTopsieMocTb TECTOB

* [eweBne TecTnpoBaHus Ha YCTPOMCTBE
* [lopxoanT ang pasnnyHbIX YCTPOMNCTB

* YacTb TecToB peanmsoBaHa B amynsaTope

kaspersky 1



Continuous Integration

* Bash ckpunTbl
e Bubnmnoteka QMP
* pytest, Python

lkaspersky
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[MTpumep 3anycka

gemu-system-x86_64 \

-m 1024 \

-Cpu core2duo \

-nographic \

-netdev tap,id=net0,ifname=tap9, \
script=no,downscript=no

-kernel ${PATH}/kos-gemu-image

lkaspersky
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Bbunbnnoreka QMP

- gmp tcp:localhost:4444,server,nowait

lkaspersky
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[Touemy 3TOro HefOCTATOUHO?

* Tpymo€mKo nnucaTb 3arnyLuKu peasbHbIX
YyCTPONCTB
* He nosBonsieTt 06Hapy>X1Tb oLLINOKK
B paboTe gpanBepos
* TenedoH moxxeT paboTtaTtb Nno-gpyromy
* Mbi Tectupyem OC

kaspersky 15



UTO0 HY)XHO NnpoTecTupoBaTthb

* Pernctpaunga B cotoBou cetun

* 3BOHKM U cOOOLLEHNS

* [lepepaya paHHbIX

* OHepronoTpebneHne

* PaboTta nepndepuniiHbix yCTPONCTB

kaspersky 16



[lepBbie onbiTbi
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lkaspersky

[TpoToTnupoBaHune

18



HW nop ynpasneHnem KasperskyOS

[ 2G, 3G, LTE J

kaspersky

[ LOGS J [ Bluetooth/Wi-Fi ]

[ GPS/GLONASS ]

[ Power Supply ]
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[ 2G, 3G, LTE J

kaspersky

HW nop ynpasneHnem KasperskyOS

(o
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Kak poctaBuTb curHan?

(3)

kaspersky
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Kak poctaBuTb curHan?

AN
rd

lkaspersky
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TecTnpoBaHne COTOBOU CeTI

lkaspersky



lkaspersky
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Imynarop 6a3oBon cTaHUUN

lkaspersky
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[MpemmyuwiecTBa

* KomnnekcHoe TecTnpoBaHue Ha TenedoHe

* WcknioueHue BnusHUS BHeLLHen cpeabl

* [JleTanbHoe uccnepoBaHus onpeneneHHbIX
pPeXXmoB paboThbl

* [loBTOpPSEMOCTb TECTOB

kaspersky 26



Muterpauus B CI

*  MwnHumMHnzaumns pyyHoro Tpyaa
* ABTOMaTM3aUMs ynpasneHnsa npnéopom
* WHTerpauus B CyLLeCTBYIOLLYIO CUCTEMY

lkaspersky
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kaspersky

eHepaTOp
curHana
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TAP (Test Automation Platform

) |¥] E7515A-GSM.Activate Cells - Activate Pass
) E7515A-GSM.Basic Cell Config - -30 (dBm) - BCH band: PGSM - BCH ARFCN 0

Radiochanel setup

CALL:MS:TXLEVEL:SELECTED 5

p— -

v U0
N ~ALL-CEL L -T100 15
) [¥] CALL:.CELL:TT00 15 2G BSE ):localhost-hislip4:INS
) Switch off Switch OFF when plan ends
) switch Full preset
v ra
) E7515A-GSM.Attach
Power -45 (dBm)
Power State N
~a n

S;-I,-L-er: -30.00 5, g 941.00 [ 896.00 MHz

DL Freq: UL Freq:

BCH  939.00 ., °M  894.00 . POTCH 941,00 ., '°™°" 896.00 .

DL Freq: UL Freq: DL Freq: UL Freq:
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UTto cneayet ynyuwnTb?

* [lporpammHoe ynpasneHne tenedpoHOM
* 3anyck nocneaoBaTeflbHOCTU TECTOB

lkaspersky
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Android Debug Bridge (adb)

e (OCHOBHble KOMaHAbl AN TeCTOB
*  YHndukaumsa pnsa HeCKobKNX

TenedoHOoB
* JlornposaHune

lkaspersky
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ADB - ocHOBHbIEe KOMaHAbI

adb shell settings put global airplane mode on 1
adb shell am broadcast -a
android.intent.action.AIRPLANE _MODE --ez state true
adb shell input keyevent 6

adb logcat -b radio

adb shell svc data enable

adb shell am start -a android.intent.action.CALL -d
tel:*102%23

kaspersky 32


tel:*102%23

Muterpauus B CI

Nniocbl Takoro nopgxopa

+ Y poO6Hbii uHTepdelic

+ Jlerko oTnaxxmeaTb

+ Mo>kHo 3anycKkaTb N3 KOMaHAHOW CTPOKM
+ KoHdurypupoBaHue npnbopa

lkaspersky
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Muterpauus B CI

Hepocratkm

-  QPopmupyeTca ouepenb

- JHonro BbinonHsieTca TecT

- MHoro py4yHoro Tpyaa

- TecTbl BOMKHbI XPAHNTbCHA HEMNOCPEACTBEHHO
Ha npunbope

- HeTt ynpaBneHunsa ns Python

lkaspersky
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OpenTAP - python plugin

$TAP_PATH/Packages/Python/

https://github.com/utepnetlab/opentap

lkaspersky
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https://github.com/utepnetlab/opentap

Muterpauus B CI

Mmochl
+ [lporpammHoe ynpaBneHune TenedpoHom

+ KoHdurypupoBaHue npnbopa
+ 3anyck ns Python

lkaspersky
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Muterpauus B CI

MuHychbi

- YnpaBneHune yepes npnoop

-  OrpaHunveHns KoHPUrypmpoBaHusa obopynoBaHuns
- He pacwmnpgemasa cxema

lkaspersky
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[ 2G, 3G, LTE J

kaspersky

HW nop ynpasneHnem KasperskyOS

(o
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lkaspersky

HISLIP + visA

VISA - Virtual Instrument Software Architecture

HiSLIP - High-Speed LAN Instrument Protocol

39



import pyvisa

def init (self, address: str, visa lib:

str):
self.rm =
pyvisa.ResourceManager(visa 1ib)
self.address = address
self.ControlPanel: ControlPanel = None

self.TransceiverA: Transcefver = None

self.TransceiverB: Tran, ver = None

kaspersky
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[NoaxnioyeHne K NnaHeNn ynpasneHus

def control panel start(self):

self.ControlPanel = ControlPanel(self.rm,
"TCPIPO::" + self.address +

'::hislip@: :INSTR’)
logging.info(self.ControlPanel, "Control
Panel hasn't been connected")

lkaspersky M



HacTpounka rpaHcueepa

def configuration set 3g(self, power cell: = -
cable_correction: = 0):

self.TransceiverA = Transceiver3G(rm=self.rm,
port="TCPIPO::" + self.address + '::hislip4::INSTR’)
logging.info(self.TransceiverA, "Transceiver hasn't
been connected®)
self.TransceiverA.configuration_set(power cell=power_ c
ell, cable correction=cable correction)

kaspersky
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UTOo-TO 3HAaKOMOEe

div > div:nth-of-type(2) div > div:nth-child(2)

#main-panel > div.slideshow-info-container >

div.notranslate.transcript.add-padding-right.j-transcript
> o0l > li:nth-child(1)

lkaspersky
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SCPI - Standard Commands
for Programmable Instruments

SOURce:POWer[ :LEVel]:SLOPe[ :DATA] - YcnoBHble 0603HaYeHUs

- ®opmaT KOmMaHA

- [lapameTpusaumns komaHpg,

- 3anpoc HacTpoeK NapameTpos
- TepmuHaTtopbl komaHg SCPI

SENSe:FREQuency:CENTer

CALC:LIMit:DATA
2,1,1E9,3E9,0,0,2,1E9,3E9,-3,-3

lkaspersky 44



SCPIl napameTpusauyus
KOMaHp,

SENSe:FREQuency:STARt 1 MHz
SENSe:FREQuency:STARt?

DISPlay:ENABle OFF

MMEMory:STORe "state@l.sta"

lkaspersky

Tunbl napamerpoB SCPI
Yncnosbie napameTpbl
HuckpeTHble napameTpbl
Bynesbl napameTpbl
[MapameTpbl cTpok ASCII
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Mpumep ncnono3osannga SCPI
KomaHpa ang ornpaskn SMS

def call sms ptp text cust(self, text: ) :

ans =
self.instrument.write('CALL:SMService:PTPoin
t:TEXT:CUSTom "%s"' % text)

lkaspersky 46



Mpumep ncnono3osannga SCPI
KOMaHA ANS OCYLLeCTBIeHNs
BbI3OBOB

def call orig(self):
ans =
self.instrument.write( 'CALL:ORIGinate’)

def  call end(self):
ans = self.instrumentswrite( 'CALL:END")

lkaspersky 47



Muterpauus B CI

Mniocol

+ YnpaBneHue no cetun

+ PacnapannenuBaHune pabor
+ [NoakniouveHune k ClI

lkaspersky



Muterpauus B CI

MuHychbi
- PyuJHag oTnapgka
- Bbicokuii nopor BXoXXAeHUs B TECTbI

lkaspersky



[lyTh K aBTOMaTU3aUNN

* [locTpoeHue cteHaoB

* PyuJyHoe TecTupoBaHune

* [lpoBepka TecToB Ha TenedoHe nop yrnpasieHUEM
Android

 AsTomaTtunsaumns tectoB vepe3 TAP

* [lepexop kK OpenTAP Python

* YpanéHHoe ynpasneHue npunbéopom npu nomowm SCPI
komaHpg, HiSLIP + VISA npoTtokonos

lkaspersky
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[ 2G, 3G, LTE J

kaspersky

HW nop ynpasneHnem KasperskyOS

(o
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kaspersky

HW nop ynpasneHnem KasperskyOS

(o

[ GPS/GLONASS ]
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UT0 TecTupyem

* TouHOCTb ONpeaeneHna KoopanHaT
* Bpemsa obHapy>xeHnsa CnyTHNKOB
* PasznunyHble KOHPNANKTHbIE CUTYaLMN

lkaspersky
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GPS smynarop

TecTnpoBaHmne paboThbl
C reonosuvumen.

kaspersky 50



GPS ATOP

def set location(self, lat: float, lon: float, hgt: float):

self.process = subprocess.Popen([self.path + 'GPS emulator’,
'-e', self.path + self.brdc,
-1, Y, .join([str(lat),
str(lon), str(hgt)])],
stdout=subprocess.PIPE)

output = self.process.stdout.readline().decode("UTF-8")
info(output)

while "GPS signal generator is ready Aot in output:

output = self.process.stdout.readline().decode("UTF-8")
info (output i r i

lkaspersky 55



K61V1 64 BSP AW O

GPS amynarop

‘ests passed: 0

DEBUG root:__init__.py:5@ Broadcasting: Intent { act=android.intent.action.AIRPLANE_MODE flg=0x488080 (has extras) }

Security exception: Permission Denia not allowed to send broadcast android.intent.action.AIRPLANE_MODE from pid=13257, vid=2000

java.lang.SecurityException: Permission Denial: not allowed to send broadcast android.intent.action.AIRPLANE_MODE from pid=13257, vid=:
at com.android.server.am.ActivityManagerService.broadcastIntentLocked (ActivityManagerService. java:21537)
at com.android.server.an.ActivityManagerService.broadcastIntent (ActivityManagerService. java:22174)
at com.android.server.am.ActivityManagerShellCommand.runSendBroadcast(ActivityManagerShellConmand. ja
at com.android.server.am.ActivityManagerShellCommand.onCommand(ActivityManagerShellConmand. java:174
at android.os.ShellConmand. exec(ShellCommand. java:183)
at com.android.server.am.ActivityManagerService.onShellConmand(ActivityManagerService. java: 16216
at android.os.Binder.shellCommand(Binder.java:634)
at android.os.Binder.onTransact(Binder. java:532)
at android.app.IActivityManager$Stub.onTransact(IActivityManager.java:3569)
at com.android.server.am.Activity erService.onTransact(ActivityManagerService
at android.os.Binder.execTransact(Binder.j 31)
DEBUG root:__init__.py:57
DEBUG root:__init__.py:59 Broadcasting: Intent { act=android.intent.action.AIRPLANE_MODE flg=0x400080 (has extras) }
Security exception: Permission Denial: not allowed to send broadcast android.intent.action.AIRPLANE_MODE from pid=13282, vid=2000
java.lang.SecurityException: Permission Denial: not allowed to send broadcast android.intent.action.AIRPLANE_MODE from pid=13282, uid=2000
at com.android.server.am.ActivityManagerService.broadcastIntentLocked(ActivityManagerService. java:21537)
at com.android.server.am.ActivityManagerService.broadcastIntent (ActivityManagerService. java:22174)
at com.android.server.am.ActivityManagerShellCommand.runSendBroadcast(ActivityManagerShellCommand. java: 698
at com.android.server.am.ActivityManagerShellCommand.onCommand (ActivityManagerShellCommand. java:174)
at android.os.ShellCommand.exec(ShellCommand. java:183)
at com.android.server.an.ActivityManagerService.onShellConmand(ActivityManagerService. java:16216)
at android.os.Binder.shellCommand(Binder.java:634)
at android.os.Binder.onTransact (Binder. java:532)
at android.app.IActivityManager§Stub.onTransact(IActivityManager.java:3569)
at com.android.server.am.ActivityManagerService.onTransact (ActivityManagerServ
at android.os.Binder.execTransact(Binder.java:73. Pycharm 2020.2.5 avallable
INFO root:__init__.py:46 Opening and initializing device... Update
TNED rant: init .nv:49 daviceName: |imaSNR-IISR

lkaspersky




Muterpauus B CI

Nniocobl

+ ABTOMaTU3MpoBaHHoe ynpasneHue GPS
SMYNATOPOM

+ OTKpPbITbI NCXOOHDbI KOA

lkaspersky



Muterpauus B CI

MuHychbi

- HoBbI NpOoTOKON B3anMogencTeuns

- Hwnskasa TouyHOCTb reono3nUUoHUPOBaHINS
- Bbicokmne TpeboBaHusg k NK

lkaspersky



kaspersky

HW nop ynpasneHnem KasperskyOS

(o

[ Power Supply ]
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UT0 TecTupyem

* MNoTpebnenHne yanos
* PaboTy npun rpaHUYHbIX YPOBHSIX 3apsaa
* PaboTa 3apagku
* [NpaBunbHag paboTa OC
C aKKYMYJISTOPOM

lkaspersky
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Power
Monitor

kaspersky



Power Monitor

* OueHka 3HepronoTpebdbneHus
y35noB

* Nmutauwma 6aTtapen

* Nmuntauusa sapsgHoro
yCTpoOncTBa

* [loBTOpsemMocTb

* WHterpaumnsa s Cl

kaspersky 62



Muterpauus B CI

Mniochl

+ ABTOMAaTM3NPOBAHHOE ynpaBJieHNE No ceTun
+ Bbicokasi noBTOpsSieMocTb TECTOB

+ HeszaBucumocTb oT M3Hoca TenedoHa

+

MopaenupoBaHmne HecTabunbHOCTEN U CNOXXHbIX
cueHapueB

lkaspersky



Muterpauus B CI

MuHychbl
- TpebyloTcd oTnagoyYHble NaThl
- Bbicokag cTonmocTb

lkaspersky



HW nop ynpasneHnem KasperskyOS

kaspersky

[ LOGS J [ Bluetooth/Wi-Fi ]
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Bluetooth, WiFi emulator

* KoHTponb kauecTBa paboTbl gpanBepoB

* WcknioveHne BNMSHNS okpykatowen cpepbl
* [MpoBepka rpaHNYHbIX 3HAYEHUIN

* MopennpoBaHmne HecTaHBAPTHbIX CUTYaLNA

lkaspersky
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LE0DBD0®

kaspersky
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CKBO3HbIE TeCcThbl

* Bce nonb3yrotcsa tenedpoHom
no-pasHomy

* Hayunm KoHBeliep NoBTOpPSATb
paboTy c aKpaHOM

lkaspersky

68



BbiBoabI

* HauuHaTb c amynatopos

* [lpoBecTn rnybokunin aHanns TeCTOBbIX CLLeHapuEB

* [MTpnmeHaTb obwmin nopxop kK obopynoaHuio (VISA +
HiSLIP)

* CtponTtb Cl oguHakoBo ans pasnnyHbIX NPOEKTOB

 CnepuTtb 3a pasymMHOiIn aBTOMaTU3aLMEN

kaspersky 69



BbiBoabI

« Omynatopbl ucnonbaytorca gna Cl
* [eHepaToOpbl ynpaBnsaoTcs no cetu
 Cxema cTeHAOB pacLumpsiemas

* Bbicokasi noBTopsieMmocTb TECTOB

* Cno>Hble cueHapun TeCTUpoBaHUS
* [lpoBepKkn ¢ BbICOKON TOYHOCTbIO

* Perpecc aBTomaTtusunposaH

lkaspersky
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Heisenbug

https://os.kaspersky.ru/

https://www.gemu.org/

https://wiki.gemu.org/Documentation/QMP

https://pypi.org/project/gmp/

https://github.com/utepnetlab/opentap
https://en.wikipedia.org/wiki/Standard_Commands_for_Programmable_Instruments
https://habr.com/ru/article /499746 /#rec186469108

kaspersky
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https://www.qemu.org/
https://www.qemu.org/
https://wiki.qemu.org/Documentation/QMP
https://pypi.org/project/qmp/
https://github.com/utepnetlab/opentap
https://en.wikipedia.org/wiki/Standard_Commands_for_Programmable_Instruments
https://habr.com/ru/article/499746/

Heisenbug

kaspersky

Q&A

Questions and Answers
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