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The challenges of large-scale software systems
The rise and fall of code complexity metrics
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What can we do instead?
Applying forensic profiling to code: behavioral code analysis
Evaluation: how good are hotspots at guiding tests and improvements?
Tooling: identify hotspots in your code
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Beyond code: Predicting defects with behavioural patterns
Ask me anything: Q&A
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My Road To Psychology
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A Psychological Programmer?
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Behavioral Code Analysis

Use Forensic Techniques
to Arrest Defects, Bottlenecks, and
Bad Design in Your Programs
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ly road to psychology ™

The challenges of large-scale software systems
The rise and fall of code complexity metrics

. "v - ! '. N = = r— - - - = , 2 = g o = S =N
3 ’ L R4 o P R e T NS L .
. s ? S TR o ke < A sl
7 Bt 2 Lok o o
. . ) Yy S \ : - i ¥ e - - " 3 . ) {
5 . ’ : LY 1A e h‘,' '-‘:’\X‘ ‘wl,"»;.'- . NP o s et ATE

i s M e S

O e
. W ‘-]
) 1 200 10 PR —
T Sl A

. ) T,
a " » . .
’} i { . - o \ .\J.- ¥y AR

L AT

o : -
LA \»
i . :

b4 - Ay - 5.+ .
84 R TR LR ¢ 7 YRR ST T
P Ty L g
AR
!

! . o) -
o ' 2 Nl ST A S, ST s
P32 - 3 ,.,\{o&&, ¥ M 2 :w:gJ e
U s X T
o DR i
.V b SRl | .
: ) . » . iy P SCEY, S -y !
vaar cCdan’ 1Stea
s v, = N
-~ » e
oo Sl e 4 i T b AP G T AR L A A o
e - : 19 he "’W‘»_ [ }_&.\. ~ A -
\ ; ._|'\\_. ._-.lb\t ,,.N"&?’”‘:Q,,‘\a";‘ <4 "‘i._ i ‘,-“.‘_3-’_‘, %
. 2\ F Wl » T L I S LS, ~ = _tl i - ‘.,€
. l‘ . . N " : s 4 W B “; & _-.. B |
. ' 1 -
: WY N . J X
. % ¥ . pg ! mai? : ‘
- . . LY & . ol '{
NS T ] , i - FHSN
. - ' - - . 1 -
v v\ { i ] :
AL ) . : 2. | ) B e , B B
' A | F Vi et - 9 ‘R : i 5 3 { & 3
T U RN @ A : B | O.a
:o SAL SRR )}’5. : RN . 'V'w,“ o G/t B o
g i =S L A R S 2

ﬁ\""}}\s A ~ ke “"v“ ! " AT .'Wt} TN ‘\?‘,‘ [ N e
. g A TR e ‘«‘!.t"””‘,\’ D) ~,( » ?T\-":- t‘; >

-

e
\\' l,‘

* Re o ' J i I
N - &0 I . : .
L o v : \ ' ’ . h

’..“?:%O?&‘.\l‘, “ ot Y [ 078 et &

A ) \

v
oy
.

\ NTANNAR Spisy

) ” g E - - A . S A ‘4 v: N e 3 ¢ - o~ : - < . 3 . pee s d ~
r 3 > ! s . . - - L I e 2 . . ’ . - : e" g - . . :
’( : e ‘; i ot : o . ‘ ). K ~, N . > i v - 3 A S } A n_.&n‘ - 8 e » . . ) el : . . > 3,7~ » - > X L& B LN L e % Y ’ R " - - - - & s .- . "
S350t : AT ",. % X ey 2 B oS k— : . : ~. - s S - - A ..u_ : " 4 - . - -4 - 7 - - ] £ -' \ L & e 2 - > .,. ) - - X . g3 = 5 Y - 5 b s ) > 3 '_ : N ."' -

Yy < fant, - -
03 Lo i) B T T e -
P . /" WAL, 3 =Y 'O"v;"l‘.' - Y
: 3 S - . . N
| Al <’- ! et ""’7-{'—’:"'% v
! . ” e o .
/ ) S A s
VU s e ST K
1 \!’.4‘1;.’ P i . N _—:\ vl =G a '_'.“a
B oy A e O e A NN
. . o %)
s » o ) - . - .
3 ity - ve- -
86 g I / = . (>4
v el P -~ e - - -~ -~




. -

Reality I1s a Rorschach Blot
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“Humans seem to be driven at least a. uch by fantasy as reality.”

(Baars, I The Theatre Of Consciousness, 1997)
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Representation of Space and Mental Models
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@AdamTornhill Image from Moar (1978), “Mental Triangulation and the nature of internal representation of Space”



Software Development:
ow Can We Get Situational Awareness?
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Do we have time to re-test everything all the time?

Do we have t0?

Do we want to?

We can automate, but where do we start?

Metrics to the Rescue??

@AdamTornhill



Code Complexity to guide Testing?

Cyclomatic Complexity

@AdamTornhill



“Syntactic complexity metrics cénnot th |
whole picture of software complexity” «

san, “Mak

(Herraiz & in Softwaeu

@AdamTornhill



“The use of metrics to manage softwar e s t o
‘even reached a state of infancy” +

~ (Glass, “Facts and Fallacies of Software Engineering”)
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“Complexity metrics lack context; cbmplexiisy ]
‘problem when we need to deal with it.” *

@AdamTornhill
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to psychology
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What can we do instead?
Applying forensic profiling to code: behavioral code analysis
o Evaluation: how good are hotspots at guiding tests and improvements?
i Tooling: identify hotspots in your code
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Forensic Psychology

jodie foster / anthany hopkins / scott glenn

from the terrifying best seller

Bvine,/ music by howand shore /production designer kristi 62/

>
‘ﬂ.WME‘ / . Ik i /adilad by prai man /hasa | annvel by Ihamae harrie /enr e tally /
BRACE YOURSELFEP™ mmuimumhuimmauny fak fujimoto /edited by crai 7 /iased upondhe novel by thomas harris,/screenplay by ted fally /
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Profiling the Ripper

Dragnet analysis,of Sshicder locations & graffito
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HoW can we Use this in Code?

@AdamTornhill



Version Control: Behavioral Data over Software Developers

Commit: bb57cab
Date: 2016-02-12
Author: Kevin Flynn

FF1x behavior of StartsWithPrefix

rc/Mvc.Abstractions/ModelBinding/ModelStateDictionary.cs

SOC|aI I nfo 'm atlo N rc/Mvc.Core/ControllerBase.cs

rc/Mvec.Core/Internal/ElementalValueProvider.cs
1 39 src/Mvc.Core/Internal/PrefixContainer.cs

Commit: fdodz28d
Date 2016-02-10
Authgr: Professor Falken

Make AddController not overwrite existing IControllerTypeProvider

8 1 src/Core/Internal/ControllersAsServices.cs
48 0 test/Core.Test/Internal/ControllerAsServicesTest.cs
13 0 test/Mvc.FunctionalTests/ControllerFromServicesTests.cs

Commit: 910f013
Date :20106-02-05
Author Lisbeth Salander

Fixes #4050: Throw an exception when media types are emjA Tlme DImenSIOn

20 1 src/Mvc.Core/Formatters/InputFormatter.cs

@AdamTornhill



CASE STUDY: Offen
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Case Study: Android

core

The Platform Framework Base in Numbers

3 Million Lines of Code
2.1 Million Lines of Java
2,000 Unique Authors

tests

tools

telecomm
obex

telephony

cmds

rs

libs

services

graphics

docs

wifi

packages

@AdamTornhill



Case/Study: An\droid

services (!

telephony

packages

The Platform Framework Base in Numbers

o .

v 851 graphics
telecomm docs

obex

cmds
rs i 3
tests wifi
ibs

3 Million Lines of Code
2.1 Million Lines of Java

2,000 Unique Authors

@AdamTornhill
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Focus: |ldentity Prc
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Focus on High Risk Areas:

Aqt1veServ1ces ]aVa

Act1v1tyManagerShellCommand java

/////ﬁ \\\\\ ProcessList. java ActivityRecord.java

Activ tyStackSupervisof.java ProviderMap.jévan ﬁ_ﬁ
| N

BroadcastStats. java

mm——ecentTasks. java AppNotRespondingDialog. java . \

wived Symptoms of low Code Health = Risk

skPersister.

LaunchingT;

Low Cohesion, many responsibilities

Overall Complex Methods, many conditionals

Deeply Nested Logic, if-statements inside if-statements
Bumpy Road, lack of modularity

Excess Function Arguments, missing abstractions

ProcessStatsService. java

ocessReco|

App

BroadcastQueue. java

@AdamTornhill



We want to change
some code here

case Profiler:
if (enableProfilerTimer) {
workInProgress.effectTag |= Update;
}
break;
case SuspenseComponent: {
const state: SuspenseState | null = workInProgress.memoizedState;
if (state !== null) {
if (enableSuspenseServerRenderer) {
if (state.dehydrated '== null) {
pushSuspenseContext (
workInProgress,

\\\k-...----J_:E:Ei:%;}tShallowSuspenseContext(suspenseStackCursor.current),
// We know that this component will suspend again because !?.TF7EEF----"'——””'

// been unsuspended it has committed as a resolved Suspense component.
// If it needs to be retried, it should have work scheduled on it.
workInProgress.effectTag |= DidCapture;

@AdamTornhill

Working Memory: A Cognitive Bottleneck

...and now we need to tweak
code while keeping 4(!) things in
our working memory...



Example

High Risk Code: The Bumpy Road Code Smell

let inst;
if (isClass) {
inst = new Component(element.props, publicContext, updater);

if (typeof Component.getDerivedStateFromProps === 'function') {
if (__DEV__) {
g@Qunnééng;if (inst.state === null || inst.state === undefined) {
nesemsmmesnnsne ONST componentName = getComponentName(Component) || 'Unknown';
sowesvmempmesneend T (! didWarnAboutUninitializedState[componentName]) {
warningWithoutStack(
false,

''%s’ uses ‘getDerivedStateFromProps' but its initial state is ' +
'%s. This is not recommended. Instead, define the initial state by ' +
b u m p>>> Fepvmsmsmmreme  'assigning an object to 'this.state’ in the constructor of ‘%s’. ' +
FRCPORINISIRe®  'This ensures that ‘getDerivedStateFromProps' arguments have a consistent shape.’,
componentName,
t.state === null ? 'null' : 'undefined',

o didWarnAboutUninI izedState[componentName] = true;

let partialState = Component.getDerivedStateFromProps.call(

ement. oross The Bumpy Road code smell is a function that
P contains multiple logical chunks of logic, driving

wowee 1T (__DEV__) { =
2 indetined) ¢ the real code complexity (example from React).
ponentName = getComponentName(Component) || 'Unknown';
arnAboutUndefinedDerivedState[componentName]) {
semessmymasmme warningWithoutStack(

b u m >>> sowpemsmpammeme a1 se
p W'%s.getDerivedStateFromProps(): A valid state object (or null) must be returned. ' +

P2 a2 = e o o 1 - '
FORIIRISIMIRS®E  'You have returned undefined. ',
’Bﬁ“'”“”’““”‘componentName,

Freasmm——
semespmemwe didWarnAboutUndefinedDerivedState[componentName] = true;

Ry |
}
}

if (partialState != null) {
inst.state = Object.assign({}, inst.state, partialState);

}

Read more: hitps.//empear.com/blog/bumpy-road-code-complexity-in-context/

@AdamTornhill


https://empear.com/blog/bumpy-road-code-complexity-in-context/

Make it Actionable: Gu

@AdamTornhill



Sliding Windows: Analyse the Hotspots in a Sprint

Analyse hotspots in this period

)

>

2017 2018 2019 2020 s\
Git History /

Sprint n Sprintn + 2
Sprintn+1

@AdamTornhill



Sliding Windows: Analyse the Hotspots in a Sprint

o text
net
transition
preference nfc
hardware
animation Security
gesture -speech The “TextView’”’ is a hotspot
. bluetooth
accounts appwidget
. database O
The “ViewGroup” print Sabt
classes are hotspots
util
service :jf_t_”l:?.fOVidef o
content E 9
app
view

@AdamTornhill



Scale: Hotspot:

@AdamTornhill



Hotspots in Spinnaker: +30 Git repos, 7 Languages

The orca git repository Client library

(Orchestration Engine)
o N -
Kotlin, Java, Groovy =S Go lang
’ ’ > & Read/write operations for
& oOrca | Google cloud
@i o kegl edgor
*e » & Ll swabbie lava ] ]
w gate Read/write operations for aws
| | e £eho
v N0 T g Groovy, Java
The deck git repository :A_A._::".'::f’i‘?' =y ] \/
(Management UI) “ou
TypeScript and JavaScript A ®@: @, °*%
clouddriver O
\_) T e Read/write operations for
8% .o Kubernetes
deck ' - v
'S O

@AdamTornhill Reference: https://codescene.io/projects/1650/jobs/4074/results/code/hotspots/system-map



Specify Logical Components

@AdamTornhill

arch > o cdr fmom /[N DRM/AMD
| cdrom >
block > char N host1x > arc
certs > o clk N ipu-v3 » I arm
COPYING | clocksource N Makefile ~ | armada . e
CREDITS | vga > I ast
connector > o
| crypto > cpufreq N M ati_pcigart.c
| Documentation > cpuidle > | atmel-hlcdc >
| drivers > erypto N bochs >
firmware > dax > bridge >
fs > dea N cirrus >
’ !n'clude g devfreq > _
| init > dio > drm_atomic_helper.c
| ipc > dma N drm_atomic.c
Kbuild § dma-buf N drm_auth.c
Kconfig | edac N drm_blend.c
kernel > o cisa > drm_bridge.c
| lib > extcon ) drm_bufs.c
MAINTAINERS firewire N drm_cache.c
Makefile firmware N drm_color_mgmt.c
| mm > P N drm_connector.c DRM Sh d
net > foga N drm_context.c are
README gpio N drm_crtc_helper_internal.h
samples > So0 > drm_crtc_helper.c
| scripts > o hid N drm_crtc_internal.h
| security > hsi N drm_crtc.c
| sound > hy > drm_debugfs_crc.c
| tools > hwmon N drm_debugfs.c
,
u_sr | hwspinlock N drm_dma.c
virt > e e . drm_dp_aux_dev.c



Aggregation: Architectural Hotspots in Spinnaker

% P / \
. / \.
|'I .‘II

7 core
titus

azure P - . ' '

AT |' |

appengine —docker &4 /«. ' ‘ Roer '

ecs ] v ‘
__ l

cloudfoundry, \ g ——_

|‘. 'I'
. 7 ‘gooﬁ .. ” : /
. 7‘
amazon -

@ clouddriver ——
echo Spin =

igor

rosco gate

Keiko,/ fiat
keel _

Swabbie deck-kayenta =

front50

Kayenta T '

halyard | e

@AdamTornhill
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Hotspots: Focus Tests on the Largest Impact
1 Year in Roslyn (C#, VB) 6 Years of Erlang 12 Years of Ruby on Rails

1g )
= c
s g
160+ © 1,000+ ©
140 -
800
120
100
600
80
60 400
40
200
20
| 0 f T l T T T T 0 f
ol 8884 . 1,000 1,500 2,000 2,500 3,000 3,500 4,000 4,500 5,000 5,500 6,000 6,500 0 500 1,000
e "(’.~.A‘. Ty .

"§ < Prioritize testing and verificatign here!

Ignore the long tall

Change Frequency

- Lach file in the system
Reference: Your Code as a Crime Scene, ISBN:1680500384




CASE STUDY: Hot

@AdamTornhill



A TraveliIn Time

@AdamTornhill



Hotspots and Defects

/ out of 8 most defect dense parts

49, of the Code, [ 2% of all defects!



Defect Mining

Only one rule:

Reference tickets — lira/Trello issues — in all commit messages*

@AdamTornhill

commit 103506e1236£396452fdfc368452edf160c29637
Author: Alan Kay

Date: Thu Apr 2 20:47:59 2020 +0300

MARKET-1068: ensure text boxes have a minimum width

commit 5a9%9e0c8466acb5ea89185aa25d88db87dac3a713
Author: Kevin Flynn

Date: Thu Apr 2 20:39:33 2020 +0300

MARKET-911: fix degradation in of load times

*Note: can be automated for development (e.g. Git pre-commit hooks)




Tooling:

Try it on your own Code

CodeScene
-
React
Hotspots Refactoring Targets Costs Defects Programming Language
|. ANALYSIS-RESULTS
Dashboard
Scope _
\\
Goals { \
ErrorBoundaries-test.int “
\ / \ /
Code - \ /
« Hotspots — ~—
lictepotsicodelbiealth actServerRenderingHydration-test.js
h: lin ‘ PR
Changetatping ReactDOMServerintegrationAttributes-test.js ReactDOMTextarea-test.s ™
Critical Code utils ‘ \
Code Health Decline AL SR regintoContalnerzies RSy ~ReagtDOMServerPartialHydration:test.internal.js
React C t\-it b ReactTestUtils-test.js /
Prediction: Code Health 2 ‘°'"p°":" » 'Jst\*t 4ig ReactDOMOption-test.is \ y \
Decline . ?/choun -test.js @ b
Architecture ReactDOMSelection-test.internal.js ReactCompositeC entStafe-testjs
ReactTestUtilsAct-test.js findDOMNode-test.js . (
~ ReactUpdates-test.js
Team Dynamics ReactLegacyContextDisabled-test.internal.js p
ReactBrowserEventEmitter-test.internal.js ReactDOM-testjs
System \ 4 ReactTreeTraversal-test.js
Y; ReactDOMServerIntegrationHogks-fest.internaI.js ReactMountDestruction-test.is .
11. SIMULATIONS ReactDOMServerLifecycles-test.js refs-test.s
S~ ReactDOMServerintegrationBasic-test.js ReactC‘ t-test s
ULDELIVERVEEREORMANCE \“ ReactDOMSVG-testjs  Reactldentity-test.js
ReactMultiChildReconcile-test.js ReactDOMServerintegrationReconne

O < 4 ReactDOMEventListener-:?@
Reac‘tDOMSelect-tkst.jér77 | ,,B?,a,,cm mponentLifeCycle-test.js
\ ,‘ / \ = //" D\
4

[ | actDOMFiber-t
ReactS -test.js

N v

Projects

Reports Configuration Tutorials Documentation Logout
React react packages react-dom src
__tests__ eactDOMComponent-test
Size 2273 Lines of Code cwe;eam‘

Change Frequency 256 Commits
Main Author Dan Abramov (24 %)
Knowledge Loss 0 % Abandoned Code
Development Cost -

Defect Commits 83 (32 % of Total Commits)

Last Modified 0 months ago

Actions
’ View Code ‘ ‘ X-Ray ‘
’ Trends ‘ ‘ Code Review -
Complexity Trend

2015

Source Code:
https://github.com/adamt

https://codescene.io/

ornhill/code-maat

glt log —-—-format=format:

Y
-r
-10

egrep V/\$l

SOort
head

SOrtc

It

Hotspots from the command line

——name-only
uniqg -c

@AdamTornhill
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Process Loss
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Roslyn: 5 Million Lines of Code, 380 Contributors

VisualStudio

EditorFeatures

@AdamTornhill




C# Nullable Reference Types: In Context

NullableReferenceTypesTests.cs 93,000 Lines of Code

Emit

Apollo 11 Guidance Computer 115,000 Lines of Code

NullableReferenceTypesTestis.cs

Syntax

Semantic %
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Source code: https://github.com/chrisigarry/Apolio-11
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Hotspots become Coordination Magnets

Hotspots: Development Activity Coordination: Developer Congestion

Developer Congestion

O None

O Low

O Medium
® High
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VisualBasic VisualBasic

NullableReferenceTypesTests.cs

@AdamTornhill



Organizational factors are some of the best predictors of defects

| The structure of the development organization is a stronger predictor of
Core defects than any code metrics.

(N. Nagappan, B. Murphy, and V. Basil, 2008)
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Test

The risk that a commit introduces a defect increases with the number of
developers who have previously worked on the modified code.
(M. Tufano, G. Bavota, D. Poshyvanyk, M. Di Penta, R. Oliveto, and A. De Lucia, 2015)

O
These factors affect us even within a strong quality culture of peer reviews.
n (A. Meneely and L. Williams, 2009)
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Social Factors Influence how we Perceive a Codebase

Reality\ / Mental Model

The more developers working on the same code,
the harder to maintain stable mental models

@AdamTornhill



Behavioral Code Analysis <3 Testing

@AdamTornhill
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By Adam Tornhill

Your Code As a
Crime Scene

Use Forensic Techniques

to Arrest Defects, Bottlenecks, and
Bad Design in Your Programs

@AdamTornhill

(int J
turn res;

blic veol
e (int i
- joe

Cids

LinkedIn: https://www.linkedin.com/company/empear-ab/

Twitter: https://twitter.com/codescene



http://www.empear.com/blog/
https://codescene.io/
https://twitter.com/codescene

