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State of Mobile DevSecOps
Brian Reed, Chief Mobility Officer, NowSeccure
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About NowSecure
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Mission:
Save the World from Unsafe Mobile Apps
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Automated Mobile AppSec Testing Software
Expert Pen Testing & Training Services

Mobile-First & Mobile-Only

10 years in mobile
Millions of Mobile Apps Scanned
+4,000 Daily Automated Mobile AppSec Tests in our Cloud

NowSecure Jenkins Plugin
https://plugins.jenkins.io/nowsecure-auto-security-test/
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https://plugins.jenkins.io/nowsecure-auto-security-test/

State of Mobile Apps

69%

of all digital traffic is
mobile vs web.

90%

growth in mobile app
downloads YoY Q2
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100%

of mobile devs want to
build great apps.

100%

of mobile companies

want happy customers.
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85%

of mobile apps
have security bugs.

70%

of mobile apps leak
personal data and

violate GDPR/CCPA.

9%
9%
of organizations

automate over 75% of
their test cases.

14%

of organizations can
release software daily.
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Mobile DevSecOps Strategy for Success

Build Binary Test Binary

Auto Test Every Binary Build SAST+DAST+IAST
Auto Generate Issue Tickets

Governance Program

Infrastructure Security

Best Practices
Commit Staging
e Adjust for mobile vs web
Practice Secure by Design
& Trust but Verify

Enable all stakeholders
Threat model

Secure dev best practices
Automate everything

Fast Feedback Loops

SAST Repo Scans

Secure Code in IDE

Pen Test High Risk

Code =—=

Deploy

OSS SCA Scans Layered security strategy
Monitor Production Track metrics
Security Training Requirements & Design Drive continuous
improvement
Security Requirements
DEVOPS\/ORLD yRed



Mature DevOps Teams Integrate Security Throughout

What security tools do you or your team use?
Mature DevOps practices prioritize WAF, OSS Governance, and IDS/IPS.
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Are security tools properly integrated
within your team’s development pipeline?

Mature DevOps
practices are 350%
more likely to
integrate automated
security throughout
toolchain

DLP CSA DAST SCA IAST RASP

Container
Security

Data Loss
Prevention

Dynamic Software  Interactive  Runtime
Analysis  Composition Application  Application
Security Analysis Security  Self Protection
Testing Testing

I Yes: Mature DevOps Practices  [JJ] Yes: Immature DevOps Practices
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Mobile DevSecOps at Vivid Seats
Nic Roth, Director of Engineering, Vivid Seats
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About Vivid Seats

* Founded 2001 in Chicago
* Offers tickets to music, sports, theater, and more
* Over 70 million tickets sold

* Best-in-class loyalty program: Vivid Seats
Rewards

* Trusted partners of ESPN, Rolling Stone,
Chicago Bears, Green Bay Packers, Notre dame,
and more.

* Mobile App Innovations
— Digital Tickets
— Loyalty Program Wallet
— User Favorites + Spotify Sync
— Personalization and recommendations
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Next Reward: $9

Lower Level 155

$70
togo

Rewards Balance

View Earn Hictar




Mobile DevSecOps at Vivid Seats

- Scan Early, Scan Often

— Cl builds are triggered whenever a pull request is created, or when code is pushed to a branch
with an open pull request.

— A staging deployment Fastlane lane runs, and:
- Builds the project
« Runs unit and Ul tests
- Runs code quality analysis (Sonarqube)
- Runs security static & dynamic analysis (NowSecure)
- Blocks the ability to merge into stage until all the above steps pass

— Gives us the ability to view how our security posture has evolved over time, without having to run
manual scans

— Prevents vulnerabilities from being released inadvertently

DEVOPS\WORLD

by CloudBees

© 2020 All Rights Reserved.



Mobile DevSecOps At Allstate
Nick Christi, Manager.of App & Product Security, Allstate
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Mobile DevSecOps at Allstate

Shift left

» Secure by design

* APl first

Empower
engineering

» Security controls
implementation

SAST (NowSecure)
DAST

IAST

RASP

SCA

Platform/OS check
OWASP mASVS
Threat modeling

The views, thoughts and opinions expressed in these slides or during this presentation belong solely to me, and not necessarily

to my past, current and future employer, organizations, committee or any other groups or any other individual.
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Mobile DevSecOps at Allstate
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Panel Discussion
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Additional Resources

Vivid Seats Tech Blog

https://medium.com/vivid-seats-engineering

Brian Reed

Chief Mobility Officer, NowSecure
br@nowsecure.com

Allstate Innovation
https://ourstory.allstate.com/forourcustomers/innovating/

Ultimate Guide to Mobile DevSecOps a Nic Roth

https://bit.ly/3jfd1mx Director of Engineering, Vivid Seats
LinkedIn

All Things Mobile DevSecOps Newsletter

https:/bit.ly/320HmIx Nick Christi
i Manager of App & Product Security, Allstate
2020 DevOps Community Survey ' LinkedIn

http://bit.ly/2020-dso-survey
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