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“An ounce of prevention is worth a
pound of cure.”
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Some Recent Technology Trends
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Serverless/FaaS

Microservices

Monolith
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Relative Cost of Fixing Security Defects
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Source: IBM Research https://www.researchgate.net/figure/IBM-System-Science-Institute-Relative-Cost-of-Fixing-Defects figl 255965523
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What Goes into a Container Image §
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Artifacts During Different Phases of SDLC
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Code to Prod (SDLC)

Staging Cluster
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Security Team VS Developers

* Low Risk * Try new things
° Process i Automate
* Formal e Informal

* Slow and Thoughtful * Quick, fail fast
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Security Integration Points

Development Cl/CD

Pre-deployment
(Enforcement)

Runtime (Visibility)
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Dev/DevOps Checks: : InfoSec Governance and Security Best Practices Checks:
- Find issues before code ! - Image from IT approved registry
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Admission Checks:

- Signed image

- IT approved images

- Security best practice
checks

- Disallow changes during
business hours
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Runtime Checks:

- List pods/container not
conforming to InfoSec’s policy
- List pods with severity score
above X

Runtime State
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Tools for Each of the SDLC Security Stages

| DeveIoEment

Code Scanning
« GoSec (Go)
« Bandit (Python)

* NodeJsScan (NodedS)

« SpotBugs (Java)

Kubernetes Manifest
Scanning
« KubeSec

 Prisma Cloud laC

Container Image Scanning
* Prisma Cloud Compute

« JFrog
« Clair

More: https://qithub.com/gunjan5/shift-left-security

| Cl/CD ' Pre-deployment Runtime

i « DAST : e Kubernetes : Network

'+ OWASP ZAP ' Admission .+ CN-series

| * Arachni ' Controller | * Calico

| '« Prisma Cloud ! * lstio

' * |AST ! Compute | * Prisma Cloud
: + Contrast Community! e QOpen Policy ! Compute

l Edition (CE) | Agent '+ Behavior

| | . Pod Security  Prisma Cloud
: | Policy | Compute

| | | - Falco

| | '« Access

| | | * |AM Analyzer
| | '+ RBAC

| | '« Sandboxing

| | ' « gVisor

« Kata Containers
 Nabla Containers



https://securego.io/
https://github.com/PyCQA/bandit
https://github.com/ajinabraham/NodeJsScan
https://spotbugs.github.io/
https://github.com/controlplaneio/kubesec
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-devops-security/set-up-your-prisma-cloud-configuration-file-for-iac-scan.html
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute.html
https://jfrog.com/xray/
https://coreos.com/clair/docs/latest/
https://github.com/zaproxy/zaproxy
http://www.arachni-scanner.com/
https://www.contrastsecurity.com/contrast-community-edition
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute.html
https://www.openpolicyagent.org/
https://kubernetes.io/docs/concepts/policy/pod-security-policy/
https://docs.paloaltonetworks.com/cn-series.html
https://www.projectcalico.org/
https://istio.io/
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute.html
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute.html
https://github.com/falcosecurity/falco
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://github.com/google/gvisor
https://katacontainers.io/
https://nabla-containers.github.io/
https://github.com/gunjan5/shift-left-security
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Security should not be an
afterthought

Intellectuals solve problems,

geniuses prevent them.
Oh good, duct tape..




Resources

» https://github.com/gunjan5/shift-left-security (List of Tools for SDLC Security)
» https://eithub.com/gunjan5/container-security (Best Practices)

" https://github.com/gunjan5/cloud-native-security (Security Checklist)

» https://voutu.be/g5gyrESIkFY (Containers to Serverless Landscape)
= https://youtu.be/yctITHCDtFU (Container Security Best Practices)

= https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-
admin/prisma-cloud-devops-security.html

, twitter.com/Gunjan_Patell

Thank you! =5

github.com/gunjan5

m linkedin.com/in/gunjanpatell


https://github.com/gunjan5/shift-left-security
https://github.com/gunjan5/container-security
https://github.com/gunjan5/cloud-native-security
https://youtu.be/q5gyrESlkFY
https://youtu.be/yctlTHCDtFU
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-devops-security.html

